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Abstract. We investigate the precise consistency guarantees provided
by a simple and prominent distributed implementation of shared mem-
ory (a.k.a. key-value store) based on the causal broadcast abstraction.
We formalize these guarantees within a weak memory model, which we
call “causal-broadcast memory” (CBM, for short), and relate it to several
established weak memory models. In particular, our study reveals that
CBM is strictly stronger than “causal memory” consistency, previously
proposed to encapsulate the same distributed implementation. Addition-
ally, we address two core verification challenges for CBM: (i) deciding
whether a single abstract execution graph is consistent, which we show
is solvable in polynomial time, and (i7) verifying reachability of con-
trol states for client programs operating atop causal-broadcast memory,
which we prove to be undecidable.

1 Introduction

Consider the following simple reference implementation DistMem of a shared
memory in a message-passing distributed system (code shown for process p).

method write(x,v) method read(x) when Wzxv is received
My :=M,[x — v] return(Mp(x)) from another process:
causal_broadcast (Wzv) My :=Mplx — v]
return()

In words, each process p maintains a local copy of a location-to-value mapping
M,. When a write of value v to location z is requested at a process p, the
mapping is updated locally and then the request is sent over the network to all
other processes. To read from location z, each process simply uses its local copy
of the mapping. Upon receiving a write request from another process, the update
is executed on the local copy.

The broadcast operation is non-blocking: it returns without waiting for the
reception of the emitted messages. It is also assumed to maintain causal consis-
tency, which means that (1) if some message m; is a cause of a later message
ma, then all processes will receive my before mo; and (2) a message m; is a
cause of message mo when the send of m, is before the send of msy in Lamport’s
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Fig. 1. Examples of behaviors that are possible (v) or impossible (X) under DistMem.
We assume that the initial value of every location is 0. In each example, every row
lists the operations executed by a single process (P;), in the order in which they occur.
Operations are either writes of the form Wxv, denoting a write of value v to location ,
or reads of the form Rxv, denoting a read of value v from location x. Message reception
is treated as a background activity that is unobservable from the client’s point of view
and is therefore not depicted in the figure. In SB, Wx1 is received at P2 only after it
performs Rx0, so Py reads the initial value of x. Similarly for Wyl. In MP, Wyl must
be received at Py before it performs Ryl. Since Wx1 is causally before Wyl, it must be
received before it. But then, Wx1 overrides the initial value of x and P2 cannot read 0
from x. In COH, Wx1 is received at Py only after it performs Wx2, so it overrides it and
the value of x is 1. Similarly for Wx2. The explanation for TMP is similar to MP. In
IRIW, the two messages of P1 and P2 are received in different orders in each of the other
two processes. This is possible since Wx1 and Wyl are not causally related. In WWS;,
P, must receive Wx1 after performing Rx(0, and must receive Wzl before performing Rz1.
Since Wx1 is causally before Wyl, which is causally before Wzl, Wyl must be received
between the receive of Wxl and the receive of Wzl—and thus between Rx0 and Rzl.
Hence, this receive overrides Wy2 and P2 cannot read 2 from y.

happens-before [22]—the partial order that (i) contains the sequential program
order of each process and (i¢) places each message send before its receive.
Concrete manifestations of DistMem have to implement the causal broadcast
abstraction. Implementations of causal broadcast were suggested, e.g., in [28,29].
Ahamad et al. [6], who introduced the “causal memory” (CM, for short) consis-
tency model, implement DistMem on top of a point-to-point send /receive network
employing outgoing and incoming message queues. Following this seminal work,
other scalable real-world implementations, which tolerate process crashes and
long partitions between datacenters, were developed (see, e.g., [24]). Researchers
have also studied the verification of DistMem implementations in Coq [16,23]. In
particular, the abstract operational specification in [23] is equivalent to DistMem.

Several fundamental questions arise about DistMem:

Q1 What consistency guarantees does DistMem provide? Clearly, it is weaker
than sequentially consistent memory (SC) [21] (see Fig. 1 for some examples).

Q2 How do these guarantees relate to existing definitions of causally consis-
tent shared memory? In particular, what is the relation to CM from [6]?
Can DistMem consistency be specified in common declarative formalisms for
weakly consistent memory?
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Q3 With the goal of testing implementations of DistMem, how hard is it to check
whether a given abstract execution (where message delivery is not exposed)
is admitted by DistMem?

Q4 How hard is the verification of (finite-state) shared-memory programs that
run on top of DistMem? How does it compare to program verification on top
of a centralized (strongly consistent) memory, which is PSPACE-complete [17]?

Our Contribution. This paper addresses these questions. We also identify a
subtle gap in previous work on this topic. Concretely, our contributions (in com-
parison to related work) are as follows:

A1l We propose a novel memory consistency model, called “causal-broadcast
memory” (CBM for short). This model precisely captures the observable
behaviors of DistMem. Its formulation requires the existence of valid total
orders on all operations in the causal past of each process. This definition
is obtained as an instance of the definition from [25], which we call CBC
for “causal-broadcast consistency”. In the same paper, it is related (without
proof) to an implementation that lifts an arbitrary sequential transition sys-
tem to a distributed system by first performing every operation locally and
then spreading it over the network by causal broadcast (see Listing 1.1 be-
low). We show that the consistency guarantees provided by this distributed
implementation are precisely captured by CBC (see Cor. 1). Then, we prove
that queries—operations that do not affect the local state, like reads in
a memory system—need not be broadcast (see Cor. 2). As a result, since
DistMem is an instance of the more general distributed implementation where
queries are not broadcast and CBM is the specialization of CBC for a tran-
sition system implementing a memory (a.k.a. key-value store), we obtain the
correspondence between CBM and DistMem (see Cor. 3).

A2 We relate CBM to different variants of causal memory consistency that were
studied before, all weaker than SC. Our results are summarized in Fig. 2,
and we provide examples to demonstrate all “anti-edges” in the figure. In
particular, we show that CBM is strictly stronger than CM, which is in con-
trast to the claim of [25] that argued that DistMem precisely corresponds to
CM. Moreover, we establish a data-race-freedom (DRF) guarantee showing
that all behaviors allowed by CBM are also admitted by a stronger seman-
tics for programs without write-write races (concurrent writes to the same
location). The stronger semantics for this DRF result is “Parallel Snap-
shot Isolation” (PSI)—a memory model developed in the context of trans-
actional geo-replicated systems, where write-conflicts are all resolved glob-
ally [12,30]. Importantly, whether or not a program is write-write-race-free
can be checked assuming PSI, which enables client reasoning based solely on
the strong semantics. To the best of our knowledge, this is the first result of
this kind relating PSI to memory models of causal consistency. Moreover, our
DRF guarantee holds for every model between WRA and PSI (see Fig. 2),
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SCmem: Sequential Consistency for Memory [21]
o SC: Sequential Consistency [27]

SChmem TSO: Total Store Order [26]
/ ‘ PSI: Parallel Snapshot Isolation [12]
TSO PSI SRA: Strong Release-Acquire [19]
‘ / \ o< CCv: Causal Convergence [27]
BM: sal-B st M. his
SRA CBM (@] Causal-Broadcast Memory (this paper)

o CBC: Causal-Broadcast Consistency (“Causal Consistency” in [25])
‘ RA: the Release-Acquire fragment of the C/C+-+11 [19]
CM: Causal Memory [6]"

RA CM
\ / o< CC: Causal Consistency [27]

WRA WRA: Weak Release-Acquire [18]
o WCC: Weak Causal Consistency (CC in [10])

Fig. 2. Models ordered by strength (higher is stronger): Comparison of models is based
on consistency of execution graphs (Def. 19), focusing solely on read and write mem-
ory accesses (discarding features that exist in some of these models, such as RMWs
and transactions consisting of multiple accesses). Models following the o< symbol are
corresponding generalizations of shared-memory consistency to general objects (see §7).

A3

A4

and thus it improves the DRF result from [18] that is against SRA, which is
strictly weaker than PSI.

We show that testing CBM-consistency of an abstract execution graph can
be performed in polynomial time. The input for this problem is a graph
whose vertices consist of the performed memory operations, and edges relate
vertices by “program order” (the sequential order within each process) and
“reads-from” relation (justifying each read action by a write action). Such
execution graphs do not track message broadcasts and receives, which makes
consistency testing a challenging task. To show a polynomial time complex-
ity, we devise a definition of CBM that avoids existential quantification over
total orders altogether. Instead, this definition proposes a computation that
adds ordering constraints at each step and guarantees CBM-consistency if
the fixpoint of that computation forms an acyclic relation. This result puts
CBM together with multiple other models in terms of complexity of consis-
tency testing [31].

We show that client verification on top of CBM is undecidable. More pre-
cisely, control-state reachability is undecidable for finite state concurrent
programs accessing shared memory that provides CBM. This is in contrast
to decidability results for related models, such as TSO [8,3], and SRA and
WRA [18] whose corresponding decision problem is decidable (with non-
primitive recursive complexity). To establish undecidability, we show how
CBM can simulate perfect FIFO channels, and propose a reduction from
reachability in finite transition systems that communicate via two such chan-
nels, one in each direction. Notably, the undecidability does not follow from

! The formal relations between CM and CC and between CM and WRA require the
assumption that values written to every location are unique (see §7.3 and §7.4).
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speculation on the future (CBM forbids load-store reordering), which has
been used before to establish undecidability of reachability for weak memory
model: for the “Promising” model PS 2.0 [4], for Relaxed Memory Ordering
(RMO) [8], and for Power [2]. Moreover, CBM does not employ Read-Modify-
Writes (RMWs), which were exploited to show a similar undecidability result
under the RA memory model [1].2

The rest of this paper is organized as follows. In §2, we present basic notations
and definitions. In §3, we formalize the generic distributed implementation, of
which DistMem is obtained as an instance. In §4 we define causal-broadcast con-
sistency (CBC) and show that it declaratively characterizes histories generated
by the distributed implementation. In §5, we define causal-broadcast memory
(CBM), and develop an equivalent definition from which we derive a polynomial-
time algorithm for testing consistency. In §6, we show the undecidability of the
reachability problem for concurrent programs under DistMem. In §7, we compare
CBC and CBM to other consistency criteria and weak memory models, and es-
tablish the write-write-race-freedom guarantee against PSI. Concluding remarks
are in §8. Related work is discussed throughout the paper. The accompanying
technical appendix provides full proofs.

2 Preliminaries

Sequences. For an alphabet X, we denote by X* (respectively, 27) the set of
all finite sequences (non-empty finite sequences) over X. We use € to denote
the empty sequence. The length of a sequence s is denoted by |s| (in particular
le| = 0). We often identify a sequence s over X with its underlying function from
{1,...,|s]} to X, and write s(k) for the symbol at position 1 < k < |s| in s.
We write o € s if the symbol o appears in s, that is if s(k) = o for some 1 <
kE <s|. We use “-” for the concatenation of sequences. We identify symbols with
sequences of length 1, or with their singletons, when needed. Finally, functions
in X — IT are lifted to functions in X* — IT* in the obvious way.

Relations. Given a (binary) relation R, dom(R) and codom(R) denote its domain
and codomain, and R?, Rt, and R* denote its reflexive, transitive, and reflexive-
transitive closures. The inverse of a relation R is denoted by R~!, and the (left)
composition of two relations Ry and Ry is denoted by R ; Ro (that is, (z,y) €
Ry; R iff there exists z such that (z, z) € R and (z,y) € Rs). The restriction of a
relation R on a set A to a subset B C A is given by R|g = RN(B x B). We denote
by [A] the identity relation on a set A. In particular, [A]; R;[B] = RN (A x B).
When A is finite, we write [aq,...,a,] instead of [{a1,...,a,}]. For an acyclic
relation R on a finite set A and a subset B C A, we denote by lin(R, B) the set
of all (strict) total orders on B extending R|p. When R is a total order on a set
B, we write seq(R) for the sequence enumerating B following R. This notation
is lifted to sets by defining seq(R) = {seq(R) | R € R}.

2 To our knowledge, decidability of reachability under RA without RMWs is open.
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Listing 1.1. Distributed implementation based on causal broadcast (for process p). We
assume a given transducer with set of states @, initial sate qo, and transition function
0:Qx0 — DxQ, where O is a set of operations and D is a domain of output values.
We also assume a set of operations B C O that is broadcast to other processes. Each
process p maintains its local state ¢, € Q (initialized to qo).
method do(0) when o is received from another process:

(d,gp) := 6(gp,0) (<1 ap) := 6(gp,0)

if o€ B then

causal_broadcast (0)
return(d)

Labeled Transition Systems. A labeled transition system (LTS) is a tuple A =
(@, X, q0,T), where Q is a set of states, X is an alphabet, qo € Q is the initial
state, and T C Q x X X @ is a set of transitions. We denote by A.Q, A.L,
A.qp, and A.T the components of an LTS A. We write <4 for the relation
{{a.¢) | (q,0,q") € AT} and — 4 for {J, o5, Zra. A state ¢ € A.Q is reachable in
Aif A.qo —% g. A sequence oy,...,0, (for n > 0) is a trace of A with final state
qif A.qo 254 - 225 4 ¢. Our LTSs often employ a distinguished label € € A.T,
marking silent transitions. A sequence tr € (A.Z \ {e})* is an observable trace
of A with final state ¢ if it is obtained from a trace of A with final state ¢ by
removing all € labels. We denote the set of all observable traces of A with final

state ¢ by otraces(A4, ¢), and let otraces(A4) £ U,eaqotraces(4, q).

3 A Distributed Reference Implementation

Listing 1.1 presents a generic distributed implementation. It generalizes DistMem
(from §1), and applies to any given transducer S that determines the local be-
havior and set B of broadcast operations. Intuitively, each process maintains its
local state, which is a state of the transducer S. To perform an operation o, the
process uses S on the current local state to get the next state and the returned
value. Then, if o € B, the process broadcasts o to the other processes using
the causal broadcast abstraction. Finally, the process returns the value to its
caller. In turn, when receiving o from another process, the process updates its
local state using the transducer S on the current local state (and dismiss the
return value). The parametric set B allows us to capture implementations like
DistMem, where some operations (reads for DistMem) are not broadcast.

This section is devoted to formulate the implementation in Listing 1.1 as an
LTS, which we denote by Dist(S, B) (Dist stands for ‘distributed’). We start by
defining objects, specifications, and transducers (§3.1), and continue by defining
message sequence charts, used to give the formal meaning to the causal broadcast
abstraction (§3.2). Then, the definition of Dist(S, B) uses the two parts (§3.3).
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3.1 Transducers and Objects

Dist(S, B) applies to a general transducer, which determines the local semantics
of the object.

Definition 1. An object O = (O, D) consists of a set of operations O and a
domain of (output) values D. We let Lab(O) £ O x D and refer to its elements as
labels. For I = (0,d) € Lab(0O), the functions op and out retrieve its operation (o)
and output value (d). A specification for O is a prefix-closed set Spec C Lab(O)*.

Definition 2. A (deterministic) transducer for an object O = (O, D) is a tuple
S = (@, qo,9), where @Q is a set of states, g9 € Q is the initial state, and ¢ :
Q x O — D x @ is a transition function. We denote by S.Q, S.qo, and S.T the
components of S. The transition function is lifted to §* : QxO* — @ as expected:
0(q,()) = q and (g, 0-0) = 6(¢’,0) where §(q,0) = (_,¢'). The specification (for
O) derived from S consists of all sequences (01,d1), (02, dz), . .. (0, dy) for which
there are states q1, qa, . - . ,qn such that 6(q;—1,0;) = (d;, ¢;) for 1 < i < n.

Specifications derived from transducers have the additional property that all
operations are always enabled. That is, for every s € Spec and o € O, we have
s (o0,d) € Spec for some d € D.

The central example used throughout the paper is memory:

Ezample 1. Given a set Loc of locations, a set Val of values, and a distinguished
initial value viny € Val, the object Mem = (Omem, Duvem) is defined as follows.
The set Omem consists of write operations of the form Wxv and read operations of
the form Rx, where z € Loc and v € Val. We use the functions loc to retrieve the
location () of an operation and val to retrieve the value (v) of a write operation.
The domain is Dyem = ValW { L} (L is used for the output of write operations).
The transducer for Mem is given by Spem = (@, qo, 9), where Q = Loc — Val;
qo = AZ.Vinit; 0(q,Wzv) = (L, glx — v]) for all ¢ € Q, = € Loc, and v € Val; and
0(q,Rz) = {(q(x), q) for all ¢ € Q and = € Loc. The derived specification, denoted
by Specpem; consists of all sequences s satisfying the following:

— If (Waxv,d) € s, then d = L.
— Ifs=s1-(Wav, L) s2-(Re,d)-s3 and (Waxv', L) & sy for every v’ € Val, then
d=n.

— If s =351 (Rz,d) - s2 and (Wzv, L) € s1 for every v € Val, then d = vjpz.

In our examples, we assume Loc = {x,y,...}, Val = N, and vi,;x = 0. For brevity,
we write Wzv for (Waxv, L) and Rav for (Rx,v).

Below, it is useful to distinguish a particular kind of operations, called “queries”:

Definition 3. Let Spec be a specification for object O = (O, D). An operation
0 € O is a query w.r.t. Spec if the following hold:

— If 51 - {(0,d) - s5 € Spec, then s - s € Spec.
— If s1 - s9 € Spec, then s1 - {0,d) - s3 € Spec for some d € D.
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An operation is an update if it is not a query. We denote by Qgpec and Ugpe. the
subsets of O consisting of all queries and updates w.r.t. Spec, respectively.

In particular, Qspec,,,,,, the set of queries w.r.t. the memory specification, is
the set of read operations, and Ugpec,,, ., the set of updates w.r.t. the memory
specification, is the set of write operations. Clearly, transitions in a transducer
S that do not change the internal state are queries, i.e., if S.T(q,0) = {_,q) for
every g € S.Q, then o is a query w.r.t. the derived specification.

3.2 Message Sequence Charts

To formalize causal broadcast, we employ message sequence charts (which we
simply call charts). These are directed graphs whose vertices, called events, rep-
resent actions performed during the run, and edges relate the actions executed in
the same process ( “program order”), as well as the broadcast of each message to
its receives ( “propagation relation”). Charts are used to track the propagation of
messages during runs, and make sure that the causal consistency condition holds
when messages are received. From here on, we assume a set Ps = {Py,...,Py}
of process identifiers. The formal definitions are given next.

Definition 4. An event e for object © = (O, D) is a tuple (p,sn,l), where
p € Ps, called the event’s process identifier, sn € N, called the event’s serial
identifier, and I € Lab(O)U{rcv}, called the event’s label. The functions proc, sn
and lab return the process identifier (p), serial identifier (sn) and label (7). When
lab(e) = rcv, e is called a receive event, and otherwise (i.e., lab(e) € Lab(O)), e
is called a do event. We denote by Evs(O), Rev, and Do(O) the sets of all events
for O, all receive events, and all do events for O (respectively). We lift op and
out from labels to do events. For E C Evs(O), p € Ps, and O’ C O, we let
E|, £{e € E | proc(e) =p} and E|or £ {e € E | op(e) € O'}.

Definition 5. A relation po is a program order for a set E C Evs(O) if po =
! eps PO, for some relations poP, such that each poP is a strict total order on

E.

Definition 6. A relation prop is a propagation relation for a set E C Evs(O) if
the following hold:

(1) If {e1,eq) € prop, then ey, es € E.

(2) If (e1,ea) € prop, then e; € Do(O), e3 € Rev, and proc(er) # proc(ez).
(3) ENRcv C codom(prop).

(4) If (e, e), (ea,€) € prop, then ey = ea.

(5) If {e,e1), (e,ea) € prop and proc(e;) = proc(es), then e; = es.

For e; € E N Rev, we write prop~!(es) to refer to the unique event e; with
{e1,e2) € prop. Foraset B/ C E, welet prop~1(E') = {prop~!(e) | e € E' N Rev}.

The conditions above ensure that the propagation relation justifies every re-
ceive event by a single broadcast of a different process, and that every broadcast
justifies at most one receive event of every other process (since a process cannot
receive twice the same message). We now have all ingredients to define charts:
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Definition 7. A message sequence chart (chart, for short) for an object O is a
tuple C = (E, po, prop), where E C Evs(Q) is a finite set of events for O, po is
a program order for E, and prop is a propagation relation for . We denote the
components of C by C.E, C.po, and C.prop. For E’ C Evs(O), we write C.E’ for
CENE' (e.g., C.Rev = C.ENRev).

Ezample 2. Consider the following “chart candidates”. Events of each process are
enumerated from left to right following their po-order and green edges represent
the propagation relation:

P1: Wwxl—>Ry0—>rcv  Py: Wwxl—>Ry0—>rcv Pi: Wxl —>Ry0—>rcvyrev

/

Py: Wyl = Rx(0—>rcv Py: Wyl = Rx(Q—rcv Py: Wyl S Rx0

The left example describes a valid chart for Mem. The middle one is not a chart
since conditions (3) and (4) of Def. 6 are invalidated: some receive receives no
messages and another receives more than one. The right example is also not a
chart since condition (5) of Def. 6 is invalidated: an event is received more than
once by the same process.

An important derived relation in charts is wisibility, which corresponds to
Lamport’s happens-before [22]—the partial order that (7) contains the sequential
program orders and (i) places each message send before its receive:

Definition 8. The wvisibility relation induced by a chart C' (for object O), de-
noted by C.vis, is given by C.vis = (C.po U C.prop)™.

3.3 An Operational Definition of Dist(S, B)

We define Dist(S, B)—the LTS that captures the algorithm in Listing 1.1 using
transducer S for object O = (O, D) that only broadcasts operations from a
set B C O. DistMem is the instance given by Dist(Swmem, Wr), where Wr is the
set of write operations. Also, Algorithm 1 from [25] using transducer S and
broadcasting all operations is obtained by Dist(S, O).

The states of Dist(.S, B) are of the form (C, ¢), where C is a chart for O and
q is a mapping from Ps to S.Q (the set of states of S). The chart C tracks the
generated chart along the run, used to determine what messages can be received
at any point, and ¢ remembers the local state of each process.

The following notation is useful for the transitions definition:

Notation 1 The chart obtained from a chart C' by adding a do event e, de-
noted by Add(C, e), is (E', po’,C.prop), where E' = C.EW{e} and po’ = C.poU
(C.Elproc(e) X {€}). The chart obtained from a chart C by adding a receive event
e recetving from ¢, denoted by Add(C, e, e’), is (E', po’, prop’), where E' and po’
are as above and prop’ = C.prop U {(¢’,e)}. (We use this notation when prop’
satisfies the conditions of Def. 6 for E', so that Add(C,e,€’) is indeed a chart.)

Definition 9. Let S = (Q, qo,9) be a transducer for object O = (O, D), and
B C O. Dist(S, B) is the LTS whose states are tuples (C, q), where C' is a chart
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for O and ¢ € Ps — @; its alphabet is (Ps x Lab(O)) U {e}; its initial state is
(Co, qo), where Cy = (0,0,0) and go = Ap. qo; and its transitions are given by:

RECEIVE
e € C.Do(O)p € ¢ dom(C.prop”;[C.E[,])
DO Do(0)|5 Ndom(C.vis ; [¢/]) C dom(C.prop’ ; [C.E|,])
(d,q") = 6(a(p), 0) (L") = 8(a(p), op(e"))
proc(e) =p lab(e) = (o, d) proc(e) =p lab(e) = rev
C' = Add(C, e) C' = Add(C, e, €")
(C,0) 20D, s, (Cydlp — q']) (C,@) Soism (Cyalp = ¢)

In words, when a process p performs do(0), the output d and the new state ¢’
are calculated using ¢ according to the current state q(p), and the corresponding
event is added to the chart C after all previous events of p. In turn, at any point
p may receive o from a different process. Then, the new state ¢’ is calculated
using J according to the current state g(p), and the corresponding receive event
e is added to C' after all previous events of p. Also, prop is updated by adding
an edge from €’ to e, where ¢’ is the broadcast event (whose operation is o). The
condition ¢’ € C.Do(O)|p expresses that o belongs to the set of operations that
are broadcast. The condition e’ ¢ dom(C.prop’ ; [C.E|,]) means that the broad-
cast was executed by a different process, and that the message cannot be received
twice by p. The condition Do(O)|g Ndom(C.vis ; [¢']) C dom(C.prop” ; [C.E|,])
captures the fact that the broadcast is causal: all operations that were executed
vis-before ¢’ (and should be broadcast according to B) must have already been
received by p (or performed by it) before it can receive ¢’. Note that receive tran-
sitions are labeled with ¢, since we treat them as silent—they are not observable
to client programs that use Dist(S, B).

Ezxample 3. Let C be the following chart for Mem:
Pi: wxl— Wyl

Let ¢ : {P1,P2} — Smem-Q be the mapping given by: ¢(P1)(x) = q(P1)(y) = 1 and
q(P2)(x) = q(P2)(y) = 0. The state (C, q) is reachable in DistMem, by performing
two DO steps (with transition labels (Pq,Wx1) and (Py,Wyl)). Now, assume we
want Py to DO the read operation Ryl (attempting to get the behavior presented
in the MP example in Fig. 1). For the output to be 1, g(P3)(y) must first be
updated using a RECEIVE step in Py, with the event labeled Wyl (performed by
P;) as the received event, ¢’. However, we cannot perform this step from C, since
the condition W N dom(C.vis ; [¢/]) € dom(C.prop’; [C.E|p,]) (where W is the
set of write events) does not hold: the event labeled Wx1 is po-before (therefore,
vis-before) €/, but it has not been received in Py yet. Po must first RECEIVE the
event labeled Wx1, which is a valid step. Then it can RECEIVE €', and we can
finally perform the desired DO step and obtain the following chart:
Pi: wxl— Wyl

y

Py: rcv—rcv—Ryl
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Note that because of the first RECEIVE step, now q(P2)(x) = 1, and the operation
Rx0 cannot be added to Py (without performing more writes first). This explains
why the behavior of MP is impossible for DistMem.

4 A Declarative Presentation of Dist(S, B)

We provide a declarative (a.k.a. axiomatic) presentation of Dist(S, B). Such pre-
sentation focuses on which behaviors are allowed by the system, rather than on
how they are obtained operationally. The declarative presentation is obtained in
two steps. First, we precisely characterize the charts that are generated in runs
of Dist(S, B) (§4.1). Then, we define consistent histories, where receive events
are hidden (§4.2). Finally, we use this presentation to show that broadcasting
queries has no observable effect (§4.3).

4.1 A Characterization of Charts Generated by Dist(S, B)
We identify conditions on C' that ensure that it is generated by Dist(S, B).
Definition 10. A chart C (for object O) is:

1. generated by Dist(S, B) with final state g if (C,q) is reachable in Dist(.S, B).
2. generated by Dist(S, B) if C' is generated by Dist(S, B) with some final state.

In short, charts generated by Dist(S, B): (¢) faithfully follow causal broadcast
where only operations from B are broadcast; and (i7) respect the local executions
of S. First, we encode what “causal broadcast” means:

Definition 11. A chart C for object O = (O, D) is causal for a set B C O if
the following hold:

(1) dom(C.prop) C Do(O)|5.

(2) C.vis is irreflexive.

(3) Do(0)|p Ndom(C.vis ; C.prop ; [C.E[,]) C dom(C.prop®; [C.E|,]) for every
p € Ps.

(4) C.vis; C.prop;C.po; C.prop—!

is irreflexive.
C is called causal if it is causal for O (the set of all object operations).

Condition (1) ensures that only the events whose operation is in B are broad-
cast to other processes. Condition (2) ensures that the visibility relation is a par-
tial order. Condition (3) ensures that if some event e propagates to some process
p, then all events in Do(O)| 5 that are visible at e also propagate to p. Condition
(4) puts further restrictions on the propagation order requiring the events visi-
ble at e to propagate to p before e itself. Taken together, the above conditions
formalize the semantics of causal broadcast. In particular, they ensure that if
(e1,e2) € C.vis|po(0)|, and (ez,r2) € C.prop, then either (e1,71) € C.prop for
some 11 with (r1,79) € C.po, or {(e1,r9) € C.po. This definition can be seen as
an adaptation of causally-ordered message sequence charts from [14, Definition
2.4] for broadcasts, instead of point-to-point send, and with the possibility to
“block” some operations from being broadcast.
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Ezample 4. Consider the following charts for Mem.

Pi: rcv—wxl P1: Wx1l—Rxl— Wyl Pi: wxl— Wyl
1 e
Py: rev—Wyl Py: rcv—>rcv Py: rcv—rcv

The left chart is not causal since condition (2) of Def. 11 is invalidated: we have
a vis cycle. The middle one is not causal since condition (3) is invalidated: the
event labeled Rx1 has vis ; prop-path to Py but not prop’-path to Py. However,
this chart is causal for the set of write operations. The right chart is not causal
since condition (4) is invalidated: there is a vis-path from the event labeled Wx1
to the one labeled Wyl, and they both propagate to P, but in the opposite order.

Next, we formalize the consistency of a chart w.r.t. the local computation
at each process. This is done by requiring that the sequence of events observed
at each process matches the derived specification. However, when justifying the
outputs in one process, we may “reevaluate” the outputs of events originated at
other processes (see Ex. 5 below). This corresponds to the fact that outputs are
not broadcast and ignored when invoking S when operations are received.

Definition 12. The event sequence observed at a process p € Ps in a chart C,
denoted by obs,(C), is the sequence of do events obtained from seq(C.polgys|,)
by replacing each receive event e with C.prop~!(e).

Definition 13. A sequence s’ € Do(O)* is a reevaluation of a sequence s €
Do(O)* if they are identical except possibly for events’ outputs (i.e., |s'| = |s|
and for every 1 < k < |¢/|, proc(s'(k)) = proc(s(k)), sn(s'(k)) = sn(s(k)),
and op(s'(k)) = op(s(k))). A reevaluation s’ of s preserves a set E C Evs(O) if
out(s'(k)) = out(s(k)) whenever s(k) € E. We denote by reeval(s, E) the set of
all reevaluations of s that preserve F.

Definition 14. Let Spec be a specification for an object O.

1. A sequence s € Do(O)* respects Spec if 1ab(s) € Spec.

2. A chart C for O respects Spec if for every p € Ps, some reevaluation s €
reeval(obs,(C'), Evs|,) respects Spec.

Ezxample 5. Consider the following chart C' for Mem:

Pi: Wxl —>rcv—rcv—Rx2
A
Py: Rx0— Wx2

lab(obsp, (C)) is (Wx1, Rx0, Wx2, Rx2). This sequence is not in Specyem, S0 obsp, (C)
does not respect Specyem- However, if we change the output of the event labeled
Rx0 from 0 to 1, we obtain a reevaluation of obsp, (C') that preserves C.E|p, (since
the process of this read event is P3) and respects Specpem- Also, obsp, (C) respects
Specyem- Therefore, C' respects Specpyem-

With the above definitions we characterize the charts generated by Dist(S, B):

Theorem 1. Let S be a transducer for object O = (O, D), Spec be the derived
specification, and B C O. A chart C for O is generated by Dist(S, B) iff C is
causal for B and respects Spec.
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4.2 Causal-Broadcast Consistency

The above characterization is rather concrete, as it tracks message propagation
in events. In this section, we provide a more abstract declarative presentation,
which is decoupled from the underlying message-passing implementation. Our
definition adopts the consistency conditions proposed in [25].

Definition 15. A history for object O is a pair H = (E, po), where E C Do(O)
is a finite set of do events for O and po is a program order for E. The his-
tory induced by a chart C (for ©), denoted by H(C), is given by H(C) £
(C.Do(0), polpo(oy) (i-e., it is obtained from C' by removing all receive events
and propagation edges). The notations used for charts (e.g., C.po) are also em-
ployed for histories (when applicable). We say that a history H is generated by
Dist(S, B) if some chart C' with H(C') = H is generated by Dist(S, B).

Since the propagation relation is abstracted away, consistency of histories
cannot refer to the event sequence observed at each process. Instead, the defini-
tion uses existential quantification. It requires the existence of a causal order—
corresponding to the chart’s visibility relation—and a collection of event se-
quences, one sequence per process to justify its own output values in a way that
aligns with the causal order and adheres to the specification.

Definition 16. A relation co is a causal order for a history H if it is a partial
order on H.E extending H.po. The causal past w.r.t. co of an event e € H.E,
denoted co~1(e), is given by co~!(e) £ dom(co” ; [e]). For a set E' C H.E, we let
coNE) & U.ep o™ e).

Definition 17. A history H for O is causal-broadcast consistent (CBC, for
short) w.r.t. a specification Spec for O if there exist a causal order co for H
and a sequence s, for each p € Ps such that:

(1) sp € seq(lin(co, co™ (H.E[,))).
(2) Some s;, € reeval(s,, Evs|,) respects Spec.
(3) If proc(sp(j)) = p, then (s,(4), sp(j)) € co for every 1 < i < j.

Condition (1) requires that each s, totally orders the causal past of p in
a way that agrees with co. Condition (2) requires that s, indeed matches the
local computation in process p (in the same way obs,(C) does so in a chart C
that respects Spec). Condition (3) requires that for every e € H.E|,, only its
causal past comes before it in s, (corresponds to the notion of a “causal past-
constrained serialization” from [25]). Note that two events e, ¢’ may be ordered
differently by distinct processes, but if proc(e’) = p and e appears before e’ in
Sp, then condition (3) forces (e, e’) € co, which means that all other processes
also have to order e before €’ (due to condition (1)).

Ezample 6. Let C be the chart from Ex. 5. H(C') is CBC w.r.t. Specyem: We can
take co = C.vis|po(Mem); Sp, = Obsp, (C'), and sp, = obsp, (C).

The next example shows the effect of condition (3):
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Example 7. Consider the following histories:
Pi: wWxl—Wy2
Py:  Wx4—Ry2—Rx4 —Wz3
P3:  Rz3—>Rxl
Both histories would be consistent (w.r.t. Specye,) without condition (3)

in Def. 17. For instance, for the history on the left, we could choose® co =
(po U {(Wyl,Ryl), (Wz1,Rz1)})T, and the following sequences:

P;: wxl—Ryl—wzl—>Rxl
Pa: Wx2— Wyl — Rzl —Rx2

sp, = (Wx2,Wx1,Wyl,Ryl,Wz1,Rx1) sp, = (Wx1,Wx2, Wyl,Ryl, Wz1l,Rz1, Rx2)

Note that condition (3) does not hold, e.g., Wx2 is before Wx1 in sp, , Wx1 belongs to
Py, but (Wx2,Wx1) ¢ co. Thus, this choice cannot work for DistMem: if Py received
the message about Wx2 before its Wx1, then Py cannot receive Wx1 before Wx2.
In Ex. 11 below, we use an alternative formulation of CBC to demonstrate that
these histories are not CBC. Surprisingly, causal memory (CM) [6], the original
formulation of causally consistent memory, allows these histories, despite the
fact that they are disallowed by DistMem (see also §7.2).

Remark 1. Our definition is meant to allow “broadcast in progress”, where some
operations in the history have not yet propagated to all processes. In contrast,
the definition in [25] requires that s,, € seq(lin(co, H.E)) instead of our condition
(1), which means that the whole history appears in the linearization associated
with each process, rather than its causal past only. If operations are always
enabled in the object specification (i.e., for every s € Spec and o € O, we
have s - (0,d) € Spec for some d € D), then this difference has no impact
on the set of consistent histories. (This condition holds for specifications that
are derived from transducers, and assumed in [25].) For specifications that do
not enable all operations, some histories may be consistent w.r.t. Def. 17 but
not w.r.t. the definition of [25]. For example, for O = {o1}, D = {1}, and
Spec = {¢, ({01,1))}, the history in which P; and Py each performs (o1,1) is
consistent w.r.t. Def. 17 (take co = ), but it is inconsistent w.r.t. the definition
of [25], since no linearization of the whole history satisfies condition (2) above.

Next, we establish the correspondence of CBC to charts that are causal and
respect a specification Spec, and with Thm. 1, we obtain the correspondence of
CBC to Dist(S, O) (which formalizes the claim in [25, Footnote 2]).

Theorem 2. If C' is a causal chart for an object O that respects a specification
Spec for O, then H(C) is CBC w.r.t. Spec.

Theorem 3. If H is a history for an object O that is CBC w.r.t. a specification
Spec for O, then H = H(C) for some causal chart C that respects Spec.

Corollary 1. Let S be a transducer for an object O = (O, D) and Spec be the
derived specification. A history H for O is generated by Dist(S,O) iff H is CBC
w.r.t. Spec.

3 For brevity, we identify events with their labels.
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4.3 Update-Driven Distributed Implementations

We use the declarative presentation to prove that queries (see Def. 3) do not
need to be propagated in Dist(.S, O), in the sense that the observable behaviors of
Dist(S, O) (the histories generated by it) coincide with the ones of Dist(S, Ugpec).

Lemma 1. For every chart C' (for O) that is causal for Ugpe. and respects Spec,
there exists a causal chart C (for O) that respects Spec such that C'.E = C.E\
codom([Evs(O)|qs,..] ; C-.prop), C'.po = C.po|c &, and C'.prop = [Evs(O)|ug,..] ;
C.prop. In particular, H(C) = H(C").

Lemma 2. For every causal chart C (for O) that respects Spec, there exists
a chart C" (for O) such that: (i) C' is causal for Ugpec; (1) C respects Spec;
and (iii) C".E = C.E\ codom([Evs(O)|qs,..] ; C-.prop), C'.po = C.po|crk, and
C'.prop = [Evs(O)|ug,..] ; C-prop. In particular, H(C) = H(C").

Example 8. The chart C' from Ex. 5 is causal and respects Specyem- The following
chart C’, obtained from C' by deleting the propagation of the read event, satisfies
properties (i) — (#44) from Lemma 2:

P1: Wxl —rcv—Rx2

Pa: Rx0— Wx2

Corollary 2. Let S be a transducer for an object O and Spec be the derived
specification. A history H for O is generated by Dist(S, O) iff it is generated by
Dist(.S, Ugpec)-

In particular, since DistMem is an instance of Dist(.S, Ugpec), histories of
DistMem coincide with histories that are CBC w.r.t. Specyem- As an additional
corollary of the above lemmas, we obtain an equivalent definition of CBC consis-
tency that ignores queries of other processes for justifying events of each process
(the difference from Def. 17 is highlighted ):

Theorem 4. A history H for O is CBC w.r.t. a specification Spec for O iff
there exist a causal order co for H and a sequence s, for every p € Ps such that:

— s, € seq(lin(co, co” ' (H.E|,) UHE|,))
— Some s, € reeval(sy, Evs|,,) respects Spec.
— Ifproc(sy(j)) = p, then (sp(i),s,(4)) € co for every 1 <i < j.

| Uspec

Example 9. In Ex. 6, we showed that the history induced by the chart C from
Ex. 5 is CBC w.r.t. Specyjem- By Thm. 4, the same can be shown by taking sp,
to be obsp, (C') without the read event labeled Rx0. Note that this is the same as
taking obsp, (C”), where C” is the chart from Ex. 8.
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5 Causal-Broadcast Memory

In this section we use our previous results to derive the declarative consistency
guarantees provided by DistMem in the standard formalism of execution graphs
used to define weakly consistent memory models (see, e.g., [7,19]).

In the rest of the paper we focus on the memory object. We write Lab, Evs,
and Do for Lab(Mem), Evs(Mem), and Do(Mem) (respectively). We lift 1loc and
val from operations to labels and events in the obvious way. We call an event e a
write (respectively, read) event if op(e) is a write (read) operation. We denote the
sets of write events and read events by W and R. For a relation R on events, we
let R|ioc £ RN{{e,€') | Lloc(e) = loc(e’)}. To match other existing formulations,
we also include explicit initialization events in our graphs. These are events of
the form (L,0,Wavinie) (with proc(e) = L), where L signifies that the event
is not associated with any particular process. We denote by Init the set of all
initialization events.

Unlike histories, execution graphs maintain a “reads-from” relation that jus-
tifies every read event by a corresponding write event:

Definition 18. A relation rf is a reads-from relation for a set E C Do if the
following hold:

— If (w,r) € rf, then w € W and r € R.

— If (w,r) € rf, then loc(w) = loc(r) and val(w) = out(r).

If (wy,7), (wa,r) € rf, then wy = ws (reads have at most one source write).
— ENRC codom(7f) (each read reads from some write).

Definition 19. An execution graph is a tuple G = (E, po, rf), where:

— E C Do is a finite set of do events such that Init C E and proc(e) # L for
every e € E'\ Init.

— po = po| p\jnie & (Init x (E'\ Init)) and po| g\ it is a program order for E'\ Init
(Def. 5).

— rf is a reads-from relation for E.

We denote the components of G by G.E, G.po, and G.rf. We let G.po? £ G.po;
[Evs|,] and G.rfe £ G.rf\ G.po (“external” reads-from). For E’ C Evs, we write
G.E' for GENE' (e.g., GW = G.ENW). The history induced by G, denoted by
H(G), is given by H(G) £ (E\ Init, PO| BN Init) -

Next, we define the CBM memory model—a variant of CBC that applies to
execution graphs and ensures that the justification of reads matches the reads-
from relation. We start with a definition that utilizes CBC (Def. 21) and later
show more direct equivalent formulations (Thms. 5 and 6).

Definition 20. Let rf be a reads-from relation for a set £ C Do. A sequence
s € E* respects rf if the following hold:

— If ez occurs in s and (e1, e2) € [E \ Init] ; rf, then e; occurs before es in s.
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—Ifs=s1-w-s2-7 83, weW, reR, Lloc(w) = loc(r), and no w' € W with
loc(w’) = loc(w) occurs in s, then (w,r) € rf.

Definition 21. An execution graph G is causal-broadcast memory consistent
(CBM, for short) if there exist a causal order co for H(G) and a sequence s, for
every p € Ps that satisfies the conditions of Thm. 4 for H(G) and respects G.rf.

Ezample 10. The requirement s, respects G.rf is essential (and without it,
Thms. 5 and 6 below would not hold, as well as the relation to WRA given
in §7.4). For instance, consider the following execution graph G (Init is elided):

rf

e SA
P1: Wxl—Wwxl—Rxl

H(G) is CBC w.r.t. Specyem, since (Wx1, Wx1l,Rx1) € Specyen,- However, the corre-

sponding sequence of events does not respect rf (invalidates the second condition

of Def. 20): Rx1 should read from the second write, not the first one. Therefore,

G is not CBM. Note that G is not even WRA (see §7.4).

We can establish the following relation:

Lemma 3. A history H is CBC w.r.t. Specyem iff (H.E U Init, H.po U (Init x H.E), rf)
is CBM for some reads-from relation rf for H.EU Init.

We conclude (using Cors. 1 and 2) that DistMem is captured by CBM: the his-
tories generated by DistMem are precisely the histories induced by CBM graphs.

Corollary 3. The following hold:

— If H is generated by DistMem, then H = H(G) for some CBM graph G.
— If G is CBM, then H(G) is generated by DistMem.

5.1 Computational Presentation of CBM

We provide an equivalent characterization of CBM that aligns more closely with
existing definitions of weak memory models (see §7) and is designed to facilitate
efficient consistency checking. The first step is to replace the existential quan-
tification over co and sequences s, by existential quantification on valid total
orders on relevant write events, with one order per process.

Theorem 5. An execution graph G is CBM iff there exist relations {woP},ecps
such that the following hold for every p € Ps, where wo = qups wo? ; [G.E|,]:

(1) woP is a total order on Init Udom([W]; wo* ; G.rfe’; [G.E|,)).
(2) wot” ; G.rfe’ ; G.poP is irreflexive.

(8) WOPlioe ; woP” 5 G.rfe’ ; GpoP ; Grf~' is irreflexive.

(4) woP ; wo is irreflexive.
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The relations wo? describe the linearizations s, restricted to W, and wo
represents a “global” write order that all processes agree upon. Condition (2)
allows us to extend woP with the read events of p to obtain s, such that it agrees
with po, and every read event is preceded by its rf source. Condition (3) ensures
that no write “overrides” the rf source of a read in s,. Condition (4) ensures
that s, agrees with the order in which other processes place write events before
their own write events, which corresponds to the last condition of Thm. 4.

Next, we give an equivalent definition that does not require finding total
orders. Instead, it identifies the minimal constraints on {woP},ecps and requires
that there are no cycles.

Definition 22. The family {G.ubP},cps of write-before relations induced by an
execution graph G is inductively defined as follows:

wi,wy € W wi,ws € W loc(wy) = loc(ws)
proc(wy) =p wy # wo
(w1, ws) € G.rfe’ ; G.po (w1, ws) € Gwb?” ; G.rfe’ ; Gpo? ; Grf~! o
(w1, we) € G.wbP (wy,we) € G.wb? ©

proc(wsy) = ¢ (w1, ws) € G.wb?
wy € dom((UyepsG.wb? ; [G.E|,])* ; G.rfe” ; [G.E|,])
<w1,’LU2> c G.wbP

(Q)

(w1, ws) € G.wb? (wa, ws3) € G.wb?
(wl,w3> e G.wb?

Definition 22 constructively reflects the requirements of Thm. 5. For example,
condition (2) of Thm. 5 is rephrased as “if (w;,ws) € G.rfe’ ; G.poP then
(w1, wy) € woP”; as stated in rule (B). The rules specify the basic restrictions
that linearizations must obey, and the existence of woP boils down to verifying
acyclicity of G.wbP for each process.

Theorem 6. An ezecution graph G is CBM iff G.wbP is irreflexive for every p.

Since reaching a fixpoint following Def. 22 and checking acyclicity require
polynomial time, we obtain that testing CBM is in PTIME.

The next example applies Thm. 6 to prove that the execution graphs of the
histories from Ex. 7 are not CBM. The histories in that example are differenti-
ated—every value is written at most once to each location—so the reads-from
relation of the execution graph is uniquely determined from the history.

Ezample 11. Consider the execution graphs that induce the histories in Ex. 7.
For the left history, we have (Wx2,Wyl) € G.po™?, and so (Wx2,Wyl) € G.wb"2 by
rule (B). Since proc(Wyl) = Py, we have (Wx2,Wyl) € G.wb’* by rule (Q). Now,
since (Wyl,Rx1) € G.rfe; G.po®* and (Wx1,Rx1) € G.rf, we derive (Wx2,Wx1) €
G.wb"t by rule (C). Since proc(Wxl) = Py, we have (Wx2,Wx1) € G.wb"2 by rule
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(Q). However, a symmetric argument for Py gives us (Wx1, Wx2) € G.wb"?, which
entails a cycle in G.wb2.

For the right history, we explain in less details. Using (B) and (Q), (Wx1,Wy2) €
G.wbP2. Thus, (Wx1,Rx4) € G.wbF2;G.rfe;G.po"2, and (Wxl,Wx4) € G.wb"2 follows
by rule (C). By rule (Q), (Wx1,Wx4) € G.wb"3. However, by similar arguments we
obtain (Wx4,Wx1) € G.wb"s.

Definition 22 and Thm. 6 draw on existing techniques from the study of
weak memory models. For example, the saturation semantics introduced in [5]
for the purpose of efficiently model checking concurrent programs running under
the Release-Acquire memory model (RA), uses a similar technique: adding to
the execution graph only the edges that must be contained in any modification
(a.k.a. coherence) order, and looking for forbidden cycles in the obtained graph.
An earlier similar result for RA appears in [20, Appendix B]. A notable difference
is that RA uses a single modification order, whereas CBM maintains a separate
order per process since processes can disagree on the order of certain writes.

We also note that in [15] it is shown that consistency testing without a given
reads-from relation, under any model between SLOW and SC, is NP-hard. Since
CBM is included in this range and this problem is in NP for CBM (using Thm. 6),
we deduce the NP-completeness of testing CBM without a given reads-from
relation, which puts it together with a variety of other models [13].

6 Control-State Reachability for DistMem

The control-state reachability for DistMem considers a finite-state concurrent
program that uses a shared memory implemented by DistMem for communication
between processes and asks whether a particular program state can be reached.
In this section we precisely define this problem and sketch the undecidability
argument (§6.1).

Ezxample 12. Consider the following concurrent program, given in pseudo-code:

x:=11| y:=1
a: =y || b:=x

An algorithm solving the reachability problem would have to decide, for example,
whether we can have a = b = 0 after executing this program on top of DistMem.
While it cannot happen under sequential consistency (§7.1), it is possible using
DistMem. Though it is clear that the reachability problem for SC is decidable
and decidability results have been obtained for other memory models [8,3,18],
we show this problem is undecidable for DistMem.

The next definitions of a program, linking of a program with a memory
system, and control-state reachability are adopted from [18].

Definition 23. A program Pr maps each p € Ps to a finite LTS Pr(p) over the
alphabet Lab U {e} (¢ stands for “silent” actions that do not interact with the
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memory) representing a top-level parallel composition of sequential programs. A
program Pr induces an LTS, which we also denote by Pr: its states are functions,
denoted by P, assigning a state in Pr(p).Q to every p € Ps; its alphabet is
(Ps x Lab) U {e}; its initial state is P, defined by B, = Ap. Pr(p).qo; and its
transitions interleave transitions of Pr’s components (i.e., if p(p) LN Pr(p) q for
some [ € Lab, then p 2% p, plp — q); and if p(p) = pr(p) ¢ then D S pp Plp — ).

Definition 24. The linking of a program Pr with DistMem, denoted by Pr
DistMem, is the LTS whose set of states is Pr.Q x DistMem.Q; its alphabet is
(Ps x Lab) U {}; its initial state is (Pr.qg, DistMem.qq); and its transitions are:

_opl o pl _
p p—>Pr PI <C, (1> p—>DistMem <Claq/>

<25a <Ca Q>> p—7l>P7”D<1DistMem <§/a <C/a q/>>

]77 i>Pr ]77/ <C7 Q) i>DistMem <Cl7 (1/>
<ﬁ7 <Cv 6>> iPr[x]DistMem <ﬁ,7 <C7 Cj>> <T?a <Ca (j>> i>P7”D<1D15‘1|\/|€n’1 <T37 <C/’ (j/>>

The above LTS describes a concurrent client program that uses DistMem
as the shared memory (recall that DistMem is formally captured by the LTS
Dist(Smem, Wr) with states of the form (C,q); see §3.3). When both Pr and
DistMem step with the same observable label (p,l) (p performs a memory oper-
ation op(l) with output out(l)), Pr <t DistMem steps to the new pair of states.
When Pr steps with a silent label (some process performs a silent action), only
the Pr component of Pr b DistMem steps to the new state. When DistMem
steps with a silent label (some process receives a message), only the DistMem
component of Pr <1 DistMem steps to the new state.

We can now state the reachability problem we study:

Definition 25. A state p € Pr.Q of a program Pr is reachable under DistMem
if (p, (C,@)) is reachable in Pr < DistMem for some C' and q. The control-state
reachability problem for DistMem is the following decision problem:

Input: a program Pr and a state p € Pr.Q.
Output: is p reachable under DistMem?

In the undecidability proof, we use an equivalent formulation of reachability
under DistMem that utilizes CBM execution graphs. The connection between a
graph and a program trace is established through histories:

Definition 26. The history induced by a sequence tr = ({p1,11),...,(pn,ln)) €
(Ps x Lab)*, denoted by H(tr), is given by:

— H(tr).E = {(pi,i,l;) €Evs |1 <i<mn}

— H(tr).po = {{e, e’y € H(¢r).E x H(tr).E | proc(e) = proc(e’) A sn(e) < sn(e’)}
Informally, for every p € Ps, the program order of H(¢r) orders the events per-
formed by p according to the order in which they appear in ¢r.

Theorem 7. A statep of a program Pr is reachable under DistMem (see Def. 25)
iff there exists tr € otraces(Pr,D) such that H(tr) = H(G) for some CBM execu-
tion graph G.
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6.1 Undecidability Proof Sketch
Given the above definitions, our undecidability result is the following:
Theorem 8. The control-state reachability problem for DistMem is undecidable.

Our proof reduces from control-state reachability for two finite-state ma-
chines communicating via perfect FIFO channels, one in each direction [11].

Definition 27. Let M be a finite set of messages, and L and R be two finite-
state LTSs with {lm,?m | m € M} C L.ENR.Z. (The labels lm and ?m represent
a send and a receive of message m.) The (two-point) communicating finite state
machine (CFM, for short) C induced by L and R is defined by:

— The states are tuples of the form ({qi, ¢r), wLr, wrL), where g € L.Q, qr €
R.Q, and wig,wrL € M?*. Intuitively, wi g maintains the contents of the
channel from L to R, that is, the sequence of messages that were sent from
L, in the order in which they were sent, but have not been received yet by
R (similarly for wgy).

— The alphabet is the disjoint union of L.T and R.E, given by ({L} x L.T) U
({R} x R.x). For brevity, we write, e.g., LIm for (L, !m).

— The initial state is given by ((L.qo, R.qo), €, €).

{{qL, qr), wir, wrL) S ({q], qR)s Wi g, Wk ) if the following hold:

e If o € L.T, then ¢ 5, ¢ and ¢gr = g (similarly if o € R.X).

o If 0 = LIm, then w| g = wir - m and wk, = wgry (similarly if o = Rlm).
o If 0 = L?m, then wr. = m - wk, and w| g = wir (similarly if o0 = R?m).
o If o is neither a send nor a receive, then w| g = wir and wg, = WrL.

A control state (q,qr) € L.Q x R.Q is reachable in C if ({qL,qr), wLr, wrL) is
reachable in C for some w g and wgg.

The reduction constructs a concurrent program Pr that simulates runs of C.
The program Pr consists of two sequential programs, Pr(p_) and Pr(pr), which
mimic the transitions of L and R. To simulate the channels, we use memory
locations Loc = {14, 14, ro, r1} with values Val = MW {L} consisting of messages
and a special marker. The marker 1 also serves as the initial value vjn;;. The
locations 1o and 1; are used for the channel from L to R, and rq and r; are
for the channel from R to L. The two variables for each channel are used in
alternation, inspired by the reduction from PCP in [1], for making sure that the
runs of Pr adhere to the perfect FIFO semantics. Concretely, when L sends m,
Pr(pp) alternates between Wlom and Wl;m. (By alternating, we mean using the
first for odd-numbered send actions and the second for even-numbered ones.) For
receiving a message by R, Pr(pgr) alternates between the sequences of operations
(R1o,WloL,R1; 1) and (R1y,W1;L,R1o.L). (At the program level, a read of L from
location x is enforced by reading from z, and moving to a “sink” state if the
read value is not 1.) The construction is similar for the symmetric actions.

Now, we can show that C reaches a control state (g, gr) iff the constructed
program Pr reaches the corresponding state under DistMem. Equivalently, by
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Thm. 7, there is an observable trace tr of Pr reaching this state, whose history
is induced by a CBM execution graph. To give an example of the main idea in the
construction, suppose that L sends messages , e , to R in this order, and R
receives three messages from the channel. Assume, for the sake of contradiction,
that R receives and , but then skips directly to , violating the perfect
FIFO semantics (skipping only |3 | or receiving the same message twice are easier
to dismiss). Then, the following history is induced by #r:

PL: Wlol] Wiy 2] Wlo| 3] WLy 4|———W1o[5]

Pr:  Rlg[1|>WloLl~R1l;l ——R1,{2]|>Wl; L >Rl ——R1o[5|>Wlol >Rl L

We show that every execution graph inducing this history is CBM-inconsistent.
We show it by definition (Def. 21). Indeed, a serialization sp, must place w10
before Rlo, and w11 must be placed before it (to agree with po). To jus-
tify the last R1,1, w11m needs to go before W1l; L. Similarly, w10 must now
be placed before the first Wly_L. Finally, w11 has to appear before it, which
prevents us from justifying the first R1; L event.

7 Relation to Other Criteria and Memory Models

We discuss the relation of CBC (Def. 17) and CBM (Def. 21) to other consistency
criteria and weak memory models. We deal with two different notions here: CBC
refers to the consistency of histories (Def. 15) w.r.t. a general object specification
Spec, while CBM concerns the consistency of execution graphs (Def. 19) for the
standard memory object. Given two consistency criteria, X for histories and Y
for execution graphs, we write Y oc X if a history H satisfies X w.r.t. Specpem
iff (H.EW Init, H.po W (Init x H.E), rf) satisfies ¥ for some reads-from relation
rf for H.E W Init. In particular, Lemma 3 says that CBM o« CBC. Note that
Y « X implies that H(G) satisfies X w.r.t. Specyen, Whenever G satisfies Y. In
addition, for consistency criteria X; and X5, we say that X, is stronger than
X5, denoted X9 < X, if every history satisfying X; w.r.t. a specification Spec
also satisfies Xo w.r.t. Spec. Similarly, for memory models Y; and Y5, we say
that Y7 is stronger than Y5, denoted Y5 < Y7, if every execution graph satisfying
Y7 also satisfies Y5. Strict relations (denoted <) are also defined as expected.

7.1 Sequential Consistency [21]

A history H is sequentially consistent (SC, for short) w.r.t. an object specification
Spec if some s € seq(lin(H.po, H.E)) respects Spec.

The corresponding memory model [7], which we denote by SCwmem, is defined
by requiring the existence of a modification order that totally orders the
writes to each location, and requiring that (G.poUG.xfUmoUfr)" is irreflexive,
where fr £ Grit; . We have SCpem ox SC.
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It is easy to show that SC is strictly stronger than all other consistency
criteria discussed in this paper, and similarly for SCpem and all other memory
models. SC disallows all examples in Fig. 1.

7.2 Causal Memory [6]

Following the seminal work [6], an execution graph G satisfies “causal memory”
(CM, for short) if for every p € Ps, some s, € seq(lin((G.po U G.r£)™, G.EP U G.W))
respects Specyem- 10 show that CM is achievable in a distributed settings, the
same paper proposed a distributed implementation, which is essentially DistMem
with the causal broadcast abstraction implemented from lower level primitives.
However, our results show that DistMem actually provides CBM, which is strictly
stronger than CM. Indeed, the linearizations required in Def. 21 for CBM can
be easily extended to include all write events, and these extensions satisfy the
conditions of CM. In addition, the histories in Ex. 7, extended with reads-from
relations uniquely determined from the read values, are allowed by CM but not
by CBM. (For the left history, the sequences given in Ex. 7 for each process,
omitting Ryl from s,,, satisfy the conditions of CM.)

We note that the original CM definition stated above has a somewhat strange
aspect, since it does not require that reads of process p obtain their values in
sp from the write events specified by G.rf. This has no effect for differentiated
execution graphs, where G.rf is uniquely determined from the induced history.
All examples above are differentiated (except for Ex. 10), so we do not exploit
this quirk in CM’s original formulation. In turn, [27, Figure 3(i)] presents a non-
differentiated example, where CM is satisfied without respecting rf, that forms
another case of CM but not CBM execution graph. For completeness, we also
define a version of CM, which we call CM,¢, that adds the condition that each
sp respects G.rf (see Def. 20). Then, again, CM,; < CBM, and since CM,+ and
CM coincide for differentiated executions, Ex. 7 again shows strict inclusion.

7.3 Causal Consistency [27]

In [27], Perrin et al. suggested a generalization of CM from memory to general
objects. Their definition is as follows:

Definition 28 ([27]). A history H is causally consistent (CC, for short) w.r.t.
an object specification Spec if there exist a causal order co for H and a sequence
s, for every e € H.E such that:

— s, € seq(lin(co, co™(e))).
— Some s/, € reeval(se, Evs|sroc(e)) TeSpects Spec.

We have CC < CBC. Indeed, by taking the per-process linearizations re-
quired in CBC and restricting them to the causal past of each event, we ob-
tain the sequences required for CC (and moreover, s, is a prefix of s., when
(e1,e2) € H.po). Example 7 again demonstrates strict inclusion for Mem.
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We note that CM o< CC does not hold in general. First, the example in [27,
Figure 3(i)] (where CM is satisfied without respecting rf) is an execution graph
that satisfies CM, but its induced history does not satisfy CC. Second, even for
the CM,; refinement discussed above, G is CM,¢ does imply that H(G) satisfies
CC w.r.t. Specpyem but we still do not have CM,¢ o< CC. Nevertheless, if only
differentiated histories are considered, then CM = CM,: o« CC holds.

7.4 Weak Causal Consistency [27] and Weak Release-Acquire [18]

A weakening of CC, called “weak causal consistency” (WCC, for short), is ob-
tained by requiring the reevaluations to preserve one event at a time, rather
than all events of each process (replacing the second condition in Def. 28 by
requiring that some s, € reeval(s., {e}) respects Spec). In [27] it was shown that
WCC < CC. Thus, we also have WCC < CBC.

The corresponding memory model is WRA [18], defined by requiring that
G.hb £ (G.po U G.rf)T and G.hbljec ; [W] ; G.hb ; G.rf~! are irreflexive. We
have WRA « WCC, WRA < CBM, WRA < CM,¢, but not WRA < CM (the
example in [27, Figure 3(i)] is CM but not WRA, not even with a different rf).

7.5 Causal Convergence [27] and Strong Release-Acquire [19]

A strengthening of WCC, called “causal convergence” (CCv, for short), ensures
eventual consistency—all processes converge to return the same outputs once
there are no messages in transit. It is obtained by requiring the sequences jus-
tifying each event to agree on a certain “global” order of all events (formally,
require that there exists a total “arbitration” order extending the causal order
and require that all linearizations s, agree with this order). CBC is incomparable
to CCv (for Mem). Example COH in Fig. 1 is allowed by CBC but not by CCyv,
whereas WWS is allowed by CCv but not by CBC.

The corresponding memory model is SRA [19], defined by requiring the exis-
tence of a modification order that totally orders the writes to each location,
and requiring irreflexivity of (G.poUG.rfUmo)* and m0;G.hb; G.rf~! (where
G.hb £ (G.poUG.rf)t). Then, SRA & CCv and CBM is incomparable to SRA.

7.6 Release-Acquire [19]

The Release-Acquire memory model (RA) is a well-studied model, obtained as
the fragment of the C/C++11 memory model restricted to include only release
and acquire atomic accesses [19]. It weakens SRA by requiring that 110" ; (G.poU
G.rf)T is irreflexive, instead of (G.poUG.t£Umo)T. RA is placed strictly between
WRA and SRA, and can be shown to be incomparable to CBM. Again, COH is
allowed by CBM but not by RA, and WWS is allowed by RA but not by CBM.
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7.7 Total Store Order [26]

Total store order (TSO) is a a widely implemented memory model in multicore
architectures, in particular in x86. A formal model is given in [26], and [19]
provides an alternative definition, and shows that SRA < TSO. TSO is incom-
parable to CBM: Again, COH is allowed by CBM but not by TSO, whereas
WWS is allowed by TSO but not by CBM.

7.8 Parallel Snapshot Isolation [12]

Parallel snapshot isolation (PSI) [12,30] is a consistency criterion for transactions
in a geo-replicated key-value store, which weakens the classical snapshot isolation
(SI) [9] to improve efficiency. The restriction of PSI to transactions composed of
a single access can be defined by requiring the existence of a modification order

that totally orders the writes to each location such that (G.poUG.rfUmo)*
and ; (G.poUG.rf Umo)T ; Grf~! are irreflexive. With this formulation,
and since PSI disallows WWS, it easily follows that SRA < PSI. Moreover, we
can also show CBM < PSI (again, COH shows strict inclusion).

Finally, a useful relation between every model stronger than WRA (includ-
ing CBM) and PSI is stated by the following race-freedom guarantee. To state
this guarantee, we define control-state reachability under a general declarative
memory model (which generalizes the formulation used in Thm. 7).

Definition 29. A state p of Pr is reachable under a memory model X if there
exists tr € otraces(Pr,p) such that H(¢r) = H(G) for some X-consistent execu-
tion graph G. In this case we also say that G is generated by Pr.

Theorem 9. An execution graph G is write/write-race free if for every wy, ws €
G.W with loc(w) = loc(ws), we have wi = way, {(wi,ws) € (G.poUG.Tf)T, or
(wa,w1) € (G.poU G.xf)*. Suppose that every PSl-consistent execution graph
generated by a program Pr is write/write-race free. Then, every state of Pr that
1s reachable under a model stronger than WRA is also reachable under PSI.

This theorem demonstrates that for a broad class of programs the distinctions
among WRA, RA, SRA, CM, CBM, and PSI are immaterial. Importantly, users
of Thm. 9 can establish the premise of the theorem using PSI, the strongest
among these models.

8 Conclusion

DistMem is a classical algorithm that has inspired multiple refinements and ver-
ification efforts. In this work, we provide the first rigorous analysis of the guar-
antees DistMem actually provides. Although DistMem was originally presented
to demonstrate that causal memory (CM) can be efficiently implemented in a
distributed setting [6], we show that DistMem is captured by our CBM model,
which is, in fact, strictly stronger than CM. This observation suggests that CM
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may be an artifact of an imprecise analysis, and that research on causal mem-
ory should instead focus on CBM. We take the first steps in analyzing CBM by
studying the complexity of testing consistency and establishing the undecidabil-
ity of client program verification under DistMem.

More broadly, our work aims to bridge the gap between message-passing dis-
tributed systems and weak memory models. Our main contribution is a declar-
ative characterization of a well-known operational message-passing algorithm,
along with a comparison to existing memory models and an analysis leveraging
techniques from the study of memory models. We hope this work fosters greater
communication between these closely related yet largely distinct subfields.
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