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Abstract. We present a unified deductive verification framework for
first-order temporal properties based on well-founded rankings, where
verification conditions are discharged using SMT solvers. To that end,
we introduce a novel reduction from verification of arbitrary temporal
properties to verification of termination. Our reduction augments the
system with prophecy timer variables that predict the number of steps
along a trace until the next time certain temporal formulas, including
the negated property, hold. In contrast to standard tableaux-based re-
ductions, which reduce the problem to fair termination, our reduction
does not introduce fairness assumptions. To verify termination of the
augmented system, we follow the traditional approach of assigning each
state a rank from a well-founded set and showing that the rank decreases
in every transition. We leverage the recently proposed formalism of im-
plicit rankings to express and automatically verify the decrease of rank
using SMT solvers, even when the rank is not expressible in first-order
logic. We extend implicit rankings from finite to infinite domains, en-
abling verification of more general systems and making them applicable
to the augmented systems generated by our reduction, which allows us
to exploit the decrease of timers in termination proofs. We evaluate our
technique on a range of temporal verification tasks from previous works,
giving simple, intuitive proofs for them within our framework.

1 Introduction

Several recent works [211[22}[25]26]33] have dealt with verifying temporal prop-
erties of transition systems specified in first-order logic. Temporal properties of
such systems are naturally specified in First-Order Linear Temporal Logic (FO-
LTL). FO-LTL extends standard first-order logic with temporal operators that
reason about the behavior of a transition system over time, and allows to specify
both safety properties and liveness properties with various fairness assumptions.

Existing approaches for the verification of liveness properties of transition
systems given in first-order logic can roughly be divided to those employing a
liveness-to-safety reduction or those that use well-founded rankings. The liveness-
to-safety reduction of |25] can target any FO-LTL property and is quite powerful
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when augmented with temporal prophecy [15,[26]. However, verifying the safety
of the resulting system is complicated since it requires reasoning about a mon-
itored copy of the system that tracks repeated states modulo a dynamic finite
abstraction. In contrast, well-founded rankings operate at the level of the orig-
inal system and are therefore more intuitive to use, but current works in this
setting [21}22,/33] only target specific liveness properties and are limited in the
kinds of ranking arguments they can capture.

Our goal is to design a verification framework for first-order transition sys-
tems that is both intuitive for users and applicable to any temporal property. To
this end, we combine two key ideas. First, to obtain a unified approach, we base
our framework on a novel reduction from the verification of FO-LTL properties
to verification of termination. Our reduction is sound and complete and produces
a transition system that is easy to reason about since it is an augmentation of
the original transition system with prophecy variables that track violations of
the property. Then, verifying termination of the resulting transition system is
equivalent to showing that there is no violating trace of the original system.
Second, for verifying termination, we adopt and extend the notion of implicit
rankings from [21], allowing the user to encode a range of well-founded rankings
that may involve the prophecy variables introduced by the reduction. Implicit
rankings are provided by the user and verified automatically by an SMT solver.

Our reduction to termination takes a transition system 7 and a temporal
property ¢ and reduces the verification of T' = ¢ to verifying termination of an
augmented transition system obtained by a synchronous composition of 7" with
T-,, the timer transition system of —p. The infinite traces of 1., are exactly
all the infinite traces that satisfy —¢. The timer transition system resembles
standard tableaux constructions, except that it does not have fairness assump-
tions. As a result, we get a reduction to verification of termination instead of
fair termination, which is easier to handle. To construct 1., we introduce for
each subformula 9 of - a timer variable t,, that takes values in NU {oo}, and
predicts the number of transitions until ¢ is next satisfied, or oo if there is no
such number. This behavior is enforced by the transitions of 7-,. The initial
states of 1., are then defined as those where ¢-, = 0 which means that all of
their outgoing infinite traces satisfy —. It follows that the composition T'x T_,,
is an augmentation of T" with timers that contains all infinite traces of T" that
satisfy —p. Thus, T = ¢ holds if and only if the augmented transition system
obtained by the composition has no infinite traces, that is, terminates.

To show termination of the transition systems produced by the reduction
we employ the method of implicit rankings [21]. Implicit rankings are first-order
formulas that capture the decrease of some ranking function between two states,
without defining the function explicitly. Implicit rankings are useful for reason-
ing about ranking functions that are not easily expressible in first-order logic,
such as functions that involve unbounded set cardinalities or summations. The
constructors of implicit rankings defined in [21] provide an expressive language
for well-founded rankings that can be reasoned about in first-order logic, using
SMT solvers, but these are defined only for systems that operate over finite,
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albeit unbounded, domains. In particular, they cannot leverage timers in rank-
ings, even though their domain is well-founded. To mitigate this, we extend the
formalism of implicit rankings to be able to soundly reason over systems with
infinite domains. We do so by introducing an explicit soundness condition that
allows us, for example, to require that some dynamically updated set is finite in
all reachable states or that some relation is well-founded. We further generalize
the constructors of [21] to this setting. In particular, this allows us to use the
decrease of timers in the ranking used to prove termination of the augmented
system produced by our reduction. Importantly, the use of timers in the termina-
tion proof relies on their intuitive meaning, and does not require understanding
the construction of the augmented system.

We implement our reduction and the constructions of implicit rankings in
a deductive verification tool that takes as input a transition system specifica-
tion and a first-order temporal property, as well as an implicit ranking (given
by a composition of constructors) and supporting invariants, which may refer
to the timer variables. Our tool uses these ingredients to generate verification
conditions that capture the decrease of rank encoded by the implicit rankings in
every reachable transition of the system augmented with timers. It then verifies
that the system satisfies the property by using an SMT solver to automatically
discharge the verification conditions. We evaluate our tool by verifying a set
of challenging examples from previous works which include liveness properties
of distributed protocols and termination of programs. We give simple intuitive
proofs for these examples within our framework.

Contributions.

— We introduce a reduction from the verification of arbitrary FO-LTL proper-
ties to verification of termination that augments the transition system with
prophecy timer variables.

— We generalize the definition of implicit rankings and their constructors from
recent work to settings with infinite domains.

— We combine the reduction to termination with implicit rankings to obtain a
deductive verification framework where a user constructs an implicit ranking
for the augmented system, and the decrease of rank in every step of the
augmented system is verified automatically by an SMT solver.

— We implement and evaluate our approach on a set of transition systems and
their properties from the literature.

The rest of the paper is organized as follows: Section [I| outlines a motivating
example; Section [2] gives background on first-order logic and FO-LTL; Section
introduces the reduction from FO-LTL to termination; Section [4] presents the
generalized definition of implicit rankings, the proof rule that uses them to prove
termination and constructors for implicit rankings; Section [5| details our imple-
mentation and evaluation; Section [6] discusses related work and concludes the
paper. We defer all proofs to the full version of the paper.

Full Version. The full version of the paper is available at [20].
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[myt>serv]
To illustrate our approach we consider the
ticket protocol for ensuring mutual exclusion, a
variant of Lamport’s bakery algorithm [18]. In
the ticket protocol, access to the critical section
is governed by natural-number tickets. The pro- serv-++
tocol maintains the next available ticket and the
currently serviced ticket, both initialized to zero.
Threads start at an idle state and may move to
a waiting state by acquiring the next available
ticket and in turn increasing it. Once in the wait-
ing state, a thread must wait for its ticket to be the currently serviced ticket to
enter the critical section. Immediately after a thread enters the critical section,
it transitions back to the idle state while increasing the currently serviced ticket.
The control-flow graph of each thread is presented in Fig.

[myt<serv]

Fig. 1. Ticket Protocol

The temporal property we verify is that under fair scheduling, every thread
that waits to enter the critical section, eventually does so. We formalize this
property in FO-LTL by ¢ = (Vz O0scheduled(x)) — (Vo O(waiting(z) —
Qcritical(x))) where O stands for “globally” and ¢ stands for “eventually”. To
verify the property, we need to show that no infinite trace of the system satis-
fies the negation of . We do so by considering an augmented transition system
that restricts the infinite traces of the original system to traces that satisfy the
skolemized, negated property sk(—p) = Vz.OOscheduled(z) A O(waiting(xg) A
O—critical(xg)). Verification is then reduced to showing that the augmented
transition system has no infinite traces, i.e., that it terminates.

The augmented transition system is constructed automatically by compos-
ing the original one with a timer transition system for sk(—¢p). The general
construction is given in Section Here, we only illustrate the gist of the
construction. The augmented transition system has a timer variable tstarved €
N U {oc} and a timer function tschea : Thread — N U {oc}. The variable
tstarved S€rvVes as a prophecy variable that predicts the number of steps until
waiting(zo) A O-critical(xzg) will next hold. When tsarveq reaches 0 it means
that xq is forever locked out of the critical section. The function tsched(x) pre-
dicts the number of steps until the thread z is next scheduled. The construction
ensures that the timers are updated according to this meaning: if their value
is positive, it decreases in every step; if it is infinite, it remains infinite; and
if it is 0, it is ensured that the formula holds. Because we want to guarantee
that sk(—¢), the augmented transition system initializes tstarved t0 some natural
number, it then decreases in every step of the system, which, due to the nature
of the natural numbers, means it becomes 0 after finitely many steps. Addition-
ally, to guarantee fair scheduling, for every thread x, the construction ensures
that tschea(x) is equal to 0 infinitely often. It does so by initializing it to some
natural number and resetting it to an arbitrary positive number whenever it
reaches 0. Altogether this guarantees that any infinite trace of the augmented
system satisfies sk(—¢) (without any fairness assumptions). It then remains to
prove that the augmented system terminates.



Verifying FO-LTL Properties via Timers and Rankings 5

In the remainder of the section we illustrate how timers are leveraged in the
termination proof of the augmented system. We emphasize that to incorporate
the timers in the proof, the user may rely on their intuitive meaning and need not
worry about the construction of the augmented system. Our termination proof is
based on a ranking function that maps system states to a rank from some well-
founded set that decreases in every transition. However, instead of encoding the
function explicitly, we use an extended notion of implicit rankings [21] which
encode decrease in the rank between two states, and can be naturally defined
using the constructors we provide (see Section. Due to space constraints, we
only present the underlying ranking function. Encoding it as an implicit ranking
using our constructors is rather straightforward, given our extension that allows
to incorporate timers in implicit rankings despite their infinite domain.

We construct a lexicographic ranking function by considering the possible
transitions of the (augmented) system. The first component of the rank is tstarved-
This timer repeatedly decreases until it reaches 0, from which point on it remains
0, and z( is starved out of the critical section. The next components of the
rank establish that the remainder of the trace from that point on is finite. To
that end, we observe that since g is in the waiting state indefinitely, its ticket
value myt(zo) never changes and therefore the difference myt(xzg) — serv never
increases. When a thread leaves the critical state serv increases and the difference
decreases. Therefore, we use the difference as the next component in the rank.
Next, when no thread is in the critical section we wait for one to enter. Therefore,
the third component in the rank captures whether there is a thread in the critical
section. Finally, the scheduled thread may neither be in nor enter the critical
section. To ensure decrease of rank in this case, we leverage the timers and
introduce a fourth component of the rank that decreases according to tsched () for
the thread x that holds the currently serviced ticket and is the next one to enter
the critical section. When the resulting rank is encoded with an implicit ranking,
the decrease of rank in every (reachable) step of the augmented transition system
can be verified automatically by an SMT solver, ensuring termination.

2 Preliminaries

First-Order Logic. We use many-sorted first-order logic with equality. A sig-
nature X' consists of a set of sorts, denoted sorts(X), sorted relation, constant
and function symbols. Terms are constant symbols, variables or function appli-
cations. We use boldface to denote a sequence of variables x or terms ¢t. Atomic
formulas are t; = t5 or relation applications R(t). Non-atomic formulas are built
using the connectives =, A, V, — and sorted quantifiers ¥, 3. For a formula « (or
term), we write a(x) to denote that its free variables are contained in @, and for
a sequence of terms t we write a(t) for the simultaneous substitution o[z — ¢].

First-order formulas are evaluated over pairs of structures and assignments.
A Y-structure is a pair s = (D, I) where D maps every sort o to its domain D(o),
which is a non-empty set, and [ is an interpretation function for all symbols in
Y. We denote by struct(X, D) the set of all structures over D and by struct(X)
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the class of all X-structures. A sorted assignment v from sorted variables @ to
D is a function that maps each variable x; of sort ¢ in @ to an element of D(o).
We denote the set of all assignments from x to D by assign(x, D). For two
assignments u, v over disjoint sequences of variables x,y, we denote by u-v the
assignment to x-y defined by w-v(z;) = u(z;) and u-v(y;) = v(y;) for any 1, j.
For a formula « and a pair (s,v) of a structure s and an assignment v to the
free variables of a we write (s,v) = « to denote that (s,v) satisfies a.

For a signature X' we denote by X’ a disjoint copy of X' defined by X’ = {a’ |
a € X}. For a sequence of variables @ = (x;), we denote by x’ the sequence
(xf),. For a formula « (or term t) over X, we denote by o’ the formula over X’
obtained by substituting each symbol a € X with a’ € X’. With abuse of notation
we sometimes consider a Y-structure s = (D, ) as a X'-structure, or vice versa,
by setting I(a’) = I(a). Similarly, we sometimes consider an assignment to & as
an assignment to ', or vice versa, by setting v(z};) = v(x;). For a formula 7 over
2w Y with free variables x, ' and structures s, s’ over a shared domain, we
use the notation (s,v), (s',v") = 7 to denote that 7 is satisfied by the structure-
assignment pair where the domain is the shared domain of s, s’ and where X, x
are interpreted according to (s,v) and X', &’ are interpreted as in (s, v"). If 7 is
closed we omit the assignments and write s, s’ = 7.

Specifying Transition Systems in First-Order Logic. A transition system over
signature X, denoted 7 (S), is given by a pair of a first-order specification 7 and
an intended semantics S. The first-order specification is given by T = (I',¢,7)
where I" is a closed formula over X that acts as a background theory, ¢ is a
closed formula over X' that defines the initial states of the system and 7 is a
closed formula over X W X’ that defines the possible transitions of the system.
The intended semantics S is a class of X-structures. States of 7(S) are given by
the X-structures in S that satisfy I'. A trace of T(S) is given by a sequence of
states m = (s;)I, where n € NU {co} such that all states in the sequence have
the same domain, sg = ¢ and for every ¢ < n we have s;, 8,41 = 7. A state s is
reachable if there is a finite trace m = (s;)—, for n € N such that s, = s. A pair
of states s, s’ is a reachable transition if s is reachable and s, s’ = 7. We say that
T(S) terminates if it has no infinite traces.

First-Order Linear Temporal Logic. We use FO-LTL to specify temporal prop-
erties of transition systems. Given a first-order signature X', FO-LTL formulas
are defined similarly to first-order formulas with the addition of temporal oper-
ators. For simplicity we only consider the temporal operators ‘globally’ [ and
‘eventually’ ¢, our approach can be easily extended to the operators next’ ()
and 'until’ #. The semantics of an FO-LTL formula 1 is defined over a pair
(m,v), where 7 is an infinite sequence of X-structures m = (s;)52, over a shared
domain, and v is an assignment to the free variables of ¢. For m = (s;)$2,, and
k € N we denote 7% = (s;1)%2,. The semantics of FO-LTL for 1 and (7, v) as
above is such that if ¢ is atomic we have 7,v = 1 if and only if sg,v E % in
the first-order semantics, m,v |= (v if and only if 7% v =+ for every k € N,
7,v = O if and only if 7%, v |= 1 for some k € N, and the first-order operators
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are interpreted in the usual way. A temporal property ¢ is given by a closed FO-
LTL formula. A transition system 7T (S) satisfies a temporal property ¢, denoted
T(S) = o, if all of its infinite traces satisfy .

3 Timers

In this section we present the reduction from verification of FO-LTL properties to
verification of termination. First, in Section [3.I] we present the timer transition
system of a temporal property ¢, and prove two characteristic facts about it.
Then, in Section we present the reduction, which uses the timer transition
system of the negated temporal property to be verified.

3.1 The Timer Transition System

The timer transition system of a temporal property ¢ is a transition system
constructed such that (i) all of its infinite traces satisfy ¢ and (ii) it contains
all infinite traces that satisfy ¢. We construct the timer transition system by
considering a new sort, denoted oijme, Whose intended semantics are of the ex-
tended natural numbers NU{oc}, and adding for every subformula ¢ a function
symbol ¢, called the timer of 1.

Formally, for an FO-LTL property ¢ over signature X we denote by A(p)
the set of formulas that contains all subformulas of ¢, and for every subformula
Oy, additionally contains —t). The timer transition system 7, (Ssime) is defined
over signature X, with sorts sorts(X,) = sorts(X)U{otime } and signature X, =
YUty | ¥ € Alp)} U{<,0,00,—1}, where ¢y, for ¢(x) € A(yp) is a function
symbol from the sorts of @ to gtime; < is a binary relation symbol on oime; 0 and
oo are constant symbols of sort oyme; and —1 is a function symbol from o¢ime
t0 Otime. The timer intended semantics Siime are given by the class of structures
for X', where the domain of oime is NU {00}, with the standard interpretations
for <,0,00 and —1. The axioms and transition formula of 7, are defined such
that for any ¢ € A(p), ty(x) captures the number of transitions required until
¥ (x) is satisfied. Finally, the initial states formula ensures that t, = 0 holds in
all initial states, which will imply that ¢ is satisfied in every trace.

Definition 1. Let ¢ be an FO-LTL property over signature X, and define A(y),
Yy and Stime as above. The timer transition system of ¢ is a transition system
To(Stime) over X, where Ty, = (I, 1y, Ty) is defined by:

T,= A\ Ve ((ty(x) =0) & (u(@)) Lo = (tp = 0)
h(z)EA(p)
(0 <ty(x) < oo =t (x) =ty(x) — 1) A
T, = /\ Vo | (ty(x) =00 — ty(x) = 00) A
W(@)EA(P) (ty(z )—0)<—>77w( )

where Gy, and 1y, are defined according to Table. If ny is undefined, the conjunct
that refers to it is omitted from 7.
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Table 1. Definitions of y, 7y for an FO-LTL formula v (x)

Y(x) Gy M
R(z) R(z)
—p to(z) #0
pox foro e {A,V,=} | (t,(x) =0)o (tx(x) =0)
Qy pfor Q € {V,3} Qy (tp(zy) =0)
Op to(x) < o0 tp(x) =0V it,(x) =0
Op -p(x) = 00 to(x) =0 Atp,(xz) =0

Ezample 1. Consider ¢ = Va.OOsched(x). The timers in 7, are ty, Oosched ()
t00sched(z) () t-gsched(z) (%), Losched(z) (T); tsched(x) (). In initial states of T, we
have t, = 0, and so from I, we have V2.lqpsched(z)(2) = 0 in all initial states.
From 7, it follows that Va.tyschea(z)() = 0 in all reachable states. From the
axiom generated for ¢, for any thread z, tycned(s) () < 00 in any reachable state.
If tyched(z) (), from decrease of timers in 7, it follows that this timer decreases
to 0 in finitely many steps. Thus, for any thread x we have infinitely often
tsched(z)(2) = 0 in any trace, and so fair scheduling is guaranteed. That is, every
infinite trace of T, satisfies .

Remark 1. The construction of the timer transition system resembles tableaux
constructions [26,132]. Instead of using sets of temporal formulas as states, we
augment states with timers. In the tableau construction, fairness constraints are
used to filter out undesirable traces, such as infinite traces where all states are
marked Op on the basis of some future satisfication of p, which never arrives.
Instead, in our construction, we rely on the intended semantics of timers to
prevent such cases. Since such traces induce infinitely decreasing timer values,
the well-foundedness of the natural numbers ensures that they do not exist.

Our first lemma states that for any ¥ € A(p) timers evaluated to 0 capture the
satisfaction of the corresponding temporal formula. In ¢, we require that t, = 0,
so it follows that every infinite trace of 7., (Stime) satisfies .

Lemma 1. Let 7 = (8;)32, be a trace of To,(Stime) with domain D, ¢ (x) € A(yp),
v € assign(x, D) and i € N. Then 3;,v |= (ty(z) = 0) if and only if #%,v = ().

The following lemma states that any sequence of states that satisfies ¢ can be
augmented to produce a trace of T, (Stime). This essentially means that 7., (Stime)
exhibits all the ways in which ¢ can be satisfied. The proof of the lemma works
by showing that we can always augment traces with the “natural definition” of
timers, which is to evaluate ty(x) to the minimal number of transitions that
should be taken until the suffix of the sequence satisfies ¢, or oo if none exists.

Lemma 2. Given a sequence of X-structures m = (s;)2, over a shared domain

such that © |= @, there exists a trace T = (3;):2 of To(Stime) such that 7t|s = .
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3.2 The Timer Reduction

The reduction from satisfaction of FO-LTL properties to termination essen-
tially composes T (S) with the timer transition system of the negated property
T~ (Stime). Formally, for two transition systems over signatures X, Xs with
specifications T1 = (I'1,t1,71), T2 = (I, L2, T2) and intended semantics Sy, S re-
spectively, we define their product transition system over Xy U Xy where X7 U X,
is not necessarily a disjoint union. The product transition system is denoted
(T1 X T2)(S1 x S2) and defined such that 71 x To = (I'1 A I, 01 Ata, 71 AT2), and
81 x Sy contains any (X7 U Xg)-structure s such that s|x, € 81 and s|x, € Sa.
In our case, 7(S) and T-,(Stime) are defined over signatures X, X, respectively
such that ) C Y. Hence, the product transition system is defined over X, and
can be understood as an augmentation of 7(S) with the timer variables and
semantics of 7., (Stime). The product system 7 (S) x T-,(Ssime) contains those
traces of T(S) that satisfy -, it follows that T (S) satisfies the property if and
only if the product system terminates. The following theorem summarizes the
soundness and completeness of the reduction to termination.

Theorem 1. For a transition system T (S) and an FO-LTL property ¢ we have
T(S) = ¢ if and only if T(S) X T-,(Stime) terminates.

4 Rankings

In this section we discuss how we extend and use the framework of implicit
rankings from [21] to prove termination of a transition system. Section |4.1| gives
the definition of implicit rankings, generalized such that they are parameterized
by an explicit soundness condition on reachable states of the system, and shows
how implicit rankings are used in termination proofs. Section introduces
recursive constructions of implicit rankings based on the constructors of [21],
extended to produce soundness conditions, and demonstrates how timers are
leveraged in the construction of implicit rankings. In Section [4.3| we show how
we discharge the proof obligations for a termination proof based on implicit
rankings using validity checks in first-order logic.

4.1 Verifying Termination with Implicit Rankings

We first introduce our extended definition of closed implicit rankings, which
are those used for proofs. We then give the definition of implicit rankings, that
are not necessarily closed, which can be used for recursive constructions. For the
remainder of the section, we fix a first-order signature X'. To simplify the notation
we assume that Y is single-sorted. The generalization to many-sorted signatures,
which we use in practice, is straightforward. A closed implicit ranking is a closed
formula 7. that encodes the decrease of some implicit ranking function w.r.t.
some implicit order. The formula 7. is defined over a double signature X & 3,
where the rank decreases between the pre-state, captured by X', and the post-
state, captured by X'. In [21], the implicit order is required to be well-founded.
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Instead, we relax the requirement and extend the notion of implicit rankings
to include a soundness condition C on states, such that well-foundedness of the
implicit order need only be guaranteed for the image of the ranking function
on states that satisfy C. We use the soundness condition to specify requirements
that are necessary to guarantee well-foundedness of the implicit order but are not
directly definable in first-order logic. The soundness conditions we use include
the requirement of finiteness of some set of elements and the requirement of
well-foundedness of some state relation.

Definition 2 (Closed Implicit Ranking). Given a closed formula T, over
YWY and a class of X-structures C, we say that 7. is a closed implicit ranking
with soundness condition C if for any domain D, there exist a partially ordered
set (A, <) and a function f: struct(X, D) — A, such that the following hold:

1. for every s,s’ € struct(X, D) we have s,s' =1, = f(s) > f(s')
2. < restricted to {f(s) | s € C} is well-founded.

We call (A, <) a ranking range for D and f a ranking function for D.

We note that for using implicit rankings in termination proofs it suffices to
require item [1| (or even that f is defined) only for structures in C, but this does
not turn out to be helpful for constructing useful implicit rankings.

We use a closed implicit ranking 7. with soundness condition C to show
that a transition system 7 (S) terminates by showing that all reachable states
of T(S) adhere to the soundness condition C and that 7. is satisfied by all
reachable transitions. Termination follows since if the system had an infinite
trace, that would imply an infinitely decreasing sequence in a well-founded order.
We formalize this in the following theorem:

Theorem 2. If every reachable state s of T(S) satisfies s € C and every reach-
able transition (s, s’) of T(S) satisfies s,s' = 7. then T(S) terminates.

In Section 3] we discuss how we verify the requirements of Theorem [2]in prac-
tice, before that, we present constructions of implicit rankings. To that end, we
first generalize the definition. Similarly to [21], we observe that we can construct
implicit rankings by identifying useful primitives and composing them. To allow
such recursive constructions which use implicit rankings as building blocks for
the construction of complex implicit rankings, [21] generalizes the definition of
closed implicit rankings in two ways. First, implicit rankings may have free vari-
ables, called parameters, in which case the underlying (implicit) ranking function
for each domain is defined over pairs of structures and assignments to the free
variables. Parameters are useful for constructing implicit rankings that capture
aggregations over the domain. Second, implicit rankings in [21] additionally in-
clude formulas 75 that approximate the weak partial order < over the ranking
range. This allows recursive constructions to rely on < as well. We add a third
generalization, which is a formula k,;, that approximates whether an element is
of minimal rank. This generalization is used to define the soundness conditions
of implicit rankings constructed via aggregations over infinite domains.
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Definition 3 (Implicit Ranking). An implicit ranking with parameters x
and soundness condition C is a triple Rk = (7o, 7>, Kmin) where 7, 7> are for-
mulas over X W X' with free variables @, ', kyin 15 a formula over X with free
variables * and C is a class of structures over X, such that for any domain
D, there exist a partially ordered set (A, <) and a function f: struct(X, D) x
assign(x, D) — A, such that the following hold:

1. (s,v),(s,v") Era(z, @) = [f(s,v) > f(s,0)

2. (s,v), (V) Ers(z, ') = f(s,v) > f(s',v)

3. (8,v) = Kmin = f(s,v) is minimal in (A4, <)

4. < restricted to {f(s,v) | s € C,v € assign(z, D)} is well-founded.

where conditions| {43 range over any (s, v), (s',v") € struct(X, D) xassign(x, D).
We call (A, <) a ranking range for D and f a ranking function for D.

As with closed implicit rankings, we can weaken the requirements by only re-
quiring conditions [L}f2f3] for s, s’ € C, but this does not turn out to be useful.

4.2 Constructors of Implicit Rankings

We revisit the constructors of [21]. For each, we additionally specify the defini-
tion of C and Ky, for the resulting implicit ranking. Moreover, we leverage the
soundness condition for implicit rankings as defined in this work to generalize
the finite-domain constructors of [21], which are only sound for sorts with fi-
nite domains, to allow weaker finiteness assumptions. Due to space constraints,
we present only a subset of the constructors that are used to demonstrate the
use of timers in ranking and those with non-trivial soundness conditions, all
constructors appear in [20].

Theorem 3. All the constructors presented are sound, in the sense that when-
ever their arguments satisfy their assumptions, they output an implicit ranking
with suitable soundness conditions.

The first constructor we present relies on an existing order over domain elements
in the system itself to define an implicit ranking whose underlying ranking func-
tion decreases with respect to this order. The order is specified by a relation
symbol £(y1,y2), which is required to satisfy the formula order(¢) that specifies
that ¢ is immutable and defines a strict partial order. The soundness condition
of this implicit ranking is that the order defined by ¢ is well-founded. We re-
quire well-foundedness as a soundness condition as it is not possible to specify
in first-order logic. While this may seem like deferring the problem rather than
solving it, we are often able to leverage the intended semantics of the transition
system, for example the intended semantics of timers Siijme, to ensure that the
soundness condition holds without explicitly encoding it (see Section .

Constructor 1. The position constructor takes a term t over X with free vari-
ables © and a binary relation symbol £ € X, returns an implicit ranking Pos(t, () =
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(Ts, Ts, Kmin) with parameters  and soundness condition C defined by:

7. (z, ') = order(£) AM(t' (), t(x))
7> (@, x') = order(€) A (¢(t' x/)vt( )V it'(@) = t(x))
Fmin () = Vy.=l(y, t(x)) = {s € struct(X) | ¢ is well-founded in s}

Ezample 2. Consider the ticket protocol of Section [1} after having augmented
the system with timers. We use the timers in implicit rankings with the position
constructor as follows. The relation £ is the order relation < on ojme. Taking
t = twaiting(zo)AD-critical(zo), We get the closed implicit ranking capturing the
decrease of tstarved. Taking ¢(z) = tOgscheduled(x) () We get an implicit rankings
with parameter x, which needs to be aggregated to get a closed implicit ranking.

The next constructor takes as input an implicit ranking Rk® and a formula o
and returns an implicit ranking that refines the given implicit ranking such that
states are ranked based Rk°® only when « is satisfied, and states that do not
satisfy « are ranked lower than those that do. It follows that every state that
does not satisfy « is minimal according to this ranking. This constructor is useful
when we can only guarantee conservation (<) of Rk® when « is satisfied.

Constructor 2. The conditional constructor takes an implicit ranking Rk® =
(72,78, Kmin) with parameters & and soundness condition C°, and a formula
a(zx). It returns an implicit ranking Cond(Rk®, o) = (7o, 7>, Kmin) With param-
eters x and soundness condition C defined by:

. (z,2') = (a(@) Ao/ (@) V (alx) Ao/ (') A 78(, @)
7o (z,x') =~ (') Vv (a(m) Ao (@) ANTS(x,2")  Amin(z) = —a(x) C=C°

Example 3. In Ex. 2| we show how to use the timer tgescheduled(z) (%) in implicit
rankings. In the ticket protocol every thread is scheduled infinitely often so the
timer above is not always conserved. Moreover, a thread being scheduled does
not necessarily change the state, for example, when it tries to enter the critical
section but does not hold serv. For this purpose we want to consider the timer
above only for threads that hold the currently served ticket. This is captured by
the implicit ranking Cond(Pos(tq¢scheduled(z) (7), <), myt(x) = serv).

We continue by reintroducing the domain-based constructors of [21]. These ag-
gregate rankings that are parameterized by domain elements. In [21] these were
defined to be sound only for finite domains. Here, we slightly weaken this as-
sumption and instead introduce it as part of the soundness condition, requiring
finiteness only of the set of non-minimal elements in the base ranking. Since
minimal values cannot decrease, having finitely-many non-minimal values is suf-
ficient to maintain well-foundedness of the aggregated ranking.

The domain-pointwise constructor lifts an implicit ranking Rk® with ranking
range (P, <p) to an implicit ranking whose ranking range is the set of functions
Y — P where Y is possibly infinite. The set Y — P is ordered by the pointwise
ordering: a <py b if and only if there exists y € ¥ such that a(y) <p b(y) and
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for every y € Y we have a(y) <p b(y). If <p is well-founded, we can restrict
the produced partial order <y, to be well-founded even if Y is infinite by only
considering functions a € Y — P that have finitely many y € Y such that a(y)
is non-minimal. This is captured by the soundness condition of the constructor.

Constructor 3. The domain-pointwise constructor takes an implicit ranking
Rk® = (72,72, ko) with parameters © = y-z and soundness condition C°. It
returns an implicit ranking DomPW (Rk®,y) = (7., 7>, Kmin) with parameters z
and soundness condition C defined by:

7 (2,2") = 7.(2,2") A (Fy.7(y-2,y°2"))
7-(2,2') = Vy.m2(y-2,9°2") Fimin(2) = VY.-Fpin(y-2)
C = {s e struct(X) | s € C° and Vv € assign(z). finitey (—rp;n(y-2), s,v)}

where finitey (o, s,v) := [{u € assign(y) | (s,uv) = a(y-2)}| < co.

Ezample 4. The implicit rankings constructed in Ex. [3] captures the decrease of
rank of a scheduling timer for some thread z if it holds the currently served
ticket, it thus has z as a parameter. If we aggregate over all such threads
with DomPW (Cond(Pos(tmgscheduled(z) (%), <), myt(z) = serv),z) we consider
the scheduling of all such threads. This pattern is the primary way we utilize
timers for implicit rankings, and so we introduce “sugar” for it:

TimerRank(¢(x), a(x)) = DomPW (Cond(Pos(ty(x), <), alx), x).

The final constructor lifts an implicit ranking Rk® with ranking range (P, <p)
to an implicit ranking whose ranking range is the set of functions Y — P where
(Y, <y) is a possibly infinite well-founded set. The set of functions is ordered
by the reverse lexicographic ordering: a <jex b if and only if for every y € Y
such that a(y) £p b(y) there exists yo such that y <y yo and a(yo) <p b(yo).
Well-foundedness of <y along with finiteness of the set of non-minimal elements
in Rk® ensure well-foundedness of the reverse lexicographic ordering. A reverse
lexicographic ordering is crucial. To see this, consider for example the standard
lexicographic ordering on {0, 1}, which is not well-founded since it includes the
sequence (1,0,...),(0,1,0,...),(0,0,1,0,...),... that is infinitely decreasing.

Constructor 4. The domain-lexicographic constructor takes an implicit rank-
ing RK® = (12,72, Koy, ) with parameters © = y-z and soundness condition C°,
and a relation £(yy,yo) over X. It returns an implicit ranking DomLex(Rk®, y, ) =
(To, T>, Kmin) With parameters z and soundness condition C defined by:

7.(2,2') = 7.(2,2") A By.72(y-2,y°2"))

7. (z,2") = order(£) AVy.(12 (y-2,y-2") V 3yo.(L(y, yo) A 72 (Yo 2, y0-2")))
Kmin(2) = VY.Fpin (Y-2)

s € C°, /¢ is well-founded in s, }

€= {S € struct(X) Vv € assign(z). finite, (—kg;, (y-2), s, v)
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Ezample 5. Consider a program that takes as input an array of natural numbers
cl0,...,n — 1], and in each iteration, an index ¢ with ¢[i] > 0 is chosen and the
operations c[i] := c[i] — 1; ¢[i — 1] = * are performed. This program can be shown
to be terminating with the implicit ranking DomLex(Pos(c[i], <n), 7, <n).

4.3 Validating Decrease of Rank and Soundness Conditions

We now revisit Theorem [2| and show how to verify its two premises in order
to prove termination. Fix a signature X, a transition system 7(S) with 7 =
(I,t,7) and a closed implicit ranking 7. with soundness condition C. We need
to show that any reachable state of 7(S) satisfies the soundness condition C
and any reachable transition satisfies 7... To discharge the premises we utilize
an inductive invariant 6 as a way to overapproximate the reachable states, for
which we need to verify that 6 is satisfied in the initial states and that 6 is
preserved by transitions. Then, for the second premise, we need to verify that
transitions beginning in a state satisfying 6 satisfy 7.. These requirements are
captured by the validity of the following verification conditions in first-order
logic: 1) ¢ AT —= 0 (i) OANT ATAT =0 (i) ANTATAT — 7o,

As for the soundness condition C, verifying that a certain structure s satisfies
C is not always possible in first-order logic. This is because we use the soundness
condition to encode those requirements of the ranking that are not definable in
first-order logic. Specifically, the soundness conditions introduced by our con-
structors are of two types: well-foundedness of a relation and finitneness of a set.
These notions are not first-order definable, so we cannot reduce their verification
to first-order validity checks. Instead, we employ two complementary strategies
to verify the soundness condition: relying on the intended system semantics, or
finding sufficient conditions that are expressible in first-order logic.

Strategy 1. In some cases the intended system semantics trivially implies
the validity of certain soundness conditions: 1. A set of elements of a sort with
finite-domain semantics is finite. 2. A partial order on a sort with finite-domain
semantics is well-founded. 3. A partial order that is well-founded in the intended
semantics of the system, for example, the < relation on a sort with intended
semantics of the extended natural numbers (as in timers), is well-founded.

Strategy 2. The second strategy is aimed at showing finiteness of a set of
elements S in all reachable states, even though the domain of the relevant sort
is not finite. The approach is based on [22], with some generalization. The idea
is that if there is m € N such that initially there are at most m elements in B
and any transition adds at most m elements to B then by induction, B is finite
in all reachable states. This also implies that any set A such that A C B in all
reachable states is finite. In the soundness conditions we consider, the set A is
parametrized by some z and for a given z, it is defined as the set of assignments
to y that satisfy a formula «(y-z), where our goal is to verity finiteness of
A for any z. We therefore encode the aforementioned idea by considering a
formula 3(y-z) used as an inductively-finite over-approximation of a(y-z). This
results in the following verification conditions, outlined for m = 1, for any z:
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Table 2. Evaluation Results. Time is given in seconds, Con. stands for the number
of constructors in the implicit ranking, Fin stands for the number of inductively-finite
approximations, Inv. stands for the number of conjuncts in the invariant, |Proof| stands
for the number of tokens in the entire proof and |L2S Proof| stands for the number of
tokens in the entire proof with the liveness-to-safety reduction in the Ivy file.

Example Source | Time (s) | Con. | Fin | Inv. | |Proof| | |L2S Proof]|
Ticket (SectionH 2 6 2 120 256 407
Paxos [25] 101 11| 1 ]2 | 238 521
ABP 4 31 2 34 539 860
HRB-Correct B 135 7 0 6 99 446
HRB-Relay 56 8 0 17 316 593
Ackermann |15] 0.8 5 2 9 211 748
LexArray (Ex. - 0.08 4 1 2 30 -
TimestampedQueue 0.5 6 1 2 73 -
CascadingQueue (22] 1.2 9 2 7 175 -
ReorderingQueue 2.3 9 2 11 220 -
MutexRing 0.5 8 0 5 93 -
LeaderRing 0.3 8 1 4 76 -
ToyStabilization 0.3 5 0 3 69 -
Dijkstra k-State [21] 64.8 6 0| 3 213 -
BinaryCounter 0.02 4 0 0 21 -
SAT-Backtrack 0.3 9 0 8 157 -
SAT-CDCL 5.3 8 0 8 148 -

(i) a(yz) NOANT — B(y-z); (i) e AOANT — Vz Ty, Yy B(y-z) = y = y,; and
(i) AT ATAT = Vz Ty, Yy B'(y-z) >y =1y, V B(y-z).

Ezxample 6. Continuing with Ex. 4] the soundness condition can be understood
as the requirement that in all reachable states there are finitely many threads
x for which a(z) = (myt(z) = serv) holds. If we take 8(z) = —(idle(x)) and an
appropriate invariant 6 we can easily verify the verification conditions of strategy
2 above with m = 1, and thus validate the soundness condition.

5 Implementation and Evaluation

We implemented our approach for verification of temporal properties with timers
and implicit rankings in a deductive verification tool. Our tool is implemented in
Python, using the Z3 API [23], it is available at [9]. It takes as input a specifica-
tion of a transition system in first-order logic, along with a temporal property in
FO-LTL, an implicit ranking given by a composition of constructors, an inductive
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invariant, and, when strategy 2 of Section [£.3]is applied, also inductively-finite
approximations, all of which can use the timer variables. The tool computes
the timer reduction of Section [3.2] generates the verification conditions of Sec-
tion 4.3] and discharges them using the Z3 solver. When one of the verification
conditions is violated, the tool produces a counterexample in the form of a tran-
sition of the augmented system. In the SMT queries, the timers sort otime is
encoded using interpreted integers (with co encoded by —1). The combination
of uninterpreted functions, quantifiers and integers is sometimes difficult for the
solver. We therefore implement an optimization where for invariants that do not
involve timers we allow to check inductiveness w.r.t. the original system without
the timers. Additionally, similarly to [21], we allow hint terms for existential
quantifiers which help in queries with quantifier alternations.

We evaluated our tool on a set of examples of transitions systems and their
properties from previous works [3}15/21,(22)/25], with user-provided implicit rank-
ings and invariants. We expand on all examples in [20]. We ran our tool using a
Macbook Pro with an Apple M1 Pro CPU, Z3 version 4.13.3.

Results. Table [2] summarizes our experimental results. To give a sense of the
complexity of the proofs, we report for each example the time required for vali-
dating the verification conditions, the number of constructors used in the implicit
ranking (where TimerRank is counted as one), the number of inductively-finite
approximations needed, and the number of conjuncts in the invariant. We addi-
tionally report the total size of the proof, measured by the number of tokens (or
terms). Where a proof by the liveness-to-safety method exists, we also report
this same metric for the corresponding proof, taken from Ivy [27].

For examples from [211/22], our proofs are similar to the original ones, except
that in those works specific liveness proof rules were used while we prove termi-
nation of the augmented system. The modifications of the proofs to our general
framework are relatively simple, converting premises of the aforementioned rule
into instantiations of the TimerRank constructor. For examples that were proven
by the liveness-to-safety, our proofs are simpler, as they do not require reasoning
about a finite abstraction or a monitored copy of the state. This can be observed
in the significant difference in proof size in some examples.

6 Related Work

We have presented an approach for verifying temporal properties of systems
that operate over unbounded domains, modeled in first-order logic. Many works
are aimed at verifying similar systems and properties. Some works take a fully
automatic approach that applies to restricted systems [2}/5-7,[104|11)/14}[16,[28],
notably these works do not apply to the setting of systems specified in first-
order logic. Other works provide frameworks to design distributed systems and
mechanically prove their liveness [4.13})171924,29H31}135] and finally some works
provide theoretical frameworks to analyze proof mechanisms for FO-LTL [1}[12]
34]. We turn to discuss the most relevant works, which, similarly to our work,
provide semi-automatic methods that rely on first-order logic solvers.
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Our work is based on [21] and extends it in two ways. First, while the original
work targets only response properties with parameterized fairness assumptions,
our work targets any FO-LTL property. Second, the domain-based aggregations
of implicit rankings in the original work assume that the relevant domain is finite.
In our work we allow domain-based aggregations on infinite domains, as long as
the set of non-minimal elements of the aggregated rankings remains finite.

In [22] relational rankings are used to verify temporal properties. Relational
rankings are a subset of implicit rankings that are lexicographic compositions of
domain-pointwise rankings. Similarly to our work, this work also allows systems
with infinite domains, and our strategy 2 in Section is inspired by their
enforcement of finiteness. Unlike our unified approach, [22] considers different
temporal properties by using different proof rules for different types of properties,
which is more complex and less general.

The approach of [33] is to semi-automatically synthesize polynomial ranking
functions from integer variables in the state of the system. These variables can
be from the specification itself, cardinalities of certain sets and fairness variables
introduced by the user. These fairness variables are similar to the timers we
introduce in Definition[I] and are the inspiration for timers, but they capture only
specific types of fairness assumptions and are introduced manually, so they do
not have formal guarantees. Like us, they allow the user to denote certain sorts as
finitely interpreted, but their treatment of finiteness is less complete. While some
examples are shared between the papers, they make some manual manipulations
to fairness assumptions in non-trivial ways that significantly simplify the proofs.

In [15,[25,[26] a liveness-to-safety reduction is employed to reduce the ver-
ification of temporal properties to safety verification. The reduction performs
a dynamic finite abstraction of the system. One then proves acyclicity of the
abstracted system by providing an invariant for a monitored system where the
current state is compared to a saved state modulo the abstraction. The liveness-
to-safety reduction is sound but not complete, and requires employing temporal
prophecy to extend its power. Moreover, writing invariants for the augmented
system may be more complicated and less intuitive than giving implicit rankings.
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