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 Robust Subspace Mixture Models for 
Anomaly Detection in High Dimensions 

Oren Barkan and Amir Averbuch 

Abstract—Robust subspace mixture models for density estimation of high dimensional data with an application for anomaly 

detection, are described. The essence of the proposed method is as follows: First, we learn a low dimensional representation 

using Whitened Principal Component Analysis (WPCA), then the source multidimensional data is projected onto this subspace 

and the density of its data points is estimated using a robust mixture model. Finally, the likelihood of the multidimensional data 

points is ranked according to the learnt density. Then, a method for online model adaption and parameter identification in the 

original feature space that accounts for the occurrence of a specific anomaly, is described. 

Index Terms— anomaly detection, outlier detection, mixture models, robust statistics, model adaptation, parameter rating. 
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1 INTRODUCTION

N the last decade, with the explosion of data, the demand 
for data driven based methods for anomaly detection has 

increased substantially. Cyber security [10, 11], fraud de-
tection [12] and industrial damage control [13, 14] are all 
examples for anomaly detection applications that operate 
on high dimensional big data. Several factors make anom-
aly detection in high dimension a challenging task: the lack 
of labeled data is a major issue, learning high dimensional 
distributions is a difficult problem, the boundary between 
normal and abnormal behavior is sometimes vague and in 
general depends on the specific domain. Furthermore, 
many scenarios exhibit data that evolve in time which 
means that what is currently considered as a normal be-
havior might be abnormal in future and vice versa [1].  

During the years, many techniques have been devel-
oped and adopted for anomaly detection among them are 
Neural Networks [2, 3], Support Vector Machines [4], Rule-
based systems [5-8], Clustering [9, 31], Information Theo-
retic methods [15] and Nearest Neighbor based methods 
[16]. In this paper, we focus on an unsupervised anomaly 
detection and propose a method for parametric density es-
timation. The method relies on the theoretical foundation 
of subspace mixture models [17] that does not necessitate 
domain expertise rules.  

Mixture models for anomaly detection have been stud-
ied. Gaussian Mixture Models (GMM) were used for intru-
sion detection [18], anomaly detection in medical data [20] 
and in biomedical signal data [21]. Our work differs from 
previous ones in several aspects: First, we do not learn mix-
ture models in the original feature space, i.e. we first find a 
low dimensional subspace that preserves most of the in-
trinsic information and estimates the density parameters in 
this subspace (Sections 2 – 4). Secondly, we describe a tech-
nique for adapting the mixture model parameters over 
time (Section 4.1). This technique is based on Maximum A-

Posteriori (MAP) adaptation [22]. Third, we show how to 
identify the actual parameters in the original feature space 
that accounts for the occurrence of the anomaly. This is 
done by parameter rating (Section 5). Fourth, we propose 
a tradeoff between a point and a full posterior estimation 
by introducing mixture of models (Section 6). Lastly, we 
propose to use Diffusion Maps [23] and mixture of Stu-
dent-t distributions [24] for robust anomaly detection (Sec-
tion 7). In Section 8, we present experimental results that 
demonstrate the performance of the described methods. 

2 GAUSSIAN MIXTURE MODEL 

A Gaussian Mixture Model (GMM) defines a Probability 

Density Function (PDF) of a d -dimensional vector 
dx∈ℝ  as additive composition of multivariate Gaussians 

as follows:  
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The set of the GMM parameters Θ is estimated using the 
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Expectation-Maximization (EM) algorithm [25] based on 
either Maximum Likelihood (ML) or MAP estimation. 

      Given a training set 1{ }K n

k k
X x == ⊆ ℝ , we apply ML 

estimation which results in the following update steps: 
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and c  is a categorical random variable which represents 

the probability of the mixture components. 

3 WHITENED PRINCIPAL COMPONENTS ANALYSIS 

Principal Component Analysis (PCA) [26] is a common 

method for subspace learning. For a given set 1{ }K

k kX x ==  

( n

kx ∈ℝ ) , the learnt subspace is spanned by a set of or-

thogonal vectors 1[ ,..., ]T

d
U u u=  that accounts for the di-

rections in space with most variability in X . U  is derived 

by solving the eigenproblem CU U= Λ , where 
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= ∑  is sample mean. Then, by pro-

jecting X  onto U , we obtain a d -dimensional represen-

tation 1{ }K

k kY y ==  ( d

ky ∈ℝ ),  where U
k k

y x= with a diag-

onal sample covariance matrix Λ . Whitened PCA 
(WPCA) is the application of PCA followed by whitening 

of the representation outcome. Since Λ  is diagonal, we ap-

ply a subsequent normalization 1/2−Λ  in order to obtain a 
sample unit covariance matrix. Hence, the final represen-

tation for 
k

x  is given by a mapping : n dH →ℝ ℝ  
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4 GMM BASED ANOMALY DETECTION 

It has been shown [22] that a GMM with sufficient number 
of components is able to approximate any distribution 
type. However, for high dimensional data, the number of 
parameters that have to be estimated is quadratic in the 
original feature space dimension. Moreover, when the fea-
tures are highly correlated, the inversion of the sample co-
variance matrices becomes ill conditioned. 

 We alleviate the above mentioned problems by learn-
ing a low dimensional WPCA subspace and projecting the 
source data onto this subspace. In this way, the number of 
parameters to be estimated is substantially reduced and 
the projected data is uncorrelated with the unit covariance. 
The intrinsic dimension of the training data is determined 
from the eigenvalues decay of the sample covariance ma-
trix. Specifically, we apply a modified version of the profile 
likelihood method [27]. Finally, given a test set we rank the 
data points according to their log likelihood using Eq. (2.1) 
s.t. 

 

 ( ) log ( ; )x p x= Θℓ .               (4.1) 

  

4.1 Model Adaptation 

In big data processing, there is a need to handle an ex-
tremely large amount of data which increases the demand 
for computational resources. Moreover, in some scenarios, 
the data is streamed over time. As a result, a learnt model 
must be consistently updated according to the newly arriv-
ing data points. A naïve solution would be to apply the EM 
procedure from the beginning to new and old data points 
together. However, the computational complexity of this 
solution increases over time. Therefore, we suggest a 
model adaptation method whose computational complex-
ity depends only on the newly arrived data points. This is 

done by MAP adaption [22] of Θ . 

      Like the EM algorithm, MAP adaptation consists of two 
steps estimation process: the first step is identical to the ex-
pectation step in EM, in which sufficient statistics of the 
training data are computed for each Gaussian mixture. In 
the second step, however, both old and new sufficient sta-
tistics are incorporated into the estimation of the adapted 
GMM parameters using a data dependent mixing coeffi-
cients. The data dependent mixing coefficients are de-
signed in such way that a mixture with high counts of new 

data points relies more on the new sufficient statistics 
newΘ

for parameter estimation, while a mixture with low data 

counts relies more on the old sufficient statistics Θ  for pa-

rameter estimation. Next, we describe in detail the MAP 
adaptation process. 

     Given a trained GMM and a set 1{ }K

k kS x == of new data 

points, we first compute the responsibilities  kir  (Eq. 2.3) 

for each mixture component i and a data point kx . Then, 

we use these responsibilities to compute the new sufficient 

statistics for 
newΘ  according to Eq. (2.3). Finally, we com-

bine both the old and the new sufficient statistics to create 
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the adapted set of parameters Θɶ  as follows: 
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where γ  is a normalization factor which ensures that the 

adapted weights sum to unity, 
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the data counts for the i -th mixture component and ζ  is 

a relevance factor which is fixed for a parameter ρ . We 

further assume of having diagonal covariance matrices 

{ }i idiag σΣ = , where iσ  is the variance vector for the i -

th mixture component. The proposed algorithm is de-
scribed in Fig. 1. 

5 PARAMETER RATING 

The method described in Section 4 provides a way to trace 
anomalies in the learnt subspace by using Eq. (4.1). How-
ever, in many scenarios, there is an interest to understand 
the source for the anomalies occurrences in the original fea-
ture space. We propose a method for parameter rating ac-
cording to the learnt subspace.  

5.1 The Proposed Parameter Rating 

Denote the mapping from the original feature space X  to 

the embedded space Y  by :H X Y→  and let 

1{ }K n

k k
S x == ⊆ℝ . As described in Section 4, a data point 

( )a ay H x=  is a suspected anomaly when ( )ayℓ (Eq. 

(4.1)) is extremely low. We further assume that ay origi-

nated from a mixture component 
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is  the responsibility of the i -th mixture component for ay

We define the explanatory vector, which represents the pa-

rameters that accounts for the anomaly ax , by 
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and SΣ is the sample diagonal covariance matrix induced 

by S . In this way, ax represents the scaled geometric dif-

ference vector between the anomaly ax and the mean of 

the data points in the original feature space that is taken 
with respect to the association of the corresponding em-

beddings with the mixture component 
*

i . Then, we rate 

the parameters by their responsibility for the anomaly oc-

currence by sorting the entries in ax  in a descending order.  

5.2 Soft Parameter Rating 

The GMM assumes that each data point is generated from 
a single mixture component. However, when a suspected 
anomaly is examined, there are cases that we have a low 
confidence in the responsibility of a specific mixture com-
ponent. Therefore, instead of aligning the suspected anom-
aly with a single component, we suggest the following al-

ternative of computing ax  
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where M is the number of mixture components and iq  and 

iφ  are defined in Eqs. (5.2) and (5.3), respectively.  Then, 

we continue in the same way as described in Section 5.1. 
      In this work, we learnt a mixture model in the WPCA 
subspace using Eq. (3.1). 
This algorithm is described in Fig. 2. 

Algorithm 1 

Input:  

Θ - GMM parameters set (Eq. (2.2)) 

, { , , }w
ρζ ρ µ σ∈ - Relevance factors 

1{ }K

k kS x == - New data points 

Output:  

Θɶ - Adapted GMM parameter set. 

1. Apply a single estimation step to compute a set of new  

    model  parameters  
newΘ  using Eq. (2.3) 

2. For 1i ←  to M   

     2.1. 
1

( ; , )
K

i k i i

k

n N x µ
=

← Σ∑ (using Eq. (2.1)) 

     2.2. i
i

i

n

n

ρ

ρ
α

ζ
←

+
,  { , , }wρ µ σ∈  

3. Compute the adapted GMM parameters set Θɶ using  

    Eq. (4.2) 

 
Fig. 1. Algorithm 1 – GMM model adaptation. 
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6 MIXTURE OF PARAMETRIC MODEL 

The EM algorithm results in maximum likelihood esti-
mates and convergence is guaranteed. However, the EM 
algorithm does not guarantee to find a global optimum 
since the problem is non-convex and the final solution de-
pends on the initial parameter values. Moreover, when fit-
ting a mixture model using EM, we must specify a-priori 
the number of components. 
     A Bayesian approach for the predictive density is to as-
sume that the parameters are drawn from a distribution 
and integrate over this distributions as follows: 
 

              ( | ) ( | ) ( | )p x S p x p S d= Θ Θ Θ∫                  (6.1) 

 

where x  is a new data point, 1{ }K

k kS x == are the observa-

tions and Θ  are the model parameters. Usually, for com-

plex models like GMM, there is no closed form solution for 
Eq.(6.1) which raises the need for having approximation 
methods like Variational Bayes [28] or Monte Carlo Mar-
kov Chains [29]. 
     In this section, we describe a method that approximatef 
the predictive density in Eq. (6.1). Instead of training a sin-
gle model, we train a set of independent mixture models 

1{ }i L

M i=Ω = Θ , where M  is the number of components in 

each model. Then, we approximate the predictive density 

in Eq. (6.1)  with 1

1
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= Θ∑  is a normalization factor. Note 

that ( | )p x Sɶ is a valid PDF since it is a summation over 

PDFs with a proper normalization. The approximation is 

both due to the discretization of Θ over a finite parameter 

space and the approximation of the true posterior 

( | S) (S | ) ( ) / (S)i i i
p p p pΘ = Θ Θ  with the likelihood  
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i i

k

k

p p x
=
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 It is worth noting that the proposed method is easily par-
allelized (due to model independence) in the expense of 
computational resources. Furthermore, applying model 
adaptation (Section 4.1) is straightforward. 

It is important to clarify that if we do not fix M, we can-
not use the likelihood to approximate the posterior since it 

favors complex models and increases as M → ∞  . In this 

case, we can assume a uniform posterior and have a mix-
ture of models with various complexities. An improve-

ment would be to assume a prior ( )p Θ  and apply EM 

based MAP estimation [25]. This algorithm is described in 
Fig. 3. 

7 ROBUST ANOMALY DETECTION 

We assumed, so far, that the training data is noise free. 
However, real data is usually contaminated with outliers 
to some extent. A Gaussian is sensitive to outliers due to 

Algorithm 2 

Input:  

ay - A detected anomaly.  

Output:  

ax - The parameter vector. 

z - The corresponding indices sorted in a descending order  

      according to the entries in b . 

1. Compute the explanatory vector ax  using Eq. (5.3) or   

    (5.4). 

2. Sort the entries of ax  in a descending order and save the 

    corresponding indices to z . 

 
Fig. 2. Algorithm 2 – Parameter rating. Algorithm 3 

 

Training phase 

Input:  

1{ }K

k kS x == - Training set. 

L   - Number of models to be trained. 

M - Number of component in the model. 

Output:  

1{ }i L

M i=Ω = Θ - A set of trained models parameters. 

1{ }L

i iϕ =Ξ = - Normalized likelihood of the estimated parame-

ters. 

1. 0κ ←  

2. For 1i ←  to L   

     2.1. Train a M -components mixture model using S   

             and save the set of estimated parameters in iΘ . 

     2.2. (S | )i

ip p← Θ  (Eq. (6.2)). 

     2.2. ipκ κ← + . 

3. For 1i ←  to L   

     3.1. 1

i ipϕ κ −← . 

 
Test phase 

Input:  

x   - Test instance. 

1{ }i L

M i=Ω = Θ - A set of trained models parameters. 

1{ }L

i iϕ =Ξ = - Normalized likelihood of the estimated parame-

ters. 

Output: 

pɶ - The approximated density value for x . 

1. 
1

( | )
L

i

i

i

p p x ϕ
=

← Θ∑ɶ  

 
Fig. 3. Algorithm 3 – Mixture of parametric models. 
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its rapidly decaying tail shape which is a result of quad-
ratic penalty in the exponent function. In order to improve 
the robustness to outliers, a heavy tail distribution is con-
sidered. A possible choice is the Laplace or Student t dis-
tribution [24]. In this work, we use the Student t distribu-
tion for two main reasons: it is closer to the shape of the 
normal distribution since it can be written as an infinite 
mixture of normal distributions with mutual mean and 
converges to a normal distribution for a specific parameter 
value.  
     In this section, we propose an algorithm for robust 
anomaly detection. The outline of the algorithm is as fol-
lows: first, we apply a preprocessing step that aims to 
roughly discover the manifold the data reside in. We as-
sume that the discovered manifold contains high percent-
age of inliers. We discover the manifold by the application 
of Diffusion Maps [23] (see Section 7.2). This step enables 
us to find an initial coarse filtration of existing outliers. 
Then, for the subset of the revealed potential inliers we 
learn a Student t distribution mixture model (SMM). Fi-
nally, we use the parameters of the estimated SMM in or-
der to derive a robust GMM parameter estimation. 

7.1 Student t Distribution Mixture Model (SMM) 

The multivariate Student t distribution is defined by 
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where 
dµ ∈ℝ is a mean vector, 

d d

i

×Σ ∈ℝ  is a positive 

definite scale matrix, ( )Γ ⋅  is the Gamma function and  

[0, )ν ∈ ∞  is the degrees of freedom parameter which con-

trols the length of the tails. As ν goes to infinity the distri-

butions tends to the normal distribution. 
     A more intuitive way to understand the multivariate 
Student t distribution is by looking at an infinite mixture 
of Gaussians with a shared mean and scaled covariances as 
follows: 
 

( ; , , ) ( ; , / ) ( ; / 2, / 2)S x N x y G y v dyµ ν µ ν∑ = ∑∫  
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This is a generative formulation: first, we scale the covari-
ance by drawing y  from the Gamma distribution and then 

generate x  from the corresponding normal distribution. 

The multivariate Student t distribution mixture model 
(SMM) is defined by 
 

1
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where iw  is the relative weight of the i -th mixture compo-
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M

i

i

w
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=∑  . The set of the SMM pa-

rameters, 1{ , , , }M

i i i i iw µ ν =Θ = Σ  is estimated using the Ex-

pectation-Maximization (EM) algorithm [24]. For the sake 
of completeness, we briefly describe the main update steps 

of the EM for SMM: Given a training set 1{ }K

k kx = , the re-

sponsibilities are computed by 
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Then, a new set of parameters is estimated according to the 
following equations: 
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where the degrees of freedom for the i -th component is 

computed as the solution for the following equation: 
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where  
( )

( )
x

x
x

ψ
∂Γ

∂
≜  is the digamma function. We refer 

the reader to [24] for a detailed derivation of the EM algo-
rithm for SMM. 
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7.2 Diffusion Maps 

Diffusion Maps (DM) [23] is a machine learning technique 
for non-linear dimensionality reduction. Different from 
other dimensionality reduction methods such as principle 
component analysis (PCA), DM is a non-linear method 
that focuses on discovering the underlying manifold that 
the data has been sampled from.  

In DM, a graph affinity matrix is built that is used to 
generate a diffusion process on it. As the diffusion process 
advances, it integrates local geometries to reveal intrinsic 
geometric structures of the data at different scales. Based 
on the revealed geometry, one can measure the similarity 
between two data points at a specific scale. DM embed the 
high dimensional data into a low dimensional space D  
such that the Euclidean distance between data points in D  
approximates the diffusion distance in the original feature 
space. The dimension of D  is determined from the under-
lying geometric structure of the data and the accuracy by 
which the diffusion distance is approximated.  

In our setup, the original feature vectors reside in a g -

dimensional space G . DM is applied to G  to map the fea-

ture vectors to l -dimensional in a space D ( l g≪ ) . In the 

rest of this section we explain the DM algorithm in more 
detail.  

Given a training set 1{ }K

k kx G= ⊆ , the first step defines 

an affinity metric ( , )i jc x x  over G . Then, this metric is 

converted to a similarity measure. A common approach for 
this type of conversion uses the Gaussian kernel, 

( )2( , ) exp ( , ) /
i j i j

x x c x xχ σ= −  where the parameter σ de-

termines the scale or size of the neighborhood which we 
trust our local similarity measure to be accurate in. A 
method for automatic configuration of σ was proposed in 

[30]. 
In this way, we can define a full undirected graph where 

the data points are the nodes and the weights of the edges 
are determined according to the chosen kernel. We then 
define a random walk on this graph by converting the sim-
ilarity measure to a probability function by 

1

( , ) ( , ) / ( , )
K

i j i j i h

h

p x x x x x xχ χ
=

= ∑ . Next, we form a transi-

tion Markov matrix P  in which the entry , ( , )
i j i j

P p x x=  

is the probability of transition from node ix  to node jx  in 

a single step. In the same way, t
P is a matrix in which the 

entry 
,

t

i j
P  is the transition probability from node ix  to 

node jx  in t  steps. 

Based on the above construction, the diffusion distance 

after t  steps is defined by 2

, ,

1

( , ) ( )
K

t t

t i j i k j k

k

Q x x P P
=

= −∑ . By 

applying spectral decomposition to P  we obtain a com-

plete set of eigenvalues 0 11 ... Kλ λ λ= ≥ ≥ ≥  while left and 

right eigenvectors satisfy i i iPv uλ= . 

We then define a mapping 1:{ }K

t k kM x D= →  to be 

 

                     
1 1( ) ,...,

T
t t

t k k l lk
M x v vλ λ =                    (7.2) 

 

where ikv  indicates the k -th element of the i -th eigenvec-

tor of P and l  is the dimension of the diffusion space D . 

It was shown [23] that for 1l g= −  ,
2

2
( ) ( ) ( , )t i t j t i jM x M x Q x x− =  holds. Of course, in prac-

tice one should pick 1l g< − according to the spectral de-

cay of 1( )K

k kλ = . This decay is determined from the complex-

ity of the intrinsic dimensionality of the data and the choice 
of the parameterσ . 

     Figure 4 is an illustrative example for a diffusion pro-
cess. Two alternative paths connect data points on the 
manifold. The red path is longer but it follows the geomet-
ric structure of the manifold while the blue path is short 
but does not follow the manifold structure. As the number 
of steps t  in the diffusion process increases, the probability 

of travelling along the red path also increases, since it con-
sists of many short distance jumps. However, the probabil-
ity of travelling along the blue path stays always small 
(and becomes smaller and smaller as t  increases) as it as-

sociated with long distance jumps. 

7.3 Robust Mixture Model (RMM) 

SMM in its nature is more robust to outliers than GMM. 
However, if a large number of outliers exists in the data, 
EM will produce an inferior SMM model. Moreover, for 
the task of anomaly detection, GMM, which is trained on 
clean data, will assign significant lower probabilities to 
outliers than SMM. Therefore, we look for a tradeoff be-
tween robust model and low tolerance for outliers. To this 
end, we propose to learn the weights, the means and the 
covariances of the GMM using SMM to ensure robust pa-
rameter estimation. Then, we use these sufficient statistics 
to form a GMM. 
 

 

Fig. 4. As the diffusion process progresses, travelling along the red
path (which follows the intrinsic geometry of the manifold) becomes 
more likely than travelling along the blue one. 
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Although SMM is less sensitive to outliers than GMM, in 
scenarios where the training set contains high percentage 
of outliers, even a heavy tail distribution will be drastically 
biased towards the outliers and a poor model is likely to be 
generated. We propose to address this problem by apply-
ing a filtration step to the training set. This is done by 
measuring the belonging of each data point to the manifold 
and discarding all data points that are suspected as outli-
ers. The measure is based on a learnt DM between the orig-
inal feature space and the diffusion space. We assume that 
the manifold is connected and contains at least 50% of the 
data points i.e. less than 50% of the data points are outliers. 
DM provides a representation in which the data points are 
clustered according to their connectivity. In the diffusion 
space, inliers are expected to be clustered together, 
whereas outliers might be spread between several small 
clusters or scattered randomly. As long as the above as-
sumption holds, we can identify the inliers by discovering 
the biggest connected component (the one that contains at 
least 50% of data points) in the diffusion space. To this end, 

we apply DM to the data points 1{ }K

k kX x == and obtain the 

embedding 1{ }K

k kY y == using Eq. (7.2). Then, we define a 

graph on Y , where the vertices are Y and ( , )ij a i jA τ>= 1  is 

the adjacency matrix, where 1  is the indicator function 
with respect to the condition in the subscript, 
  

( , )
i j

y y
a i j

ς

ς

µ

σ

− −
= , 1

1

K

k

k

Kς ςµ δ−

=

= ∑ , 

      (7.3) 

1 2

1

( ) ,
K

k

k

Kς ς ςσ δ µ−

=

= −∑  
1

kk k
y y

υ

ς

ς
υ

δ ϒ
=

= −∑ , 

 

where {1,..., }KK ς×ϒ ∈ is an Euclidean nearest neighbor ma-

trix in which the entry
kυϒ  contains the index of the υ  

nearest neighbor  of 
k

y , ς  and τ  are predetermined con-

stants. Then, we run Breadth First Search (BFS) on Y in or-
der to reveal the biggest connected component in the graph

b
Y Y⊆  and consider 

b
Y  as a set of inliers. Finally, 

{ | y }
b k k b

X x Y= ∈  is fed as an input into SMM ML param-

eter estimation (Section 7.1) and the relevant parameters 
are used to form a GMM. The reason we chose to output a 
GMM is due to the rapidly decaying tail of a Gaussian 
which ensures outliers are given extremely low PDF val-
ues. This algorithm is described in Fig. 5. 

8 EXPERIMENTAL RESULTS 

In this section, we demonstrate the performance of the pro-
posed algorithms. As an example, we used the synthetic 
2D manifold (green points) in Fig. 6 (a) that is generated by 
drawing 200 points from a two GMM components. In Fig. 
6 (b-d) we added 200 outliers (red points) to the data and 
trained two-component GMM (Section 2), SMM (Section 
7.1) and RMM (Algorithm 4). We see that both GMM (b) 

and SMM (c) are affected by these outliers and exhibit poor 
PDF estimation. However, RMM (d) managed to capture 
the manifold structure by filtering most of the outliers and 
produces a PDF which is similar to the original one.  

In Fig. 7(a), we present the embeddings Y after the ap-
plication of DM to X . The points associated with the big-
gest connected component 

b
Y   are marked in black. We see 

that all the green points are marked in black together with 
a few outliers. In Fig. 7(b), we present the original data 
points X , where the data points associated with 

b
X  are 

marked in black. This filtration step managed to substan-
tially reduce the number of outliers. Thus, by learning 
SMM on 

b
X , we are able to estimate robust sufficient sta-

tistics for a GMM (Algorithm 4).  
  In the next experiment, we continue to evaluate the 

performance of Algorithm 4, this time, on DARPA 1999 la-
beled dataset [32]. In this dataset, the supplied training set 
is clean (no attacks) and only the test sets include outliers 
(attacks).  

Algorithm 4 

Input:  

1{ }K

k kX x == - A training set 

M - Number of components in the output model 

ς - Number of nearest neighbors to consider 

τ - Threshold parameter (standard deviation units) 

Output:  

1{ , , }M

i i i i
w µ =Σ - The GMM parameter estimates. 

1. Obtain 1{ }K

k kY y == (Eq. (7.2)) by computing DM 

    (Section 7.2) for X . 

2. Compute the Euclidean nearest neighbor matrix     

    {1,..., }KK ς×ϒ ∈ over Y . 

3. For 1i ←  to K  

    3.1. 
1

kk k
y y

υ

ς

ς
υ

δ ϒ
=

← −∑  

    3.2. 
kς ς ςµ µ δ← +  

4. 
1

Kς ςµ µ−←  

5. 
1 2

1

( )
K

k

k

Kς ς ςσ δ µ−

=

← −∑  

6. For 1i ←  to K  

    6.1 For j i←  to K  

          6.1.1 ( , )ij a i jA τ>← 1 (Eq. (7.3)) 

          6.1.1 ji ijA A←  

7.  Find the biggest connected component 
b

Y Y⊆ using   

     the adjacency matrix A .  

8. { | y }
b k k b

X x Y← ∈  

9. Train a M - component SMM model (Eq. (7.1)) using   

    
b

X  to obtain a set of parameters 1{ , , , }M

i i i i i
w µ ν =Σ . 

 
Fig. 5. Algorithm 4 – Robust mixture model (RMM). 
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Therefore, we learnt the test sets directly in order to 
demonstrate the ability of RMM to filter outliers (we ob-
served that the samples that are labeled as inliers exhibit 
the same distribution for both training and test sets). In Fig. 

8 we present the analysis of Algorithm 4 for four different 
test sets (Tuesday, Wednesday, Thursday and Friday at-
tacks). The analysis is similar to the one that is described in 
Fig. 7(a). We see that RMM managed to identify most of 
the inliers (black markers) and filter most of the outliers 
(red circles). Since the original data points are of dimension 
14, we do not present the RMM PDF contour. In all of the 
RMM experiments, we used the same parameter configu-
ration 1, 3ς τ= = (Eq. (7.3)). 
     Next, we evaluate the performance of Algorithm 2 for 
parameter rating. We drew 100 data points from a 10-di-
mensional GMM with two even weights, mixture compo-

nents 1 2,C C  with means 1 20− ⋅
�

 and 1 20⋅
�

, respectively, 

and identical covariance. Independently, from each com-
ponent, we drew 50 data points. We generated two outliers 
by setting to 15 the second entry in the first data point and 
setting to zero the first four entries in the second data 

point. These data points were originated from 1C . Then, 

we applied WPCA (Eq. (3.1))  to reduce the dimension to 
three. In Fig. 9, we see the embedding of the data points in 
the WPCA subspace (only the first two dimensions are pre-
sented). Data points in green and red refer to inliers and 
outliers, respectively. By learning a two component GMM 
in the WPCA subspace and by examining the log likeli-
hood (Eq. (4.1)) of the data points, we can trace the outliers 

1 (0,0)y =  and 2 ( 24,15)y = −  that received the lowest log 

likelihood values. Applying Algorithm 2 to 1y  and 2y re-

sults in 
 

1

2

(3.6,34,1.8,0.9,6.6,8.7,6.1,0.9,6.9,0.2),

(20.4,19,19.1,19.1,0.6,0.5,0.8,1.4,1.4).

x

x

=

=
 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 7. Green and red points are the true inliers and outliers, respec-
tively. Points associated with the biggest connected component are 

marked in black.  (a) Diffusion space. 
b

Y  are marked in black (b) 

Original feature space. 
b

X  are marked in black. 

 

 

 

 

 

 

 

 

 

 

Fig. 8. DARPA 1999 test sets: Green and red points are the true inliers 
and outliers, respectively. Points associated with the biggest con-
nected component are marked in black.  (a-d) Diffusion space for var-
ious test sets (each belong to a different day), 

b
Y  is marked in black.

 

 

 

 

 

 

 

 

 

 

Fig. 6. (a) The original data points are generated by a two component 
GMM. (b-d) The contour of the PDF estimated by GMM, SMM and 
RMM, respectively, for the original 200 points and the addition of 200
outliers.  
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We see that the largest entry in 1x  is the second entry, 34, 

which corresponds to the second entry in 1x , 15. From ex-

amining Fig. 9, we wonder why the first entry in 1x  is not 

as high as the second entry.  This is due to the fact that 1x

is generated from 1C  and therefore 11 12r r≫  . In the same 

way, we see that the first four entries in 2x are significantly 

higher than the rest of the entries. This indicates the abnor-

mal values in the first four entries of 2x . 

9 CONCLUSION 

In this paper, we propose several methods for density esti-
mation which are applicable for anomaly detection in high 
dimensional data. We estimated the density in a low di-
mensional representation (WPCA) using the parametric 
mixture models GMM, SMM and RMM. We show that by 
using these models, we are able to apply a model adapta-
tion and combined several different models in a probabil-
istic manner. 
      We derived methods for parameter rating and demon-
strated their performances. Finally, we introduced the 
RMM as a tool for robust anomaly detection when the 
training data is contaminated with outliers. 
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