
Robustness against the C/C++11 Memory Model

Roy Margalit
Tel Aviv University
Tel Aviv, Israel

roy.margalit@cs.tau.ac.il

Abstract

Concurrency is extremely useful, however reasoning about the

correctness of concurrent programs is more di�cult than ever. Se-

quential consistency (SC) semantics provide the ability to reason

about correctness, however these come at a high synchronization

cost. C11 introduced a memory model that was supposed to help

with these problems, attempting to provide balance between per-

formance and reasoning. However, this model was much more

complicated than expected, proving to be a challenge even for do-

main experts. We propose a method that enables the programmer

to reason about correctness with SC semantics without compro-

mising performance. By proving robustness of a program it can

only exhibit SC behaviors and can thus be reasoned about with SC

semantics.

CCS Concepts

• Theory of computation → Veri�cation by model checking; Con-

current algorithms; Program semantics; Program veri�cation; Pro-

gram analysis; • Software and its engineering → Software veri�-

cation.
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1 Problem Description

Many concurrent algorithms assume sequential consistency (SC)

(i.e., executing the program by interleaving statements from the var-

ious threads at some order over a shared memory with no caching).

In practice, modern programming languages do not guarantee SC

because they are compiled to hardware which performs various

optimizations such as out-of-order execution and separate caches

for each CPU core. To make things worse, each hardware has its

own memory model (PowerPC, SPARC, x86, ARM, Itanium, etc.).

Because of this, the programmer has no easy way to reason

about the correctness of their program. This problem is especially
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di�cult for programs that are required to be correct over multiple

architectures.

Robustness. Programming concurrent problems under memory

models weaker than SC is notoriously hard and error-prone. Reason-

ing about the correctness of these problems evenmore so.When pro-

grammers manage to avoid data races, the DRF (data-race-freedom)

guarantee allows them to safely imagine a heaven of SC multipro-

cessors and SC-preserving compilers [4]. For a variety of programs,

however, avoiding races altogether is too restrictive or costly. In-

terestingly, often this does not mean that the program may behave

under a weakmemorymodel di�erently than it would behave under

SC. Accordingly, there is a need to develop robustness criteria (i.e.,

conditions that ensure that a given program has only SC behav-

iors), which are more precise then DRF, and accompany them with

robustness veri�cation methods and tools. Safety veri�cation can

be then reduced to robustness veri�cation plus safety veri�cation

assuming SC [17].

Thus, if we are able to verify that a program is robust against a

memory model and that the program is correct assuming SC, we

can deduce that the program is correct under that memory model.

C11 and C++11. The C11 [11] memory model was introduced with

the aim of reducing these problems. Instead of the programmer hav-

ing to write platform speci�c code for each architecture, it provides

a uniform memory model. The compiler will use a di�erent compi-

lation scheme based on the hardware target, mapping the memory

accesses in C11 to the appropriate assembly instructions [50] while

preserving a subset of behaviors from the C11 memory model. Thus,

as long as the compilation scheme is correct, the programmer may

execute their program on di�erent hardware featuring di�erent

memory models without having to reason about each speci�c hard-

ware. The C11 memory model attempts to balance between the

ability of the programmer to reason about their program and the

need for e�cient machine code.

Prior work. Robustness against weak memory semantics was

studied before for hardware models, especially in the context of

automatically enforcing robustness by inserting memory fences

and other synchronization primitives (see, e.g., [6, 16, 19, 20], as

well as [5] for a practical approximate generic approach).

In particular, robustness against TSO (and its PSO variant) [7, 28,

47] received considerable attention, e.g., [2, 3, 13–15, 17, 18, 26, 38–

40, 46]. In addition, verifying (trace based) robustness against TSO

was shown in [15] to be PSPACE complete.

Less work was devoted to robustness against a programming

language concurrency semantics. The well-known DRF guaran-

tee [4, 25] is a simple robustness criterion, e.g., for a strengthened

version of C11 [10, 33], but it is too weak, as (low-level) synchro-

nizations naturally involve data-races, and often do not imply non-

robustness. [44] proposed an (approximate and incomplete) method
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that uses CDSchecker [45] for restricting non-SC behaviors of C11

programs. For a particular class of “server client programs”, it was

shown in [31] that certain simple fence insertion strategies ensures

robustness.

Other works targeting C11 [24, 36, 37, 41, 49] attempted to �nd

races between non-atomics which cause unde�ned behavior. How-

ever in these works, Only the current execution is tested where

the scheduler is either controlled by the operating system [36, 49]

or the testing framework tries to introduce the races by control-

ling the scheduler [24, 37, 41]. Still none of these approaches can

model the entirety of the C11 Memory Model and cannot identify

all behaviors.

On the other spectrum, Stateless model checkers exhaustively

scan all the executions of the program. While super precise, the

memory consumption is much higher as they store the entire exe-

cution graph in memory [29, 30].

2 Goal Statement

The goal of this research is to provide the programmer with tools

to better reason about the correctness and robustness of their C11

progams. Reasoning about the C11 memory model is hard even

for domain experts. Even implementing a well known algorithm,

such as Peterson’s lock, is not simple [52, 53]. Expert programmers

experienced with weak memory models are still prone to errors.

Even informal [53] and formal [22] proofs can incorrectly prove

safety of programs. This may result in programmers refraining

from using relaxed accesses altogether.

We would like to avoid this problem by providing an algorithm

which can check whether a program is robust against the C11

memory model. If a program is proved to be robust, we only require

to verify its correctness under SC, a much easier feat than proving

correctness under C11. The �nal product is the creation of a tool

which will automatically verify this.

3 Method

The main challenge is developing an algorithm for proving robust-

ness. The correctness of this algorithmwill be proved using a formal

proof assistant (Coq). Once such an algorithm is created, we will

implement it. The implementation is then veri�ed by comparing

manually veri�ed robustness examples against the automated result,

thus showing e�ectiveness of our tool. The implementation will

be veri�ed by comparing manually veri�ed robustness examples

against the automated result. Further more, for unknown examples

a robustness violation trace will be extracted and manually veri�ed

to be a proof on non robustness.

Static vs. dynamic. We would like to evaluate our approach in

two contexts, static and dynamic. A static context where all pos-

sible executions of the program are checked for robustness. This

approach guarantees that no robustness violations can be missed

as all executions are examined. The disadvantage is that this ap-

proach does not scale beyond small programs. A dynamic context,

on the other hand, allows us to execute the program in-the-wild

with proper instrumentation. For each such an execution we follow

a single possible trace of the execution which we can analyze to

identify if it potentially predicts a robustness violation. This can be

done in both on-the-�y manner, where we analyze the execution

as we run the program, and post-mortem manner where the trace

of all memory accesses from the execution is recorded and later

analyzed.

We will evaluate the two approaches to verify that they produce

the same robustness claim for programs the static approach can

handle. Thus, if the dynamic veri�cation reports non robustness

we expect the static one to report it as well.

Benchmarks. We will make use of existing benchmarks from

Trencher [13], a robustness checker for x86-TSO. The benchmarks

will include concurrent data structures, mutual exclusions protocols,

as well as other common synchronization idioms adapted to C11.

Performance critical widgets that are commonly used in user

code. Proving their robustness will a�ect the robustness of the

entire program (if they are correctly placed behind SC fences). One

such example is Chase-Lev dequeue which is a commonly used

work-stealing queue that is hard to implement correctly using weak

memory [35].

We will test dynamic robustness veri�cation by running it on

large programs to see how well it scales. For testing large programs

we will use both synthetically in�ated programs and real world

programs.

4 Preliminary Work

We prove that (assuming bounded data domain) execution-graph

robustness against RC20 (a subset of a corrected version of C11) is

PSPACE-complete (the same as veri�cation under SC and robust-

ness against x86-TSO) We develop a tool for verifying execution-

graph robustness against RC20 and use it to evaluate several chal-

lenging synchronization algorithms.

In this section we describe our preliminary results. We wrote two

papers about verifying robustness of C11 memory model subsets

with static analysis.

Robustness Against Release/Acquire. Release/acquire (RA), the

fragment of the C11 memory model [11] consisting of release stores,

acquire loads and acquire-release read-modify-writes (RMWs), is a

particularly useful and well-behaved weak memory model [31]. It is

weaker than sequential consistency (SC) [34] and allows higher per-

formance implementations. For example, x86-TSO [47] provides RA

“for free” (its memorymodel is stronger than RA), and PowerPC [42]

implements RA using ‘lightweight sync’ instructions rather than

more expensive ‘full sync’ instructions which are needed for SC.

We developed a decision procedure that checks whether a given

concurrent program is robust againstRA. To achieve this, we showed

how this veri�cation problem can be reduced to a state reachability

problem under a (�nite state) instrumented SC memory. Roughly

speaking, this memory keeps track of the relevant parts of the gen-

erated execution graph and uses this information for monitoring

that RA execution graphs cannot diverge from SC ones. We proved

that our approach is sound and precise. In particular, it follows that

this veri�cation problem for programs with bounded data domain

is PSPACE-complete.

Our approach is straightforwardly extended to handle C11’s non-

atomic accesses. A data-race on a non-atomic access is considered an

unde�ned behavior, and, thus, robustness of a program should also

imply that it has no data-races on non-atomic accesses. Since robust
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programs have only SC executions, checking for data-races can be

done using standard techniques. For completeness, we incorporated

these checks in our method simultaneously to the veri�cation of

robustness against RA.

We have implemented our method in a prototype tool, called

Rocker , using Spin [27] as a back-end model checker under SC.

We used Rocker to verify the robustness of several concurrent al-

gorithms, including Peterson’s mutual execution adaptations for

RA [53], sequence locks [12] and user-mode read-copy-update

(RCU) implementations [21]. In particular, we observed that ro-

bustness under RA is a useful property, allowing one, in many

cases, to think in terms of SC while running on a weaker model.

Examples of veri�ed programs and the time taken to verify are

available in Table 1. Res shows robustness against RA, SC is a

comparison to veri�cation without instrumentation, and Trencher

is robustness checker tool for TSO. This work was published and is

available at [32].

Table 1: Robustness against RA veri�ed with Rocker

Program Res #T LoC Time SC
Trencher TSO

Res Time

dekker-sc ✗ 2 43 4.2 (100%) 1.3 ✗ 5.9

dekker-tso ✓ 2 49 5.2 (100%) 1.3 ✓ 5.9

peterson-ra ✓ 2 44 5.8 (100%) 1.2 ✓ 5.8

peterson-ra-dmitriy ✓ 2 36 4.3 (100%) 1.2 ✓ 5.5

peterson-ra-bratosz ✗ 2 28 3.4 (100%) 1.1 ✗ 5.6

lamport2-tso ✗ 2 69 13.7 (100%) 1.3 ✓ 8.2

lamport2-ra ✓ 2 79 18.9 (99%) 1.4 ✓ 7.8

spinlock4 ✓ 4 66 6.4 (80%) 1.6 ✓ 6.8

ticketlock4 ✓ 4 49 22.6 (25%) 7.5 ✓ 23.4

seqlock ✓ 4 49 20.7 (16%) 3.4 ✓ 8.9

rcu ✓ 4 74 67.6 (10%) 2.2 ✗★ -

rcu-o�ine ✓ 3 215 137.9 (50%) 18.3 ✗★ -

chase-lev-tso ✗ 3 57 4.9 (100%) 31.3 ✓ 128.1

chase-lev-ra ✓ 3 61 67.1 (8%) 38.1 ✓ 108.3

Robustness Against RC20. We extended our results to a much

larger fragment of C11, which also includes relaxed reads/writes/RMWs

and release/acquire fences. We showed that robustness against this

model is reduced to a reachability problem under an instrumented

SC semantics.1 Roughly speaking, the instrumentation maintains

a �nite collection of (rather intricate) properties of the generated

execution history (which can be unbounded for programs with

loops) that are used to monitor for states where threads may ob-

serve (either by reading or by overwriting) values under the weak

semantics that cannot be observed under SC. Based on this reduc-

tion, we obtained a decision procedure for robustness, which we

have also implemented and experimented with (using Spin [27] for

the reachability analysis under SC). In particular, it follows that

robustness veri�cation for programs with bounded data domain is

PSPACE-complete.

1Equivalently, as we do in our implementation, one can think about reachability under
SC of an instrumented program.

For similar reasons why programming is more di�cult with

relaxed accesses, robustness veri�cation for relaxed accesses is also

more challenging. Indeed, the instrumented semantics requires

much �ner distinctions maintaining multiple views for each thread

allowing us to compare the observable values under SC to those

observable in the relaxed semantics. While the instrumentation is

heavier than the one in [32], our experiments show that this has

only a minor e�ect on the practical veri�cation times.

While handling relaxed accesses, we have identi�ed a drawback

of all (to the best of our knowledge) existing robustness criteria,

which becomes critical for robustness against a semantics that in-

cludes relaxed accesses. It is related to the question of what exactly

constitutes a program behavior (and, in turn, what is a robustness

violation?). The simplest answer identi�es program behaviors with

sets of reachable program states, where program states consist of

the values of the di�erent program counters and local variables.

However, [19] observed that, while desirable, a state-based notion

of robustness requires a full-�edged veri�cation under the weak se-

mantics. The latter can be extremely di�cult from a computational

complexity point of view (non-primitive recursive for TSO [8, 9]

and undecidable for RA [1]). Thus, researchers have resorted to

stronger robustness de�nitions, in which program behaviors are

taken to be sets of “annotated” histories of the executions of the pro-

grams (called traces or execution graphs), and robustness requires

that all such histories generated by the program under the weak

semantics can be also generated under SC.

However, we observed here that both state-based and history-

based robustness notions do not allow the benign programming

idiom of speculative reads. Roughly speaking, weak accesses can be

e�ciently used to speculatively read some shared data, requiring

a validation mechanism (naturally implemented with stronger ac-

cesses) before the read values are being used. If validation fails, the

speculations are disposed (and often retried). Observing stale spec-

ulative values under relaxed semantics (which cannot be observed

under SC) may be perfectly �ne, but it does imply a reachable inter-

mediate program state that is not reachable under SC, resulting in

a robustness violation. Nevertheless, if the validation mechanism

can be proved to throw away stale speculative values before they

are actually being used, this optimization should be considered as

a benign temporary robustness violation that can never harm the

program’s safety. Since speculative reads are a main use of relaxed

accesses [51], and using them correctly has shown to be rather

challenging [12]. For the model that we studied here, this issue

becomes more acute.

Observational Robustness: To address this drawback, we proposed a

novel notion of robustness, which we called observational robustness.

It is a history-based notion (to make is computationally attainable),

but it allows the program to have some non-SC histories provided

that they can be “�xed” to SC histories without a�ecting any value

that the program used. To do so, we included a dependency relation

(akin to the one included in modern hardware models, see, e.g., [23,

48]) in the program’s execution graphs and allow reads to read stale

values (violating SC) as long as no further operation depends on

these reads.

As we did for usual robustness, we showed that observational

robustness can be veri�ed by inspecting only SC executions of

the program, which, again, can be reduced to reachability in an

1883



ISSTA ’24, September 16–20, 2024, Vienna, Austria Roy Margalit

Table 2: Robustness against C11 veri�ed with Rocker

Program #T LoC
Rob Time (sec)

R O R O SC

arc 3 102 ✓ ✓ 67.1 (8%) 71.2 (8%) 3.9 (26%)

peterson 2 37 ✗ ✗ 1.1 (100%) 1.1 (100%) 0.9 (100%)

peterson-�x1 2 37 ✓ ✓ 1.1 (100%) 1.1 (100%) 0.9 (100%)

peterson-�x2 2 39 ✓ ✓ 1.1 (100%) 1.1 (100%) 0.9 (100%)

singleton 4 139 ✓ ✓ 2.8 (96%) 3.0 (97%) 1.1 (100%)

singleton-rlx 4 147 ✓ ✓ 2.8 (96%) 3.1 (97%) 1.1 (100%)

dekker-rlx 2 61 ✓ ✓ 1.5 (100%) 1.6 (100%) 0.9 (100%)

seqlock rdmw 3 84 ✗ ✓ 7.1 (100%) 59.7 (12%) 30.9 (4%)

seqlock fence 3 90 ✗ ✓ 8.0 (100%) 81.8 (10%) 39.9 (3%)

seqlock rdmw-rw 3 81 ✗ ✓ 6.4 (100%) 53.5 (13%) 31.9 (3%)

seqlock fence-rw 3 87 ✗ ✓ 6.7 (100%) 74.6 (9%) 41.5 (3%)

instrumented SC semantics. These results required certain technical

novelties as we have to carefully generate an SC execution from

any observational robustness violation (that could have diverged

from SC early on), as well as to devise a specialized taint tracking

mechanism for identifying dependencies on possibly stale values.

We note that our observational robustness veri�cation is sound but,

unlike our result for usual robustness, imprecise. Still, we showed

that it veri�es the challenging examples of [12] deeming them as

robust and safe.

Examples of veri�ed programs and the time taken to verify are

available in Table 2. R stands for robustness, O stands for observa-

tional robustness and SC is a comparison to veri�cation without

instrumentation. This work was published and is available at [43].

Dynamic checking. Using the above method, we develop the �rst

dynamic veri�cation method for program robustness. This means

that we consider one trace at a time, and check that the atomics in

that trace are used in a way that cannot generate weak behaviors. To

do so, like dynamic race detectors, we instrument the program with

code for identifying non-robustness witnesses (our analog of data

races). The instrumentation we develop is based on our previous

approach but it is based on vector clocks that are more compact

and more e�ciently maintained during the analysis, compared the

instrumentation used for static veri�cation of robustness in [32, 43].

We achieve soundness and completeness, and, importantly, the

memory consumption for the analysis of the trace is polynomial

in the number of threads and variables, and does not depend on

the length of the trace. We have implemented our approach in a

prototype post-mortem robustness analyzer, and evaluated it on

multiple examples. All in all, combined with TSan [49] (or any other

tool assuming SC semantics) for detecting races, our results show

a viable option for dynamic monitoring of C11 programs.
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