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Abstract  
 
Network routing may be required, under certain applications, to avoid certain areas (or 
nodes) These areas can be of potential security threat, possess poor quality or have other 
undesired characteristics. Thus, protocols that can perform area avoidance routing can be 
beneficial for many objectives. Such routing is particularly challenging in distance-vector 
networks, where only the shortest-distance information is available to the nodes. We 
address this challenge by algorithms that retrieve distance-vector information from other 
nodes, we refer to as reference nodes, and exploit it for computing guaranteed area-
avoiding paths. Having these paths, the source can direct the packets using loose source 
routing towards the destination.  
We first study the conditions that guarantee area avoidance routing for the scenario where 
routing can be done only through the reference nodes. Then we extend the problem to 
general area avoidance routing with no restrictions. For both scenarios we propose 
deterministic algorithms and prove their correctness. Using the routing conditions, we 
study the problem of dynamically selecting reference nodes (nodes from which the source 
retrieve distance vector information) that guarantee area avoidance routing. We propose 
several algorithms and analyze their performance over several structured graphs (e.g. 
Grid) and evaluate the performance on general networks via extensive simulations. We 
show that in many cases small amount of reference nodes are required for area avoidance 
routing.  
 
1 Introduction 
We consider network settings in which some nodes or network areas are likely to 
jeopardize packets traversing them. For example, consider nodes that are suspected to be 
malicious or are of poor quality (e.g. high packet drop) or even, in the case of radio ad-
hoc networks, have poor reception and/or energetic qualities. We believe that such 
information may be provided by network monitoring and analysis utilities or by any other 
intelligence sources. Under such circumstances it is of high interest to route packets on 
paths that avoid these obstacles, namely area avoiding paths, for enhancing security, 
improving QoS and other objectives.  
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For the sake of clarity, throughout the paper we will focus on the setting where avoidance 
area are nodes suspected to be malicious and the objective is security enhancement. 
However, one should note that the paper is not focusing solely on security issues but lays 
a general architecture and mechanisms for many objectives where avoidance area can be 
of various characteristics. The model and the techniques addressed in this work may be 
beneficial for any routing technology using distance vector including static and ah hoc 
networks. 
 
We consider a distributed system that is not controlled by a single entity and hence the 
avoidance area in the network cannot be eliminated and routing protocols cannot be 
changed. However, we assume that nodes allow other nodes to query their distance vector 
information. Using this information the source is required to direct packets along 
guaranteed area avoiding paths. Using terminology from security we will refer to such 
paths as safe. This technique complies with a recent trend in routing research to allow 
hosts to select routes by themselves to avoid the inefficiencies caused by the shortest path 
network-layer routing. 
 
The concept of area avoidance routing was introduced in  [30]. In that study shortest path 
and area avoidance routing were addressed by a technique of virtual-position source-
routing1. That technique uses the distances of nodes from each other as a system of 
coordinates for routing. The basic assumption there was that the forwarding algorithm 
can be modified and each nodes follows the forwarding rules. In this paper we address a 
similar problem where we relax this assumption and rely only on the ability to query 
nodes for their distance vector information. Though the objectives are similar the 
techniques introduced in this paper take a different course towards area avoidance 
routing. In a sense, this paper offers a more practical method since it does not necessarily 
require the cooperation of all nodes in the network2 and does not require the modification 
of the forwarding algorithms in the entire network. 
 
Routing algorithms can be roughly classified into link-state and distance-vector 
algorithms. In link-state routing algorithms, such as OSPF, nodes obtain a snapshot of the 
state of the network. Using this snapshot and the intelligence information about 
avoidance area, the source can use a centralized algorithm to calculate area avoiding 
paths. The source can then direct the packets using strict source routing. Centralized 
algorithms for calculating area avoiding paths are relatively simple (e.g. remove the 
nodes to be avoided from the graph and compute the shortest path) and do not pose a  
major difficulty. Thus, in link-state routing protocols, the network layer provides all the 
necessary mechanisms for carrying out area avoidance routing policies set by the sender. 
 
Distance-vector algorithms are distributed implementations of all-pairs shortest path 
algorithms, based on the Bellman-Ford algorithm. Protocols such as the Routing 
Information Protocol (RIP) and the Destination-Sequenced Distance-Vector (DSDV) use 
the property that for every pair of nodes s and t and an intermediate node v (along the 

                                                 
1 For the sake of simplicity we will assume that there is no limit on the number of nodes in the list of source routing. Practically, 

due to technical reasons, in IP the number of nodes in the source routing list is limited. 
2 In the analysis we assume that all nodes will reply to queries and answer them correctly. 
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shortest path from s to t), the shortest path between s to t is the concatenation of the 
shortest paths between s and v, and v and t. This key property lends these algorithms a 
simple and elegant distributed implementation in which every node exchanges with its 
adjacent nodes the shortest path to all other nodes. While this property is sufficient for 
shortest path routing, it poses challenges for routing through other paths.  
 
In particular, as we showed in  [30], no algorithm that is based only on the distance-vector 
information can guarantee routing through area avoiding paths, even if such paths exist, 
for any arbitrary network. In fact, we showed that even if such information exists for all 
nodes at distance shorter than k, a node-avoiding path cannot be guaranteed to be found. 
Nonetheless, networks are typically highly connected, which allows the design of 
effective area avoiding algorithms for distance vector networks. 
 
Our focus in this work is on exploring mechanisms for guaranteed area avoidance (safe) 
routing in distance vector networks. The mechanism we study consists of having the 
source node query other nodes (called reference nodes) for their distance vector 
information. We study the conditions that, based on this information, can guarantee area  
avoidance routing between pairs of nodes. Based on these conditions we propose 
algorithms for computing area-avoiding paths. These paths are characterized by a 
sequence of nodes (v1,…vk) such that the shortest path between every consecutive  pair 
(vi,vi+1) is safe. This set of nodes is then used for loose source routing.  
Our work starts (Section  2) in introducing the model and terminology. We show that 
there is no deterministic algorithm that can guarantee finding an area avoiding path 
without querying |V|/2-2 nodes (where |V| is the number of nodes in the network).. 
Clearly, querying this number of nodes is impractical. In Section  3, we study the basic 
model in which the source retrieves distance vector information from a designated set of 
reference nodes and it may direct packets only through these nodes (the reference nodes 
are the only source-routing relay nodes), yielding what we denote reference-node paths. 
We derive conditions for area avoidance routing between pairs of reference nodes and 
provide an algorithm for computing area-avoiding path from source to destination. The 
results of this section are extended in Section  0 4 where the model allows routing through 
any set of nodes. We show that though the number of candidate paths, under this setting 
is enormously highe, the search for area avoiding paths can be limited to a small set of 
paths which are generalizations of the reference-node paths. This highly reduces the 
complexity of path searching under this setting. Next, in section  5, we address the 
problem of dynamically selecting reference nodes in a way that will increase the 
likelihood of finding area-avoiding path with minimal number of queries. We study 
several selection algorithms and analyze their performance on structured graphs (e.g. 
grid). In addition, we evaluate these algorithms on general graph settings by investigating 
a large number of graphs via simulation. The results show that the algorithms are very 
useful in finding such paths and that on practical graphs it is likely to find good area 
avoiding paths.  In Section  6 we address a centralized problem in which the objective is 
to find a minimal set of reference nodes so that a safe path will be found (using the 
algorithms for finding safe paths studied in previous sections) between evert pair of 
nodes if such safe path exists. We show that this problem is NP-Complete and provide a 
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greedy algorithm addressing this problem .Lastly, concluding remarks are given in 
Section  0 7. 
 
1.1 Related work 
 
In this study we address the problem of area avoidance routing. The benefits of such 
routing can be derived from many studies in the field of non-shortest path routing such as 
load-balancing and efficiency  [9] [25], reliability  [7] [11] [18] and QoS enhancement  [15] 
[19] [24]. In addition, various security objectives such as DoS etc. were addressed by 
multipath routing in many studies such as  [2] [14] [21] [27]. 
Centralized approach for computing paths other than the shortest path with various 
objectives was studied in  [2] [19] and  [26]. Similar ideas can be applied for finding area-
avoiding paths subject to various objectives. In distance vector networks, a random 
approach for selecting intermediate nodes together with source routing was introduced in  
[1] [3] [9]. A distributed distance vector algorithm for multipath routing that modifies the 
topology exchange mechanism was studied in  [8] and  [23]. A general routing 
methodology that uses distances from several nodes in the network for routing in distance 
vector networks was introduced in  [30]. One of the applications of that methodology was 
area avoidance routing. In this study we address similar objective by a different method 
that leaves the forwarding algorithm intact and uses only standard network services (i.e. 
source routing and distance vector information available in the routing table). This 
property lends the algorithms in this work chances for practical implementation in 
various networks.  
The algorithms presented in this paper are applicable in almost any network in which 
nodes possess only their shortest distances to other nodes (distance vector algorithms 
such as RIP) and do not construct a “map” of the network (i.e. in link state protocols such 
as OSPF protocol). For example, ad-hoc networks using distance vector protocols such as 
AODV  [20] or networks using geographical distances in the field of geographical routing 
(e.g.  [5] [17]) may take advantage of these algorithms. The algorithms can also be used 
for area avoidance in peer-to-peer networks where distances, in terms of latency or 
bandwidth, are measured for routing enhancing  [10]. 
 
2 Model and Assumptions 
 
We model the network as an undirected connected graph G(V,E). The nodes and the 
edges are denoted v1,…,v|V| and e1,…,e|E|, respectively. Each edge e is associated with a 
length parameter ce>0. We assume that the triangular inequality holds in the network3. 
The routing algorithm in the network is distance-vector based and the topology exchange 
algorithm and forwarding mechanism cannot be changed. That is, each node vi contains 
in its routing table the distances to all destinations, denoted by distance vector of vi, T(vi). 
Namely, },(),...,,(),,({)( ||21 Viiii vvdvvdvvdvT =  where d(vi,vj) denotes the shortest distance 
from node vi to vj; due to the symmetry of the graph d(vi,vj) =d(vj,vi). Typically, for 

                                                 
3 In the Internet, though the BGP is based on distance vector, the triangular inequality is not always preserved and the routing, in 

many cases, is policy based rather than shortest path oriented. 
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shortest path routing, vi uses this information to construct a routing table containing the 
shortest path and the next hop to each destination.  
 
Path p (also referred to as route) is a sequence of nodes (v1,…,vk) and the  links between 
them (e1,…,ek-1). If vi (ej) is in path p we say that pvi ∈ ( pe j ∈

). The length of path p, L(p), 
is measured as the sum of link weights, that is ∑

∈
= pee ecpL :)( . Throughout the paper we will 

use s to denote the source node and t to denote the destination node. The notation vi—vj is 
used to denote a shortest path between vi and vj (there might be several such paths and 
vi—vj can be any one of them). 
 
We assume that the network supports source routing.  In this technique the source may 
dictate the full path (strict source routing), or provide a list of intermediate (relay) nodes 
the packet should traverse through (loose source routing) on its way to the destination. 
Shortest path routing is implemented between pairs of consecutive intermediate nodes. In 
this paper we focus on the problem of calculating the list of intermediate nodes such that 
area avoidance routing is guaranteed. For the purpose of this study we assume that the list 
of relay nodes in the source routing header is unlimited (though technically the list of 
nodes in the IP header is limited). 
 
In the routing techniques discussed in this paper, the source queries other nodes for their 
distance vector information and aims at directing packets over area avoiding paths4. The 
paths can be computed per packet (resulting in high query cost) per session, periodically 
or according to any other policy. For the sake of simplicity we will assume that between 
queries the distance vector information in the network remains static (in the worst-case 
packets transmitted between queries might be jeopardize). One possible method to 
enhance such mechanism would be to ask for updates on specific routing information in 
the cooperating nodes as they occur. We also assume that topology changes are reflected 
immediately and simultaneously in all nodes. 
 
The formal definition of the area avoidance routing (also referred to as safe routing5) is 
as follows: Let vi be a node (to be denoted the area center node) and let 

}),(|{),( rjidVvrvAA ji ≤∈=  denote the set of nodes at distance smaller than or equal 
to r from vi (the avoidance area). The objective is to route packets via area avoiding 
(safe) path p such that φ=∩ AAp . The distance r can be counted in hop-count, in which 
case ce=1 for all edges, or using the distance metric, in which case the link lengths, ce, are 
used for distances. In the case r=0, the objective is to avoid passing through vi itself.  
This problem can be extended to deal with several avoidance areas, AAi, Ki ≤<0 . In that 
case let U={v1,v2,..,vk} denote  a set of area center nodes and R={r1,r2,…,rk} denote the 
set of the corresponding distances from the center nodes. The set of all avoidance areas 

KAAAARUAA ∪∪= ...),( 1 denotes the set of avoidance areas, we will use the term AA to 
denote this set. AAi. is called avoidance area i. 

                                                 
4 Practically, in distance vector algorithms, nodes receive the routing information from their adjacent nodes. In our model we 

assume that an implicit query is required for receiving distance vector information from adjacent nodes. 
5 Since our focus is on security objectives, we will use the terms safe path and safe routing to denote area-avoiding path and area 

avoidance routing. 
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An illustration of area avoiding path is depicted in Figure 1 where node v1 and v2 are the 
area center nodes and the avoidance area contains nodes in distance r1=r2=1 from v1 and 
v2 respectively. That is AA1=AA(v1,r1)={va,vb,vc,vd,ve} and AA2=AA(v2,r2)={vf,vg,vh }. An 
area-avoiding path is plotted by the dotted line. 

r2

r1

vd

vb

v1

va

vf

ve vc

vh

t

v2

s

vg

 
Figure 1 Area avoiding path. 

In  [30] we showed that there is no deterministic memoryless distance-vector forwarding 
algorithm that can guarantee, for every arbitrary network, routing over a path that avoids 
a given node vi, even if such path exists. This stands even if the source uses the distance 
vector information of all neighbors in distance k. Thus, heuristic algorithms are to be used 
for finding area avoidance paths.  

In the following sections, we propose and analyze several algorithms for area avoidance 
routing. All the algorithms share the property of querying nodes for their distance vector 
information and using it for finding area-avoiding paths. We will refer to the nodes 
queried by the source as reference nodes. We assume that reference nodes can and will 
provide all their shortest distance information (T(vi)) when being queried.  

 
Proposition  1: There is no deterministic algorithm that can guarantee finding an area-
avoidance path, by querying less than |V|/2-2 reference nodes, even if such path exists.  
 
Proof:  To prove this property it is enough to show that there is a network where the 
source must query at least |V|/2-2 reference nodes to guarantee that a path is area 
avoiding. To this end consider the network in Figure 2 where the area avoidance is 
AA(v|V|,r=0). The source, v1, must query at least |V|/2-2 nodes (every other node from v1 
to v|V|-1) for identifying the existence of the only area avoiding path (v2,v3,v4,…,v|V-2|,v|V-1|) 
to v|V|-1. In case the source queries less than |V|/2-2 nodes, there are two nodes, vi+1 and 
vi+2, that the source did not query. Now, one can verify that the shortest distance between 
every pair of nodes on the graph (except between vi+1 and vi+2) is not affected by the 
existence of the edge (vi+1, vi+2), and thus the question whether this edge exists (and a 
safe path exists) cannot be derived unless at least one of these two distance vectors is 
queried. Altogether, the source v1, must query every other node (v3,v5,…,v|V|-1) (there is 
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no need to query v|V|, and v1 has its own distance vector). Altogether, at least |V|/2-2 
nodes must be queried. 

v1 v|V|-1

v2

v3 v|V-3|

v|V|-2

v|V|
 

Figure 2 A network that requires the distance vector information from at least |V|/2-2 nodes. 

 
 
3 Hub Based Area Avoidance Routing  
 
In this section we address the basic problem in which the network contains a set 
RN={v1,v2…,vk) of designated reference nodes and  the source retrieves the distance 
vector information only from this set. That is, s has T(s), T(v1),  T(v2),….,T(vk) and T(t). 
We assume that s may direct packets using loose source routing only through nodes in 
RN. In this case the reference nodes become also the only possible hubs (relays). In the 
following section we will extend this model and remove the latter restriction, but for the 
sake of clarity and understanding of the problem we start with this basic model.  
We start by deriving a set of conditions for area avoidance routing between a pair of 
references vi  and vj. Using these conditions we provide an algorithm that finds the set of 
hubs such that using them in loose source routing (and forwarding the packet from one 
hub to the next one via a shortest path) guarantees area avoiding path between s and t. In 
case that the algorithm does not find a path, it means that from the available distance 
vector information the source cannot guarantee area-avoiding path. However, it does not 
imply that no such path exists. To enhance this, we offer a heuristic approach based on 
the conditions for area avoidance routing.  
 
In what follows we consider two arbitrary reference nodes vi, vj and find conditions for 
guaranteeing that vi—vj avoids area AAk=AA(vk,rk). These conditions are the basis for 
finding area-avoiding paths. In the conditions we use the following trivial observation: 
 
Observation 1: Node vq is on a vi—vj if and only if the following trivial condition holds: 

),(),(),( qjqiji vvdvvdvvd += .            (1)  
 

Claim 1: If the following holds then every node vq on a vi—vj obeys kq AAv ∉ . 
d(vi,vj)< d(vi,vk)-rk+d(vj,vk)-rk = d(vi,vk)+d(vj,vk)- 2rk.       (2) 

 
Proof: By a way of contradiction assume that (2) holds and there exists node vq on vi—vj 
and kq AAv ∈ . Thus, using the triangular inequality and  kkq rvvd ≤),(  we have (see Figure 
3): 

i) kkiqi rvvdvvd −≥ ),(),(  
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ii) kkjqj rvvdvvd −≥ ),(),(  

d(vi,vk )

vj

vkvq

vi

d(vj,vk )

d(vq,vk )

d(vi,vq)

d(vj,vq)
rkd(vi,vj)

 
Figure 3 Condition for area avoidance routing. 

 
Since vq is on vi—vj: ),(),(),( qjqiji vvdvvdvvd +=  leading to kkjkiji rvvdvvdvvd 2),(),(),( −+≥  and thus 
to a contradiction with (2).▄ 
 
Observation 2: Note that if (2) holds: d(vi,vk) >rk  and  d(vj,vk) >rk, namely, vi and vj, are 
not in AAk. This observation comes immediately from putting the triangular inequality, 

),(),(),( kijikj vvdvvdvvd +≤ , into (2) (we have: kkijikiji rvvdvvdvvdvvd 2),(),(),(),( −++<  that leads to 

kki rvvd >),( ). Also, if (2) holds d(vi,vj)<d(vi,vk) -rk or d(vi,vj)<d(vi,vk)-rk. 
 
Corollary 1: If Claim 1 holds for all AAk ( Kk ...1:∀ ) then a packet routed from reference 
node vi to reference node vj will traverse a safe path. 
Corollary 1 follows immediately from the definition of AA. 
 
Next we present additional method for finding a safe path between two reference nodes. 
This is based on the property that if all nodes on the shortest path are ruled out of being in 
AAk, the shortest path between the reference nodes is safe. 
 
Using the following claim any reference node, vr, can testify using its own distance 
vector, that node vq can be concluded not to be in AAk: 
 
Claim 2: For node vq, if there exists a reference node vr for which: 

kkrqr rvvdvvd −< ),(),(  or       (3) 

kkrqr rvvdvvd +> ),(),( ,      (4) 
then it is guaranteed that kq AAv ⊄ . 
The proof of this claim is trivial. 
 
If Claim 2 holds we will say that vq is an AAk safe node ( kq AAv ⊄ ) by the testimony of vr. 
 
Let r

kS denote the set of AAk safe nodes from the testimony of vr. We define the set of safe 
nodes with respect to AAk as N

kkkk SSSS ∪∪∪= ...21 , where N is the number of reference 
nodes. We define the set of safe nodes (with respect to the entire network) as 

KSSSS ∩∩∩= ...21 . Note that there may be many other nodes that are in neither of the AA 
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areas but from the available distance vector information only the nodes in S are 
concluded (and denoted) to be safe nodes. 
 
Corollary 2: If for every node vq on vi—vj, vq∈S then a packet routed from vi to vj will 
traverse a safe path (The Corollary follows immediately from the definition of S and AA). 
 
For illustration, consider Figure 4, where s, v1 and v2 are reference nodes and vk is the 
area center node of AAk (with rk=1). In (a) we illustrate s

kS , 1
kS  and 2

kS  respectively (above 
each node we marked the references for which Error! Reference source not found. 
holds). In (b), the safe nodes, 21

kk
s
kk SSSS ∪∪= , are marked in white. Using this information 

with the set of nodes on the shortest path (found by Error! Reference source not 
found.), it is clear that s—v2 is safe. Note that there can be two shortest paths for s—v2 
and both are safe. 

(b)

vk

v1

ts
rk

v2v3

 

Figure 4 (a) illustrates the nodes in
s
kS , 

1
kS  and 

2
kS . In (b), nodes in AA are marked in red and nodes on 

the safe path s—v2 appear in bold. 

▄  
 
Corollary 1 and Corollary 2 are complimentary to each other. For example, consider the 
network in Figure 4. In case that the references are s, v1 and v2, only from Corollary 2 we 
infer that the path s—v2 is avoiding AAk. One cannot infer from Corollary 1 that the path 
s—v2 is safe. On the other hand, in case that the references are s and v3, as illustrated in 
Figure 5 (the nodes in 3

k
s
kk SSS ∪=  are marked in white), we can infer that the path s—v3 is 

avoiding AAk only from Corollary 1. 
 

r1
ts

v3

vk
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Figure 5 Routing from s to v3 (also the reference nodes) is safe only due to Corollary 1. The nodes in 
3
k

s
kk SSS ∪=  are marked in white. 

 
Based on Corollary 1 and Corollary 2 the following algorithm for dictating area-avoiding 
path through a given set of reference nodes, RN, using loose source routing can be used: 
 
HubBasedAreaAvoidanceRouting 

1. Construct G’(V’,E’), where },{' tsV =  and }{' φ=E  
2. RNvv ii ∈∀ :  add vi to V’  
3. For every pair of reference nodes vi and vj in V' 

a. If Corollary 1 or Corollary 2 holds6 for vi and vj  
i. )},({'''' ji vveEE ∪←  , ),( jie vvdc =  

4. Find shortest path, SP, between s and t in G’(V’,E’) 
5. Direct the packet via the set of nodes in SP using loose source routing 

 
Note that in the case that s and t are reference nodes and the shortest path between them 
is area avoiding, then this path will be used. 
 
Proof of correctness and complexity analysis: Graph G’(V’,E’) contains only s, t and 
the reference nodes that are area avoiding. A link connecting nodes in G’ is added in step 
3.a.i only if vi—vj is avoiding AA according to Corollary 1 or Corollary 2. Thus, routing 
over such link guarantees area avoidance routing in G. Since every edge in E’ is safe, so 
is the concatenation of links to the shortest path in Step 4. Clearly, the algorithm provides 
the shortest area-avoidance path through the hubs. 
 
The complexity is as follows: Validating Corollary 1 for all pairs over all avoidance area 
requires O(K|RN|2) operations, where |RN| is the number of reference nodes and K is the 
number of avoidance areas. For validating Corollary 2 we have: i. Finding the nodes in S 
requires O(K|RN||V|). ii. Finding the set of nodes on the shortest path between pair of 
references requires O(|V|). iii. For every pair of references, computing whether all nodes 
on the shortest path are in S requires O(|V|log(|V|)) (sort the sets and go over the ordered 
sets). Altogether, for checking Corollary 2 for all pairs of reference nodes over all 
avoidance areas requires O(|RN|2|V|log(|V|)). In the last step (4) we calculate the shortest 
path over |RN| nodes in G’ is O(|RN|log(|RN|)). The overall complexity of the algorithm 
is then: O(|RN|2|V|log(|V|)). ▄ 
      
3.1 Heuristic Approach Based on the Claims for Area Avoiding Paths 
 
In case that the HubBasedAreaAvoidanceRouting algorithm comes with an answer it is 
guaranteed that the path found is the shortest area avoiding path using the intermediate 
hub nodes. Otherwise, an area-avoiding path that uses these hubs might still exist, but it is 
not guaranteed. Next we briefly sketch a generalization of the algorithm, that deals with 
this situation, and whose details are left for further study. 

                                                 
6 For checking Claim 4 the algorithm has to find the nodes in S. 
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The idea is to use a heuristic approach that tries to find area-avoiding path with high 
attendance. It is done by assigning lengths (grades) for paths between reference nodes in 
G which translated to links in G’. The lengths reflect the relative potential of the path to 
share nodes in AA. Area avoiding paths in G are translated to links in G’ having length 
ce=1. All other links between reference nodes will be added to G’ with length ce that is 
proportional to the relative potential of sharing nodes in AA. These values are set in step 
3.a.i in the algorithm.  
The estimation of the relative potential for links in G’ to share nodes in AA relatively to 
other links in G’ is left for further study. One possible direction is to evaluate the 
potential on some well-known graphs, such as grid, and use it as an estimation in the 
construction of G’. For example, when checking Corollary 1, if d(vi,vj)-
X=d(vi,vk)+d(vj,vk)-2rk, (note that if the path between vi and vj is area avoiding X<0), the 
length of the link between vi and vj will be a function of X. The intuition is that with the 
growth in X the likelihood for the path between vi and vj to share nodes with AA 
increases. Analytic analysis and simulations on network models can be used for finding 
the suitable function that ties between X and the growth in likelihood. Similar technique 
can be applied when checking Corollary 2. 
Such algorithm does not take into account the path actual path lengths in G the packet 
will traverse. However, one can use the two metrics of both relative potential and link 
length in parallel and compute the shortest path with highest area avoiding likelihood 
using shortest path with constrains algorithms such as  [19] [26]. 
 
4 General Reference-Based Area Avoidance Routing 
 
In the previous section only reference nodes were permitted to be intermediate nodes in 
the loose source routing. In this section we extend the model and allow all nodes to serve 
as hubs. This model allows greater routing flexibility that may result in finding area-
avoiding paths that were not allowed in the previous model. It can also result in finding 
shorter paths. However, the complexity of the resulting algorithm is higher.  
Similarly to the previous model the source retrieves the distance vector information only 
from a set reference nodes RN={v1,v2…,vk}. In that model the algorithm used the exact 
distances between reference nodes, taken from the distance vector information of these 
nodes, T(vi). However, this distance vector information hides additional conditions for 
safe routing between pairs of arbitrary nodes (not necessarily reference nodes). We start 
by deriving conditions that guarantee area avoidance routing between any pair of nodes. 
Then, using these conditions we describe two algorithms for area avoidance routing and 
analyze their performance.  
The first algorithm is a greedy algorithm exhaustively checks all possible combinations 
for finding safe paths between pairs of nodes. By doing so, the algorithm guarantees that 
if an area-avoiding path between s and t can be found with the given distance vector 
information, the algorithm will find it. However, the complexity of the greedy algorithm 
is extremely high. The second restricted algorithm offers significantly lower complexity 
by accounting for a smaller set of paths that are generalizations of the reference-node 
paths studied in the previous section. We show that if the greedy algorithm finds a safe 
path the restricted algorithm will be able to find the same path. This is a significant result 
since it offers a low complexity algorithm having the same qualities as the greedy 
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exhaustive algorithm.  However, the restricted algorithm may result in potentially longer 
paths. 
 
Observation 3: The distance between vi and vj is bounded by: 

)),(),((min),(|)),(),((|max wjwiRNvjiqjqiRNv vvdvvdvvdvvdvvd
wq

+≤≤−
∈∈    (5) 

 
Equation (5) results from the triangular inequality. Note that (5) is valid for any vi,vj,vq, 
and vw in V, but since there is no knowledge about the distances  between arbitrary nodes, 
Observation 3 should be used only for RNvvvv wqwq ∈∀ ,:, . For example, in the network 
illustrated in Figure 6 one can estimate the distance between vi and  vj, using (5): 

9),(7 ≤≤ ji vvd  

d(b1,vi)=5
vi

vj
b1

b2

d(b1,vj)=12

d(b2,vi)=5
d(b2,vj)=4

d(b1,b2)=9

 
Figure 6 Estimation of minimal and maximal distance between nodes. 

 
We will use  ),( ji vvd  and  ),( ji vvd  to denote the upper and lower bounds of the distances 

between vi and vj. That is:   )),(),((min),( wjwiRNvji vvdvvdvvd
w

+=
∈

and 

  |)),(),((|max),( qjqiRNvji vvdvvdvvd
q

−=
∈

. We will use the term witness for a reference 
node, vw, that testifies for the upper or lower bounds on the distances between two nodes. 
That is, vw is a witness for  ),( ji vvd if   ),(),(),( wjwiji vvdvvdvvd += and a witness for 

 ),( ji vvd  if   |),(),(|),( wjwiji vvdvvdvvd −= . 
 
Using the upper and lower bounds of the distances between nodes we can extend Claim 
1. In what follows we consider two arbitrary nodes ji vv , and find conditions for 
guaranteeing that the shortest path between them avoids area AAk. 
 
Claim 3: If one of the following conditions holds  

      kkiji rvvdvvd −< ),(),( ,     (6) 

     kkjji rvvdvvd −< ),(),( ,     (7) 

      kkjkiji rvvdvvdvvd 2),(),(),( −+< ,   (8) 
then every node vq on a vi—vj obeys kq AAv ⊄ . 
 
Proof: If (6) (or (7)) holds, then for every node vq on vi—vj: 

    kkikkijiqi rvvdrvvdvvdvvd −<−<< ),(),(),(),( , where the last inequality is due to Observation 
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3 (or kkjqj rvvdvvd −< ),(),( ). Thus, according to the definition of AAk, vq is area avoiding. 
For example, in Figure 7 routing between v3 and v4 is safe due to condition (6) where vr1 

is the witness for  ),( 43 vvd and  ),( 3 kvvd  (vk is the area center node)..  

6

rk=2
vr1v4

1
1

5

1
2

10

10

vr2

v2

v1
 4

 4  3 2 vk

v3  5

 
Figure 7 Conditions area avoidance routing from vi to vj. 

If condition (8) holds, according to Observation 3 we have kkjkiqi rvvdvvdvvd 2),(),(),( −+<  
which leads to the conclusion that vq⊄AAk based on Claim 1. For example, in Figure 7 
routing between v1 and v2 is safe due to condition (8) where vr1 is the witness for 

 ),( 1 kvvd  and  ),( 2 kvvd  and vr2 is the witness for  ),( 21 vvd ▄ 
 
One should note that conditions (6), (7) and (8) may hold independently. In the particular 
case where vi=vj, all three conditions reduce to:   kki rvvd >),( . If this holds, it is clear that 
the node vi is not in AAk. Also, note that these conditions are an extension of (2) (in Claim 
1) via the use of the upper and lower bounds on the distances between nodes. Thus, in the 
case that either vi (or vj) and vk or vi and vj are reference nodes the exact distances 
between these nodes are known and Claim 3 reduces to Claim 1. 
 
An illustration of the use of Claim 3 is presented in Figure 8. The single avoidance area is 
marked by the red nodes where the area center node is e and r=1 (AA(e,1)). According to 
(6), routing from s to any node x obeying than d(s,x)-r<2 (yellow nodes in the figure) is 
safe. Using node t as reference in (8), we can see that routing to any of the blue nodes 
from s is safe as well. For example, consider routing from s to node v we have: 
      revdesdvsd 2),(),(),( −+<  where 3),( =vsd , 4),( =esd  and   3|36|),( =−=evd  leading 
to: 3<4+3-2. Since (8) holds the path s—v is safe. 

3

7 6

3

4
e

t

s
v

 
Figure 8 Area avoidance routing from s using Claim 3. 

Corollary 3: If Claim 3 holds for all AAk ( Kk ...1:∀ ) then a packet between vi and vj will 
traverse a safe path. 
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Further, we will show two algorithms for area avoidance routing. The second algorithm 
we present relies on the following fact that ties the safe routing between pair of nodes and 
the safe routing between the witnesses for  ),( ji vvd : 
 
Fact 1: If Corollary 3 holds there must exist a witness vw ( RNvw ∈ ) for  ),( ji vvd  such 
that vw—vi and vw—vj are safe. That is, if the path vi—vj is safe, there must exist vw 
( RNvw ∈ ) such that the paths vi—vw and vw—vj are safe.  
 
Fact 1 comes immediately from the observation that the witness for  ),( ji vvd ,vw , 
testifies for the upper bound of the distance under the assumption that the shortest path 
may traverse through it. Since  ),(),( jiwi vvdvvd ≤  (and  ),(),( jiwj vvdvvd ≤ ), if (6), (7) 

or (8) held for  ),( ji vvd the condition will hold for ),( wi vvd  (and ),( wj vvd ) as well.  
One should note that if vi—vw—vj is safe it is not guaranteed that the path vi—vj is safe. 
 
In comparison to Corollary 1, Corollary 3 extends the ability of finding paths through 
nodes that are not necessarily reference nodes as demonstrated in Figure 9. In that 
example, no area avoidance path that uses the reference nodes (s, v and t) as hubs can be 
found. However, the path s—a—b—t can be found.  Using witness t for  ),( ea vvd ) in (8) 
testifies for the path s—a, witness v testifies for the segment a—b in (6) and witness s 
testifies for  ),( tvd b  in (8) for the segment b—t.  

es t

a v b

 
Figure 9 Area avoiding path through arbitrary nodes. 

 
Using Corollary 3 one can verify whether a path is area avoiding based on algebraic 
calculations of distances. Another method to find area-avoiding paths is similar to the one 
introduced in Corollary 2. The basic idea is that we can compute the list of safe nodes. 
Also, we can find the set of nodes that are not ruled out from being on the shortest path 
between arbitrary pair of nodes. In case the latter nodes are all safe nodes, it is guaranteed 
that the path between the pair of nodes is safe. 
 
Following the definitions in Section  3 (used in Corollary 2), let S denote the set of safe 
nodes in the network.  
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Let vi and vj denote two arbitrary nodes and let vr1 and vr2 denote two reference nodes. Let 
),(

21 jivv vvU
rr

 denote the set of nodes that are not ruled out from being on vi—vj from the 
point of view of the reference nodes vr1 and vr2. 
 
Claim 4: An arbitrary node vq is in ),(

21 jivv vvU
rr

 ( ),(
21 jivvq vvUv

rr
∈ ) only if:  

  ),(),(),(),(),( 2121 jrirjiqrqr vvdvvdvvdvvdvvd ++≤+ ,    (9) 

where ),(),(),(),( 2121 irjrjrir vvdvvdvvdvvd +≤+ . 
Proof: According to Observation 1, node vq is on one of the shortest paths between vi and 
vj only if ),(),(),( qjqiji vvdvvdvvd += . Using the triangular inequality we have:  

1) ),(),(),( 11 qiirqr vvdvvdvvd +≤    
2) ),(),(),( 22 qjjrqr vvdvvdvvd +≤  

Putting 1) and 2) together we have:   
3) ),(),(),(),(),(),( 2121 qjjrqiirqrqr vvdvvdvvdvvdvvdvvd +++≤+ . 

Since vq is on vi—vj and they are not references, we have to use the distance estimation 
between vi and vj:  

4)  ),(),(),( jiqiqj vvdvvdvvd ≤+ .  
Putting 3) and 4) together we have get (9). 
 
An illustration of this claim is shown in Figure 10. In that figure nodes r1 and r2 are the 
reference nodes. Node vq is potentially on the vi—vj only if (9) holds. That is, for 

),(
21 jivvq vvUv

rr
∈  the following must hold: 24)4317),(),( 21 =++≤+ qrqr vvdvvd  (note that 

  17),( =ji vvd ). For any vq on vi—vj having d(vi,vq)=x (and d(vj,vq)=17-x) we have 
24)3()417(),(),( 21 =+++−≤+ xxvvdvvd qrqr  and thus ),(

21 jivvq vvUv
rr

∈ . It is clear that 
),(

21 jivvq vvUv
rr

∈  for any vq having 24),(),( 21 <+ qrqr vvdvvd  since the actual shortest path between 

vi and vj can be smaller than the estimated (   17),( =ji vvd ).  

10 14 3
4

13

vq

r2
r1

>=18
vi

vj3+x17-x+4

x
17-x

 
Figure 10 Bounds on the distances from vr1 and vr2 on vi—vj. 

▄ 
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Note that even if (9) holds it does not an indication for vq of being on vi—vj. But, it is 
guaranteed that all the nodes for which (9) does not hold ( ),(:

21 jivvqq vvUvv
rr

∉∀ ) are ruled out 
of being on vi—vj.   
 
Claim 5: If 21, rr vv∃ : SvvU jivv rr

⊂),(
21

, the path between vi and vj is avoiding AA. 

Proof: According to Claim 4, vi—vj may contain only nodes in ),(
21 jivv vvU

rr
. The set S 

contains only safe nodes. When SvvU jivv rr
⊂),(

21
 the shortest path between the nodes may 

not contain any nodes in AA and thus, according to definition it is safe. ▄ 
 
The following fact ties between the safe routing between pair of nodes for which Claim 5 
holds and the safe routing between the nodes and the references: 
 
Fact 2: If Claim 5 holds for vr1, vr2, vi, vj the path vi—vr1—vr2—vj is also area avoiding. 
 
This fact comes immediately from (7) (or (6)). In case vi—vr1 or vr1—vr2 or vr2—vj are not 
area avoiding there exits node vq such that Svq∉  and ),(

21 jivvq vvUv
rr

∈ . Thus, 
SvvU jivv rr

⊄),(
21

 in contradiction with Claim 5. 
 

The example in Figure 11 illustrates the use of Claim 5. Nodes vr1 and vr2 are reference 
nodes and ve is the area center node with r=1. The question is whether routing from vr1 to 
vi is avoiding AA. One cannot infer from Corollary 3 that path vr1—vi is area avoiding. 
However, using Claim 5, any node vq having 

  5104),(),(),(),(),( 211121 =++=++≤+ irrrirqrqr vvdvvdvvdvvdvvd , is not ruled out from being on 
the shortest path. The set of nodes is then: },,,,.,{),( 121 jihgfbairvv vvvvvvvvvU

rr
=  (the value of 

),(),( 21 qrqr vvdvvd +  is marked above the nodes in the figure). The set of safe nodes is: 
},,,,,,,,{ 21 jirhgfbar vvvvvvvvvS = . Since SvvU jivv rr

⊂),(
21

 the path vr1—vi is safe and also the paths 
vr1—vr2 and vr2—vj. 

5

5

3

3

3

3

5

r1

k

eb

l

g

c da m

r2

r1

i

f

h

j
 

Figure 11 Example of area avoidance routing using Claim 5. 

 
Using Corollary 3 and Claim 5, we will now show two algorithms for enhanced area-
avoiding routing. The first greedy algorithm, seeks safe paths by exhaustively checking 
all available information over Corollary 3 and Claim 5. However, its complexity is very 
high. The second restricted algorithm seeks only for paths of the form vr1—vi1—vr2—vi2—
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…—vrk—vik, where vrj is a reference node and vij is an arbitrary node (not necessarily a 
reference). This algorithm is of significantly lower complexity in the expense possibly 
longer paths. However, it is guaranteed that if the greedy algorithm finds an area-
avoiding path the second restricted algorithm will find one as well. 
 
The concept behind the first greedy algorithm is to pre-compute the upper and lower 
bound of the distances between every pair of nodes in V. Then, following Corollary 3 and 
Claim 5 the algorithm validates whether the path between every pair of nodes is avoiding 
AA. In case it is, the nodes to a new graph G’ with a link connecting them. The length of 
the link is set to the upper bound for the path length between the nodes. At the last stage, 
s—t is found by looking for the shortest path (Dijkstra algorithm) on G’. The relay nodes 
for loose source routing are the nodes on the shortest path found in G’. Clearly, the 
algorithm guarantees that if a safe path can be found using the available distance vector 
information, it will be found. 
 
Input:  

1. },...,{ 1 kvvRN=  - Set of reference nodes (including s and t) 
2. )( ivT      RNvi ∈∀  
3. KAAAA ,...,1 , K – Number of avoidance areas. 
 

Algorithm GreedyAARouting (s, t, RN, T) 
1. According to Observation 3 find  ),( ji vvd and  ),( ji vvd  Vvvvv jiji ∈∀ ,:,  
2. Construct G’(V’,E’) 
3. For all pairs vi, vj in V: 

a. If Corollary 3 holds (here we have to check for all AAk) or if Claim 5 holds 
for vi, vj (to validate Claim 5, S has to be pre computed) 

i. ji vvV ,'←  
ii. ),(' ji vveE←  ,  ),(),( jivve vvdc

ji
=  

4. Find shortest path, SP, between s and t in G’(V’,E’) 
Direct the packet via the set of nodes in SP using loose source routing 
 
Proof of Correctness and complexity analysis: Corollary 3 and Claim 5 guarantee that 
the paths between the node pairs in G’ are area avoiding. Thus, any path composed of 
these nodes is area avoiding.  
 
The complexity of the algorithm is as follows: 1) Calculation of  ),( ji vvd and 

 ),( ji vvd  requires O(|RN||V|2). 2) Checking Corollary 3 for all node pairs with respect to 
all avoidance areas: O(K|V|2). 3) For checking Claim 5: O(K|RN||V|) for computing S and 
O(|RN|2|V|3log(|V|)) for computing ),(

21 jivv vvUS
rr

∩  for every pair of nodes using all pairs of 
reference nodes. 4) Construct G’ and find s—t: O(|E|+|V|log|V|). Alltogether we have the 
high complexity of: O(|RN|2|V|3log(|V|)).▄ 
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The high complexity of the greedy algorithm comes mainly from validation of Claim 5 
for all pairs of nodes. Nonetheless, the complexity of checking Corollary 3 for all node 
pairs is also significant. The following algorithm uses Fact 1 and Fact 2 implying that if 
the greedy algorithm used the path vi—vj, the path vi—vr1—vj or vi—vr1—vr2—vj is also 
area avoiding. Finding the latter paths is of lower complexity as will be demonstrated in 
the following algorithm. But, such paths may be longer (there is no practical bound on 
the additional length since vi—vr1—vj might be longer in factor of 2D than vi—vj, where 
D is the highest distance in the network).  
 
Local variables:  
M(vi)  RNvv ii ∈∀ : - Set of nodes for which routing between them and reference node vi 
guarantees area avoidance routing including the node itself (Claim 5 is validates only 
between reference nodes and not all node in V). 
 
RestrictedAARouting (s,t,RN,T) 

1. According to Observation 3 find  ),( ki vvd and  ),( ki vvd  Vvi ∈∀  and area center 
node vk  (k=1,…,K). 

2. Find M(vi) RNvv ii ∈∀ :  using Corollary 3 
3. Find M(vi) RNvv ii ∈∀ :  using Claim 5 between reference nodes only 
4. Construct G’(V’,E’)  
5. For every pair of reference nodes in RN 

a. For every Vvk ∈∀  
i. If )()( jik vMvMv ∩∈  

1. if '),( Evve ji ∉  then ),(' ji vveE←  , ∞=),( ji vvec  
2. if  ),(),(),( kjkivve vvdvvdc

ji
+>  

a. ),(),(),( kjkivve vvdvvdc
ji

+=  
b. B(vi,vj)=vk //holds the intermediate relay node  

6. Find shortest path, SP, between s and t in G’(V’,E’) 
7. For every pair in SP  

a. if B(vi,vj)=vk add B(vi,vj) between vi and vj 
8. Direct the packet via the set of nodes in SP using loose source routing 

 
 
 
Proof of correctness: The algorithm relies on the correctness of the greedy algorithm. 
Based on Fact 1 and Fact 2, in case the greedy algorithm finds an area-avoiding path, this 
algorithm will also find one. To prove this we show that for every area avoiding link vi—
vj found by the greedy algorithm using Corollary 3 and Claim 5, the restricted algorithm 
will also find an area avoiding path between these two nodes. When computing the 
shortest path, using Dijkstra algorithm, the path between vi and vj will be found in G’. 
The greedy algorithm computes  ),( ji vvd and  ),( ji vvd . Using these bounds, it checks 
between every pair of nodes whether Corollary 3 or Claim 5 hold. In case one of them 
holds, a link between the pair of nodes is added to G’. Let assume that a link vi—vj was 
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added to G’ in the greedy algorithm because Corollary 3 holds. In that case, according to 
Fact 1 either vi, vj , or the witness, vw, for  ),( ji vvd are references nodes and they are 
safe. The restricted algorithm will find the links vi—vw and vw —vj as area avoiding 
according to the conditions in Corollary 3. Thus in G’ of the restricted algorithm the path 
vi—vw—vj is safe.  
In case the link vi—vj was added to G’ in the greedy algorithm because of Claim 5, 
according to Fact 2 the path vi—vr1—vr2—vj is also area avoiding. In the restricted 
algorithm the segment vr1—vr2 will be added to G’ since it must be safe according to (7) 
(only nodes from S are on vr1—vr2 otherwise (7) does not hold). The segments vi—vr1 and 
vr2—vj must be added to G’ in the restricted algorithm according to Corollary 3 
(otherwise there is a node vq because of which Corollary 3 does not hold and 

SvvU jivv rr
⊄),(

21
 since ),(

21 jivvq vvUv
rr

∈  and Svq∉ . Thus, the safe path vi—vr1—vr2—vj will be 
found in G’ in the restricted algorithm. 
Note that at the end of the algorithm the estimated path length of the shortest path is that 
returned by the Dijkstra algorithm. Practically it may be significantly shorter since the 
algorithm uses the upper bound for length in links in G’. 
 
Complexity analysis: Since every segment contains at least one reference node, 
Corollary 3 should be checked only for these nodes (and not for all nodes in V) for all 
AAk. Thus, for computing  ),( ki vvd and  ),( ki vvd  between area center nodes and 
reference nodes (step 1) required O(|K||RN|2). To compute M(vi)  (step 2) using Claim 3 
over all AAk requires O(|RN|2|V||K|). Next, to compute M(vi) for all reference nodes (step 
3) using Claim 5 requires O(|RN|2|V|log(|V|)). Step 3 requires O(|V||RN|3log(|RN|)). 
Finding the shortest path: O(|E|+|RN|log(|RN|)). Altogether we have the time complexity 
of: O(|RN|2|V|log(|V|))+ O(|RN|2|V||K|)+O(|V||RN|3log(|RN|)). If |RN|log(|RN|)<log(|V|) (the 
number of reference nodes should be a small fraction of |V|) and |K|<log(|V|), we have the 
complexity: O(|V||RN|2log(|V|) similar to the complexity of the 
HubBasedAreaAvoidanceRouting algorithm studied in the previous section). 
 
In comparison to the greedy algorithm the complexity is reduced from 
O(|RN|2|V|3log(|V|)) to O(|V||RN|2log(|V |) with the cost of possibly longer paths. ▄ 
 
After finding an area-avoiding path in the restricted algorithm one can try to enhance the 
result. One way is to seek for shortcuts between relay nodes using Corollary 3. For 
example, for path s—vi1—vr1—vi2—vr2— vi3—t, one can verify whether the path vi1—vi2 or 
vi2—vr1—vi3 is area avoiding. In case it is, vr1 or vr2 may be removed from the list of 
relays. This will result in shorter path and reduced number of relay nodes, which is also 
an important objective.  
 
Remark: The routing techniques mentioned here can be used as well for shortest path 
avoidance routing (as mentioned in  [30]). Shortest path avoiding is a particular case of 
area avoidance where the set of nodes in AA can be computed using Observation 1 by 
distances from s and t. 
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5 Dynamic Reference Selection for Area Avoidance Routing 
 
In the previous sections we studied the problem of finding area-avoiding paths given a set 
of references nodes. We assumed that the source obtained the distance vector information 
from these nodes in some offline or online manner. In this section we address the 
problem of dynamically selecting reference nodes. That is, how should the source 
dynamically choose reference nodes for finding a safe path towards the destination. In 
this model the source does not have a set of known reference nodes neither does it have 
any distance vector information besides its own. But, it may query all other nodes in the 
network for their distance vector information. In this model the main objective is to find 
area-avoiding path using minimal number of queries.  

 
More formally, given a network G(V,E), the set of avoidance areas AA(U,R) and the 
distance vector information stored in every node T(vi), we are interested in an algorithm 
for reference node selection that increases the likelihood of finding an area avoidance 
path with minimal number of queries. Other objective we pay attention to are: i) Finding 
short paths ii) Paths having minimal number of relay nodes (relay nodes are inserted into 
packet header and thus increase per-packet overhead). We assume that retrieving the 
entire distance vector information from a node is of fixed cost w.l.g is assumed to be 1. 
Alternative approaches are to have the cost proportional to the number of distances 
queried, or being fixed for up to k distances; we leave these two alternatives for future 
study. 
 
As we showed in Proposition 1, there is no deterministic algorithm can guarantee finding 
area-avoidance path, by querying less than |V|/2-2 reference nodes, even if such path 
exists. Clearly, querying |V|/2-2 reference nodes is very expensive and impractical. To 
address this problem we will introduce two heuristic algorithms for selecting reference 
nodes. We will focus our analysis on several structured networks, for which we will 
provide general results: i) Manhattan graph (we will refer to as Grid-4) see Figure 12 ii) 
A network in which each node has exactly 8 neighbors (we will refer to as Grid-8), see 
Figure 19. We will then complement the analytic results of the structured networks with 
simulations results carried over a wide set of random networks.  
 
Selecting reference nodes in the area avoidance, in particular the are center nodes, sounds 
like a very good idea since the exact distances from the area center nodes help in getting 
the exacts distances needed for the conditions in Claim 3. Also, by having the distance 
vector of the area center node the maximal cardinality set of safe nodes, S, will be found 
which increases the chances of finding safe paths using Claim 5. However, since nodes in 
the avoidance area may be malicious, and provide misleading routing information, the 
reference node selection algorithms will select nodes only from the set of safe nodes, S. 
One should note that in other cases, when there is no threat of getting misleading routing 
information (e.g. when the thread is only eavesdropping on links), querying none safe 
nodes may be feasible7.  
 

                                                 
7 E.g. when routing via area avoiding paths for enhancing QoS querying all nodes is acceptable. 
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The general framework for area avoidance routing algorithm is shown next. The 
algorithm iteratively selects reference nodes and queries them. Then, using the algorithms 
presented in the previous section, the algorithm seeks for area avoiding path. In case such 
path exists the algorithm uses it and stops. Otherwise, the algorithm continues either until 
going through all nodes or up to a limited number of iterations.  
 
AreaAvoidanceRoutingByQuery(s, t,AA) 

1. If d(s,t)<d(s,vk)-rk for all AAk ( Kk ...1:∀ ) 
a. Direct packet to t (the shortest path is safe) 

2. Get T(t)     //query the target 
3. If the path s—t is safe use the shortest path (SP) and return 
4. tsRN ,←    //The RN is the set of reference nodes selected so far and used for 

calculation of safe path in GreedyAARouting() 
5. While (1) 

a. Find S (set of safe nodes) 
b. vi = SelectRefernces(S,RN) 
c. Get T(vi)    //Query node vi 
d. iRN v←  
e. If GreedyAARouting(s, t, RN, T) finds area avoiding path 

i. Direct packet on the path and exit 
 
 
The core of the algorithm lies in the procedure of selecting the reference node 
(SelectRefernce procedure). We analyze two such procedures. The first algorithm selects 
nodes, from the set of safe nodes in a random manner. The idea is that in case the 
network is well connected small number of queries will suffice.  
 
RandomSelectionOfReferences(S, RN) 
Randomly select a node in S (that is not in RN) 
 
The second greedy algorithm selects reference nodes that expand the set of safe 
reachable nodes (nodes that can be reached from s via safe paths). The set of safe 
reachable nodes can be compute in a naïve way by checking whether GreedyAARouting 
returns positive result for the path between s and every other node. An algorithm with 
lower complexity for this task would find the set of safe reachable reference nodes and 
for each such reference node the set of non-reference nodes that are reachable from it. 
Also this set can be computed for new nodes added to S in every iteration (there is no 
need to find all safe reachable nodes in every iteration). The expansion of the set of safe 
reachable nodes is conducted by selecting reference nodes from the set of safe reachable 
nodes that are as close as possible to t as far as possible from s. 
 
GreedySelectionOfReferences(S, RN) 

1. Choose vi from S such that:  
a. vi is not in RN 
b. The path s—vi is safe 
c. vi is closest to t (minimal d(vi,t)) 
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i. If there are several candidates Maximal d(vi,s) (as far as possible 
from s) 

 
One should note that the probabilistic approach presented in Section  3.1 can be also 
adopted here for choosing the path with the highest area avoiding potential. 
 
Next we analyze the performance of the algorithms on the graphs Grid-4 and Grid-8. For 
the sake of simplicity we will assume that there is only a single avoidance area and the 
network is of size mxm. Also we assume that s and t are in the middle of the grid and are 
not in the avoidance area. We will also assume that 2/),( mtsd < . This assumption fits 
with the spheric shape of the globe, allowing every node to be considered as residing at 
“the middle of the network”.  In what follows we focus on the following problem:  
Given AA(v1,r) and the distances D1=d(s,v1) and D2=d(t,v1), derive an upper bound on the 
expected number of queries required for finding a guaranteed safe path (in this setting a 
safe path always exists).  
 
For the sake analysis tractability, we assume that the area center node can be queried and 
both the random and greedy selections strategies select it as a second reference node after 
selecting t. The nodes selected afterwards follow the random or greedy strategy. As will 
be demonstrated in the simulation results, the performance of the greedy selection 
strategy that selects only safe nodes results in approximately similar number of queries. 
 
5.1 Analysis of the Random Selection on Grid-4 
 
In the following analysis we will assume that 12),( 1 +> rvsd  and 12),( 1 +> rvtd  (s and t 
are not in the rectangle that wraps the avoidance area)8. To calculate the expected number 
of queries one should first note that there are exactly 4D1 potential area center nodes 
(yellow nodes in Figure 12) having distance D1 from s. For every such area center nodes 
there are exactly 4D2 potential destinations having distance D2 from v1 (the gray nodes in 
Figure 12 mark potential destinations around node area center node b having d(t,b)=3). 
Altogether there are 16D1D2 possible configurations (relative positions in the Grid-4) for 
s, v1 and t. For the analysis we set a system of coordinates around s. That is, let s possess 
the coordinate (0,0). Nodes v1 and t will possess the coordinate (xv,yv) and (xt,yt) 
respectively.  
There are four symmetric configurations (each quarter in the coordinate system is 
symmetric to the other quarters). Thus, for calculating the expected number of queries we 
account only the positive quarter in which there are 4D1D2 configurations. 

                                                 
8 This assumption does not pose a major limitation. Even in case this assumption does not hold by at most two queries one can find 

such reference nodes.  
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Figure 12 Configurations in Grid-4. 

In the following analysis we account for all possible configurations of area center nodes 
and destinations and for each group of configurations we show the upper bound for the 
number of expected queries. We do the calculations for even values of D1 and D2. The 
calculations for odd values are almost similar.  
 
Note that if d(s,t)<d(s,v)-r there is no need to query t since from T(s) it is clear that s—t is 
safe. Accounting for such configurations is very complicated since there are many cases 
to account for. For example, in case 12 2DD ≥ , t must always be queried, but for 

12 2DD < , for up to 2(D1-r)-1 destinations we will have d(s,t)<d(s,v)-r and thus no queries 
are needed. For the sake of simplicity, in what follows we will neglect this issue and 
assume that s always queries the destination even though it might be useless. Since in  the 
analysis below we show an upper bound to the number of queries this assumption is 
valid. 
 
We divide the potential area center nodes into two groups: (a) nodes having xv>r and yv>r 
and (b) all other nodes (any node, vi, such that there is a node from AA located on s—vi). 
In the first group there are D1-2r-1 area center nodes while in the second 2r+1 area center 
node nodes.  
 
In group (a), using Claim 1, querying destination nodes having xt<xv-r or yt<yv-r will 
reveal that the path between s and t is safe. Note that for any node, vi in group (a) no node 
from AA is located on s—vi. There are exactly 3D2-2r-1 such destinations (out of 4D2). 
For illustration consider the network in Figure 13-(a) where we present a Grid-4 network 
with AA(c,1). All possible destinations nodes having distance D2 from area canter node c 
are marked in gray. The destinations for which the distance vector of s and t is sufficient 
for finding safe path are marked in ‘1’. 
 
In group (b), T(t) of any destination having xt<xv-r (or yt<yv-r) and |yt|≥|yv-r| (or |xt|≥|xv-r|) 
exactly for 2(D2-r)-1+|yt| (or 2(D2-r)-1+|xt|) will suffice to find safe path using Claim 3. 
Note that in this case, similarly to nodes in group (a), for any node vi there is no node 
from AA that is located on s—vi. Altogether there are exactly ∑

=

+−− ri irD ..12 )1)((2  such 
destinations. For illustration consider the network in Figure 13-(b) where we present a 
Grid-4 network with AA(b,1). All possible destinations nodes having distance D2 from 
area canter node b are marked in gray. Those destinations for which the distance vector of 
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s and t is sufficient for finding safe path are marked in ‘1’. Those nodes are all nodes 
from group (a) and the nodes from group (b) for which the above property holds. 
Summing the configurations, in groups (a) and (b) we have that for (D1-2r-1)(3D2-2r-1) 
+ )222)(12( ..12 ∑

=

+−−+ ri irDr out of 4D1D2 configurations, for which a single query of 
the destination leads to finding area avoiding path. 
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Figure 13 Destinations for which the distance vector information from s and t is sufficient for finding 
safe path are marked in ‘1’. 

For all other configurations additional distance vector information is required for finding 
safe paths. After querying the destination, the source will query the area center node. We 
will count all the configurations for which T(s), T(v) and T(t) will not sufficient for 
finding safe path using Claim 3. For the other configurations two queries (querying T(t) 
and T(v)) will suffice. 
Since we assume that 121 +> rD , using Claim 3, all nodes that are either on (0,x) 

mxx ...1: =∀  or/and on (0,y) myy ...1: =∀  are known to have area-avoiding path from s.  
Similarly, from t there is area avoiding path to all nodes with coordinates (yt,x) 

mxx ...1: =∀  or/and on (xt,y) myy ...1: =∀  (see illustration in Figure 14).  

t

vs

 
Figure 14 Nodes to which safe routing is guaranteed given the distance vector information of s, v and 

t. The gray areas mark the reachable nodes from s and t. 

Only for area center nodes from group (b) (where xv>r and yv≤r or xt-xv>r and yt-yv≤r and 
in the symmetric case where yv>r and xv≤r or yt-yv>r and xt-xv≤r) see illustration in Figure 
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14) additional reference nodes will be required. In other words, if one of the shortest 
paths between s and t does not share nodes from AA a safe path can be found using T(s), 
T(t) and T(v) (see example in Figure 15) and thus for each area center node in group (b) 
no area-avoiding path will be guaranteed for 2r+1 destinations. Altogether we have 
(2r+1)2 configurations that require querying nodes other than t and v. In all other cases, 
querying t and v will sufficient for finding area-avoiding path.  
 
Given the area center node from group (b), the probability of randomly selecting a 
reference node vw whose coordinates will be in the range of |yw-yv|≤r (or in the range |xw-
xv|≤r for the case where yv>r , xv≤r, see illustration in Figure 16) is (2r+1)/m (a strip in the 
grid with high 2r+1) which is the expected number of queries for geometric distribution 
(derived from random selection) with success probability of 1-((2r+1)/m). Thus, the 
expected number of random queries until finding safe path in that case is: 2+(1-
((2r+1)/m))-1. 

v

s

ta

 
Figure 15 Area avoiding path using s, v and t as references. The gray areas mark the reachable nodes 
from s and t. Any node in the intersection (e.g. node a) is a relay that guarantees area avoiding path. 

t

vs

 
Figure 16 The yellow area marks all nodes that are useless as reference nodes for finding area-

avoiding path between s and t. Any node out of this area will suffice. 

Putting this all together we have 4D1D2 configurations from which: 
 
• ))1(2)(12()123)(12( ..12211 ∑

=

+−−++−−−−≤ ri irDrrDrDx  configurations that require 
a single query. 
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• ))1(2)(12()12)(12( ..12212 ∑
=

−+++++−−≤ ri iDrrDrDx  configurations that require 
exactly two queries. 

• 
2

3 )12( +≤ rx  configurations require 1)/)12(1(2 −

+−+ mr queries. 
 
The expected number of queries, X,  in Grid-4 is then:  

21

1
321

4
))/)12(1(2(2][

DD
mrxxxXE

−

+−+++
≤      (10) 

 
One should note that in case D1>>r and D2>>r, we have: 

21

21

44
5][

DD
DDXE +

+≤ ,       (11) 

which indicates that two queries (querying the destination and the area center node) are 
enough  in most cases. 
 
The path length returned by the algorithm is optimal since the returned path return goes 
around the avoidance area. The path length is limited by d(s,t)+2r+1. 
 
Another question we can ask is: Given D1 and D2 and it is known that the area center 
node is on s—t. There are D1D2 such configurations in each quarter. For these 
configurations s, t and v must be queried. Using the analysis above, for (2r+1)2 
configurations the algorithm will have to select additional references. Thus, we will have 
that the expected number of queries, X’, in Grid-4 when the area center node is on s—t is:  

21

21

4
)12()12(12]'[

DD
r

m
rXE +








 +
−+≤

−

     (12) 

This result indicates that if r<<D1 and r<<D2 or if r<<m two queries (which is also the 
minimal number of queries when the area center node is on the shortest path) will suffice. 
This result agrees with the simulation results presented in Section  5.5.  
 
To get an intuitive explanation of this result consider the network in Figure 17 where v is 
the area center node with r=1 and nodes marked in ‘0’, ‘1’, ‘2’ and ‘3’ are potential 
destinations with D2=4. For the destination marked by ‘0’, it is clear from T(s) that s—t is 
area avoiding since d(s,t)<d(s,e)-r. For destinations marked by ‘1’, then from T(s), T(t) 
and Claim 3 s—t is safe. To consider points ‘2’, if s—t does not share nodes with the AA a 
safe path via some intermediate node a can be found using T(s), T(t) and T(v). Such node 
a can be reached safely both from s and t using Claim 3. In that case the safe path s—a—t 
will be found by RestrictedAARouting. The bright gray area in the figure marks the nodes 
having safe route from s and the dark gray marks the nodes having safe route from any 
destination marked by ‘2’. Only in the case that all shortest paths from s to t share nodes 
with the avoidance area (nodes marked by ‘3’ in Figure 17, all in the yellow region), 
additional queries are required. In that case, any additional reference node out of the 
yellow area will suffice for finding safe path between s and t. 
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Figure 17 Safe nodes from s and t (numbers indicate possible position for t).  

 
5.2 Analysis of the greedy approach on Grid-4 
 
The upper bound for the expected number of queries for the cases where s, v and t are 
sufficient for finding a safe path is similar to the upper bound for the random algorithm. 
In the other (2r+1)2 configurations the number of queries is between 3 (querying t, v and 
another node) and 2r+3 since it might require querying up to 2r+1 nodes for going 
around the avoidance area as illustrated in Figure 18. Thus, putting this into (10) (which 
should replace the coefficient of x3 in (10)) will produce an upper bound for the number 
of expected queries using the greedy selection strategy. 

6

4 5

2 3

1 vs t

 
Figure 18 Greedy selection strategy in Grid-4. The nodes marked 1..6 may be queried before the 

area-avoiding path is found. 

As can be seen in Grid-4 the random selection algorithm is superior in average case to the 
greedy selection algorithm. 
 
5.3 Grid -8 with single avoidance area 
 
To calculate an upper bound for the expected number of queries one should note that 
there are exactly 8D1 potential area center nodes (yellow nodes in Figure 19) having 
distance D1 from s. For every area center node, v, there are exactly 8D2 potential 
destinations having distance D2 from v (the gray nodes in Figure 19 mark potential 
destinations around node area center node v having d(t,v)=3). Altogether there are 
64D1D2 possible configurations for s, v1 and t. For the analysis we set a system of 
coordinates around s. That is, let s possess the coordinate (0,0). Nodes v1 and t will 
possess the coordinate (xv,yv) and (xt,yt) respectively. 
There are four symmetric configurations (each quarter in the coordinate system is 
symmetric to the other quarters). Thus, for calculating the expected number of queries we 
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account only for the positive quarter in which there are 16D1D2 configurations (2D1 
potential area center nodes and 8D2 destinations with distance D2 from each area center 
node). 
For the sake of simplicity we will only put an upper bound on the number of 
configurations that require more than two queries (querying t and v) and count all other 
cases as if the sources queried t and v (two queries). A tighter bound can be found but 
requires accounting for many scenarios. For instance, for nodes marked in ‘b’ in Figure 
20-(b) the distance vector information in T(s) and T(t) is sufficient for finding (using 
Claim 1) that the shortest path between them is safe. For some of these nodes T(s) by 
itself shows that the path to destination is safe.  
 
In Grid-8, given T(s), T(v) and T(t), a safe path between s and t will not be found when 
using Claim 3 if and only if the following two conditions hold:  
(i) The coordinates of v are |xv-yv|<2r+1. (There are 2r+1 such configurations for area 
center nodes) 
(ii) (xt-yt)>(xv-yv)-(2r+1) and (yt- yv)>D2 or (yt-xt)>(yv-xv)-(2r+1) and (xt- xv)>D2.  
 
For illustration, consider Figure 19 where area avoidance path can be found between s 
and destinations t1 and t2, using only T(s), T(v) and T(t). In that example D1=D2=3 and 
r=1 (where nodes w1 and w2 will be found as intermediate nodes). Another example with 
different coordinates for v is shown in Figure 20-(a). As can be seen, area avoiding path 
cannot be found using only T(s), T(v) and T(t) for all destinations in the yellow strip 
marked in ‘a’, for all other destinations, marked in ‘c’ this information is sufficient for 
guaranteeing safe routing.). Note that for nodes marked in ‘b’ either no queries are 
required or querying t will suffice, but we do not account in our analysis for these cases. 
There are (2r1+1)2 configurations for which (i) and (ii) hold. Assuming the network is 
mxm, querying m(2r+1)/m2+ε nodes (ε expresses the tail which is bounded by: 
ε≤(2r1+1)2/2. Assuming m>>ε, ε can be neglected) will not help for finding safe path, but 
all other nodes will do (see illustration in Figure 21 where any reference node from the 
yellow strip will not help in finding safe path). Thus, we have that the expected number 
of random selections of reference nodes is 2+(1-((2r1+1)/m+ε))-1, almost similar to the 
expected number in Grid-4.  
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Figure 19 Safe path can be found using references s, v and t1 or t2. 
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Figure 20 Destinations that will need one query are marked by b’, two queries marked by ‘c’ and 

more than two marked by ‘a’. 
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Figure 21 Useless references in case one of nodes ‘a’ the destination. 

 
Putting this all together, we have 16D1D2 configurations from which: 
• x2 = 16D1D2-(2r+1)2 configurations require two queries. 
• x3 = (2r+1)2 configurations require 2+(1-((2r+1)/(m+ε)))-1 queries (we will omit the 
ε). 

 
 
The upper bound for the expected number of queries, X, in Grid-8 is then:  
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The path length returned by the algorithm is optimal in the case of Grid-8.  
 
Given D1 and D2 and it is known that the area center node is on s—t. There are 
2D1(8D2+1) such configurations in each quarter. For these configurations s, t and v must 
be queried. Using the analysis above, for (2r+1)2 configurations the algorithm will have 
to select additional references. Thus, we will have that the upper bound for the expected 
number of queries in Grid-8 when the area center node is on s—t , X’, is:  
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5.4 Analysis of the greedy approach on Grid-8 
 
The analysis for the expected number of queries is similar to the analysis for the random 
algorithm until the point where T(s), T(v) and T(t) are not sufficient for finding safe path. 
There are (2r1+1)2 such configurations. In those configurations the upper bound for the 
number of queried is: 2r+1. Putting this into (13) will provide the upper bound to the 
number of queries. 
 
Here, as in the case of Grid-4, in the average case the random algorithm is superior to the 
greedy algorithm. 
 
The analysis for the structured graphs above implies that in most cases querying the 
destination and the area center is enough to find safe path. Only in a small fraction of 
configurations additional queries are required and then the number of queries is expected 
to be small. We saw that the random algorithm in those networks is superior to the greedy 
algorithm. The intuition is that in these structured networks the concept of expanding the 
safe area, expressed in the greedy algorithm, is not working well but it guarantees finite 
number of queries. The random algorithm results in lower average of queries but, in the 
worst case the number of queries can grow to O(|V|). 
 
For the Grid-3 and Grid-6, the expected number of required references is about 2. 
 
5.5 Evaluation with Simulation 
In this section, we evaluate the quality and the cost of the reference node selection 
algorithms for area avoidance routing. We concentrate on three goals. The first is to get 
the intuition for the number of queries required for finding a safe path, if such path exists. 
The second goal is to evaluate the resulting path lengths. The third goal is to evaluate the 
number of relay nodes that appear in packet header for source routing. This parameter is 
significant to get an intuition of the per-packet overhead required for safe routing. 
 
5.6 Simulation Methodology 
 
We experimented the results of reference selection algorithms three network topologies: 
i) The Barabasi-Albert model that produces the power law distribution for network 
connectivity. We used the BRITE  [6] generator for 1000 node networks with parameter 
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m=2. ii) The Waxman model that deals with general random networks. We used the 
BRITE generator for 1000 node networks using parameters m=2, 15.0=α  and 2.0=α . iii) 
A simple model for ad-hoc network topologies in which nodes are connected to each 
other if their Euclidian distance is smaller than a constant parameter. We defined a plane 
of 100x100 on which we randomly distributed V (a simulation parameter) nodes. Each 
node had a random location (x,y). For each pair of nodes having Euclidian distance less 
than a parameter D we added an edge. The cost of the edges in all network models was 
set to one (which means that distances between nodes in the networks were counted by 
hop-count). We validated that all tested networks were connected. 
For each simulation we generated 30 random networks under the same parameters. In 
each network we randomly selected 50 source and destination pairs. We used single 
avoidance area with parameter r. In order to concentrate on “interesting” scenarios (in 
which T(s) and T(t) are insufficient for finding a safe path), we selected an area center 
node on the shortest path between the source and the destination having the distance that 
is half (or as close as possible to half) of the shortest path length. The distances between 
the source and the area center node and the destination and the area center node was at 
least r+1. The number of queries was limited to 20, that is, if the algorithm did not find a 
safe path after querying 20 reference nodes, the algorithm stopped and returned a 
negative result.  
 
Figure 22-28 depict the simulation results using ad-hoc network model with parameters 
D=10 and avoidance area having r=2. From these figures it is clear that the greedy 
selection algorithm is superior all perspectives (number of queries, number of relay nodes 
and the resulting path length) to the random selection. The greedy and the random 
algorithms returned negative results in roughly 5% and 1% respectively. In roughly 0.5% 
of the simulations both the greedy and the random algorithms returned negative results. 
The intuition behind this result is that the greedy algorithm might focus its selections in a 
limited area while the random selection have wider selection possibilities and thus 
increase the likelihood of finding safe paths. However, as can be seen in the results, the 
overall performance of the greedy algorithm is superior to the random selection 
algorithm. In all figures we removed the simulations that returned negative results either 
in the random or the greedy algorithm so that these results will not influence the average 
case.   
 
From Figure 22-23 we can see that the average number of queries, the number of relays 
and the average path length using the greedy algorithm is significantly lower in 
comparison to the random algorithm. However, the difference between the algorithms is 
reduced with the growth of the optimal path length (the optimal area avoiding path length 
was computed by a centralized algorithm).  
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Figure 22 Average number of queries and relays as function 

of optimal safe path length in ad-hoc network. 
Figure 23 Average path length as function of optimal safe path 

length in ad-hoc network. 

 
In Figure 24-25 we can see that the number of required queries is increasing with the 
growth in network degree. This result derives from the fact that with the growth in 
network average degree the number of nodes in the avoidance area increases. However, 
the resulting path lengths remain roughly the same, even though the optimal path length 
is decreasing. This result indicates that the detour around the avoidance area is similar in 
average regardless of networks’ density.  
 

 
Figure 24 Average number of queries and relays as function 

of network degree in ad-hoc network. 
Figure 25 Average path length as function of network degree 

in ad-hoc network. 

 
Figure 26-28 show that with the growth d(s,v), where v is the area center node, the 
number of queries and the number of relay nodes decreases. However, the decrease is 
higher in the case of random reference selection. This is due the fact that when the 
distance between the source and the area center node (and between the destination and 
area center node) increases the portion of the nodes in the avoidance area is reduced in 
comparison to the number of nodes on the shortest. This increases the likelihood of 
finding area-avoiding paths.  
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Figure 26 Average number of queries and relays as function 

of d(s,v) in ad-hoc network. 
Figure 27 Average path length as function of d(s,v) in ad-hoc 

network. 

 
Figure 28-29 depict the simulation results on ad-hoc network model where the plane was 
of size 250x250 (instead of 100x100 in the previous results). In those networks we used 
parameter r=2. The figures depict the results as a function of the optimal path length. As 
we can see in comparison to figures 22 and 23, the results are roughly similar with 
superiority of the greedy strategy over the random strategy in all parameters in most 
cases. 

 
Figure 28 Average number of queries and relays as function 

of network degree in ad-hoc network in 250x250 plane. 
Figure 29 Average path length as function of optimal safe path 

length in ad-hoc network in 250x250 plane. 

 
Figure 30-31 depict the simulation results on Waxman and Barabassi networks models 
respectively. In those networks we used parameter r=1. The network diameter (the 
highest distance between pairs of nodes in the network) in Waxman networks was 
between 6 and 8 and in the Barabassi network the diameter was between 5 and 7. Since in 
the simulation the distance between the s and v and the distance between t and v was at 
least r+1, the minimal optimal length between the source and the destination is 5. In the 
Waxman model the lowest optimal distance was 69. 
 
                                                 

9 In less than 2% of the simulations the optimal safe path length was 5, but the results in these simulations had high variance with 
respect to number of queries and the resulting path length. Hence, we chose to omit them from the graphs. 
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Figure 30 Simulation results on Waxman model based 

network 
Figure 31 Simulation results on Barabassi model based 

network 

 
One should note that in Section  5.2 we showed that on specific graphs, when the area 
center node is a reference the random selection algorithm is slightly superior to the 
greedy reference selection. This result is intuitive since the greedy algorithm selects 
nodes that are close to the reference node and thus have lower likelihood to help in 
finding safe paths, once the area center node is already a reference. In the simulations 
above we used only safe nodes as references that, as expected, result in the superiority of 
the greedy selection. The intuition is that the greedy selection, which selects safe nodes 
close to the avoidance area (at least in the first steps), end up with results that are similar 
to the algorithm that uses area center node as reference. 
In addition to these simulations we also tested the influence of the selection of the center 
node as reference node. The results indicate that the selection of area center node can 
slightly improve the number of queries but the overall performance is similar to the 
greedy selection algorithm. 
 
We conclude out simulations with the following insights: 
• The greedy selection of area reference nodes is superior in average in all parameters 

to the random reference node selection. 
• The greedy selection results in very low average number of queries in all the 

scenarios we simulated. The average in the ad-hoc networks was about 2.5 and in the 
Waxman and Barabassi models the average was 2 (which is also the minimal number of 
queries under the setups we simulated). This implies that a very small number of 
queries will suffice in most cases for finding safe paths. This result agrees with the 
analytic analysis in Section  5.1.  

• Selecting the area center node as reference is very beneficial in many cases. For 
example, in more than 95% of the simulation on Waxman and Barabassi network 
models, by querying the target and the area center node a safe path was found. 

• The average number of relay nodes is very small which means that the overhead, in 
the packet header, for safe routing that uses weak source routing is very small (in most 
cases one and two relay nodes will suffice). 

• The path length (found by the RestrictedAARouting) are higher than the optimal path 
lengths. We believe that by additional queries shorter path can be found. We leave this 
issue for further study.  
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6 Centralized selection of reference nodes  
 
In the previous section we studies the problem of dynamically selecting reference nodes. 
In this section we turn to different problem with different objectives. When the entire 
network topology is available to a central entity, it is of interest to find minimal set of 
reference nodes that will guarantee, for every pair of nodes, to find an area-avoiding path, 
if such path exists. This set of reference nodes can then be provided to the source node 
for computing safe paths. We show that the centralized problem is NP-Complete and 
offer a greedy algorithm addressing the problem.  
 
In the case that a central entity possesses the entire network topology it can find a set of 
reference nodes and disseminate it to source nodes. Having these reference nodes the 
sources will be able to autonomously calculate area-avoiding paths. The problem of this 
central entity is then to find the minimal number of reference nodes such that a safe path 
can be found for every pair of nodes, if such a path exists. The formal definition of the 
problem is as follows: 
A reference node cover of an undirected graph G = (V,E) is a subset VV ⊆' such that for 
every pair of nodes s and t an area avoiding path will be found, for a given AA, using the 
distance vector information of the reference nodes in V’, if such path exists. A minimal-
size reference node cover is a reference node cover of minimal size. The reference node 
cover problem is that of finding a minimal-size reference node cover. It can also be stated 
as a decision probelm: 
 
INSTANCE: A graph G(V,E), an  avoidance area AA and an integer k. 
QUESTION: Is there a reference node cover of size k or less for AA in G? 
 
Theorem 1: The reference node cover problem is NP-Complete for and K>0 (where K is 
the number of avoidance areas in AA). 
 
Proof: It is easy to see that the problem is NP. To show that it is NP-Complete, we will 
show a polynomial reduction from the vertex cover problem, known to be NP-Complete, 
to the reference node cover problem. 
Our reduction will show that given an instance of a vertex cover problem we can 
construct a graph G’(V’,E’) such that one can solve the reference node cover problem, if 
and only if, it can solve the vertex cover problem. The formal definition of the vertex-
cover problem is as follows: 
 
A vertex  cover of an undirected graph G = (V,E) is a subset V' of the vertices of the graph 
which contains at least one of the two endpoints of each edge: 

'':},{:' VbVaEbaVV ∈∧∈∈∀⊂ . 
INSTANCE: A graph G and a positive integer k. 
QUESTION: Is there a vertex cover of size k or less for G? 
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The construction of G’ is as follows: For every node vi in G add a node ui and link 
e(vi,ui), ce=1. Let ui be a area center node with r=0 in AA. Clearly, the construction is 
polynomial. See illustration of the construction in Figure 32. The nodes in G are 
V={a,b,c,d,e,f} and the nodes in V’={a,b,c,d,e,f,a’,b’,c’,d’,e’,f’ } and  AA1=AA(a’,0), …, 
AA6=AA(f’,0). 
 

f

eb

d

c

a

f'

e'

b '

d'

c '

a'

 
Figure 32 Construction of G’ for reference node cover from G. 

Any solution, V̂ , for the vertex cover problem in G is also a solution of the reference 
node cover in G’. This is trivial because every node in V’, that is not in an avoidance area 
(nodes vi and not ui) is either in V̂  or adjacent to a node in V̂ . Thus, using Claim 5, G’ is 
a connected graph of all nodes vi (for every link vi-vj: if both vi and vj are reference nodes, 
this link is safe, if vi is reference and vj is not, still the link is safe according to Claim 5). 
Since G’ is connected, there is a safe path between every pair of nodes which is safe. 
 
Any solution, having k reference nodes, in V~ for the reference node cover in G’ is also a 
solution with size k for the vertex cover problem in G. Note that only the nodes in V can 
be chosen for the minimal reference node cover (If ui is selected we can always select vi 
instead of it without loosing any information). Now we show that for every node in V, 
either it is a reference node or it must be an adjacent node of a reference node. Let 
assume in contradiction that there is a node vq in V’ that is not connected to any reference 
node. In such case, for every reference node, vr, d(vr, vq)>1. Looking at the closest 
reference node, vw, to vq, there is no way to known whether the path is safe or not. The 
path can be vw—vt—vj or it might be vw—ui—vj. Thus, every node Vvi ⊂  must be in V~ or 
there must be vj such that there is edge e(vi,vj) and Vv j ⊂ .▄ 
 
Any approximation to the vertex cover problem can be used for the reference node cover. 
This can be done by removing all nodes in AA from G and using the approximation. Of 
course, the result might be far from optimal for the reference cover problem. To address 
this problem the following simple greedy algorithm can be considered: 
 
GreedyReferenceNodeCover() 

1. }{~
φ←V , }{φ←C   
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2. Find for every node vj the set of nodes N(vj) that can be reached from it via area 
avoiding path (by removing the area avoiding nodes from G).  

3. Let vi be the node for which N(vi) is maximal. ←V~ vi (V~ is the set chosen 
reference nodes) 

4. ←C Find nodes that can be reached from vi via area avoiding path using Claim 6. 
(C is the set of nodes that are reachable via safe routing from vi up to this step) 

5. While VC ≠     //while there are unreachable nodes 
a. Find N(vj) Cvv jj ⊂∀ : , where N(vj) contains the set of nodes such that 

Cvi ⊄  and can be reached from vj via a safe path using references in V~  
(by validating Claims 6 and 8). 

b. ivV ←
~ : if Cvi ⊄  and N(vj) possessing maximal cardinality  (adds 

maximal number of nodes to the set of reachable nodes via safe path) 
 
The performance of this algorithm is left for further study. 
 
 
7 Conclusions and Summary 
We studied the problem of area avoidance routing whose goal is to address security, QoS 
and other vulnerabilities inherited in the traditional shortest path routing. We addressed 
this problem in the framework of distance-vector networks that were formed originally to 
yield shortest-path routing only. We showed that there is no algorithm that can guarantee 
area avoidance routing by querying less than |V|/2-2 nodes for their distance vector 
information. 
We introduced a heuristic mechanism in which the source queries other nodes, we refer 
to as reference nodes, in the network for their distance vector information. Using this 
information we showed the conditions that guarantee safe routing between pairs of nodes. 
Using these conditions we proposed algorithms for finding area-avoiding paths. Though 
the complexity of a greedy exhaustive algorithm is very high we showed an algorithm 
with significantly lower complexity that guarantees finding area-avoiding path if the 
greedy algorithm finds one. 
Using these algorithms we evaluated two heuristics for selecting reference nodes. We 
analyzed the performance of these algorithms on structured graphs such as Grid-4 and 
Grid-8. Through extensive simulation on random graphs, we showed that in most cases 
querying a very small number of nodes allows safe routing and the per-packet overhead 
(relay nodes in weak source routing header) is very small as well. These results agree 
with the analytic analysis.  
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