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Abstract

This thesis presents a new analysis for proving properties of fine-grained concurrent pro-
grams with a shared, mutable, heap in the presence of an unbounded number of ob-
jects and threads. Properties addressed include memory safety, data structure invariants,
partial correctness, and linearizability. The new techniques presented enable successful
verification of programs that were not handled by previous concurrent shape analysis algo-
rithms. The techniques are presented in an abstract framework we call thread-correlation
analysis. Thread-correlation analysis infers invariants that capture the correlations be-

tween the local states of different threads and the global state (content of the heap).

Inferring such invariants is non-trivial, even for systems with a bounded number of
threads. The main reason is the need to reason about a quadratic number of interactions
between threads when analyzing a single (atomic) statement, which is a significant per-
formance overhead in practice. This work provides two novel techniques for reducing the

cost of applying the abstract transformers.

The empirical results show the value of the increased precision obtained by these new
techniques for tracking correlations as well as the value of the increased efficiency achieved

by our optimization techniques.
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Chapter 1

Introduction

1.1 Motivation

This thesis is concerned with analysis and verification (of basic safety and other func-
tional correctness properties) of fine-grained concurrent programs, especially those with
dynamically-allocated concurrent data structures. Such data-structures are important

building blocks of concurrent systems and are becoming part of standard libraries (e.g.,
JDK 1.6).

We would like to automatically verify properties such as memory safety, preservation of
data structure invariants, and linearizability [14] for such algorithms. Automatic verifica-
tion of these algorithms is challenging because they often contain fine-grained concurrency
with benign data races, low-level synchronization operations such as CAS, and destruc-
tive pointer-updates which require accurate alias analysis. Furthermore, in the general
case, the data-structure can grow in an unbounded fashion and the number of threads

concurrently updating the data-structure can also grow in an unbounded fashion.

The essential contributions of this work, however, are independent of shape analysis
and can be used for other analyses of concurrent programs as well. For this reason,
the techniques are described in a simple setting, independent of shape analysis. (The
implementation realizes these ideas in a shape analysis and our empirical results concern

this concurrent shape analysis.)

The approach follows a line of work for verifying concurrent programs in a thread-
modular way [2,5,6,8,12], in which concrete states are abstracted from the point of view

of a given thread.

Thread Correlation Abstraction. Programs with fine-grained concurrency compli-
cate reasoning about program statements. This is because an action taken by one thread

can interfere with the view of a state from the perspective of another thread. Reasoning



about this kind of interference can be made more precise when the abstraction created
for a given thread maintains coarse information about the environment, e.g., a summary
of the local states of other threads [6]. The abstraction records correlations between pairs
of (abstract) thread states where one thread state is the primary thread and the other,

usually abstracted more coarsely, is part of the environment.

1.2 Main Contributions

Efficiently Reasoning about Interference. Our previous experience with analyzing
programs using the thread correlation abstraction has shown that it is rather precise in
verifying the programs and properties of interest albeit very costly. However, reasoning
about thread interference in the computation of the abstract post operator, requires taking
into account pairs of thread views, which incurs a quadratic factor. In practice, this
creates a major bottleneck, which prevents successful verification of even some simple
programs (within the time bounds used). One of the key contributions of this thesis is a
set of techniques for computing the abstract post operator more efficiently. The results
presented in this paper enable successful verification of programs that were not handled

by previous concurrent static analysis algorithms.

Main Contributions.
The main contributions of this thesis are:

Abstract Domain Present a new abstract domain for reasoning about concurrent pro-
grams with fine-grained concurrency. The new domain makes the idea of process-
centric abstraction (also referred to as “environment abstraction” [5,6]) explicit in
terms of thread correlations expressed directly over the concrete domain, as op-
posed to specific abstractions [5] or parametric abstract domains [2,12]. We believe
the ideas are applicable to concurrent program analysis problems other than shape

analysis and are more accessible.

Sound Transformer Define a sound abstract post operator (transformer) for the new
abstraction from the concrete sequential semantics. The transformer reasons rather

precisely about interference between threads.

Transformer Optimizations Two refinements to the computation of the above trans-

formers that lead to significant speedups.

Implementation An implementation of an analysis based on the new abstract domain
which was used to automatically verify properties of several concurrent data struc-

ture implementations.



Evaluation Empirical evaluation of the techniques show the advantages of the opti-
mizations to the abstract transformer computation. For example, for a lock-free
implementation of a concurrent set using linked lists [21], our optimizations reduce
the analysis time from 56, 347 CPU seconds to 1,596 — a 35 fold speed-up. The im-
plementation was also used to analyze erroneous mutations of concurrent algorithms

and as expected, it quickly found errors in any of the incorrect variations.

1.3 Thesis Outline

Chapter 2 presents an overview of our analysis in a semi-formal way. Chapter [ formalizes
our analysis using the theory of abstract interpretation [7]. Chapter [ defines optimiza-
tions to the transformers. Chapter [ evaluates the effectiveness of our optimizations on

realistic benchmarks. Chapter [l concludes with discussion of related works.



Chapter 2

Overview

2.1 A Motivating Example

This chapter explains the approach informally, using a very simple adapted example,

originally constructed to show the limitations of concurrent separation logic [22].

This example motivates the need for tracking thread correlations and shows the diffi-
culties in computing postconditions efficiently. Fig. 2.1l shows a concurrent program with
producer threads and consumer threads communicating via a single-object buffer, b, and
a global flag empty. For simplicity, instead of locks or semaphores, the await construct

is used, which atomically executes the then-clause when the await-condition holds.

In this example, the system consists of an unbounded number of producer and consumer
threads. Each producer allocates a new object, transfers it to a single consumer via the
buffer, and the consumer uses the object and then deallocates the object. The verification
goal is to verify that use(c) and dispose(c) operate on objects that have not been

deallocated. (This also verifies that an object is not deallocated more than once.)

Boolean empty = true;
Object b = null;

consume () {
produce() { Object c;
m  Object p = new(); v await (!empty) then {
p  await (empty) then { c = b; empty = true;
b = p; empty = false; }
} 5 use(c);
i3 } ) dispose(c);
7}

Figure 2.1: A concurrent program implementing a simple protocol between a producer
thread and a consumer thread transferring objects in a single-element buffer.



2.1.1 The Need for Thread Correlations

One way to verify properties of concurrent systems is by establishing a global invariant
on the reachable configurations and show that the invariant entails the required proper-
ties (e.g., see [1]). In this program, the global invariant needs to show that the following
property holds:

Vit . pe[t] € {5,6} = a(c[t]) , (2.1)

where t ranges over threads, c[t] denotes the value of the variable ¢ of thread ¢, and a(c|t])

is true iff c[t| points to an object that has not yet been disposed.

In other words, the global invariant is that ny consumer in program locations 5 or 6,
which is about to dispose ¢ always disposes an allocated obejct. This verification requires
the computation of an inductive invariant that implies (2.I)). In particular, the invariant
should guarantee that the dispose command executed by one consumer thread does not
dispose an object used by another consumer thread and that an object that a producer

places in the buffer is not a disposed object.

A natural inductive invariant that generalizes [2.1]) is:

pct] € {5,6} = a(c[t]) A (D)
—empty = a(b) A (i)
Vt,e. pelt] =2 = a(plt]) A (i) (2.2)
t # e A pclt] =2 = plt] # cle] A (iv)
t # e A pct] € {5,6} = c[t] # cle] (v)

This invariant ensures that dispose operations executed by threads cannot affect locations
pointed-to by producer threads that are waiting to transfer their value to the buffer
and also cannot affect the values of other consumer threads that have not yet disposed
their values. Here e is a thread that represents the environment in which ¢ is executed.
Specifically: (i) describes the desired verification property; (ii) is the buffer invariant,
which is required in order to prove that (i) holds when a consumer copies the value
from the buffer into its local pointer c; (iii) establishes the producer properties needed
to establish the buffer invariant. The most interesting parts of this invariant are the
correlation invariants (iv) and (v), describing the potential correlations between local
states of two arbitrary threads and the content of the (global) heap. These ensure that
the invariant is inductive, for example (v) ensures that (i) is stable, i.e., deallocations
by different threads cannot affect it, if it already holds. Also, notice that the correlation
invariants cannot be inferred by pure thread-modular approaches. This work goes beyond

pure thread-modular analysis [9] by explicitly tracking these correlations.



2.2 Automatically Inferring Correlation Invariants

This work defines an abstract interpretation algorithm that automatically infers inductive

correlation invariants. The main idea is to infer normalized invariants of the form:
Vte. \/gilt €] (2.3)
i=1

where t and e are universally quantified thread variables and ¢;[t, e] are formulas taken
from a finite, but usually large, set of candidates. We will refer to each ¢;[t,e] as a ci-
disjunct (Correlation-Invariant Disjunct). As in predicate abstraction and other powerset
abstractions, the set of ci-disjuncts is computed by successively adding more ci-disjuncts,
starting from the singleton set containing a ci-disjunct describing ¢ and e in their initial
states. For efficiency, ¢;[t, €] are usually asymmetric in the sense that they record rather
precise information on the current thread ¢ and a rather coarse view of other threads,
represented by e.

For this program, one can use conjunctions of atomic formulas describing: (i) that ¢
and e are different, (ii) the program counter of ¢; (iii) (in)equalities between local pointers
of t and e, and between local pointers of ¢ and global pointers; (iv) allocations of local
pointers of ¢ and global pointers; and (v) the value of the Boolean empty.

Thus, the invariant (Z2]) can be written as:

t#e () t#e ()N
pcft] =5 (73)A pclt] =6 (13) A
clt] £ cle] Aelt] £bnclel b (A |\ | clt] #cle] Aclt] £bAcle] b (iin |\
a(clt]) A a(cle]) A a(b) (iv)A a(c[t]) A a(cle]) A a(b) (1v)A
—empty (v) —empty (v)

(2.4)
where the ci-disjuncts describe cases of a consumer thread ¢ that copied the value from
the buffer, (which has since been refilled), and has either used the value locally or not.

The other disjuncts are not shown.

2.2.1 Computing Postconditions Efficiently

The iterative procedure successively adds ci-disjuncts describing the reachable states after
applying an atomic action to the formula representing the current set of reachable states,
until a fixed point is reached. The abstract transformer is computed for an atomic action
by identifying its effect on every ci-disjunct ¢;[t, e]. This is non-trivial since a transition
by one thread can affect the global state (and the view of the environment of another

thread) and, hence, a ci-disjunct involving other threads.

10



To compute the effect of a transition on a ci-disjunct ¢;[t, €], the following three pos-
sibilities need to be taken into account: (i) The executing thread is ¢; (ii) The executing
thread is e; or (iii) The executing thread is some other thread ez. The most challenging
case is (iii). In this case, the ci-disjunct does not contain information about the local state
of the executing thread ex. Applying an abstract transformer without any information
about ex’s local state can lead to imprecise results. Instead, we exploit the information
available in the current set of ci-disjuncts. Specifically, the executing thread ex must itself
satisfy some ci-disjunct p;|er, t']. The situation with case (ii) is similar since only limited
information is available about the environment thread in the ci-disjunct and it is handled
similarly.

The transformer works as follows: every pair of ci-disjuncts ¢; and ¢; is considered by
applying a “mini-transformer” to it. The mini-transformer first checks to see if the two
ci-disjuncts are consistent with each other. (E.g., if they imply conflicting values for the
global variable empty, they cannot correspond to ci-disjuncts from the same concrete state.
Other consistency checks need to make sure the the environment seen by ¢; includes the
state @, is in and vise-versa.) If so, it uses the information available about the executing
thread from ¢; to determine how the global state will change as a result of the transition,

and identifies how that alters ci-disjunct ¢;,.

In the experiments run, the above abstraction was precise enough to verify the programs
analyzed, yet quite slow. One of the key factors for the inefficiency is the quadratic
explosion in the transformer, as the transformer has to consider all pairs of ci-disjuncts

and the number of ci-disjuncts can become very large.

Key contributions include effective techniques for making the transformer more efficient
by reducing this quadratic factor in common cases, usually without affecting precision.

These techniques are analogous to techniques used in interprocedural analysis.

In the rest of this chapter, let us consider the application of the mini-transformer
described above to ci-disjuncts ¢; (corresponding to an executing thread ez) and ¢; (cor-

responding to two other threads t and e).

2.3 Optimizatoin Techniques

The first optimization technique, called summarizing effects, is based on the following
observation. Typically, ¢; can be expressed in the form ¢! A ¢!, where ¢! (the frame)
cannot be affected by the execution of ex. ¢! marks the footprint of ;. E.g., purely local
properties of ¢ or e will usually be in the frame. If the transition by ex transforms ¢?
into ¥ ", then the transformation of the complete ci-disjunct is given by o A ¢r. Note
that distinct disjuncts ; and ¢, may have the same footprint. In this case, it suffices to

compute the transformation of the footprint only once.

11



E.g., consider the first two ci-disjuncts of (24]). These ci-disjuncts have the same
footprint since they differ only in the program counter value of ¢ which cannot be altered
by the execution of ex. Typically, the number of distinct footprints created by a set of
ci-disjuncts is much smaller than the number of ci-disjuncts, which leads to significant
efficiency gains. This optimization is similar to the interprocedural analysis technique
where information at the calling context not modified by the call can be transmitted
across the procedure call. This work shows the conditions under which this technique can

be used to make the transformer more efficient without affecting precision.

The second optimization applies to ci-disjunct ¢; and exploits the locality of the trans-
former by abstracting away information not used by the transition from ¢; (corresponding
to the executing thread), constructing its footprint gof and use it for the mini-transformer.
As distinct ci-disjuncts can have the same footprint, this decreases the number of ci-

disjuncts passed to the mini-transformer.

One point to note here is that information not used or modified by an atomic action
may still be used by the mini-transformer to check for consistency between the two ci-
disjuncts. Such information must be included in the footprint to avoid a loss of precision.
This optimization is an abstraction as it does not guarantee no loss of precision. However,
experiments found that this heuristic significantly improves the computation time while

maintaining a precise-enough abstraction.

12



Chapter 3

An Abstract Interpretation for

Correlation Invariants

This section formalizes the analysis, which tracks correlations between pairs of threads,
in the framework of abstract interpretation [7].
First, it introduces a concrete semantics (C, TR) for concurrent programs and a corre-

sponding abstract semantics (CI, TR¥).

3.1 The Concrete Semantics (C, TR)

A multithreaded program is a parallel composition of concurrently executing threads,
where each thread is associated with an identifier from an unbounded set Tid.

The threads communicate through a global store Glob, which is shared by all threads.
In addition, each thread has its own local store, Loc, which includes the thread’s program
counter.

A concrete state of the program, o = (I, g), consists of a global store and an assignment
of a local store to each thread identifier. This thesis denotes the set of all concrete states
by ¥ = (Tid — Loc) x Glob and the concrete domain by C' = 2*.

Given a state o, let 0¢ represent the global store of o and let o”[t] represent the local
store of thread t in o.

The relation tr C (Loc x Glob) x (Loc x Glob) describes a step that a thread can take,
given its local store and a global store. x ~» y is used as a shorthand for (z,y) € tr. Let
ol[t :=I] denote a state that is identical to o, except that the local store of thread ¢ is

[. The concrete transition relation is defined as

TR ={(0,0")| 3te€ Tid.(o[t],0%) ~ (I'.g),

3.1
ot =t =10 =g} . (3:1)

13



3.2 The Abstract Semantics (CI, TR")

This section presents an abstraction to deal with an unbounded number of threads. As
explained in Chapter [0 and Chapter [ the starting point for our work is the idea of a
process-centric abstraction. A process-centric abstraction computes an abstraction of a
program state o from the perspective of a thread ¢. As seen in Chapter [2 tracking
information about a single thread in the style of thread-modular analysis [8] can be
imprecise, and it is useful in many cases for the process-centric abstraction to capture
some information about (other threads in) the environment. This motivates the following

abstract domain.

Define an abstraction that records correlations between the local stores of two different
threads and a global store. Let CID = Locx Globx Loc denote the set of such correlations.
An element of CID will be refered to as a ci-disjunct. Define the abstract domain CT to
be the powerset 2CID

The abstraction of a single concrete state is given by

B (o) = {(o"[t],0C, oL e]) | t,e € Tid,t # e} . (3.2)

Note that a ci-disjunct (oZ[t], 0%, o*[e]) represents the state from the perspective of two

threads: ¢, the primary thread, and e, the secondary thread. We say that (oL [t], %, ole])

is a ci-disjunct generated by threads ¢ and e.

The abstraction of a set of states a: C' — CI and the concretization v: CI — C' are:

o(x) = | #5m(0) |

ceX

v(R) = {o | 85™(0) C R} .

3.2.1 Composing With Other Abstractions.

Note that when Loc and Glob are finite sets, CI gives us a finite abstraction. In general,
it will be useful to compose the above abstraction with a subsequent abstraction to create
a finite, tractable, abstract domain. E.g., given any suitable abstraction CID* of CID, a
corresponding abstract domain 9CID ﬁ can be defined. Typically, the subsequent abstrac-
tion will retain more information about the first local store than about the second local
store. As will later be shown (when the transformers are described), information about
the first local store is used to approximate the sequential semantics of program statements

whereas the information on the second store is used to express correlation invariants.

14



Let CIMap denote Loc x Glob — 2L0¢ Define the function map : CI — CIMap by
map(R) = XN{, g) {l. | (¢,9,¢.) € R}. The function map is bijective and CI and CIMap
are isomorphic domains. However, the form of CIMap is more suggestive of a process-
centric abstraction and also suggests other subsequent abstractions. E.g., if ATS is an
abstraction of Loc x Glob and Env is an abstraction of 219¢ then we can utilize the

composed abstraction domain ATS — FEnw.

The rest of this thesis restricts the attention to the domain CI.

3.2.2 An Abstract Transformer

Given R € CI, let R({,g) = map(R)(¢, g) and par(R) ={({,9, R(¢, q)) | 3..(¢, g,¢.) € R}
the following abstract transformer TR¥ : CI — CI is defined as follows:

TR*(R) = | or®reciyu ) o direce, g, (3.3)
teR te,ts€PAT(R)

direct . orp —, 9CID captures the effect of a transition by a thread ¢ on

The function tr
a ci-disjunct whose primary thread is ¢t. Abusing terminology, if threads ¢, and ¢ satisfy
o(tp, ts), where ¢ € CID, then after a transition by thread ¢,, the threads will satisfy

trdireCt(gb) (tp, t,).

et g, 0) = {(6, 9 0) | (6 9) ~ (6, )} (3.4)

indirect

The function tr serves to capture the effect of a transition by a thread t on a

set of ci-disjuncts whose primary thread is not ¢. The transformer uses par(R) to collect
together the different environments for each pair of local and global stores. The first

indirect

parameter of tr is the executing thread, and the second is the thread on which the

interference is computed. This thread is called tracked thread.

trindirect<<€17 91, 61)7 (€27 92, 62)) =
if (glzgg/\gl€€2A€2€€1/\61ﬂ€27&@) (35>
then {(o,1,03) | (l1,91) ~ (€1, 91), 63 € (e1Nea) U{L1}}
else {} .

Theorem 3.2.1 (Soundness). The abstract transformer TR is sound, i.e., for all R € CI

TR(y(R)) € v(TR*(R)) . (3.6)

15



Proof. Let o' € TR(v(R)), i.e., there is o € y(R) and t., € Tid s.t.,
(0 [tea], 0€) ~ (I, 0" whereo™™ = o [ty =] (3.7)
Let t, # t, € Tid, since o € y(R), we have
(" [tp], 0%, o [ts]), (™[], 0%, " [t,]) € R (3.8)
There are three cases:

o t, = to - thus (c°[t,],0%) ~ (I,6’) where I' = o’*[t,]. By definition of grdirect
from (BR) we have (o'"[t,], o', 0'"[t,]) € TR*(R)

o l, = toy - thus (o[t,],0%) ~ (I',0'°) where I' = o’*[t,]. From (BR) there are
ep, es 8., (aL[ty], 0%, e,), (o [ts], 0%, es) € par(R) and o”[ty] € e,,0"[t,] € 5. Let
t € Tid\ {t, ts}, then by definition of v and par(R) we have o[t] € e, N e,. Thus,
by definition of trdirect e have (o' Lit,), o', o' (L)) € TR*(R).

o 1, # te, and ty # t., - By definition of 7, we have
(oL[ten], 09, oL[t,]), (0L [ten], ¢, oL [ts]), (0L]t,), 0%, 0 [tes]) € R. Thus, from (B.8)
there are ey, €., s.t., (0X[t,], 0%, €,), (0 [tea], 0¢, €er) € par(R) and o[t ., €ep 0ty €
eer- Furthermore, o[ts] € e, N e.,. Thus, from (B.7) by definition of grindirect yo
have (o'"[t,), o', o'"[t,]) € TR*(R).

Thus, for any t, # t, we have (o'"[t,],0’", 0'"[t,]) € TR (R), ie., o’ € y(TR*(R)). O

Note that the transformer is not guaranteed to be the most-precise transformer [7]. In
terms of efficiency, the expensive part of the transformer is the application of ¢rindirect
which operates over pairs of elements in par(R), requiring a quadratic number of queries

to tr.

The next chapter describes two techniques for reducing this quadratic factor.
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Chapter 4
Efficiently Computing Interference

The techniques used to accelerate the computation of interference are inspired by well-
known techniques for inter-procedural analysis. The main observation behind these tech-
niques is that the role of computing interference is to update the global store for the
tracked thread. Any information that is not pertinent to this task can be disregarded.
For the tracked thread, this means that any information in the local store that is not ob-

indirect 41 q restored

servable by the executing thread can be removed before the call to tr
after the operation is complete. We call this Summarizing Effects. For the executing
thread, any information that does not affect the way that the global store is changed
can be abstracted away. We call this Summary Abstraction. Summarizing effects is im-
pelemented as an optimization (i.e., the result is an equivalent abstract transformer).
Summary abstraction is impelemented as an abstraction (i.e., some precision is lost, but
given the presented heuristics the analysis is still able to prove the property at hand).

direct 4 35, and improve the bottleneck of the computation, i.e.,

Both techniques retain tr
grindirect Summarizing effects operates on the tracked thread while summary abstraction

operates on the executing thread.

4.1 Summarizing Effects

The notion of summarizing effects is similar to a well-known technique in inter-procedural
analysis of maintaining summary edges that represent the effect of procedures. Any
information about the caller that is not visible to the callee can be abstracted at the call
site and restored at the return site (see e.g., [17]). This work only abstracts the local store
of the tracked thread in this way. However, for heap-manipulating programs, any regions
of the heap that are private to the tracked thread can be handled in a similar way. This
is similar to the notion of procedure local heaps [25]. Another way to understand this
optimization is by realizing that the abstraction of the secondary thread is coarser than

the abstraction of the local store of the primary thread. The optimization takes advantage
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Figure 4.1: Abstract states for summarizing effects

of this asymmetry by abstracting away any information on the tracked thread that is not
observable in the environment of the executing thread. This information is restored after
the quadratic part of the transformer has completed. In the examples, every box is a
ci-disjunct where the thread on the left is the primary thread and the thread on the right

is the secondary thread. Red nodes are deallocated.

Example. This example demonstrates the summarizing effects technique on the buffer
algorithm in Fig. 2.l C1 is executing dispose(c); C2 is the tracked thread. The ab-
straction used is similar to that of Chapter [ except it is depicted graphically and for
simplicity considers a bounded number of threads. The pre- and post-conditions are de-
picted in Fig. dI(a) and Fig. LII(b). Note that the ci-disjuncts in the third column differ
only by C2’s program counter. This is also true for the ci-disjuncts in the fourth column.
Fig. Tl(c) shows the ci-disjuncts that constitute the footprint of the the tracked thread’s
state. The program counter is left only in the frame. Fig. [1l(d) shows the applica-
tion of the transformer on the information gathered from all the ci-disjuncts considered.
Fig. 4 l(e) depicts the states after they are projected back to the CID domain and before
the frame is restored. Note that the program location on the bottom left is the executing
thread’s. The tracked thread’s program location is still missing. Finally, the frame from
Fig. dl(a) is used on Fig. [Ll(e) which renders the abstract state in Fig. L.I(b). O

The optimization amounts to determining for each the ci-disjunct of the tracked thread
the footprint, which is needed for the computation of the transformer and the frame which
is not. Intuitively, all the ci-disjuncts are split to equivalence classes according to their
footprints. Representatives of these equivalence classes (computed by fp) are used for
the second argument of grindirect, Later, the result is reconstructed by combining the

original frame with the updated representatives. Formally, the right argument to the
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framebuff1.eps
framebuff6.eps
framebuff2.eps
framebuff3-4.eps
framebuff5.eps

union in (B.3)) is replaced with:

U | (frame(te) | ¢ € par(R) A folt) =ty @ () #/™Hrecls, i) (4.1)

ty te€ PaT(R)

For simplicity of presentation, fp is formulated as choosing the representative ci-disjunct
for all the ci-disjuncts that have the same footprint and frame as the identity function.

Thus, the combination operation ® is simply defined as:
Rfrm ® pr = {(E’gage) | (67 - 7) S Rfrrm (*797€6) S pr} : (42)

Equations (A3H4.0) give sufficient requirements for the transformer in (4.1]) to be equiv-
alent to the trindirect part of ([3.3)).

Vly, by, 01,02,9 - fp(l1,g,01) = fp(la, g,02) N (4.3)
R(l1,9) # 0 A R(l, 9) #0 = R(l1,9) = R(ls, 9)
Vi1, 0o, 00,9 . fp(ly,g,0) = fp(ly, g,0) = €1 € R({,g) <l € R, g) (4.4)
vt . fp(fp(t) = fp(t)
fo(t,g,€) = (-9,-) (4.6)

The first two requirements specify that the abstraction cannot distinguish between local
stores that have the same footprint. The third requirement states that footprint is idem-
potent. These requirements ensure that ¢, is consistent with fp(t;) if and only if ¢, and ¢,
are consistent (as checked in the second line of ([B.5])). The last requirement assures that

the footprint does not change the global information.

Theorem 4.1.1. If equations (4.3{4-0) hold, then (1) is equivalent to

Ute,ttepar(R) trmdzrect(te’ t) .

Proof. Soundness
Let (gpv gla 6,5) < Ute,ttepaT(R) trmdimd(tea tt)
= 3(le, ge, R(Q,g&), (Ue, gty R(4y, gt)) € par(R) s.t.
(b, g 0's) € trPTect(e, g R(le,ge)), (L, g1, R(Le, 90))
(by B3) =
9e = Gi, Le € R(ly,g1), Ui € R(Le, ge), R(r, 90) N R(Le, g0) # 0, (e, ge) ~ (0L, 9), £y = 4
and 0's € R({e, g.) N R(4y, g¢) U{LL}
Let (¢4, g, ef) = fp(t:) (By EG ¢4 does not change)
(By @.3)) = fp(ly, gr,er) = fpltr)
(By @.3)) = ey = R(l, gt)
To show that (¢;,¢',0s) € trmdimd(te, (€s,g1,er)) all we need to show is that ¢; €
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R(Le, ge)-

However, fp(¢s, g1, R(4:, g)) = fp(Ce, gt, R(4y, gt)), thus from ¢, € R(¢., g.) by ([£4) we have

ly € R(Le, ge)-

Finally, from definition of ® and frame, from ({s,¢',0s) ls,gt,e)) and

t; € par(R) we have (¢, ¢',0's) € (@T). O
Completeness

Let (¢, 4,0 ) € ([@T)).

From definition of ® and frame, there are ({;, gi,€:), (Ce, ge, €c) € par(R) and (€f, g, er)

st (U, gi,ep) = fp(lyy giy €0) and (b, ', 0's) € trmdm%t((ée,ge,ee), (s, g1,€1))-

Thus, by B3) we have g. = g1, le € €5, ly € €., e Nec # 0, (Le,ge) ~ (£.,4¢), and

Vs ee.NepU{Ll}.

By ([@5) we have fp((f, g, ef)) = fo((L, g, €r)), thus by ([£3) we have ey = e;.

Thus, to show that (4,4, ¢'s) € trmdimd((ﬁe,ge,ee), (¢s, 91, €1)), all we need to show is

that ¢, € e.. However, fp(¢s, gi,e5) = fo(li, g1, e1),

thus from ¢; € e, by ([{4)) we have (, € R((., g.). O

c trindz’frect(te (

4.2 Summary Abstraction
The summary abstraction technique abstracts ¢; into ¢} in (A1) or (B3] such that

trmdiTeCt(tl,tg) C trmdimd(t’l,tg) .

Specifically, we let ¢} be the part of ¢; that is read or written by the executed statement
(transition). However, this may still lead to a loss of precision, since some correlations
may be lost in the consistency check (the second line of (3.H)). This is in contrast to
summarizing effects where the specified requirements ensure that the consistency check

would yield the same results.

Example. The example demonstrates the summary abstraction for single buffer algo-
rithm in Fig. A2l It is a slight modification of Fig. 2.1 whose goal is to demostrace the
summary abstraction technique on a simple example. A local boolean x was added to
the consumer code. x’s value is determined according to the value of c. This addition
potentially doubles the state space of the consumer threads.

Fig. 3] depicts a state where C1 is executing dispose(c). The tracked thread is C2.
Fig. @.3(a) depicts the input ci-disjuncts. The ci-disjuncts in the leftmost column differ
by the values of z; (which is not visible by C2). Fig. E3|(b) represents the ci-disjuncts
from Fig. A3|(a) after the application of summary abstraction, which abstracts away x;.

Fig. £3(c) depicts the application of the transformer when considering all the relevant
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Boolean empty = true;
Object b = null;
consume () {
Object c;
Boolean x;
await (!empty) then {
c = b; empty = true;

produce() {
n Object p = new();
@ await (empty) then {

b = p; empty = false; )

}

[4]

use(c);

x = f(c);
dispose(c);
use(x);

51
6]
8 }

[7]

8]

o }

Figure 4.2: A slight modification of the producer-consumer code. (Lines [6] and [8] were
added).

Ci1.c2 C1.C3 C2C1 C2,C3 Ci.Cc2 Ci1.C3 C2,C1 Cc2.C3 G g fa
%€ G| [x%C G G & G G ¢ G G G ¢ G G G
A S oM | S8R &b 8B | Lol
[ 6: lempty | | 6: Jempty [ 5: Jempty| [ 4: Jempty [ 6: lempty [ 6: Jempty |5t [empty| | a: |empty R c2,c1 c2,C3
padloEN i s O N IS G GG o | oy
b b o) b b 6b¢ b6
?‘empty ?‘empty ?‘empty ?‘empty ?‘empty ?‘empty ?‘empty Tl?‘empty ?‘empty ?‘empty
(a) (b) () (d)

Figure 4.3: Abstract states for summary abstraction
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alpha1.eps
alpha2.eps
alpha3.eps
alpha4.eps

ci-disjuncts. Note that the left program counter is that of C1, and the right one is that
of C2. Finally, Fig. £3l(d) depicts the resulting ci-disjuncts.

This example also demonstrates the possible loss of precision due to this technique.
Fig. [£3|(c) cannot be constructed from the ci-disjuncts in Fig. [4.3(a) due to conflicting
values of z1. However, after the application of summary abstraction, the values of x; are

not considered and Fig. L3|(c) can be constructed. O
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Chapter 5

Evaluation

The analysis has been evaluated on a number of highly concurrent state-of-the-art prac-

tical algorithms. Most of these algorithms have not been automatically verified before.

The evaluation indeed confirms the need for extra precision in tracking thread corre-
lations, without which the analysis loses crucial precision and fails to verify the specified

properties.

the tool is based on TVLA [19] and its extension HeDec [20]. It is generic in the sense
that it supports diverse shape analyses. The input is a description of the algorithm and
the shape analysis to be performed. It uses a flow-sensitive and context-sensitive shape
The summarization

analysis. Context sensitivity is maintained by using call-strings.

consists of program locations, call-strings, and non-pointer local variables.
Tab.B.Jlsummarizes the verified data structures and the speedups gained from the sum-
marizing effects and summarizing abstraction techniques. All benchmarks are concurrent
sets implemented by sorted linked lists.
[21] is a CAS-based lock-free list-based concurrent set. It is a part of the JDK 1.6 Skip-

List implementation. This algorithm (as well as [11] and [21]) uses two CAS operations

Time (seconds) Speedup
Algorithm Standard | Summar. | Abs. | Both | Summar. | Abs. [ Both
Concurrent Set [21] 56,347 19,233 | 2,402 | 1,596 2.93 23.46 | 35.30
Optimized Concurrent Set | 46,499 | 18,981 | 2,061 | 1,478 | 245 | 22.57 | 31.45
Lazy List Set [11] 963 679 460 390 1.42 2.09 | 247
CAS-based set [26] 13,182 8,710 4,223 | 2,975 1.51 3.12 | 4.43
DCAS-based set [26] 861 477 446 287 1.80 1.93 | 3.00
Hand over Hand Set [13] 686 577 444 | 398 1.19 1.54 | 1.73

Table 5.1: Experiments performed on a machine with a 2.4Ghz Intel Q6600 32 bit pro-
cessor and 4Gb memory running Linux with JDK 1.6
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in the delete method. The first operation logically marks the node as deleted and the

second operation does the actual removal (moving the pointers).
The Lazy List [11] is a lock-based set with a wait-free locate operation.

Another algorithm verified is an optimized wait-free version of [21] which substi-
tutes [21] in the Skip-List implementation of JDK 1.7. This algorithm is a combination
of the previous two. The find operation is taken from [11] while insert and remove are
from [21] .

The DCAS-based set and the CAS-based sets, [26], are variants of the same algorithm.
The first uses a CAS in insert and a DCAS in remove. The second substitutes the DCAS

with two CAS operations and a mark bit.

Finally, a concurrent hand-over-hand set [13] was analyzed. It uses fine-grained locking
(each node has its own lock). Locks are acquired and released in a “hand-over-hand” order;

the next lock in the sequence is acquired before the previous lock is released.

The tool was used to analyze variants of these programs with intentionally added bugs
(e.g., missing synchronization, changing the synchronization order). The analysis found

all these bugs and reported a problem (as expected, since the analysis is sound).

An interesting example of a mutation tested is swapping the physical and logical re-
movals in [21]. i.e., first remove the deleted node from the list by having its predecessor
point to its successor and only then mark it as deleted. The analysis discovered that in

such a case multiple nodes can be deleted by the CAS and not just the intended node.

A very significant speedup was gained in analyzing [21] and its optimized variant. We
believe this is due to the following: (i) This work optimize a quadratic algorithm, thus
bigger exmaples are expected to have more gain. (ii) The complexity of the state that
comes from the larger number of pointer variables and from the existence of Boolean
fields makes the savings from ignoring the unchanged parts of the heaps as done in the
summary abstraction much more significant. (iii) this algorithms is more complicated
than the other examples and uses internal method calls. Summarizing effects significantly
reduces the blow-up due to context sensitivity and summarizing abstraction is able to

reduce blow-ups due to local Boolean fields.
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Chapter 6

Related Work

Process-Centric Abstraction. The thread correlation analysis presented in this work falls
within the general approach of reasoning about concurrent programs in terms of an ab-
straction of the program state relative to a thread, which is classic in work on program
logic: assertions within the code of a thread refer to the state from that thread’s per-
spective, and the thread’s concurrent environment is over-approximated by, for instance,
invariants [15,23] or relations [16] on the shared state. This idea has also been used
early on for automatic compositional verification [4]. More recently, this approach has
led to the notion of thread-modular verification for model checking systems with finitely-
many threads [8], and has also been applied more closely to our present domain of heap-
manipulating programs with coarse-grained concurrency [9], and less automatically to

fine-grained concurrency [3].

Abstract Interpretation with Quantified Invariants. The abstract states in the analysis
are special case of quantified invariants. This approach has been previously formalized in
the work on Indexed Predicate Abstraction [18] and also appears in the work on Envi-
ronment Abstraction [5,6]. Indices, or free variables, in the indexed predicate abstraction
work can range over anything, depending on the application. A similar quantified invari-
ants approach has also been used in the analysis of heap properties [24] and properties of

collections [10] in sequential programs.

25



References

1]

E. Ashcroft. Proving assertions about parallel programs. J. Comput. Syst. Sci,
10(1):110-135, 1975.

J. Berdine, T. Lev-Ami, R. Manevich, G. Ramalingam, and M. Sagiv. Thread quan-
tification for concurrent shape analysis. In CAV, pages 399-413, 2008.

C. Calcagno, M. J. Parkinson, and V. Vafeiadis. Modular safety checking for fine-
grained concurrency. In SAS, pages 233248, 2007.

E. M. Clarke. Synthesis of resource invariants for concurrent programs. ACM Trans-

actions on Progrmming Languages and Systems, 2(3):338-358, 1980.

E. M. Clarke, M. Talupur, and H. Veith. Environment abstraction for parameterized
verification. In VMCAI, 2006.

E. M. Clarke, M. Talupur, and H. Veith. Proving Ptolemy right: The environment
abstraction framework for model checking concurrent systems. In TACAS, pages
3347, 2008.

P. Cousot and R. Cousot. Systematic design of program analysis frameworks. In
POPL, pages 269282, New York, NY, 1979. ACM Press.

C. Flanagan and S. Qadeer. Thread-modular model checking. In SPIN, pages 213—
9224, 2003.

A. Gotsman, J. Berdine, B. Cook, and M. Sagiv. Thread-modular shape analysis. In
PLDI, pages 266277, 2007.

S. Gulwani, B. McCloskey, and A. Tiwari. Lifting abstract interpreters to quantified
logical domains. In POPL, pages 235-246, 2008.

S. Heller, M. Herlihy, V. Luchangco, M. Moir, W. Scherer, and N. Shavit. A lazy
concurrent list-based set algorithm. In OPODIS, pages 3—16, 2005.

T. A. Henzinger, R. Jhala, and R. Majumdar. Race checking by context inference.
In PLDI, pages 1-13, 2004.

26



[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

M. Herlihy and N. Shavit. The Art of Multiprocessor Programming. M. Kaufmann,
2008.

M. Herlihy and J. M. Wing. Linearizability: a correctness condition for concurrent
objects. TOPLAS, 12(3), 1990.

C. A. R. Hoare. Towards a theory of parallel programming. In Operating System
Techniques, 1972.

C. B. Jones. Specification and design of (parallel) programs. In IFIP Congress, 1983.

J. Knoop and B. Steffen. The interprocedural coincidence theorem. In CC, pages
125-140, 1992.

S. K. Lahiri and R. E. Bryant. Predicate abstraction with indexed predicates. TOCL,
9(1):1-29, 2007.

T. Lev-Ami and M. Sagiv. TVLA: A system for implementing static analyses. In
SAS, pages 280-301, 2000.

R. Manevich, T. Lev-Ami, M. Sagiv, G. Ramalingam, and J. Berdine. Heap decom-
position for concurrent shape analysis. In SAS, pages 363-377, 2008.

M. M. Michael. High performance dynamic lock-free hash tables and list-based sets.
In SPAA, pages 73-82, 2002.

P. W. O’Hearn. Resources, concurrency, and local reasoning. Theor. Comput. Sci.,
375(1-3):271-307, 2007.

S. S. Owicki and D. Gries. Verifying properties of parallel programs: An axiomatic
approach. CACM, 19(5):279-285, 1976.

A. Podelski and T. Wies. Boolean heaps. In SAS, pages 268283, 2005.

N. Rinetzky, J. Bauer, T. Reps, M. Sagiv, and R. Wilhelm. A semantics for procedure
local heaps and its abstractions. In POPL, pages 296-309, 2005.

M. Vechev and E. Yahav. Deriving linearizable fine-grained concurrent objects. In
PLDI, pages 125-135, 2008.

27



List of Figures

28



List of Tables

29



	Introduction
	Motivation
	Main Contributions
	Thesis Outline

	Overview
	A Motivating Example
	The Need for Thread Correlations

	Automatically Inferring Correlation Invariants
	Computing Postconditions Efficiently

	Optimizatoin Techniques

	An Abstract Interpretation for Correlation Invariants
	The Concrete Semantics (C,TR)
	The Abstract Semantics (CI,TR#)
	Composing With Other Abstractions.
	An Abstract Transformer


	Efficiently Computing Interference
	Summarizing Effects
	Summary Abstraction

	Evaluation
	Related Work
	References
	List of Figures
	List of Tables

