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Figure 22 The F' function of DES
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THIC STRULCTURE IS SUmmPARIZED M
A "PARIRS @ DICTRIBUIION TABLE"

Input Output XOR

XOR |0: 1, 2, 3, 4, B, 6 Ty 8 92 A, B, C, D, E, F.
0./64 0 0 0 0 0 0 0 0 0 0O O 0 0 O @
.90 0 0 6 0 2 4 4 0 10 12 4 10 6 2 4
2,/]0 0 0 3 0 4 4 4 0 6 8 6 12 6 4 2
.14 4 2 2 10 6 4 2 6 4 4 0 2 2 2 0
4| 0 O 6 0 10 10 6 0 4 6 ¢ 2 8 B 2
5| 4 8 6 2 2 4 4 2 0 4 4 0 12 2 4 B
6.1 0 4 2 4 8 2 6 2 38 4 4 2 4 2 0 12
]2 410 4 0 4 8 4 2 4 8 2R 2 4 4
8|0 0 0 12 0 & & 4 0 6 2 8 8§ 2 2 4
30 4 6 0 12 6 2 2 8 2 4 4 6 2 2 4
31| 4 8 2 10 2 2 2 2 6 0 o 2 2 4 10 8
32,14 2 6 4 4 2 2 4 6 6 4 8 2 2 8 0
33: | 4 4 6 2 10 § 4 2 4 ¢ 2 2 ¢+ 6 2 4
34.(0 8 16 6 2 0 012 6 0 0 0 0 8 0 6
35,12 2 4 ¢ 8 0 0 014 4 6 8 0 2 4 0
3.2 6 2 2 8 0 2 2 4 2 6 8 G 4 10 0
3702 2 12 4 2 4 4 10 4 4 2 B 0 2 2 4
3810 6 2 2 2 0 2 2 4 6 4 4,4 6 10 10
3F, | 4 8 4 2 4 0 2 4 4 2 4 8 3 B2

Table 2: Partial pairs XOR. distribution table of S1
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