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PARADIGMS OF MODERN
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- USE TRAPDOOR ONF-WRY FUNKTIONS:
§ IS EASY To EVALURTE APPARENTLY
HARD To INVERT, BUT RCTURLLY
EASY To INVERT WHEN SoMme
TRAPDOOR INFORMATION IS KNOWN,
USE § To ENCRYPT <SLEARTEXTS
Anp To VYERIFY STGNATURES
USE § TO DECRYPT CIPHERTERTS
AdD To GENERATE SIGNATURES.

USE NUMBER-THEORETIC MAPPINGS MoDULO
A ComMPosTTE -‘n=i‘-1: THE RAPPLICATION
oF § CoNS1sTs OF EVALUATING ALGERRAr
EQUATIONS MoDuLe m, RAND THE INVERSzoN

OF § <CONSISTS OF SOWING PLGEBRAIC
EAQUATIHPNS MopULe m,

THE SECURITY of CRYPTOSYSTEMS

SUCH A CRYPTOSYSTEm IS CALLED
“PROVABLY SECURE™ IF THE COMPUTATION
oF ;Fh4 IS AT LEAST AS HARD RS THE
FASTORIZATIoN OF THE MmopuLus M

/
IN THE FeLLowWiaAG SENSE:

ALGORITHM FOR | ALGORITHM FoR
SoLVING A nNap- FARALTORING M WHICH
NESLIG1BLE == RuUNS 1IN EAPE<TED
FRACT1oM OF THE PoLy NOmMIAL TIME
ALGEpRATC EQUATIaG IN SIRE 6F M
EXAmPLES:

= RABIAN: X2=\" (nuﬂm.) PROVARLY SECURE.

- cUBIC RSA: XSV (mad m) AN OPEN PROBLEM,

- ONG-SCHNORR-SHAMIR:  XT4 l'fz-v ("'W"I "‘]-
PROYEN INSECURE BY PoOLLARPD,.

THe GENERAL prodiem: GIVEN K ALGEBRAIC

FQUATI0AS OF DEGReE & IN j VARIABLES
moDuULo fn.=P-1, IS THEIR SOLUTION AS HRARD
RS  FRACTORIANG THE MODULLS M2




CRYPTOSYSTEMS BASED
ON ALGEBRAIC E£EQUATIONS

MobuLo m3Irq :

RABIN:  x%zv (med m)

M T‘:‘- ey _-..‘- Y.
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cuple RSA: X'zy (med m)

Aa OOFa r2c B fin

oss: x- cy®sv (mod =)

o evia EY feorrLpor:

R MAJOR OPEN PROBLEM:

GWEN A SYSTEM OF RALCEORALC
£QUATIcNS mobD ™, IS ITS SelVrTred
AT LEAST PS NARD AS FACToRING M7

INTEGER VS. POLYNomIAL
FACTORIZATTIOAN

- FACTORING m.tp, IS BELIEVED
TO BE HARD FoR RANDOM 1';1

- FACTORIVG F=L-Q PEPENDS ON

THE DOrATN, wery MPdY RESULTS

- CoNSIDER THE ComBINED
FACTORIRATIcN PReBLEM

F2P@ (med mep})

IS THE FOCTeRITATIC, OF £ ns

(X ] W O TWE ©Foevi t“‘/ r'“:‘s L 5

IN WoRST CASE, YES:

7

PROOF:

L. SomE PerLydominAl FACTORIZATIon
PRoBLEMS ARE EQUIVALENT To
SQUARE ROoT ExTRACTION (wmed m):
xi- ol y® = (x 1 ay)(x-ay) (et

¢ 'S G
2. SQUARE ReeT ExTRACTION (™od -n)

S EQUIYALENT To THE FACTORIZATION
OF m.:

ot (mwd ») wAsS Y SQUARE Roers,

08TALdED BY cHINeSE Remnmiberrde
:"" (' I i "

ta (mod q)

KNOWLEPGE OF SOME PAIRS oF
Roets LEADS To FACTORINGE BY GcD.

HOWEVER, THIS SNEDS No LIGuTY

ON:
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IN MoST CASEs, WE cAndoT
REDUCE THE PROBLE™ OF FACTORING

F 1dvo SQUARE RoeT EXTRACTION,













