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Abstract. We present new algorithms for automatically verifying properties of
programs withan unbounded number of threads. Our algorithms are based on a
new abstract domain whose elements representthread-quantifiedinvariants: i.e.,
invariants satisfied by all threads. We exploit existing abstractions to represent the
invariants. Thus, our technique lifts existing abstractions by wrapping universal
quantification around elements of the base abstract domain.
Such abstractions are effective because they are thread-modular: e.g., they can
capture correlations between the local variables of the same thread as well as
correlations between the local variables of a thread and global variables, but for-
get correlations between the states of distinct threads. (The exact nature of the
abstraction, of course, depends on the base abstraction lifted in this style.)
We present techniques for computing sound transformers for the newabstraction
by using transformers of the base abstract domain. We illustrate our technique in
this paper by instantiating it to the Boolean Heap abstraction, producing a Quan-
tified Boolean Heap abstraction. We have implemented an instantiation of our
technique with Canonical Abstraction as the base abstraction and used it to suc-
cessfully verify linearizability of data-structures in the presence of an unbounded
number of threads.

1 Introduction

This paper is concerned with verifying (basic safety and other functional correctness)
properties of dynamically-allocated data structures in programs with an unbounded
number of threads. The techniques in this paper, for example, enable, for the first time,
automatic verification of the linearizability of various implementations of concurrent
data-structureseven when an unbounded number of client threads manipulate these
data-structures concurrently.

Our approach is based on abstract interpretation, which requires us to address the
standard two principal challenges:

– to define a finite representation of infinite sets of program states that can concisely
and precisely express the properties of interest, and

– to compute sound transformers, which overapproximate a program’s semantics us-
ing this representation.



Quantification-Based Abstract Domain: The essence of our approach is to use an
abstract domain whose elements represent quantified invariants of the form∀t.ϕ(t),
where the quantification is over threads. The formulasϕ(t) correspond to an abstrac-
tion of the program state from the perspective of a threadt. A second aspect of our
approach is that we exploit existing abstractions to capture the componentϕ(t) inside
the quantifier. Informally, assume that we have an underlying abstraction where the
abstract domain corresponds to a set of formulasAV oc over a vocabularyV oc. (Usu-
ally, the vocabulary captures the dependence of the abstract domain on the program
being analyzed.) We refine the abstraction and work with the set of formulasLV oc =
{

∀t.ϕ(t) | ϕ(t) ∈ AV oc∪{t}

}

. Thus, our technique may be seen as a domain construc-
tor. The thread-quantified domain we construct is bounded tothe degree that the under-
lying abstraction domain is: e.g., using a finite-height base domain yields a finite-height
quantified domain.

Transformers: A second key contribution of our work relates to the computation
of sound abstract transformers. We show how we can compute sound transformers for
our new domain using sound transformers for the base domain.We present a simple
technique for computing abasicsound transformer. The basic transformer works well
when a thread’s action does not (potentially) affect the invariants (or state) observed by
other threads. We also present a more sophisticated technique for computing arefined
transformer which is useful for thread actions that affect other threads.

Our technique can be used for concurrentshape analysisby using suitable shape
analysis abstractions such asCanonical Abstraction[14] or Boolean Heaps[13] as the
base domain. We have implemented our technique on top of TVLA[9]4 system, which
is based on Canonical Abstraction, and used it to verifylinearizability of fine-grained
concurrency algorithms [1].

The thread-quantified abstract domain is a natural domain touse to reason about
programs with an unbounded number of threads. It permits expressing properties that
correlate a thread’s local variables with each other and with global variables, but not
properties that correlate different, ad-hoc, threads’ local variables. (By “ad-hoc”, we
mean properties that cannot be captured using quantification.) Note that when the under-
lying base domain is disjunctive, as is the case with Canonical Abstraction and Boolean
Heaps, the new domain will permit disjunctions inside the quantifier, which is quite
useful.

Related Work

Gulwani et al. [6] also present a technique for adding universal quantification around a
base abstraction, and use this for proving properties of collections (such as arrays and
lists). However, their requirements for the base abstraction is different from ours (as
their base domain is an implication domain, while ours is a disjunctive domain). The
techniques they use for constructing transformers are alsodifferent from ours. Specifi-
cally, we address the needs of the transformers in a concurrent setting, unlike Gulwani
et al. Thus, the two approaches target different application contexts.

Our work is also closely related to the work of Podelski and Wies [13], where they
lift propositional (predicate) abstraction into Boolean Heaps. Our work shows how a

4 We actually implemented our technique in HeDec [10] which generalizes Canonical Abstrac-
tion by allowing coarser and more scalable abstractions.
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similar lifting can be done parametrically over a base abstraction domain, and exploits
instantiation of this technique over Canonical Abstraction. Our techniques for gener-
ating transformers are also different from that of Podelskiand Wies, especially as we
target complications arising in a concurrency setting.

The abstractions we produce may also be thought of as a kind ofthread-modular
abstractions [5], except that we allow for an unbounded number of threads.

Yahav [16] addresses the same end goal as us: proving properties of programs with
an unbounded number of threads manipulating a shared heap. Yahav’s approach uses
Canonical Abstraction to uniformly handled an unbounded number of threads as well
as an unbounded number of heap objects. Our use of Quantified Canonical Abstraction
enabled us successfully prove properties not proved previously automatically (using
Canonical Abstraction or other abstractions). (It should be noted that the capabilities
of Canonical Abstraction depend on the set of predicates used. By defining a richer
set of instrumentation predicates, these abstractions canbe made more expressive. The
advantage of our new approach is that it can reduce the need for manually coming up
with nonstandard or program-specific instrumentation predicates to assist verification
and it can reduce the number of predicates required.)

Previously, verification approaches have approached an unbounded number of threads
by distinguishing between the thread that is currently being reasoned about, and conflat-
ing all the threads executing concurrently with it. When the views of different threads
are symmetrical, this principle yields a useful abstraction for reasoning about concur-
rent programs and has been used in several works dedicated toproving properties of
concurrent programs such asEnvironment Abstraction[2] andInvisible Invariants[12].

The chief difficulty, particularly for domainconstructions, is defining the transform-
ers: semantics of program statements on elements of the abstract domain. Here, we use
a technique based on a heuristic for quantifier instantiation, guided by the intuition that
the desired properties can often be established by distinguishing the thread being an-
alyzed from those executing concurrently with it, but conflating the properties of all
those interfering threads. This quantifier instantiation heuristic bears a resemblance to
that used in the Simplify theorem prover [3]. There, the ideawas that given a procedure
for the quantifier-free case, the quantified case can be handled using a heuristic of in-
stantiating the universal quantifiers to translate the query into one in the base theory in
an incomplete, but hopefully sufficient, way. Simplify generates quantifier-free queries
that are checked using an SMT decision procedure, while in our case the translation is
to an existing abstract domain.

Main Results

In this paper, we study the utility of abstractions built by universally quantifying over
threads. The contributions of this paper can be summarized as follows:

– We present a generic method for lifting abstract domains in order to provide ab-
stractions for concurrent programs with an unbounded number of threads.

– We present techniques for developing sound abstract transformers for the lifted
domain by reusing the abstract transformers of the base domain.

– We describe an implementation of a concurrent shape analysis that lifts Canonical
Abstraction and use it to verify linearizability of a non-blocking stack implementa-
tion from [15] and the two-lock queue implementation described in [11]. We have
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also extended our previous work that combined heap decomposition with Canon-
ical Abstraction and used it verify the linearizability of anon-blocking queue im-
plementation from [4].

2 Overview

In this section, we present an informal overview of our method.

Object g = null; // global variable
threadProc() {

Object x = null, y = null;
[1] x = new Object();
[2] y = x;
[3] assert(x == y);

g = x;
[4] assert(g != null);
}

Fig. 1. A simple multithreaded program. The program consists of an unboundednumber of
threads executingthreadProc.

A Motivating Example.Fig. 1 shows a toy concurrent program used to illustrate the
ideas in this paper. Our ideas, however, are applicable to realistic programs as shown
in Sec. 4. The program contains a couple of very simple invariants (expressed as asser-
tions) that we would like to automatically infer. The first invariant is that when a thread
is at statement[3], it’s x andy values are equal. This is an example of athread-local
invariant (which cannot be affected by the execution of other threads). The second in-
variant is that when a thread is at statement[4], the value of the global variableg is
non-null. This is an example of anon-local threadinvariant, and can be affected by
the execution of other threads. In general, a non-local thread invariant could involve
global as well as thread-local variables. As an example, consider an assertion that when
a thread is at statement[4], the value ofg and it’sx are equal. This is an assertion that
fails to hold for the given program (because of interaction with other threads).

Background: The Boolean Heap Abstraction.As explained in Sec. 1, our approach
is to lift an existing abstraction to produce a more precise abstraction that is suitable
for programs with an unbounded number of threads. We will illustrate our idea using
Boolean Heaps [13] as the underlying base abstraction in this paper. Boolean Heaps
are abstractions targeted at shape analysis, and describe sets of states consisting of an
unbounded number of heap objects using formulas of the following form

∨

i∈I

{∀v : object. φ′
i(v)} (1)

wherev ranges over heap objects,φ′(v) is a quantifier-free formulas over a set of unary
predicates kept in DNF form. For the running example, we willuse the predicates shown
in Tab. 1. We assume that anull value is represented by a special heap object.
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Table 1.Predicates used for (Quantified) Boolean Heap Abstraction

Predicate Intended meaning
x(t, v) local variablex of threadt points to objectv
y(t, v) local variabley of threadt points to objectv
g(v) global variableg points to objectv
null(v) v is a special null object
at[l](t) threadt is at program labell

The Quantified Boolean Heap Abstraction.As explained earlier, the essence of our
approach is to use quantified invariants of the form∀t. ϕ(t) (similar to [6]), where
the set of formulasϕ(t) allowed inside the invariant are determined by a base domain.
Using Boolean Heaps as our base domain leads to the followingdefinition ofQuantified
Boolean Heaps. Quantified Boolean Heaps approximate sets of states by formulas of the
form

∀t : thread.
∨

i∈I

{∀v :object. φi(t, v)} (2)

wheret ranges over threads,v ranges over non-thread objects,φ(t, v) is a quantifier-
free formulas over a set of unary and binary predicates, keptin DNF form.5 Notice that
a quantified boolean heap is an universally quantified disjunction of standard Boolean
heaps, but where some previously unary predicates have beenindexed by the universal
variable. This increases the expressive power of the abstract elements.

Tab. 2 shows the part of the Quantified Boolean Heap describing the invariant of
our running example for the threads in program location[4] as computed by our anal-
ysis. (In the sequel, we shall use the following notational convention. Logical variables
{sc, t, t1, t2, . . . } range over thread objects and other logical variables rangeover non-
thread objects.) The convention is that if a predicate does not appear in a disjunction,
then its negation implicitly holds.

Table 2.Part of the Computed Quantified Invariants for the Running Example

∀t. ... ∨
∀v.

(

at[4](t) ∧ x(t, v) ∧ y(t, v) ∧ g(v)
)

∨
(

at[4](t) ∧ null(v)
)

∨
∀v.

(

at[4](t) ∧ x(t, v) ∧ y(t, v)
)

∨
(

at[4](t) ∧ null(v)
)

∨
(

at[4](t) ∧ g(v)
)

∨
∀v.

(

at[4](t) ∧ x(t, v) ∧ y(t, v) ∧ g(v)
)

∨
(

at[4](t) ∧ null(v)
)

∨
(

at[4](t)
)

∨

Abstract Transformers.Computing abstract transformers is very challenging, espe-
cially in the presence of concurrency, as the execution of one thread may affect the
state observable by another thread. In Sec. 3 we present effective techniques for com-
puting sound transformers for our lifted abstractions, utilizing transformers of the base

5 This is similar to Indexed Predicate Abstraction [8], except that the number of index variables
is limited to2, and that we allow a disjunction between the quantifiers.
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abstraction. The main idea is to “instantiate” two symbolicthreads, one for the sched-
uled thread, and one representing another arbitrary thread, and to utilize the transformer
of the underlying base domain to compute the change in the abstract state as observed
by each of these threads.

Discussion. Our new analysis is capable of inferring the invariants mentioned in the
program: namely, that for any threadt at program location3 we havex(t) = y(t), and
thatg is not null at the end (for any thread’s execution). In Sec. 1,we contrasted our
new abstraction with [16] which naturally models unboundedobjects and threads in a
uniform fashion using Canonical Abstraction, but cannot infer the above invariants. In-
deed, the previous abstraction cannot even express these invariants. The Boolean Heap
abstraction,with the set of predicates described in this section, has the same limitations.
It should be noted that the capabilities of Canonical Abstraction and Boolean Heap ab-
straction depend on the set of predicates used. By using a richer set of predicates, espe-
cially instrumentation predicates, these abstractions can be made more expressive and
be used to prove the above invariants. The advantage of the new abstraction is that it
can reduce the need for nonstandard or program-specific predicates or the number of
predicates in a very natural way.

3 Abstract Domain for Concurrent Shape Analysis

In this section we will describe the lifting abstract domainconstruction, in the next we
will describe a particular instantiation for verifying linearizability.

3.1 The Concrete Semantics

We start by defining operational concrete semantics useful for describing concurrent
programs without procedures. For simplicity of presentation we concentrate on refer-
ence variables and fields. LetThreads andLocations be countable sets representing
threads and heap locations respectively. LetLVars, GVars, andFields be the local vari-
ables, global variables, and heap fields respectively. Finally, let Labels be a finite set of
program labels. LetΣ be the set of possible states. A stateσ ∈ Σ maps the following:

– For each global variableg, σ(g) ∈ Locations
– For each local variablex, σ(x) : Threads → Locations
– For each fieldf, σ(f) : Locations → Locations
– σ(pc) : Threads → Labels

A concurrent program is defined by a transition relationTR : Threads → P(Σ ×
Σ). The transition relation gives for each choice of the next scheduled thread the possi-
ble state transitions. The overall transition relation isOTR =

⋃

tid∈Threads TR(tid).

3.2 The Base Abstraction

We present the lifted abstract interpreter as well as the base abstract interpreter as oper-
ating on formulas in a normal form. This is done for simplicity of presentation. For ex-
ample, Boolean Heaps are already presented using these terms. Details on how Canon-
ical Abstraction can be presented in such terms can be found in [17].
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We assume a base abstract domain with elements drawn from a set A of formulas,
where(A, γA, αA,P(Σ)) is a Galois Connection, with meet⊓A and join⊔A opera-
tions.

Usually, abstract elements correspond to formulas withoutfree variables. However,
our framework exploits abstract transformers for formulaswith free variables. So, we
first formalize the setting for this requirement [13].

Given a setV of free (thread) variables, letA[V ] denote the set of formulas in
normal form whose free variables are a subset ofV .

Let AssignV = V → Threads be the set of assignments from thread variables in
V to threads. A stateσ ∈ Σ and an assignmentθ ∈ AssignV satisfyϕ ∈ A[V ], denoted
σ, θ |= ϕ, when assigning the parameters according toθ and interpreting the predicates
according toσ yields true.

Define ΣV to be Σ × AssignV . The above notion of satisfaction helps define a
Galois Connection betweenP(ΣV ) andA[V ], by definingγA[V ] : A[V ] → P(ΣV ) as
γA[V ](ϕ) = {〈σ, θ〉 | σ, θ |= ϕ}.

Transformers for formulas With Free VariablesWe start with the concrete transformer
induced by the transition relation, i.e, post: P(Σ) → P(Σ) such that post(S) =
{σ′ | σ ∈ S, 〈σ, σ′〉 ∈ OTR}. The Galois Connection(P(Σ), α, γ,A) directly leads to
the notion of a sound transformer post♯ : A → A. Note that post♯ transforms closed
formulas.

We define the lifted concrete transformer postV : P(ΣV ) → P(ΣV ) as follows:
postV (S) = {(σ′, θ) | (σ, θ) ∈ S, σ′ ∈ post({σ})}.

Now, we can define the notion of soundness for transformers offormulas with free
variables. We say that post♯

V : A[V ] → A[V ] is a sound approximation for the concrete
transformer post: P(Σ) → P(Σ) if it is a sound approximation of the lifted concrete
transformer postV : P(ΣV ) → P(ΣV ).

3.3 The Lifted Abstraction (With Basic Transformers)

We define the lifted domainL = {∀t. ϕ(t) | ϕ(t) ∈ A[t]}, i.e., with the base domain
instantiated withV = {t}. The lifted domain inherits meet and join operations from
A[t]: e.g.,(∀t. ϕ1) ⊔L (∀t. ϕ2) = ∀t. (ϕ1 ⊔A[t] ϕ2).

We define a Galois Connection fromP(Σ) to L by definingγL : L → P(Σ) by
γL(ϕ(t)) =

⋂

θ∈Assign
{t}

{

σ | 〈σ, θ〉 ∈ γA[t](ϕ(t))
}

.

Consider a concrete transformer post: P(Σ) → P(Σ). We obtain a sound trans-
former post♯L : L → L as follows: post♯L(∀t.ϕ(t)) = ∀t.post♯{t}(ϕ(t)). Recall that

post♯{t} is the sound abstract transformer for formulas with a free variable t discussed
earlier.

Lemma 1. For every〈σ, σ′〉 ∈ OTR, if σ ∈ γL(∀t.ϕ(t)) thenσ′ ∈ γL(post♯L(∀t.ϕ(t))).

Proof. Let θ be any assignment in Assign{t}. By definition ofγL, we have〈σ, θ〉 ∈

γA[t](ϕ(t)). Thus, by soundness of post♯

{t} we have〈σ′, θ〉 ∈ γA[t](post♯{t}(ϕ(t))).

Thus, by definition ofγL, we haveσ′ ∈ γL(∀t.post♯{t}(ϕ(t))). Finally, by definition of

post♯L, we haveσ′ ∈ γL(post♯L(∀t.ϕ(t))).

7



Consider the statementy=x from the example program in Fig. 1 and the abstract
stateS1 shown below. We write only the positive predicates for each location, the rest
of the predicates are implicitly negated.

S1 = ∀t. S1a(t) ∨ S1b(t)
S1a(t) = ∀v.

(

at[1](t) ∧ x(t, v) ∧ y(t, v) ∧ g(v) ∧ null(v)
)

∨
(

at[1](t)
)

∨
S1b(t) = ∀v.

(

at[2](t) ∧ y(t, v) ∧ g(v) ∧ null(v)
)

∨
(

at[2](t) ∧ x(t, v)
)

(3)

Applying the Boolean heap transformer fory=x to S1a(t) yieldsS1′a(t). Applying
the Boolean heap transformer fory=x to S1b(t) yields the heapsS1′b1(t) for the case
t is the scheduled thread, andS1′b2(t) for the complementary case. The final result is
obtained by universally quantifying overt, resulting inS1′.

S1′ = ∀t. S1′a(t) ∨ S1′b1(t) ∨ S1′b2(t)
S1′a(t) = ∀v.

(

at[1](t) ∧ x(t, v) ∧ y(t, v) ∧ g(v) ∧ null(v)
)

∨
(

at[1](t)
)

S1′b1(t) = ∀v.
(

at[3](t) ∧ g(v) ∧ null(v)
)

∨
(

at[3](t) ∧ x(t, v) ∧ y(t, v)
)

S1′b2(t) = ∀v.
(

at[2](t) ∧ y(t, v) ∧ g(v) ∧ null(v)
)

∨
(

at[2](t) ∧ x(t, v)
)

(4)

Let φx==y = ∀t.at[3](t) → ∀v.x(t, v) ↔ y(t, v) be the assertion at line[3]. Now,
S1′ |= φx==y (the only disjunct whereat[3] holds isS1′b1(t), in whichx andy point to
the same node). The statementy=x changes only information local to one thread and
therefore this kind of reasoning is sufficiently precise.

Let φg!=null = ∀t.at[4](t) → ∀v.¬(g(v) ∧ null(v)) be the assertion at line[4].
Now, however, consider the statementg=x and the abstract stateS2.

S2 = ∀t. S2a(t)
S2a(t) = ∀v.

(

at[3](t) ∧ x(t, v) ∧ y(t, v)
)

∨
(

at[3](t) ∧ g(v) ∧ null(v)
)

∨
(

at[3](t)
)

(5)

When t is not the scheduled thread, applying the Boolean heap transformer to the
Boolean heapS2a(t) yields many Boolean heaps. This is because of the lack of in-
formation about the status of other threads, which we get by dropping the universal
quantification overt. The scheduled thread may be different fromt. Thus,S2a(t) has
no information about it. In particular,S2a(t) represents a state wherex andy are null
for the scheduled thread. As a result, the assignmentg=x also creates the Boolean heap
Sbad = ∀v.

(

at[4](t) ∧ x(t, v) ∧ y(t, v) ∧ g(v) ∧ null(v)
)

. Obviously,Sbad 6|= φg!=null
and thus the transformer is not precise enough for the purpose of our analysis.

The reason is thatg=x changes a global variable. This change is visible by other
threads and thus the “local” reasoning used above does not model the effect of the other
threads using the information captured by the quantified Boolean heap.
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3.4 The Semantics of Non-Deterministic Scheduling

In order to obtain a more precise, sound transformer for our lifted abstract domain,
we need to exploit the internal structure of the transition relation and the base abstract
transformer imposed by the semantics of non-deterministicscheduling.

Recall that a concurrent program is defined by abasetransition relationTR :
Threads → P(Σ × Σ). This function indicates the transitions a given threadtid can
take. The semantics of non-deterministic scheduling of threads is captured by defining
the overall transition relationOTR : P(Σ × Σ) by OTR =

⋃

tid∈Threads TR(tid).
In the base abstraction, we assume that a sound transformer for OTR is obtained

from a sound transformer for the base transition functionTR as follows. Assume that
for any free thread variablesc not inV , we haveTR

♯
V,sc : A[V ∪{sc}] → A[V ∪{sc}] a

sound approximation forTR(θ(sc))6. Lifting the transformers of the base abstraction to
support receiving the scheduled thread externally in this way is usually straightforward.

Then, the overall base abstract transformerOTR
♯

A[V ] : A[V ] → A[V ] is defined as
follows

OTR
♯

A[V ](ϕ) = project(sc, TR
♯
V,sc(ϕ(V ))) ,

wheresc is a free variable not inV .
In the above definition, we assume that the base abstraction domain has an operation

project for projecting away a thread parametersc. This is equivalent to overapproxi-
mating existential elimination. For example, in Boolean Heaps, we can simply throw
away all literals (positive and negative) that containsc.

We now define a refined transformerOTR
♯
L : L → L by

OTR
♯
L(∀t.ϕ(t)) = ∀t.project(sc, TR

♯

{t},sc
(ϕ(t) ⊓ ϕ(sc))) .

The observation here is that the only thread that changes thestate is the scheduled
thread. The other threads are observing the interference done by the scheduled thread.
Thus, we need to accurately represent the state from both theperspective of the sched-
uled thread and from the perspective oft.

Lemma 2. For every〈σ, σ′〉 ∈ OTR, if σ ∈ γL(∀t.ϕ(t)) thenσ′ ∈ γL(OTR
♯
L(∀t.ϕ(t))).

Proof. Let tsc be a thread s.t.,〈σ, σ′〉 ∈ TR(tsc). Let θ be any assignment from
Assign{t}. We denoteθ∗ = θ[sc := tsc] andϕ′(t, sc) = TR

♯

{t},sc
(ϕ(t) ⊓ ϕ(sc)). By

definition ofγL we have〈σ, θ∗〉 ∈ γA[{t,sc}](ϕ(t)). Furthermore,〈σ, θ∗〉 ∈ γA[{t,sc}](ϕ(sc)).
Thus,〈σ, θ∗〉 ∈ γA[{t,sc}](ϕ(t)⊓ϕ(sc)) which yields〈σ′, θ∗〉 ∈ γA[{t,sc}](ϕ

′(t, sc)) by

soundness ofTR
♯

{t},sc
. Projecting awaysc we have〈σ′, θ〉 ∈ γA[{t,sc}](project(sc, ϕ′(t, sc))).

Thus, by definition ofγL we haveσ′ ∈ γL(∀t.project(sc, ϕ′(t, sc))), i.e.,σ′ ∈ γL(OTR
♯
L(∀t.ϕ(t))).

We demonstrate the refined transformer by computingOTR
♯
L(S2a(t)). The first

step of the transformer is to compute the meet ofS2a(t) andS2a(sc) as shown below7

6 For every〈σ, θ〉 ∈ γA[V ∪{sc}](ϕ(V ∪ {sc})) and〈σ, σ′〉 ∈ TR(θ(sc)) we have〈σ′, θ〉 ∈

γA[V ∪{sc}](TR
♯
V,sc(ϕ(V ∪ {sc}))).

7 For brevity, we have not converted the formula to DNF.
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ϕ(sc, t) = S2a(t) ⊓ S2a(sc) = (∀v.
(

at[3](t) ∧ x(t, v) ∧ y(t, v)
)

∨
(

at[3](t) ∧ g(v) ∧ null(v)
)

∨
(

at[3](t)
)

) ∧
(∀v.

(

at[3](sc) ∧ x(sc, v) ∧ y(sc, v)
)

∨
(

at[3](sc) ∧ g(v) ∧ null(v)
)

∨
(

at[3](sc)
)

)

(6)

Applying the Boolean heaps transformer onϕ(sc, t) we get a disjunction of two
heaps one for the case in whichsc = t and one for the case in whichsc 6= t.

ϕ′(sc, t) = ϕ′
a(sc, t) ∨ ϕ′

b(sc, t)
ϕ′

a(sc, t) = ∀v. (
(

at[4](sc) ∧ x(sc, v) ∧ y(sc, v) ∧ g(v)
)

∨
(

at[4](sc) ∧ null(v)
)

∨
(

at[4](sc)
)

) ∧
(

(

at[4](t) ∧ x(t, v) ∧ y(t, v) ∧ g(v)
)

∨
(

at[4](t) ∧ null(v)
)

∨
(

at[4](t)
)

)
ϕ′

b(sc, t) = ∀v. (
(

at[4](sc) ∧ x(sc, v) ∧ y(sc, v) ∧ g(v)
)

∨
(

at[4](sc) ∧ null(v)
)

∨
(

at[4](sc)
)

) ∧
(

(

at[3](t) ∧ x(t, v) ∧ y(t, v)
)

∨
(

at[3](t) ∧ null(v)
)

∨
(

at[3](t)
)

)

(7)

We project awaysc by removing all literals containing it. This yields the follow
result:

ϕ′′(t) = ϕ′′
a(t) ∨ ϕ′′

b (t)
ϕ′′

a(t) = ∀v.
(

at[4](t) ∧ x(t, v) ∧ y(t, v) ∧ g(v)
)

∨
(

at[4](t) ∧ null(v)
)

∨
(

at[4](t)
)

ϕ′′
b (t) = ∀v.

(

at[3](t) ∧ x(t, v) ∧ y(t, v)
)

∨
(

at[3](t) ∧ g(v)
)

∨
(

at[3](t) ∧ null(v)
)

∨
(

at[3](t)
)

(8)

The interesting observation here is thatg andnull are not aliased in both conjuncts
of ϕ′

b(sc, t). Thus, after the projection we retain this information.
Finally, the result is universally quantified i.e.,S2

′ = ∀t.ϕ′′(t). As expectedS2
′ |=

φg!=null.

4 Case Study: Proving Linearizability

As a case study for the approach we have verified linearizability of three well known
concurrent data structure implementations that use fine-grained concurrency.
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4.1 Implementation

We have implemented the approach on top of TVLA [9]8. The thread parameters were
implemented as unary predicates. Support for treating a binary formula of the form
x(t, v) as a unary predicate was done by adding an appropriate instrumentation pred-
icate (i.e., predicate defined using a formula from other predicate and automatically
updated by the system).

The meet and join operations required from the base domain are already imple-
mented in TVLA. Thread projection is done by forgetting all information about the
unary predicate representing the thread and all instrumentation predicates based on it.

In TVLA it is easier to implement separate transformers for each statement and let
the engine deal with constructing the full post operator. Asa result we are able to use
the basic transformer for some statements and the more expensive refined transformer
only for statements that require the extra precision. We usethe basic transformer for
statements which modify only the local state of the scheduled thread and leave the
global state intact. In these cases the abstract state of anythread that is not the scheduled
thread is unchanged by the operation, thus the precision of the basic transformer is
enough.

4.2 Proving Linearizability

Linearizability [7] is one of the main correctness criteria for implementations of con-
current data structures. Informally, a concurrent data structure is said to be linearizable
if the concurrent execution of a set of operations on it is equivalent to some sequential
execution of the same operations, in which the global order between non-overlapping
operations is preserved. The equivalence is based on comparing the arguments and re-
sults of operations (responses). The permitted behavior ofthe concurrent object is de-
fined in terms of a specification of the desired behavior of theobject in a sequential
setting.

Verifying linearizability is challenging because it requires correlating any concur-
rent execution with a corresponding permitted sequential execution. Verifying lineariz-
ability for concurrent dynamically allocated linked data structures is particularly chal-
lenging, because it requires correlating executions that may manipulate memory states
of unbounded size.

Intuitively, we verify linearizability by representing inthe concrete state both the
state of the concurrent program and the state of the reference sequential program. Each
element entered into the data structure is correlated at linearization points with the
matching object from the sequential execution. The detailsare described in [1].

We have taken the instantiation of Canonical Abstraction presented in [1] as the base
abstraction for the analysis. The analysis of [1] was performed for a bounded number
of threads, by using specialized predicates treating each local variable of each thread
as a separate predicate. We removed these extra predicates,instead treating the thread
local variables as binary predicates. The analysis has predicates for local and global
variables, heap fields and program labels. Finally, we use asis two extra predicates that
capture the correlation between the concurrent and sequential executions (see [1]).

8 We actually implemented our technique in HeDec [10] which generalizes Canonical Abstrac-
tion by allowing coarser and more scalable abstractions.
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4.3 Experimental Results

Tab. 3 summarizes the experimental results of running our analysis on linearizability
algorithms. These benchmarks were run a2.4GHz E6600 Core 2 Duo processor with
2 GB of memory running Linux. We used two abstractions to analyze these examples.
The first is vanilla canonical abstraction as described in Sec. 4.2. The second abstrac-
tion is an extension of canonical abstraction with decomposition of the heap as de-
scribed in [10]. With this abstraction, the state space is significantly reduced, yielding
fewer states and better times. The adaptation of the transformer for the decomposing
abstraction was no harder than that for vanilla canonical abstraction.

The stack algorithm is described in [15]. The algorithm is lock-free and uses a Com-
pare And Swap (CAS) operation for synchronization. The two-lock queue algorithm is
described in [11]. The queue has Head and Tail pointers, eachprotected with its own
lock. The algorithm allows benign data-races in case the queue is empty, i.e., the Head
and Tail pointers are aliased. The non-blocking queue algorithm is described in [4].
The algorithm is lock-free and uses CAS for synchronization. It is more complicated
than the other two algorithms and has a much larger state space in our abstraction. As a
result, canonical abstraction without decomposition on this example resulted in a state
space explosion.

Table 3.Experimental results of proving linearizability for an unbounded numberof threads

Canonical Abstractionwith decomposition
Algorithms States secs. States secs.

Stack [15] 4,097 53 764 7
Two-lock queue [11] 4,897 47 3,415 17
Non-blocking queue [4]MemOut MemOut10,333 252

5 Conclusion

In this paper we have developed a new shape analysis for fine-grained concurrent pro-
grams with unbounded number of threads and demonstrated that it is precise enough to
prove linearizability of useful data structure implementations. This is done by univer-
sally lifting domain construction applied to existing shape analysis domains.

We believe that universal lifting can be also used for interprocedural shape analysis
by universally quantifying over all activation records. This can allow to track correla-
tions between values of local variables of different procedure incarnations.
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