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Abstract. We present new algorithms for automatically verifying properties of
programs withan unbounded number of thread3ur algorithms are based on a
new abstract domain whose elements repreteead-quantifiednvariants: i.e.,
invariants satisfied by all threads. We exploit existing abstractions toseqirthe
invariants. Thus, our technique lifts existing abstractions by wrappingetsal
quantification around elements of the base abstract domain.

Such abstractions are effective because they are thread-modglathey can
capture correlations between the local variables of the same threadlaaswe
correlations between the local variables of a thread and global vari&bie®r-

get correlations between the states of distinct threads. (The exact mdittire
abstraction, of course, depends on the base abstraction lifted in thi$ style.

We present techniques for computing sound transformers for thebstraction

by using transformers of the base abstract domain. We illustrate ounideehin

this paper by instantiating it to the Boolean Heap abstraction, producingm Qua
tified Boolean Heap abstraction. We have implemented an instantiation of our
technigue with Canonical Abstraction as the base abstraction and useddt to s
cessfully verify linearizability of data-structures in the presence of &munded
number of threads.

1 Introduction

This paper is concerned with verifying (basic safety anaiofhnctional correctness)
properties of dynamically-allocated data structures iogpgms with an unbounded
number of threads. The techniques in this paper, for exgrapbible, for the first time,
automatic verification of the linearizability of various fhementations of concurrent
data-structuregven when an unbounded number of client threads manipuiatet
data-structures concurrently

Our approach is based on abstract interpretation, whichinesjus to address the
standard two principal challenges:

— to define a finite representation of infinite sets of prograatestthat can concisely
and precisely express the properties of interest, and

— to compute sound transformers, which overapproximate grano’'s semantics us-
ing this representation.



Quantification-Based Abstract Domailhe essence of our approach is to use an
abstract domain whose elements represent quantified am¢arof the formve.(t),
where the quantification is over threads. The formylés correspond to an abstrac-
tion of the program state from the perspective of a threall second aspect of our
approach is that we exploit existing abstractions to captioe componenp(t) inside
the quantifier. Informally, assume that we have an undeglyhstraction where the
abstract domain corresponds to a set of formulas,. over a vocabulary oc. (Usu-
ally, the vocabulary captures the dependence of the abstomeain on the program
being analyzed.) We refine the abstraction and work with gte&formulasLy . =
{Vt.o(t) | ©(t) € Avocuisy }- Thus, our technique may be seen as a domain construc-
tor. The thread-quantified domain we construct is boundéldetalegree that the under-
lying abstraction domain is: e.g., using a finite-heightebdsmain yields a finite-height
quantified domain.

Transformers A second key contribution of our work relates to the compata
of sound abstract transformers. We show how we can computeldeansformers for
our new domain using sound transformers for the base domdé&mresent a simple
technique for computing basicsound transformer. The basic transformer works well
when a thread’s action does not (potentially) affect thaiiants (or state) observed by
other threads. We also present a more sophisticated teehfog computing aefined
transformer which is useful for thread actions that affébeothreads.

Our technique can be used for concurrehaipe analysiby using suitable shape
analysis abstractions such@anonical Abstractioril4] or Boolean Heap$13] as the
base domain. We have implemented our technique on top of T[@l#system, which
is based on Canonical Abstraction, and used it to veiifgarizability of fine-grained
concurrency algorithms [1].

The thread-quantified abstract domain is a natural domairséoto reason about
programs with an unbounded number of threads. It permitsessmg properties that
correlate a thread’s local variables with each other andl glitbal variables, but not
properties that correlate different, ad-hoc, threadsala@riables. (By “ad-hoc”, we
mean properties that cannot be captured using quantificabiote that when the under-
lying base domain is disjunctive, as is the case with Card®ibstraction and Boolean
Heaps, the new domain will permit disjunctions inside thargifier, which is quite
useful.

Related Work

Gulwani et al. [6] also present a technique for adding usikguantification around a
base abstraction, and use this for proving properties ¢éctidns (such as arrays and
lists). However, their requirements for the base abstiaads different from ours (as
their base domain is an implication domain, while ours issudictive domain). The
techniques they use for constructing transformers arediffevent from ours. Specifi-
cally, we address the needs of the transformers in a comtigedting, unlike Gulwani
et al. Thus, the two approaches target different applinatantexts.

Our work is also closely related to the work of Podelski ané$\[iL3], where they
lift propositional (predicate) abstraction into Booleardps. Our work shows how a

4 We actually implemented our technique in HeDec [10] which generalizesr@ieal Abstrac-
tion by allowing coarser and more scalable abstractions.



similar lifting can be done parametrically over a base ausion domain, and exploits
instantiation of this technique over Canonical Abstracti@ur techniques for gener-
ating transformers are also different from that of Podedsid Wies, especially as we
target complications arising in a concurrency setting.

The abstractions we produce may also be thought of as a kitttredid-modular
abstractions [5], except that we allow for an unbounded rarmobthreads.

Yahav [16] addresses the same end goal as us: proving despefprograms with
an unbounded number of threads manipulating a shared hahpv¥ approach uses
Canonical Abstraction to uniformly handled an unboundechioer of threads as well
as an unbounded number of heap objects. Our use of Quantdieohi@al Abstraction
enabled us successfully prove properties not proved pushicautomatically (using
Canonical Abstraction or other abstractions). (It showddnbted that the capabilities
of Canonical Abstraction depend on the set of predicated. B¢ defining a richer
set of instrumentation predicates, these abstractionbeamade more expressive. The
advantage of our new approach is that it can reduce the needafioually coming up
with nonstandard or program-specific instrumentation ipegds to assist verification
and it can reduce the number of predicates required.)

Previously, verification approaches have approached asunded number of threads
by distinguishing between the thread that is currently pedmsoned about, and conflat-
ing all the threads executing concurrently with it. When tiews of different threads
are symmetrical, this principle yields a useful abstracfir reasoning about concur-
rent programs and has been used in several works dedicapgduing properties of
concurrent programs such Bavironment Abstractiof2] andInvisible Invariantq12].

The chief difficulty, particularly for domainonstructionsis defining the transform-
ers: semantics of program statements on elements of theefdbmain. Here, we use
a technigue based on a heuristic for quantifier instantiatiaided by the intuition that
the desired properties can often be established by disshigg the thread being an-
alyzed from those executing concurrently with it, but cafig the properties of all
those interfering threads. This quantifier instantiatienristic bears a resemblance to
that used in the Simplify theorem prover [3]. There, the idea that given a procedure
for the quantifier-free case, the quantified case can be édndiing a heuristic of in-
stantiating the universal quantifiers to translate theyjirgo one in the base theory in
an incomplete, but hopefully sufficient, way. Simplify gesies quantifier-free queries
that are checked using an SMT decision procedure, whilelicase the translation is
to an existing abstract domain.

Main Results

In this paper, we study the utility of abstractions built byiuersally quantifying over
threads. The contributions of this paper can be summarizéollaws:

— We present a generic method for lifting abstract domainsrdeioto provide ab-
stractions for concurrent programs with an unbounded nuittareads.

— We present techniques for developing sound abstract tiansfs for the lifted
domain by reusing the abstract transformers of the baseidoma

— We describe an implementation of a concurrent shape asdhg lifts Canonical
Abstraction and use it to verify linearizability of a nomsbking stack implementa-
tion from [15] and the two-lock queue implementation ddsediin [11]. We have



also extended our previous work that combined heap decatiggowith Canon-
ical Abstraction and used it verify the linearizability ohan-blocking queue im-
plementation from [4].

2 Overview

In this section, we present an informal overview of our mdtho

Object g = null; // global variable
threadProc() {
Object x = null, y = null;
[11 x = new Object();
21y =x;
[3] assert(x ==y);
g =X
[4 assert(g !=null);

}

Fig. 1. A simple multithreaded program. The program consists of an unboundetber of
threads executinghr eadPr oc.

A Motivating Example.Fig. 1 shows a toy concurrent program used to illustrate the
ideas in this paper. Our ideas, however, are applicableaistie programs as shown
in Sec. 4. The program contains a couple of very simple iavasi (expressed as asser-
tions) that we would like to automatically infer. The firsvamiant is that when a thread
is at statemert3] , it's x andy values are equal. This is an example dheead-local
invariant (which cannot be affected by the execution of ptheeads). The second in-
variant is that when a thread is at staterme#} , the value of the global variablg is
non-null. This is an example of @on-local threadinvariant, and can be affected by
the execution of other threads. In general, a non-locakthiavariant could involve
global as well as thread-local variables. As an examplesidenan assertion that when
athread is at statemejnd] , the value ofjy and it'sx are equal. This is an assertion that
fails to hold for the given program (because of interactidtinwther threads).

Background: The Boolean Heap AbstractioAs explained in Sec. 1, our approach
is to lift an existing abstraction to produce a more precisgtraction that is suitable

for programs with an unbounded number of threads. We wilsitate our idea using

Boolean Heaps [13] as the underlying base abstraction snpiyper. Boolean Heaps
are abstractions targeted at shape analysis, and desetibef states consisting of an
unbounded number of heap objects using formulas of thevollp form

\/{¥v : object ¢} (v)} (1)
el

wherev ranges over heap objectsv) is a quantifier-free formulas over a set of unary
predicates kept in DNF form. For the running example, weug# the predicates shown
in Tab. 1. We assume thataill value is represented by a special heap object.



Table 1.Predicates used for (Quantified) Boolean Heap Abstraction

Predicate Intended meaning

X(t,v) local variablex of threadt points to objecw
y(t,v) local variabley of threadt points to objecw
g(v) global variabley points to objecv

null(v) v is aspecial null object

at[l](t) threadt is at program label

The Quantified Boolean Heap AbstractioAs explained earlier, the essence of our
approach is to use quantified invariants of the fortp(t) (similar to [6]), where
the set of formulasy(t) allowed inside the invariant are determined by a base damain
Using Boolean Heaps as our base domain leads to the follatefigition of Quantified
Boolean HeapQuantified Boolean Heaps approximate sets of states byfasof the
form

vt:thread \/{vuv:object ¢;(t,v)} 2)
el

wheret ranges over threads,ranges over non-thread objectgt, v) is a quantifier-
free formulas over a set of unary and binary predicates,ikedpNF form > Notice that
a quantified boolean heap is an universally quantified dition of standard Boolean
heaps, but where some previously unary predicates havetd®ed by the universal
variable. This increases the expressive power of the abhstiements.

Tab. 2 shows the part of the Quantified Boolean Heap desgriii@ invariant of
our running example for the threads in program locafidh as computed by our anal-
ysis. (In the sequel, we shall use the following notatiomavention. Logical variables
{sc,t,t1,t2, ...} range over thread objects and other logical variables raagenon-
thread objects.) The convention is that if a predicate do¢sppear in a disjunction,
then its negation implicitly holds.

Table 2. Part of the Computed Quantified Invariants for the Running Example

Vt. \%
Vo. (at[4](t) AX(t,v) AY(tv) Ag(v)) V (atf4](t) A null(v)) V
Yo. (at[4](t) Ax(t,v) Ay(t,v)) Vv (at[4](t) A null( )V (atf4](t) Ag(v )) %
Vo. (at[4](t) AX(t,v) Ay(t,v) Ag(v)) V (atf4](t) A null(v)) V (atf4](t)) v

Abstract Transformers.Computing abstract transformers is very challenging, espe
cially in the presence of concurrency, as the execution ef thread may affect the
state observable by another thread. In Sec. 3 we presentiedféechniques for com-
puting sound transformers for our lifted abstractiondiairig transformers of the base

5 This is similar to Indexed Predicate Abstraction [8], except that the nuofbirdex variables
is limited to2, and that we allow a disjunction between the quantifiers.



abstraction. The main idea is to “instantiate” two symbdthieads, one for the sched-
uled thread, and one representing another arbitrary thesafto utilize the transformer
of the underlying base domain to compute the change in theaabstate as observed
by each of these threads.

Discussion. Our new analysis is capable of inferring the invariants nogetd in the
program: namely, that for any threa@t program locatio’ we havex(t) = y(t), and
thatg is not null at the end (for any thread’s execution). In Seavé contrasted our
new abstraction with [16] which naturally models unboundégkcts and threads in a
uniform fashion using Canonical Abstraction, but cannéiithe above invariants. In-
deed, the previous abstraction cannot even express thesairts. The Boolean Heap
abstractionwith the set of predicates described in this sectiwas the same limitations.
It should be noted that the capabilities of Canonical Alesitva and Boolean Heap ab-
straction depend on the set of predicates used. By usin@errset of predicates, espe-
cially instrumentation predicates, these abstractionsbeamade more expressive and
be used to prove the above invariants. The advantage of thebstraction is that it
can reduce the need for nonstandard or program-specifitcpted or the number of
predicates in a very natural way.

3 Abstract Domain for Concurrent Shape Analysis

In this section we will describe the lifting abstract domegmstruction, in the next we
will describe a particular instantiation for verifying &arizability.

3.1 The Concrete Semantics

We start by defining operational concrete semantics usefuliéscribing concurrent
programs without procedures. For simplicity of presentative concentrate on refer-
ence variables and fields. L&hreads andLocations be countable sets representing
threads and heap locations respectively.l\Ngtrs, GVars, andFields be the local vari-
ables, global variables, and heap fields respectivelyllgihet Labels be a finite set of
program labels. LeE be the set of possible states. A state >’ maps the following:

— For each global variableg, o(g) € Locations

— For each local variable, o(x) : Threads — Locations
— For each field , o(f ) : Locations — Locations

— o(pc) : Threads — Labels

A concurrent program is defined by a transition relaffaR : Threads — P (X x
X). The transition relation gives for each choice of the nekeslelled thread the possi-
ble state transitions. The overall transition relatioWiBR = | J,; s threads I R(tid).

3.2 The Base Abstraction

We present the lifted abstract interpreter as well as the Bbstract interpreter as oper-
ating on formulas in a normal form. This is done for simpliaf presentation. For ex-
ample, Boolean Heaps are already presented using these f@etails on how Canon-
ical Abstraction can be presented in such terms can be foupid].



We assume a base abstract domain with elements drawn fromdacfdormulas,
where (A4, v4,a4,P(X)) is a Galois Connection, with megty and joinU 4 opera-
tions.

Usually, abstract elements correspond to formulas witfreetvariables. However,
our framework exploits abstract transformers for formwiéth free variables. So, we
first formalize the setting for this requirement [13].

Given a setl’ of free (thread) variables, led[V] denote the set of formulas in
normal form whose free variables are a subsét of

Let Assigny, = V — Threads be the set of assignments from thread variables in
V to threads. A state € X and an assignmefite Assign,, satisfyy € A[V], denoted
0,0 = ¢, when assigning the parameters according and interpreting the predicates
according tar yields true.

Define Xy to be ¥ x Assign,. The above notion of satisfaction helps define a
Galois Connection betweegh(Xy ) and A[V], by definingy .y : A[V] — P(Xv) as
'7A[V]<90) ={(0,0) | 0,0 = ¢}.

Transformers for formulas With Free Variablé&le start with the concrete transformer
induced by the transition relation, i.e, postP(X) — P(X) such that pogtS) =
{o’| o € S,{c,0') € OTR}. The Galois ConnectiofP (X)), a, v, A) directly leads to
the notion of a sound transformer postA — A. Note that posttransforms closed
formulas.

We define the lifted concrete transformer gostP(Xy) — P(Xy) as follows:
post, (S) = {(0",0) | (0,0) € S, 0" € pos({c})}.

Now, we can define the notion of soundness for transformeirofulas with free
variables. We say that p(ﬁ,st A[V] — A[V]is a sound approximation for the concrete
transformer post P(X) — P(X) if it is a sound approximation of the lifted concrete
transformer post : P(Xy) — P(Zv).

3.3 The Lifted Abstraction (With Basic Transformers)

We define the lifted domaill = {Vt. o(t) | p(t) € A[t]}, i.e., with the base domain
instantiated withl” = {t¢}. The lifted domain inherits meet and join operations from

A[t] eg,(Vt Lpl) Ur, (Vt 302) =Vt. ((pl HAM QDQ)
We define a Galois Connection frof(2) to L by definingvy. : L — P(X) by

L(p(t) = ﬂaeAssignm {U | (0,0) € YA[t] (‘P(t))}
Consider a concrete transformer pos?(X) — P(X). We obtain a sound trans-
former post : L — L as follows: post(vt.¢(t)) = Vt.post,, (¢(t)). Recall that

posfi 0 is the sound abstract transformer for formulas with a fresatte ¢ discussed
earlier.
Lemma 1. Forevery(c,o’) € OTR,if o € v (Vt.¢(t)) theno' € ’yL(pOSﬁ:(Vt.gp(t))).

Proof. Let 6 be any assignment in Assigt@. By definition of~y, we have(c,0) <
va(#(t)). Thus, by soundness of pbst we have(o’,6) € ~yap(post,, (p(1))).
Thus, by definition ofy;, we haver’ € vL(Vt.posﬂt}(g:(t))). Finally, by definition of
post , we haver’ e ~; (post (Vt.¢(t))).



Consider the statemegtx from the example program in Fig. 1 and the abstract
stateS1 shown below. We write only the positive predicates for eadation, the rest
of the predicates are implicitly negated.

~

S1 =Vt S1,(t) v S1y(t
A

t
S1a(t) = Vo. (at[1](t) AX(t,v) AY(t,v) A g(v) A null(v))
atl1)(t)) v 3)
S1,(t) = Yo. (atf2](t) Ay(t, v) A g(v) Anull(v))
at2](t) A X(t,v))

Applying the Boolean heap transformer forx to S1,(t) yields S1/,(¢). Applying
the Boolean heap transformer fprx to S1,(t) yields the heaps1; (t) for the case
t is the scheduled thread, aisd,, () for the complementary case. The final result is
obtained by universally quantifying overresulting inS1’.

S1" = Vvt. S1,(t) v S1;, (t) v S1; (1)
S1/(t) = V. (at1](t) A X(t v) AY(t,v) A g(v) Anull(v) V
at(1](1)
51, (t) = Y. (atf3](t) A g(v) A null(v)) V 4)
?at[3] (t) AX(t,v) AY(t,v))
515 (t) = Vo. (atf2](t) Ay(t, v) A g(v) Anull(v)) v
(at2](t) A X(t,v))

Let ¢x==y = Vt.at[3|(t) — Yv.z(t,v) < y(t,v) be the assertion at lirfe3] . Now,
S1" = ¢x==y (the only disjunct wherat[3] holds isS1} (t), in whichx andy point to
the same node). The statemgntx changes only information local to one thread and
therefore this kind of reasoning is sufficiently precise.

Let ¢gi=nui1 = Vt.at[4](t) — Yv.~(g(v) A null(v)) be the assertion at line4] .
Now, however, consider the statementx and the abstract staf.

S2 = Vt. 52,(t)
52,(t) = V. (at[3](t) AX(t,v) AY(t,v)) V (5)
at[3](¢) A ( ) Anull(v)) vV
at[3](1))

Whent is not the scheduled thread, applying the Boolean heapftraner to the
Boolean heah2,(t) yields many Boolean heaps. This is because of the lack of in-
formation about the status of other threads, which we getrbpping the universal
quantification ove¥. The scheduled thread may be different franThus,S2,(t) has
no information about it. In particula§2,(t) represents a state whereandy are null
for the scheduled thread. As a result, the assignmgertalso creates the Boolean heap
Spaa = Vu.(at[4](t) AX(t,v) AY(t,v) A g(v) Anull(v)). Obviously,Spaa F~ dgi =nuii
and thus the transformer is not precise enough for the parpsur analysis.

The reason is thaj=x changes a global variable. This change is visible by other
threads and thus the “local” reasoning used above does ri#irie effect of the other
threads using the information captured by the quantifiedd&oheap.



3.4 The Semantics of Non-Deterministic Scheduling

In order to obtain a more precise, sound transformer for ifiedl abstract domain,
we need to exploit the internal structure of the transitielation and the base abstract
transformer imposed by the semantics of non-determirgstieduling.

Recall that a concurrent program is defined bpasetransition relationT'R :
Threads — P(X x X). This function indicates the transitions a given threatican
take. The semantics of non-deterministic scheduling @&fats is captured by defining
the overall transition relatio®T' R : P(X x X) by OT' R = Uy, gcthreads T R(tid).

In the base abstraction, we assume that a sound transfoom@flfR is obtained
from a sound transformer for the base transition funciigd as follows. Assume that
for any free thread variable: notin 1, we havéTR%,’SC s A[VU{sc}] — A[VU{sc}] a
sound approximation faF R(6(sc))®. Lifting the transformers of the base abstraction to
support receiving the scheduled thread externally in tlaig i usually straightforward.

Then, the overall base abstract transformé?Rf[l[v] : A[V] — A[V] is defined as
follows

OT R, (1) = project(sc, TR}, .. (2(V))) ,

wheresc is a free variable not ify.

In the above definition, we assume that the base abstradioaid has an operation
project for projecting away a thread parameter This is equivalent to overapproxi-
mating existential elimination. For example, in Boolearape we can simply throw
away all literals (positive and negative) that contadn

We now define a refined transform@f'R%. : L — L by

OTR (Vt.4(t)) = Vt.project(sc, TR, (o) M p(sc))) -

The observation here is that the only thread that changest#te is the scheduled
thread. The other threads are observing the interference bip the scheduled thread.
Thus, we need to accurately represent the state from botbetispective of the sched-
uled thread and from the perspectivelof

Lemma 2. Forevery(c,o’) € OTR, if o € v (Vt.¢(t)) theno' € ’YL(OTRﬂL(Vt.gD(t))).

Proof. Let t,. be a thread s.t{o,0’) € TR(ts.). Let § be any assignment from
Assign,,. We denoteé)” = 0[sc := t,.] andy'(t, sc) = TRﬁ{t}ysc(go(t) M e(sc)). By

definition ofy;, we have(o, 0*) € va(f1,sc}1(2(t)). Furthermore(o, 0%) € yafs,sc11(@(sc)).
Thus,(0,0%) € yae,sey (#(E)M(sc)) which yields(o”, 0%) € yaq,sey ('(£, s¢)) by

soundness (ﬁ”R%t},sc. Projecting awayc we have(o’, 0) € va[q¢,scy (Project(sc, ¢'(t, sc))).
Thus, by definition ofy, we haves’ € v, (Vt.project(sc, ¢ (¢, sc))),i.e.,0’ € 'yL(OTR”L(Vt.ap(t))).

We demonstrate the refined transformer by Compu(DngﬂL(S%(t)). The first
step of the transformer is to compute the mee$f(¢) and.S2,(sc) as shown belo

® For every(a,0) € vapugsen(@(V U {sc})) and(c,o’) € TR(6(sc)) we have(s’, ) €

YA ugsen (TR . (9(V U {sc}))).
7 For brevity, we have not converted the formula to DNF.



p(sc,t) = S24(t) M.524(sc) = (Yo. (at[3](t) AX(t,v) AY(t,v)) V
(at3](¢) A g(v) A null(v)) Vv
(atf3](1))) A ©
(Vu. (at[3](sc) A X(sc,v) AY(sc,v)) V
at[3](sc) A g(v) A null(v)) v
atf3)(s0)))

Applying the Boolean heaps transformer @fisc, t) we get a disjunction of two
heaps one for the case in whigh= ¢ and one for the case in whicla # t.

t) Vg (se,t)

sc) AX(se,v) AY(sc,v) A g(v)) V

sc) Anull(v)) V

sc)) ) A

) ) (7)

We project awaysc by removing all literals containing it. This yields the folv
result:

(8)

The interesting observation here is tgandnul | are not aliased in both conjuncts
of ¢ (sc,t). Thus, after the projection we retain this information.
Finally, the result is universally quantified i.63" = Vt.¢" (t). As expecteds,’ =

ng! =nul | -

4 Case Study: Proving Linearizability

As a case study for the approach we have verified linearigabil three well known
concurrent data structure implementations that use fiaggd concurrency.
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4.1 Implementation

We have implemented the approach on top of TVLA[9]he thread parameters were
implemented as unary predicates. Support for treating arpiformula of the form
x(t,v) as a unary predicate was done by adding an appropriate mstitation pred-
icate (i.e., predicate defined using a formula from othedigste and automatically
updated by the system).

The meet and join operations required from the base domairalaeady imple-
mented in TVLA. Thread projection is done by forgetting afdrmation about the
unary predicate representing the thread and all instruatientpredicates based on it.

In TVLA it is easier to implement separate transformers fachestatement and let
the engine deal with constructing the full post operatoraAesult we are able to use
the basic transformer for some statements and the more gixpaefined transformer
only for statements that require the extra precision. Wethisébasic transformer for
statements which modify only the local state of the schatittieead and leave the
global state intact. In these cases the abstract state ¢figegd that is not the scheduled
thread is unchanged by the operation, thus the precisioheobasic transformer is
enough.

4.2 Proving Linearizability

Linearizability [7] is one of the main correctness criteria for implemetagi of con-
current data structures. Informally, a concurrent datzcsire is said to be linearizable
if the concurrent execution of a set of operations on it is\ejent to some sequential
execution of the same operations, in which the global oréénéen non-overlapping
operations is preserved. The equivalence is based on comphe arguments and re-
sults of operations (responses). The permitted behavithreofoncurrent object is de-
fined in terms of a specification of the desired behavior ofdbject in a sequential
setting.

Verifying linearizability is challenging because it retpg correlating any concur-
rent execution with a corresponding permitted sequentiad@tion. Verifying lineariz-
ability for concurrent dynamically allocated linked dateustures is particularly chal-
lenging, because it requires correlating executions tlzat manipulate memory states
of unbounded size.

Intuitively, we verify linearizability by representing ithe concrete state both the
state of the concurrent program and the state of the refersaguential program. Each
element entered into the data structure is correlated aadimation points with the
matching object from the sequential execution. The dedaddescribed in [1].

We have taken the instantiation of Canonical Abstracti@sented in [1] as the base
abstraction for the analysis. The analysis of [1] was pentat for a bounded number
of threads, by using specialized predicates treating ezadl variable of each thread
as a separate predicate. We removed these extra predioatead treating the thread
local variables as binary predicates. The analysis hasgated for local and global
variables, heap fields and program labels. Finally, we useta® extra predicates that
capture the correlation between the concurrent and sequexecutions (see [1]).

8 We actually implemented our technique in HeDec [10] which generalizesrieal Abstrac-
tion by allowing coarser and more scalable abstractions.
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4.3 Experimental Results

Tab. 3 summarizes the experimental results of running oalyais on linearizability
algorithms. These benchmarks were rub4GHz E6600 Core 2 Duo processor with
2 GB of memory running Linux. We used two abstractions to arephese examples.
The first is vanilla canonical abstraction as described in 82. The second abstrac-
tion is an extension of canonical abstraction with decontjposof the heap as de-
scribed in [10]. With this abstraction, the state spacegaificantly reduced, yielding
fewer states and better times. The adaptation of the transfofor the decomposing
abstraction was no harder than that for vanilla canonicstrabtion.

The stack algorithm is described in [15]. The algorithm kidree and uses a Com-
pare And Swap (CAS) operation for synchronization. The kwak queue algorithm is
described in [11]. The queue has Head and Tail pointers, paatbcted with its own
lock. The algorithm allows benign data-races in case theigisgempty, i.e., the Head
and Tail pointers are aliased. The non-blocking queue #lgoris described in [4].
The algorithm is lock-free and uses CAS for synchronizatlors more complicated
than the other two algorithms and has a much larger state $pacir abstraction. As a
result, canonical abstraction without decomposition s éixample resulted in a state
space explosion.

Table 3. Experimental results of proving linearizability for an unbounded nurobérreads

Canonical Abstractiomvith decomposition

Algorithms States secs. |Stateg secs.
Stack [15] 4,097 53] 764 7
Two-lock queue [11] 4,897 47| 3,415 17
Non-blocking queue [4MemOut  MemOu{10,333 252

5 Conclusion

In this paper we have developed a new shape analysis for faieegl concurrent pro-
grams with unbounded number of threads and demonstrateid iprecise enough to
prove linearizability of useful data structure implemeintas. This is done by univer-
sally lifting domain construction applied to existing skamalysis domains.

We believe that universal lifting can be also used for inteepdural shape analysis
by universally quantifying over all activation records.iJlean allow to track correla-
tions between values of local variables of different praredncarnations.
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