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Abstract

This paper presents a method to infer preconditions that contain
quantifiers. Such invariants can quantify over an unbounded num-
ber of storage locations and elements of arrays, and allow shape
properties of programs that manipulate pointers and dynamically
allocated data structures to be described concisely. The precondi-
tions that are found ensure that any assertions that exist in the cod
will hold when they are reached.

Precondition discovery is accomplished by performing back-
ward shape analysis, with the goal of underapproximating the
weakest liberal precondition. To be able to perform (underapprox-
imating) generalization in loops, the method is based on overap-
proximating the complement; that is, we start with the complement
C of the assertion(s) (heng describes the states that should not
be reachable) and perform overapproximating shape analysis back-
wards to find an overapproximatidn of the states at the beginning
of the procedure that could reach Taking the complement ab
provides the desired precondition.

We concentrate our discussion on programs that are written in
languages that permit destructive updating of dynamically allo-
cated storage. Even though we are dealing with such a challenging
problem, we have found that the abstractions that we use are precise
enough to work backwards through loops successfully. Moreover,
the use of abstraction provides significant leverage for automated
backward reasoning: abstraction can lower the numbedestrip-
tors of aliasing possibilities that an automatic technique would oth-
erwise have to enumerate explicitly, which can greatly lower the
size of the (abstract) state space that is explored.

1. Introduction

In this paper, we use backward analysis to infer preconditions that
contain quantifiers. The preconditions that we find ensure that any
assertions that exist in the code will hold when they are reached.
The assertions can be either programmer-supplied, or based on
requirements of the programming language (e.g., no dereferences

of NULL are permitted). 3.

To accomplish this, we perform backward analysis. A backward
analysis works counter to the program'’s flow of control, which has
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both advantages and disadvantages. For instance, an advantage of a
backward analysis is that it can be demand-driven: it seems natural
to work backward when the goal is to check a single assertion. The
approach has the potential to determine answers faster because its
work can be focused on specific points of interest.

On the other hand, backward analysis presents substantial chal-

enges:
1. The standard approach to inferring preconditions is to start

with an assertion and work backwards, computing the weakest
(liberal) preconditionlp) at each step. Many logics are closed
underwlp with respect to non-looping code fragments, and this
has made it a fundamental primitive in formal reasoning.

Unfortunately, there is a stumbling block: in the presence of a
loop, there is a need to find a loop invariant. When performing
static program analysis, at each program point we are usually
seeking an overapproximation of the states that can arise there;
i.e., we want to represent at least the states that can occur at
each program point, and possibly more. However, when trying
to infer a precondition, this is not the case: a superfluous state at
the beginning of the procedure could be one that leads to a sub-
sequent state that violates the assertion. Thus, when inferring
preconditions, an underapproximation is needed.

However, underapproximations have problems of their own:
the difficulty with working with underapproximations when
trying to find a loop invariant is the difficulty in generalizing. In
a setting in which overapproximation is appropriate, if we have
several states that we need to cover, we can over-generalize and
still get a sound result. This is not the case when working with
underapproximations.

. For a language with destructive updating, the forward seman-

tics of the program means that information is lost when mem-
ory locations are overwritten. Consequently, the backward (ab-
stract) semantics has to be non-deterministic—that is, for at
least some backward transformers, from a given post-state will
have to non-deterministically generate all possible pre-states
from which the post-state could have been created.

The problem is exacerbated when the programming language
allows destructive updates through pointers. 4 be an assign-
ment statement of the form = e. For simple assignments, the
weakest liberal precondition @ with respect ta (denoted by
wip(s, Q)) is obtained fronQ by replacing every occurrence of

v in @ by e. However, assignments through pointers (i.e., state-
ments of the formxp = ¢) must be handled by the approach of
Morris [17], where the weakest liberal precondition(@fwith
respect toxp = e is Q with every reference in Q replaced by

“if *p == *qg thene elser”.

To overcome the problem of working with underapproximations

(item 1), we use a different approach, namely, we use an overap-
proximation of the complement: we take the complement of the
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assertion(s) (i.e., we start with the states that should not be reachd nt strlen(char *str){

able) and find an overapproximation of the states at the beginning[ 0] int i = 0;
of the procedure that could reach them. Taking the complement of [ 1] while(str[i] = "\0"){
the resulting abstract states provides the desired precondition. [2] i+
It is important to understand the distinction between two differ- }
ent, but related, goals for a precondition-discovery method: [3] returni;

(1) For a given assertion instanae(or set of assertion instances  }
A), find a precondition that ensures that each time the program
reaches: (alternatively, any of the € A) in some state, the

assertion at holds ino. Figure 1. A procedure that finds the length of a C-style null-
(2) For a given assertion instanae(or set of assertion instances  terminated string.

A), find a precondition that ensures that (i) the program will links of the first list (‘h” abbreviates “next”), and changes the

reacha (alternatively, one of the € A), and (i) each time the NUL L-valuedn-link in the final cell to point to the second list.

program reaches (alternatively, any of the. € A) in some The assertions of interest are that the returned list is acyclic,

state, the assertion at holds inc. and that all of the heap-allocated nodes are reachable from the

In this paper, we address version (1); that is, we do not provide  head of the returned list. We show how to generate automati-
the kind of “must-reach” guarantee provided by (2)(i), even for cally a precondition that captures the condition “if the result of
terminating runs of the program. In particular, a terminating run  append is to be acyclic, a sufficient condition is that the two

of the program can start in a state that satisfies the generated input lists are disjoint.”
precondition, but, due to non-determinism in the program, bypass organization.. The remainder of the paper is organized as fol-
assertior: completely: . o lows: §2 presents an example, and provides an overview of our
This paper makes the following contributions: _ _ goals, methods, and results obtaing8.presents the basic prin-
* We develop methods that address items 2 and 3 in our list of ¢iples underlying our technique in a form independent from the
challenges. In particular, our approach might be characterized shape-analysis contex presents the technique in the context of
as “Morris tamed by abstraction™: the method “respects Morris” shape analysis, including specific strategies and solutions to spe-
in the sense that it accounts for all of the possible aliasing com- cific challenges that arise in applying the method for shape anal-
binations; however, the size of the set of explicitly enumerated ysjs. §5 describes our current implementati@6. discuses related
situations is kept low by means of abstraction—that is, detailed work. §7 draws some conclusions from our work.
information is kept only for some of the pre-structures for the
transition, and others are merged into combined, less-detailed2  Qyerview
descriptors by abstraction. L . .
We introduce two heuristics that seem to be quite effective Before diving into shape analysis and the full running example of
at reducing the number of descriptors of aliasing possibilities this paper, consider tht r | en procedure of Fig. 1. The assertion

that have to be enumerated explicitly, yet allow interesting in the code is implicit and states that when accessing i | at
preconditions to be inferred successfully. line[ 1] the index is within the allocated bounds of the string. The

= “Do not enumerate detailed aliasing possibilities for nodes precondition that makes sure this assertion never fails is that the
that one is not currently interested in.” (Of course, this length of the allocated buffer is greater thaand that somewhere
leaves open the question of what we mean by “currently in the string the null characten 0’ appears.
interested in”; this is addressed§a.) As is done in the C standard, we distinguish between two cases:
= “Only keep track of the part of the heap that has been rele- (i) i is one step after the end of the allocated buffer (a position for
vant (while working backward) so far.” (Again, the concept  Which we keep an auxiliary variabletr|), and (ii)i is completely
of “relevant so far” will be explained later; s€6.2.) off the buffer (i.e.i < 0V i > [str|). We use a special unary
We present the basic principles underlying our technique in a Predicateout[str](i) to capture the latter case. A unary predicate
form independent from the shape-analysis context, which al- cz[str](i) captures the condition that the characterstm[i] is
lows the approach to be applied to perform backwards analysis ' \0' . ) )
and precondition discovery for a broader class of abstract do- ~ The negated assertion of lijel] can be represented by the
mains (se&3). This represents an improvement to the state of formulai = |str| v out[str](i). Performing backward analysis
the art for symbolic methods for abstract interpretation, because from this assertion gives us the following abstract elements (shown
heretofore the kinds of symbolic methods that we make use of here as formulas) at the entry label:
were only known for a specific class of shape-analysis domains * |str| =0,
[24]. We show that our techniques apply to programs that ma- ® |str| = 1 A =ez[str](0),
nipulate arrays and strings, and discuss the analysis of example ® |str| = 2 A =ez[str](0) A =ez[str](1),

programs in each area. o [str| > 2AV0 < j <|str|.—cz[str](j)
* We present improvements to the state of the art for symbolic It is easy to see that the negation of this formula (treated as a
methods for shape analysis [24] ($&8. disjunction) gives us the precondition that we are looking for.

We illustrate our approach using the example of destructive ap-

pend of two lists. Theappend procedure runs down the- 2.1 Running Example

We use the proceduappend shown in Fig. 2 as the running ex-

1Thus, (1) corresponds to using weakest liberal preconditiQ is the
weakest liberal precondition dR with respect toS if @ is the weakest

ample for the papegppend takes two lists as arguments (pointed
to by x andy). It has a loop that performs a trailing-pointer search

condition such that ifS terminates when started in a state that satisfies Or the final node of thex-list: variablet traverses the list until it

Q, the state obtained after executisgsatisfiesR—whereas (2) would reaches the end; variabpe ev serves as the trailing pointer, trail-
require using weakest preconditior@-is the weakest precondition dt ingt by one node as they move in lock-step down the list. In the

with respect taS if @ is the weakest condition such that §)terminates

when started in a state that satisfi@s and (i) the state obtained after ~ 2In C, a pointer is permitted to point one element past the enchoffar,
executingS satisfiesR. but it is not allowed to be dereferenced when it is that state.
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Li st append(List x, List y){

[0] List t = x;
[1] List prev = NULL;
[2] while(t !'= NULL){
3] prev = t;
typedef struct node [
yipnt dat a; { [4] t = t->n;
struct node *n; ; .
} *List; [5] if(prev == NULL) x =y;

[6] else prev->n =y;

[7] assert(AcyclicList(x));
[8] assert(AllReachabl e(x));
[9] return x;

@ (b)

Figure 2. (a) Declaration of a linked-list datatype in C;
(b) destructive-append procedure.

common case whepe points to a non-empty list, whenbecomes
NULL, pr ev points to the final node of the list, and thefield of
the final node is changed (froNULL) to point to the head node of
they-list.

Analysisgoals. There are two assertions at the endappend:
one on line [7],

[7] assert(AcyclicList(x));,
which asserts that is an acyclic list, and one on line [8],
[8] assert (Al Reachabl e(x));,

scriptorsof aliasing possibilities that an automatic technique would
otherwise have to enumerate explicitly, which can greatly lower the
size of the (abstract) state space that is explored. (The analysis still
accounts for all of the possible aliasing combinations, but detailed
information is kept only for some of the pre-structures for a given
transition; others are merged into combined, less-detailed descrip-
tors by abstraction.)

As we observed in [13], abstraction can also help in dealing
with complicated properties, such as transitive closure. When done
correctly, computing the transitive closure on an abstract descriptor
is easier than reasoning about transitive closure in concrete stores.
Thus, choosing the right abstraction can enable the analysis to
reason about transitive closure with enough precision to prove
desired properties.

The precondition obtained for append. As a way to provide
intuition about what sort of results are obtained as the result of
precondition discovery faappend, it is actually easier to discuss
the abstract states that arise from the backwards-shape-analysis
phase to overapproximate thad statest the entry toappend.
Fig. 3 shows four of the twenty-sevedivalued structures that
backwards shape analysis generates for the entry node for the
assertion of acyclicity. The assertion of reachability generates an
extra seventeesrvalued structures (representing the cases in which
the leak has occurred before the procedure has started).

Each shape graph shown in Fig. 3 represents a set of concrete
memory configurations. Each graph typically represents lists of
various lengths, with various connections among the list nodes.

which asserts that all of the heap-allocated nodes are reachablelhe shape graph shown in Fig. 3(a) represents just one memory
from x. The goal of the analysis that we develop is to find a configuration—one that consists of a three-element list in wkich
precondition that will ensure that the assertions on lines [7] and points to the head of the list arydpoints to the second node of the

[8] will hold whenever lines [7] and [8] are reached, respectively.

same list. The shape graph shown in Fig. 3(b) represents an infinite

There is a third, hidden assertion on line [6] due to the way Set of memory configurations, each of which is finite and contains
that we have chosen to handle cyclicity. The analysis assumesone list structure in whick points to the head of the list, and
that the original lists are acyclic, and ensures that no cycles are points to the third or later node of the same list.

formed during the execution of the program by adding an extra

Heap-allocated nodes and their properties in the represented

assertion each time an operation that destructively updates a fieldheaps can be read off from the shape graph in the following way:

is performed. Irappend, there is one such operation on line [6]:
prev->n = y; the assertion checks thpt ev is not reachable
fromy.

Analysis overview. The analysis starts with the assertions and
complements them. It then performs shape analysis backwards,
using a variant of the Sagiv-Reps-Wilhelm (SRW) approach based
on 3-valued logic [21F The phase of backwards shape analysis
finds an overapproximation of the states at the beginning of the
program that could reach the complement of the assertions. Taking
the complement of the resulting abstract states provides the desired

precondition.

In shape analysis, we wish to represent a large (possibly infi-
nite) set of memory configurations using a finite set of memory de-
scriptors; here this is done by collapsing nodes together into “sum-
mary nodes” (drawn as double circles). We use three-valued logical
structures (sets of relations in which entries for tuples are allowed

to have the additional truth valug/'2 to capture the case in which

for some of the original tuples represented by the abstract tuple the

value is true {) while for others the value is fals@)).

The use of abstraction provides significant leverage for auto-

mated backward reasoning: abstraction can lower the numbler of

3More precisely, we resurrect a slightly broader class-oflued logic
abstractions originally used in an early version of SRW [26}]d use a
theorem prover as the engine for abstract interpretationgathe lines of
the method presented in [24] (with improvements and some hiesribiat
have a substantial impact on performance). The differences firevious
approaches based 8rvalue logic will be explained in later sections as we
explain the techniques at a deeper level.

e Circles stand for abstract nodes.

= A solid circle stands for an abstract node that represents

exactly one concrete heap node. In Fig. 3(a), the circles
labeled0, 1, and2 represent the three nodes of an input list
of length three.

= A double circle stands for an abstract node that may repre-

sent one or more concrete nodes.

In Fig. 3(b), the double circle345 represents some num-
ber of nodes in the tail of the list (but not in the tail of the
y list), while the double circl266 represents some number
of nodes that are in the tail doththex list and they list).

e The namep represents pointer variabfe. For instance, the
names of the pointer variables of prograppend, namely,
X,Y,t,andpr ev appear in the shape graphs in Fig. 3.

A dotted arrow fronp to an abstract node represents the fact
thatp may point to some of the heap nodes represented by the
abstract node, and may be false for others. Fig. 3(a), the fact
thatt andpr ev have dotted arrows to the three abstract nodes
means that we have no information about which nodand
pr ev point to, or whether either or both have the validi L.

The absence of a namein a shape graph means that, in
the memory configurations represented by the shape graph,
program variable definitely has the valu®ULL. (In Fig. 3,
none of the variable names is absent.)

e A unary propertyg that holds for all heap nodes represented
by an abstract node is represented in the graph by writing the
property name inside the node’s circle.

For example, the property “reachable-froravia-n”, denoted
in the graphs by[n, z], means that the heap nodes represented
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Figure 3. (a)x points to the head of a three-element list gngbints to the second node of the same list)(Ippints to the head of a list and
y points to the third or later node of the same list;{q)oints to the head of a two or three-element list that shares a common taibibjyo
the wholex-list—with the list pointed to by; (d) y points to the head of a list that shares a common tail—possibly the whiade—with

the list pointed to by.
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by the corresponding abstract nodes are (transitively) reachablebe reachable) and find an overapproximation of the states at the

from pointer variablex via n-fields.
All three circles in Fig. 3(a) contain the property nane, z].

This means that all three concrete nodes represented by the

three circles are reachable framvia 0 or more dereferences
of n-fields.
The absence of a property nameén a circlern means that

beginning of the procedure that can reach them. The complement
of the resulting set of abstract states is the desired precondition.

A program is a transition system defined in terms of a set of
relations{r; }, where each is a relation on the s&toreof stores.

The weakest liberal precondition is characterized by the concrete
operatorPre[7]:

the property does not hold in any of the concrete nodes that

m represents. The notatian= 1/2 in a circler means that
propertyg may hold for some of the concrete nodes that the
circle represents, but thgtmay fail to hold for some of the
concrete nodes that the circle represents.

A solid edge labeledh between abstract nodea and m’
represents the fact that thefield of the heap node represented
by m points to the heap node represented+h{ Fig. 3(a)
indicates that then-field of the node represented by node
points to the node represented by ndde

A dotted edge labeled between abstract nodes and m’
tells us that then-field of one of the heap nodes represented
by m may point to one of the heap nodes representechhy

In Fig. 3(b), the dottedh edge froml to 2345 means that the
n-field of the heap node thatrepresents may point to one of
the heap nodes thag45s represents.

Pre[7](S) £ {s € Store| Vs’ € Store: (s,s') e 7 = 5" € S}.

. T —b
Our goal is to underapproximake[r]| by some operatdPre [7].
Also relevant to the discussion is the operdtoe[r]:

Pre[7](S) £ {s € Store| 35’ € Store: (s,s') e T A5’ € S},
which is related tdPre[r] as follows:
Pre[7](S) = Pre[7](S5)

Therefore, to underapproximalie[r](S), we can use

def

Pre’[7](S) & Pref[7](S),

wherePref 1] is any overapproximation dfre[7]. Thus, a suitable

. . — . .
Because the analysis checks that the program can never intro-operatorPre [r] can be obtained by using an operafre® [7]

duce cycles, a dotted self-loop labeleadan never represent a
cycle in any of the concrete stores represented.

In general, a binary property that holds between all the con-
crete nodes that abstract nogerepresents and all the concrete
nodes that abstract node represents is represented by a solid
edge labeled from m to m’. Such an edge is absentifdoes
not hold between any pair of concrdte, m’) nodes, and dot-
ted if r holds for some pair of concreter, m’) nodes and does
not hold for others.

For instance, the propertyn] (v, v2) means “Isv; reachable
from v, along zero or mora-links?” In Fig. 3(b) the solid[n]
edges fronD to 2345, from 2345 to 1, and from1 to 266 mean
that the four abstract nodes represent a linked list of length four
or more.

In summary, the shape graphs portray information of three kinds:
solid meaning “must hold” for properties,

absent meaning “must not hold” for properties, and

dotted, or (in the case of circles) doubled meaning “don’t know”

for properties.

The two other structures shown in Fig. 3 can be explained
similarly.

¢ In Fig. 3(c),y points to the head of a two or three-element list

that shares a common tail (possibly the whelist) with the

list pointed to byx.

¢ In Fig. 3(d),y points to the head of a list that shares a common

tail (possibly the whole-list) with the list pointed to by.

In each of the four cases shown in Fig. 3afipend is called with
actual parameters andy, append will introduce ann-link that
connects the last node of thelist to the node thay points to,
thereby creating a cycle.

The memory configurations allowed by the precondition are the
structuresiotrepresented by the four structures shown in Fig. 3 and
their twenty-three brethren. In high-level terms, the precondition
discovered captures the condition “if the resulapfpend is to be
acyclic, a sufficient condition is that the two input lists are disjoint”,
or, as a formulayv . —n*(z,v) V —-n*(y, v).

3. Inferring Preconditions
The approach to precondition discovery taken in this paper is to

compute a backward overapproximation of the bad states: We take
the complement of the assertion(s) (i.e., the states that should not

obtained with standard abstract-interpretation techniques.

In [5], it is shown that, under certain reasonable conditions, it
is possible to give apecificationof the most-precise overapprox-
imation to Pre[r] for a given abstract domain. For a Galois con-
nection defined by abstraction functianand concretization func-
tion -, the most-precise abstract transformer that overapproximates
Pre[7], denoted byPre!. [7], can be expressed as follows:

@)

This defines the limit of precision obtainable using a given abstrac-
tion. An abstract transformer is sound (for an overapproximating
backward analysis) if it overapproximat@)(Pregest[r]. However,

Eqg. (1) is non-constructive; it does not provide agorithm for
finding or applyingPregest[r]. (Note that the above discussion ap-
plies regardless of whetherrefers to the transition relation for a
single statement, or to the transition relation for the entire proce-
dure.)

Graf and Sali [9] showed that, by working symbolically, deci-
sion procedures and theorem provers can be used to implement an
algorithm that achieves the same result as applying the most-precise
abstract transformer, fquredicate-abstraction domaing.e., ab-
stract domains that are finite products of predicateStong. Sub-
sequently, we showed how to create algorithms for applying the
most-precise abstract transformer for domains other than predicate-
abstraction domains [19, 24]. All of these algorithms exhibit an
interesting interplay between abstract elements of an abstract do-
main and formulas in a logic. Such ideas are pursued further in
the present paper (where the logic is first-order logic with transi-
tive closure). This paper makes a number of contributions that go
beyond the work of Yorsh et al. [24]; these ideas are presented in
§3.2.1,§4.2, and§4.3.

We make use of the following operations:

e The operatiory(a) expresses the concretization of abstract
valuea as a logical formula, which sidesteps the fact that, in
general, the result of applyingto a is an infinite set of concrete
storesv(a) convertsa into a formula that characterizega)
exactly; that is, the set of concrete stores that safj$fy are
exactly those iny(a).

¢ The operatiorx(yp) identifies the most-precise abstract value of
a given abstract domain that overapproximates a set of concrete
stores that are represented symbolically by formula

Pregest[r] =« o Pre[r] o 4.
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procedure INFERPRECONDITION(cfg, assertion$
foreachlabelin cfgdo
solutiorflabel] := a(—assersiongabel))
od
Perform overapproximating backward analysis, starting from
solution
until a fixpoint is reached
return —y(solutiorcfg.entry})
end

Figure 4. Pseudo-code for the algorithm for inferring precondi-
tions.

It can also be interesting to make use of these primitives, yet—
for pragmatic reasons—be satisfied with something that is not
as precise. In that casg(S) should overapproximate the states
represented by.

The algorithm for inferring preconditions is given in Fig. 4.

The source of the preconditions are all of the assertions in the

procedure, either provided explicitly by the programmer, or im-
plicit from the semantics of the programming language (e.g., no

main used is a powerset lattice (possibly with a Hoare order—i.e.,
the elements of the sets have a partial order between them). We will
refer to the sets in the lattice as abstract sets and to the individual
elements in the sets as abstract elements. For a given transformer
application, aconcrete store paiis a pair of concrete stores such
that the concrete execution of the transformer on the first store may
yield the second store. We call the first component of such a pair a
pre-store and second component a post-store.

The algorithm takes a transformer and an abstract set represent-
ing the post-stores. The algorithm returns an abstract set that is an
overapproximation of the pre-stores that match the post-stores rep-
resented by the input abstract set, and hence is an overapproxima-
tion of Pref.[7]. The algorithm is written to apply transformers
backwards, but could be trivially modified to apply transformers
forwards (i.e., receive as input an abstract set that represents th
pre-stores and return an abstract set that represents the pos)-store

The basis of the algorithm is the use of two-vocabulary abstract
elements, i.e., abstract elements that directly represent pairs of
concrete stores. A two-vocabulary abstract element can be thought

null-dereferences). The initial abstract element for each program Of & approximating the relatianwhen restricted to the post-stores
point (or label) is an overapproximation of the negated assertions répresented by the input abstract element. We assume that each

in that state §(—assersiongabel)); & converts the formula of the

transformerr has a formulap, that captures the meaning of the

negated assertions to a set of abstract elements that overapproxtransformer by relating the possible pairs of pre- and post-stores.

imate the bad states. (Note that in this stejis not required to

The algorithm operates on one abstract element at a time; it first

operate on an arbitrary formula, just on negated formulas from the @Pplies the operation ENDPRE, which takes an abstract ele-

assertion language used. This is discusseédid.1.)

We then perform backward analysis (using chaotic iteration,
based on the method for applying transformers symbolically that is
described ir3.1), resulting in an overapproximation of the states

ment and extends it to a two-vocabulary abstract element that as-
sumes nothing about the pre-store. Thereafter, it repeatedly applies
semantic reductions [5] (i.e., operations that move to a different
element in the abstract lattice without changing the set of repre-

at the entry point of the procedure that can reach the bad statesSented concrete stores). When no more semantic reductions can be

When a fixpoint is reached, thgoperation is used to convert the

applied, it projects out the post-store vocabulary, leaving just the

set of abstract elements at the entry point of the procedure backPre-store vocabulary.

into a formula. The precondition for the procedure is merely the
negation of that formula-¢y(solutioricfg.entry)).

ExAMPLE 3.1. Itis instructive to examine how the backward anal-
ysis ofstrl en presented ir§2 progresses towards the fixpoint.
Consider the abstract elements at lapdl] , i.e., the loop header.
We consider the case in whidhtr| = 4; the case in which
out[str](¢) holds is handled similarly. Again, we discuss the ab-
stract elements in terms of formulas. The iniGalised (se§4.2.1)
returns two abstract elements:

o i = |str| A|str| =0,

e i = |str| Alstr| >0
After one iteration through the loop, the first case is removed (be-
cause it would mean thatr[—1] was accessed, which is handled
by the caseut[str](z)). The second case is further split into two:

e i =0 A |str| =1 A —ez[str](0),

o i =|str| — 1 A|str| > 1 A —ez[str](i)
Similarly, the following iteration advances one more step toward
the beginning of the string, discarding the first case and splitting
the second.

o i =0 A |str| = 2 A —ez[str](0) A —ez[str](1),

o i = |str| — 2 A |str| > 2 A —ez[str](i) A nez[str](i + 1)
In the next iteration, the abstract domain can no longer represent
the specific differences betweeand |str| and is forced to gener-
alize, yielding:

e i =0A|str| > 2AV0 < j < |str|.—cz[str](j)

e 0 <i<|str|Alstr| >2AVi < j<|str|.-cz[str](j)

The algorithm given in Fig. 5 is based on a division of labor
between two operations.

e The SHARPEN operation performs a semantic reduction that
returns a tighter overapproximation of the concrete store pairs
that the two-vocabulary abstract element represents—without
moving to asetof two-vocabulary abstract elementsi&RPEN
can also discover that the two-vocabulary abstract element does
not represent any concrete store pairs at all. In that case, it
returns a special elemeat, which causes the algorithm to give
up on the current two-vocabulary abstract element and move on
to the next one.

The Focus operation is a semantic reduction that performs
case splits by replacing a two-vocabulary abstract element by
a set of two-vocabulary abstract elements that represent the
same concrete store pairs. Wheadus can perform no more
case splits, it simply returns its input two-vocabulary abstract
element.
The algorithm uses theH3RPEN operation to tighten the overap-
proximation as much as possible, and then appliess to per-
form case splits to further improve the precision. These are iterated
to increasingly tighten the overapproximation. To ensure termina-
tion of the algorithm, we requiredcusto return a bounded num-
ber of two-vocabulary abstract elements and perform a bounded
number of case splits.

Finally, we use the ROJECTPRE operation to project the two-
vocabulary abstract element onto its first (pre-store) component.

An algorithm for the SIARPEN operation is given in Fig. 6. The

The last iteration computes exactly the same abstract elements ancglgorithm requires that the abstract domain provide, in addition to

the analysis terminates.

3.1 Applying Transformers Symbolically
In this section, we present a general algorithm for applying trans-

formers using a theorem prover. We assume that the abstract do-

7, the following two operations:

e The ASSERTIONSOperation returns a finite set of formulas, in
some limited language, that describe the possible ways in which
the abstract element can be restricted (i.e., to move down in the
ordering on abstract elements).
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procedure BACKWARD TRANSFORM(XSyost, T) such a model yield§ al se, then necessarily the assertion is not

result:= L implied by the abstract element. A single model can be used to rule
foreach Spost € XSyost dO out many of the assertions. Furthermore, any time we pass the for-
active:= EXTENDPRE(Spost) mula® — 1) to the prover, we can pagsA — to the model finder
while active# () do and possibly accumulate more models.
select and remove an elemehfrom active The use of the models is especially important because of the
S := SHARPEN(S, 7) presence of the &cus operation. When considering the abstract
if S = & then skip to the next iteration elements resulting fromdcus, one has to consider many of the
next:= Focus(S, 7) assertions that we have not been able to prove on the original ab-
if next= {S} then stract element. This repeated work can become a major bottleneck
result:= resultll PROJECTPRE(S) in the algorithm. However, if we have models for the original ab-
else _ _ stract element, we can use them to prune many of these repeated
active:= activeU next calls. Note that a model for the abstract element befae s is
od necessarily a model for at leamteof the abstract elements in the
od result (becausedcusis a semantic reduction). However, it is usu-
return result ally the case that it is not a model fail of the returned abstract
end elements. We can easily check which of the abstract elements the
Figure 5. An abstract algorithm for applying a transformer back- mggg: belongs to by evaluating the appropriatéormula on the
\pl)vr%rg:dure SHARPEN(S, 7) The use of bounded mogjel finders for firs.t-order Iggic has an-
if PROVER(=(5(S) A - )) returns valicthen return © other advantage when applied to formulas with transitive closure.
foreacht € ASSERTIONSS) do Because the model size is bounded, theltransm\./.e closyre of a for-
if PROVER(5(S) A ¢ — 1) returns valicthen mula can be accurately formulated by using auxiliary binary pred-
S := IMPOSHS, 1) icates. These predicates iteratively represent paths of increasing
od length. For eachj that is a power o, we add a predicatg; that
return S represents all paths of length less or equaj.t@he property is
end recursively defined using the formulas of the form

Figure 6. A semantic reduction for tightening a two-vocabulary Y1, v2 . p2.i(vi,v2) < p1(vi,v2) V Jw. pi(v1,w) A pi(w, ve)
abstract element.

e The IMPOSE operation takes an assertion and returns a new
abstract element that incorporates the fact that the assertion
holds.

The first step of the algorithm is to check that the two-vocabulary
abstract element represents at least one pair of concrete stoiges. Th Backward abstract interpretation can be quite expensive for suffi-
is done by checking validity of the negatédormula using atheo-  ciently expressive domains. A possible way to improve the perfor-
rem prover. If the negated formula is valid, there can be no concrete mance and precision of the analysis is due to Cousot and Cousot
store pair represented by this two-vocabulary abstract element, and6]: combine forward analysis and backward analysis.
the special indicatos is returned. Afterwards, therBRPEN al- The use of forward analysis can help in two ways: (1) provide
gorithm simply enumerates the assertions returned by &ei information about the possible behaviors of the code, and thereby
TIONS operation, and for each of them uses the theorem prover allow the backward analysis to explore fewer cases, and (2) dis-
to check whether they are implied Byof the two-vocabulary ab- cover case distinctions that are important and can thus be employed
stract element, conjoined with the transformer formula; that is, it by the backward analysis. Of course, because we do not have a
checks symbolically that for every pair of concrete pre- and post- good initial condition to start with, a forward analysis of the same
stores of the transformer—as constrained by the two-vocabulary precision can be quite expensive. However, using a weaker anal-

The bounded model size gives us a bound on the path length
needed. Thus, we add a logarithmic number of new predicates.

3.2.2 Combining Forward Analysis

abstract element—the assertion holds. If this is the caseRSEN ysis can still prune many of the stores for the backward analysis,
uses the MPOSEoOperation to incorporate that information into the ~ greatly improving performance, and, in some cases, even the pre-
two-vocabulary abstract element. cision. Because we are symbolically computing the transformers,
the information from the forward analysis can be easily supplied
3.2 Improvements to the backward analysis by simply conjoining to the transformer

. . formula the result of applying to the value for the pre-store from
3.2.1 Using Model Finders the forward analysis. pPyINg P
One of the main problems with working with a theorem prover to In [6], the combination is taken one step further, and forward
implement $IARPENIs that many provers are very good at proving and backward analyses are iterated to improve the precision of the
validity, but very bad at proving invalidity (this is reasonable when result. We can employ a similar idea in this context by applying the
considering the semi-decidable nature of first-order logic). When following steps. First, perform backward analysis until a fixpoint
using such a theorem prover, most of the time is spent on trying to is reached and an abstract set is associated with the entry label.
prove invalid assertions about the abstract store. Any store that may cause the assertion to fail is represented by this
If the theory used for the abstract domain and the transformers abstract set. Thus, we can now start a forward analysis (of the same
has an effective model finder (e.g., a bounded model findentts fi  expressiveness as the backward analysis) with that set as an initial
order logic, such as Paradox [4]), we can do better (heuristically). value. When the forward analysis reaches a fixpoint, the abstract
The model finder has to be sound, but not necessarily complete,sets that failed an assertion are a tighter overapproximation of the
i.e., every model has to satisfy the formula, but there may be a sat-possible bad states, and thus they can be used as the new initial
isfiable formula for which it does not produce a model. The result values for another iteration of backward analysis. The process can
returned by the model finder is used to prune assertions before theybe iterated to further improve the precision of the abstract values
are given to the theorem prover. If evaluating an asserfioon computed.
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3.2.3 Improving Performance to differ by the value of at least one abstraction predicate. Because

Another useful observation is that because the analysis starts fromt€ Number of abstraction predicates s fixed, this yields a bounded

all the negated assertions, when doing the backward analysis thenumber of possibl_e abstre}ct nodes. The main dif'ferer]ce bet_ween
algorithm can assume that the assertions hold. the abstract domain described here and the one used in [21] is that

Finally, when working with a theorem prover, the algorithm " [21] every pairnode;, node; of different abstract nodes either
checks whether the formula that characterizes the abstract struc-4i (A5 # 0 or A; N A; # 0. This ensures that each concrete node
ture implies any of the assertions. This can be done sequentially; &0 be represented by at most one abstract node. Here this is not
however, there is work on theorem proving that enables a theoremthe Case; every pair of abstract nodes must differ by the value of at
prover to accept multiple conjectures in parallel and reason about [€ast one abstraction predicate, but the difference canesusl,

1 1 H
them simultaneously [15], thus saving much of the redundant work 0 VErsuss, or 1 versus;. Thus, in some cases there can be several
of the separate proofs. ways to map the concrete nodes to the abstract nodes.

There are two additional requirements on abstract nodes. First,
. . . each node must represent at least one concrete nodgyi.e.,(v).
4. Inferring Preconditions for Shape Analysis Second, the abstract nodes in the structure represent all the concrete
In this section, we present a method for inferring preconditions for nodes, i.e.yv. \/, ai(v). Finally, to ensure that a concrete node is
heap-manipulating programs. The method is based on the algorithmnot simultaneously mapped to two abstract nodes, we require that
in §3. The abstract domain used is a variation of the Canonical A,; 70 . —(ai(v) A a;(v)).
Abstraction domain introduced in [21]. The vocabulary may contain additional predicates catled
As explained ing1 the use of destructive updates complicates rived predicateswhich are explicitly defined from other predicates
backward analysis because all of the possible aliases between théising a formula in first-order logic with transitive closure. These
pointer through which the destructive update is performed and derived predicates help the precision of the analysis by recording
the rest of the store need to considered. We try to alleviate this correlations not captured by the universal information. Some of the
problem by grouping heap cells together (into summary nodes) andunary derived predicates may also be abstraction predicates, and
uniformly treating aliases with any member of the same summary thus can induce finer-granularity abstract nodes.
node. We say thatS; T S: if there is a total mappingn between
Following the approach of [21], we use logical structures to rep- the abstract nodes &f; and the abstract nodes 6% such that
resent the concrete stores of the program, and use first-order logicS2 represents all of the concrete stores thatrepresents when
with transitive closure (FO(TC)) to specify the concrete transform- considering each abstract node $f as a union of the abstract
ers. This provides great flexibility in what programming-language nodes ofS:1 mapped to it bym. Formally,7(S1) A thm — 7(Sa2)
constructs the method can handle. For the purpose of this paper, wevhere

assume that the vocabulary used is fixed and always contains equal- = /\ Vo as(v) — d(v)
ity. Furthermore, we assume that the transformer cannot change the m” o J
universe of the concrete store. Allocation and deallocation can be node; € 51

easily modeled by using a designated unary predicate which holds m(node;) = node;

for the allocated heap cells. Similarly, we assume that the universe The order is extended to sets using the induced Hoare order (i.e.,
of the concrete store is non-empty. The abstract elements are conxs C XS, if for each elemenss; € XS there exists an element
veniently represented as finilevalued logical structures. We shall g, € XS, such thatS; C S,).
explain the meaning of such an abstract elenteily describing The abstract domain can easily handle two-vocabulary elements
the formulay(S) to which it corresponds. by considering the predicates in the pre- and post-stores together.
The individuals of a3-valued logical structure are called ab-  To avoid a name clash, we use primed versions of the predicates
stract nodes. We use an auxiliary unary predicate for each abstracin the post-store. The transformer formulas can be easily written
node to capture the concrete nodes that are mapped to it. For an abysing first-order logic over this shared vocabulary. Note that the

stract structure with universgoden , . . ., noden } let{as, .. . an} transformer formula should relate primed and unprimed versions of
be the corresponding unary predicates. For eaely predicate all the non-derived predicates. On the other hand, it is not necessary
in the vocabulary, eackrtuple (nodex, . . ., nodex) in the abstract  to specify the update in the derived predicates as it can be extracted

structure (called an abstract tuple) can have one of the following from their defining formula.
truth values{0, 1, 2 }. The truth valuel means that the predicate
p universally holds for all of the concrete nodes mapped to this 4.1 Applying Transformers

abstract node, i.e., To apply the abstract transformers for this domain, we use the

Vo1, ..ok a1 (v1) A Aak(vr) — plor, .. o8) () algorithm in Fig. 5. The abstract operations are instantiated as
L . ) follows.
Similarly the truth value) means that the predicateuniversally e EXTENDPRE is performed by renaming the predicates in the
does not hold, i.e., post-store formula to their primed versions and using it for the

two-vocabulary structure. Because we assume that no trans-

Yur,...,vg.a1(v1) A ... Aag(vg) — —p(vr,...,v 3 . .
! k-a1(v1) k(o) p(vs QIS former can change the universe of the concrete nodes, this cor-

The truth valuel means that we have no information about this responds to assuming nothing about the pre-store.
abstract tuple, and thus the value of the predipasenot restricted. e For PROJECTPRE, we throw away all the tuple formulas con-
We use a designated set of unary predicates caltstraction taining primed predicates (this corresponds to projecting out the

predicatego control the distinctions among concrete nodes thatcan  primed vocabulary in th8-valued structure). This may cause
be made in an abstract element, which also places a bound on the several nodes to have the same values on all the abstraction

size of abstract elements. For each abstract node;, A; denotes predicates. In this case, they are merged by using the same ab-
the set of abstraction predicates for whigitle; has the truth value stract node for all of them. The appropriate abstract tuples are
1, andA; denotes the set of abstraction predicates for whiele; also merged by only keeping universal formulas that still hold
has the truth valu®. Each abstract node is uniquely determined after the merge (i.e., that have the same truth value for all of the
by the values ofd; and A;; i.e., every pair of abstract nodes have abstract tuples mapped to the same abstract tuple).
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e The AssSERTIONSOperation takes every abstract tuple whose
truth value is% and returns two formulas, one to represent the
case in which the truth value sand another to represent the
case in which the truth value is

¢ IMPOSEcoNjoins the assertion with the current formula.

To explain the Bcusoperation, we first define the concept of
focusing a unary predicate on an abstract node.plle¢ a unary
predicate andvode; be an abstract node such that the truth value
of p on node; is 1. In this case we return the following abstract
elements:

¢ An element in which the value @fon node; is changed t@.

¢ An element in which the value @fon node; is changed td.

¢ If node; is a summary node it can represent more than one
concrete node. Thus, we return a third element in whiatie;
is bifurcated into two nodesode; andnodeg; all the abstract
tuples which contaimode; are duplicated to reflect that they
hold on bothnodej andnode}. In addition, the value op on
node, is changed t®, and the value of onnode] is changed
to1l.

Itis easy to see that the three abstract elements represent all the con-

crete stores that the original abstract element representezl &

chooses a single abstract node and a single abstraction predicate,

and performs the aforementioned operation on it. Alternatively,
Focusreturns the original element.deusis thus guaranteed to
return a bounded number of structures (up to three). Furthermore,

As explained in§3, @ should overapproximate the negated as-
sertions of the program. For existential clauses this means to repre-
sent all concrete stores in which the conjunction of negated literals
holds universally. Thus, an abstract element with a single abstract
nodenode; is used. The only abstract tuples that are %MIe the
ones that correspond to the negated literals.

For universal clauses, the negation gives an existentially quan-
tified conjunction of negated literals. Let, . . . , vy, be the existen-
tially quantified variables. The abstract elements to represent the
negated assertion are built in 3 steps:

1. Generate an abstract element for each possible aliasing between
v1,...,v,. Each set of aliased variables is represented by a
single non-summary abstract node. These nodes are marked
using thefootprint predicate to indicate they are of interest.

For each abstract element, the abstract tuples that correspond to
the negated literals are given the appropriate value ¢ase the
predicate is now negative aidn case it is positive). All other
abstract tuples are given the val§|e
Finally, for each abstract element two cases are considered: (1)
The concrete store represented contains only nodes correspond-
ing to these abstract nodes, and (2) There are other concrete
nodes that need to be represented. This is done by adding an-
other abstract node for which all abstract tuples containing it
are%. For this noddootprintis 0, to indicate the nodes there
are of no immediate interest.

2.

3.

because the condition is maintained that each pair of abstract nodes

has an abstraction predicate with different values, there can be only
a bounded number of times thabEusreturns more than one ele-
ment. Thus, the BCKWARD TRANSFORMalgorithm is guaranteed

to terminate.

4.2 Focus Strategy

In the context of shape analysis, one of the challenges of applying
the approach of overapproximating the complement is that the
representation of all the bad stores is much less compact than

4.3 Handling Transitive Closure

The main difficulty with using existing theorem provers to imple-
ment the given algorithm is the use of transitive closure in the defin-
ing formulas of derived predicates. Using transitive closure is cru-
cial to the precision of the analysis. However, theorem provers do
not exist for FO(TC). This is for a good reason because FO(TC)
is undecidable, and transitive closure does not even have an R.E.
axiomatization in first-order logic. We chose the approach of ap-

the representation of the good stores. Consequently, one of theproximating the behavior of transitive closure based on [13]. In that

important requirements for making the analysis possible is to have
a strategy for concentrating on the important parts of the heap. We

method, a partial axiomatization of transitive closure in first-order
logic is incrementally given to the theorem prover. The axiomati-

chose a strategy based on the heap cells that are accessed durirgation is sound but incomplete. Thus, if the theorem prover stores

the execution of the code. This is similar in spirit to the footprint
analysis of [3].

¢ We introduce an auxiliary predicate callfmbtprint

e Focus performs case splits only according to the predicates
that represent the program variables participating in the current
operation. Each time such a program variable is determined to
point to some node, we annotate this node using the footprint
predicate.
The true power of the footprint predicate comes by changing the
PROJECTPRE operation. There, if there is a non-footprint ab-
stract nodenode; and a footprint noderode; such thatd; C
A; andA; C A;, we remove the footprint annotation from
node; and merge it withnode;. This ensures that a footprint
node remains separate only as long as it has some extra infor-
mation regarding the abstraction predicates.

4.2.1 Computinga of the Negated Program Assertions

The algorithm in Fig. 5 can be easily modified to compatas
well (by considering single vocabulary and not two-vocabulary el-

ements; see also [24]). However, the algorithm presented here re-

turns a more compact representation of the negated assertions whe
a restriction is placed on the form in which assertions are allowed
to written. In particular, allow the programmer to write assertions
in two forms. Universal or existential clauses (i.e., universally or
existentially quantified disjunctions of literals).

that the formula is valid, it is also valid in FO(TC). However, it can
claim that a formula is invalid even though it is valid in FO(TC).

In the context of the algorithm presented here, this means that the
algorithm will overapproximate the pre-stores of the transformer
(which is what we want).

We allow transitive closure of only simple binary predicates.
Transitive closure of more complicated formulas can be modeled
by adding a new derived binary predicate whose defining formula
is the formula for which transitive closure should be computed.

For each binary predicatefor which transitive closure needs
to be computed, we add a new binary predigate This predicate
is not necessarily part of the vocabulary of the abstract domain.
If this is the case, the predicate is local to the computation of the
transformer. Any information collected for this predicate that is not
representable in the abstract element will be forgotten in the pre-
store and may have to be recomputed when the next transformer is
applied. The basic axiomatizationmf. are the formulas that relate
ittop, i.e.,

Y1, vz . pre(v1,v2) < p(vi,v2) V 3w . p(vr, w) A pre(w,v2)  (4)
N1, v2 . pre(vi,v2) < p(vi,v2) V Iw. pre(vi, w) A p(w,v2) (5)

Additionally, useful axioms such as transitivity are added. If the
binary relation is a function, we also add the order axiom, which
means thap,. is a total order for nodes reachable from the same
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node: Li st reverse(List x){
[0] List y = null;
Vo1, va, Vs . pte(v1,v2) A pre(vi, vs) — [1] while (x !'= NULL){
pre(v2,v3) V pre(vs, v2) Vva = vs [2] List t =vy;
A challenge when working withy. is proving that ap.. edge {Z% % - i: >
does not exists between two nodes. This is because the intended [5] y- ;n -t !

meaning ofp:. is a least solution for Eq. (4), which is not express-
ible in first-order logic. The main observation that helps to alleviate
this problem is that the abstract element is finite, and thus transitive
closure can be computed on it using a standard reachability algo-
rithm. Any information about the-edges that can be expressed in
the abstract element can be exploited to approximatgtheredi-

cate. Thus, we maintain a transitive-closure relation on the abstract
element, and every time the prover states that an assertion about the; 5 - 5
p-relation is valid, this transitive-closure relation is updated. Any Figure 7. A procedure that destructively reverses a singly-linked

new information aboup;. is stated as an axiom and added tothe list. e .
formula of the abstract element. The performance of backward analysis is significantly improved

by adding forward information as describediB12.2. For most ex-
amples, we use a simple forward analysis in which only the cells di-
rectly pointed to by pointers are tracked. Aliasing between pointers

When the fields of Fhe heap (;ells are modifi.ed during Qxecution of and direct field references between points (such as immediately fol-
the program, the binary _relatlor_\s representing these_flelds Cha_”gelowing the operatiox->fi el d = y) can be recovered from the
For keeping the analysis precise, the derived predicates defined

.S ! . analysis. This allows the backward analysis to limit the possible lo-
over transitive closure of these binary predicates n_eed_ to be ac-cation of pointers and reduces the number of case splits thats
curatg]y updated. There are two approgches for maintaining thesepen‘orms. Some assertions for iepend anddel et e examples
transitive-closure relations. First, work in database theory and dy- oqire 4 more sophisticated (yet still cheap) forward analysis that
namic complexﬁy (see [7,11]) give flrst-order update formulas for also tracks reachability from the input variables.
the case of unit changes to the binary relation. Second, the parts
of the heap in which the transitive closure has not changed can be 1 Proarams Analvzed
approximated. We have implemented both approaches and choosg' 9 y
to present the second one here. We have used the system to infer preconditions for several pro-

The basic observation for finding the parts of an abstract ele- grams. This section describes the programs analyzed and the pre-
ment in which the transitive closure has not changed is that if inside conditions recovered. In the experiments, we have analyzed two
a setA, there is no change in the edge relation then any change intypes of programs: programs that manipulate acyclic singly linked
the transitive closure withinl is because of a path going out 4f lists and programs that manipulate arrays. The method can be ex-
and then back in. Thus, if we can prove that there is a set of abstracttended to support other data structures by choosing different de-
nodes in which the edge relation has not changed, and has either ndived predicates in the same way that TVLA can be extended. For

[ 6]
[ 7]
[ 8]

assert (AcyclicList(y));
assert (Al | Reachabl e(y));
return vy;

4.3.1 Tracking Changes in Transitive Closure

outgoing edges, or no incoming edges, the transitive closure of the
edge between nodes i has not changed. The analysis in the be-
ginning of this section already gives a way of finding regions for
which there are no outgoing (incoming) edges. To find where the

example, see [16] for methods of analyzing cyclic singly linked
lists using TVLA.

To clarify, the analysis assumes that the original lists are acyclic
and ensures that no cycles are formed during the analysis by adding

edge relation has changed, we add further queries to the theoremfin extra assertion each time an operatiofield = y is performed

prover. The queries are of the form
Vi, vz ai(vr) Aaj(v2) — (p(vr,v2) < p'(v1,02))

wherep is a binary relation that has changed in the operation and
for which transitive closure is tracked.

5. Proof Of Concept

We have created a proof-of-concept implementation of the algo-
rithm using a specialized version of the TVLA system [14]. TVLA

is a parametric system for performing shape analysis using abstrac
domains based on canonical abstraction. We modified TVLA to use
the algorithm described in this paper for applying transformers. The
SPASS theorem prover [23] is used for proving first-order formu-
las. The Paradox [4] model finder is used to accelerate the con-
vergence process as described3m2.1. We use a specialized ver-
sion of SPASS that supports proving multiple conjectures simulta-
neously (see [15]). This version of SPASS also supports incremen-
tal addition of axioms during execution. The ability to add axioms
incrementally is used in two ways. First, every time an assertion is
disproved using the model finder, it is removed from consideration
by the theorem prover. Additionally, every time new information
about the transitive-closure relation is deduced (Ze®8) it is sup-
plied as another axiom to the prover with no need to restart it.

10

to assert that is not reachable frory.

5.1.1 Reverse

We have run our analysis on a procedure that destructively reverses
a singly linked list (see Fig. 7). Most assertions in the procedure do
not require a precondition (i.e., the solution for the entry label is
the empty abstract set, which means that the preconditionuis.

The only assertion that requires a precondition is the assertion that
no memory is leaked by the procedure. The analysis infers that
the precondition for this assertion is that there is no element that
R/vas not reachable from the head of the list at the beginning of the
procedure.

We have also analyzed reverse in a richer context in which the
order between the data elements of the list is tracked. We use an
extra assertion that all elements are in reverse order at the end of
the procedure. The precondition found for this assertion is that the
are no two elements in the list that are not in order in the beginning
of the procedure.

5.1.2 Append

As described ir§2, we have analyzed append and discovered pre-
conditions required for the result to be acyclic and free of memory
leaks. To achieve a precise enough precondition, the assertion of no
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void delete(List x, int delval) { 6. Related Work
[1] List elem = x;

: L ) Backwards analysis has a long history, going back to Dijkstra,
Eg% Wh: :ce( gFLﬁ{lL;l Nl:JileeI) vgl ) { who introduced weakest preconditionsy) and weakest liberal
[ 4] if (prev == NULL) preconditions@ip). In [22] amethod for uno_lerapp'roxmatmgp
[ 5] x = el em >n: was proposed, b_ased on forgetting terms in the invariant. Another
[6] el se ' possible method is to compute preconditions by combining forward
[ 7] prev->n = el em >n: and backward program analysis (e.g., see [6]). This approath ca
[ 8] el em>n = NULL: ’ be efficient and precise because it can narrow preconditions based
[ 9] free(el en: ’ on forward information.

A novel random solution for simultaneously overapproximating

[10] br eak; strongest postconditions and underapproximating weakest liberal

} o . "
_ preconditions was presented in [10]. Unfortunately, it is not clear
E ig 2|r g\r/n ; 2: 2m sn- how to apply their solution in our setting.
' The nifty trick of underapproximating an abstract value by over-
approximating the abstract states that represent errors and then
' negating the results is rather standard, and has been employed
in both the program-analysis (e.g., [2]) and the model-checking
- . - communities.
Figure 8. A procedure that deletes an element from a singly-linked
:Isntt max(int[] a){ Computing Preconditions for Shape Analysis
[0] int mi; Several recent works have tackled the problem of inferring precon-
[1] int i = 1; ditions for programs that manipulate pointers, the heap, and arrays
[2] while(i < a.length){ as a method to avoid applying expensive program analysis to the
[3] if (a[m] > afil]) whole code.
[ 4] m =i; Our work is inspired by [3], which establishes preconditions on
[ 5] i+ singly-linked lists to guarantee the absence of memory errors. The
answer reported by their precondition-discovery algorithm may
[6] assert VO0<j<a.length.almi]>a[j]; be unsound, and thus an extra forward analysis is performed to
[7] return mi; check if the precondition indeed guarantees the absence of memory
} errors. In contrast, our algorithm is guaranteed to be sound and

can identify preconditions even when their method fails. Moreover,
our algorithm can operate on many interesting data structures and
Figure 9. A faulty procedure for finding the index of a maximal ~ prove different properties specified using formulas in first-order
element of an array. logic with transitive closure. Indeed, even for singly-linked list,
memory leaks requires the use of a forward analysis, that reasons2nd for proving the absence of memory errors, our method allows
about reachability from the initial pointers. compositional reasoning by identifying a precondition for a given
method and propagating the precondition to calls of this method.

A specialized backward algorithm for inferring the absence of
5.1.3 Delete memory leaks in acyclic linked lists by static reference counting
The delete procedure (Fig. 8) accepts a singly linked list and a was presented in [18]. The algorithm also uses the approach of
value, and removes the first occurrence of the value in the list. Note working backward from error states.
that the condition in lind 3] cannot be modeled directly in our In [8], it was proposed to infer preconditions on pointers and ar-
abstract domain and is thus considered as non-deterministic choicerays using polyhedra. Again their method is unsound and requires
The assertion of no memory leaks requires the use of a forward an extra forward analysis to check if the precondition indeed guar-
analysis that reasons about reachability from the initial pointer. The antees the absence of errors.
precondition for this procedure is that no memory has leaked before

the procedure started. Employing Theorem Provers for Abstract Interpretation

The use of theorem provers for abstract interpretation continues
5.1.4 Strlen to be a long-term research goal (e.g., see [9, 19, 12, 24, 1]). The
As explained in§2, we have analyzed the procedster | en and advantage of using theorem provers is precision and predictability,
found the expected precondition. but the cost of using a theorem prover can be substantial.

To reduce the cost of making a large number of separate but re-
lated calls to the theorem prover, the algorithm that we have given
515 Max in this paper employs the variant of SPASS described in [15], in
The final example is a procedure in Fig. 9. The procedure traverseswhich related proof obligations that result from multiple conjec-
an array starting from indek, and searches for the maximal ele- tures over the same axiom set can be handled simultaneously. This
ment. The problem with this procedure is thmt, which should brings down the cost of using resolution-based first-order theorem
point to the maximal element, is not properly initialized. The asser- provers for applying abstract transformers in abstract interpretation
tions in this example check that no array out-of-bounds accesses oc-  As part of this work, we observed that TVLA's normal heuristics
cur, and that at the end of the procedure there is no element whosdor computing safe transformers [14] are not precise enough to
value is greater than the one returned. The analysis is able to showyield useful information in the examples studied. Indeed, one of
that there are two types of possible problems: (1) The initial value the problems unique to backward reasoning is the need to reason
of m is out-of-bounds, and (2) the initial value of is not0 and symbolically to avoid state-space explosion, and resolution-based
the first element of the array is the maximal element of the array. methods operate well in these situations.
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7. Conclusion [19] T. Reps, M. Sagiv, and G. Yorsh. Symbolic implementationhef

. - best transformer. IWerif., Model Checking, and Abs. Intey2004.
In this paper, we have shown how to harness abstract |nterpreters[20] M. Sagiv, T. Reps, and R. Wilhelm. Parametric shape aisijia

a_lnd theorem provers to conserva_tively und_erappr_oximate precon_di- 3-valued logic. IFPrinc. of Prog. Lang.1999.

tions for programs with destructive updating to fields of dynami- [21] M. Sagiv, T. Reps, and R. Wilhelm. Parametric shape aisija
cally allocated storage. Technically, we infer preconditions that in- 3-valued logic.Trans. on Prog. Lang. and Sys2002.

clude quantified invariants; these can express shape invariants on[22] N. Suzuki and K. Ishihata. Implementation of an array lubcinecker.
an unbounded number of memory locations. Our methods can also In Princ. of Prog. Lang.1977.

infer preconditions for programs that manipulate unbounded-size [23] C. Weidenbach, R. Schmidt, T. Hillenbrand, D. Topic, &Rusev.
arrays. A prototype implementation demonstrates that the method _ _ SPASS version 3.0. I€onf. on Automated DeductipR007.

is feasible and precise enough. [24] G. Yorsh, T. Reps, and M. Sagiv. Symbolically computing thos

i . " recise abstract operations for shape analysiBodits and Algorithms
The key techniques that are used are: (a) Permitting FO(TC) ?orthe Constructign and Analysisc’))fSysteyms (TACAGI)4.g

assertions, which allows to define succinctly the set of required as- |25] G, vorsh, T.W. Reps, M. Sagiv, and R. Wilhelm. Logical cha
sertions and the meaning of atomic statements. (b) Abstractions terizations of heap abstraction&CM Trans. Comput. Log8(1),
that provide the necessary distinctions among different memory lo- 2007.

cations. This amounts to working with a small subset of normal-

ized FO(TC) formulas [25, 1]. One of the most important distinc-

tions is reachability from program variables, which allows our ab-

stractions to discriminate among different segments of data struc-

tures. (c) Employing resolution-based theorem provers to convert

FO(TC) formulas into abstractions. The use of model finders as

external aids, and the ability to incrementally supply the theorem

prover with additional axioms, both contribute to making the tech-

nique feasible.
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