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Abstract

We describe an automatic verification method to check winethe
transactional memories ensure strict serializability-exa property
assumed of the transactional interface. Our main contabus

a technique for effectively verifying parameterized sysde The
technique merges ideas from parameterized hardware amo- pro
col verification—uverification by invisible invariants angnsmetry
reduction—with ideas from software verification—temptatesed
invariant generation and satisfiability checking for qiféed for-
mulae (modulo theories). The combination enables us to gehci
model and analyze unbounded systems while taming state-expl
sion.

Our technique enables automated proofs that two-phasagpck
(TPL), dynamic software transactional memory (DSTM), aads-
actional locking Il (TL2) systems ensure strict serialilio The
verification is challenging since the systems are unboumnuedv-
eral dimensions: the number and length of concurrently uxeg
transactions, and the size of the shared memory they adwess,
no finite limit. In contrast, state-of-the-art software rebchecking
tools such as BAST and TVLA are unable to validate either sys-
tem, due to inherent expressiveness limitations or statkosion.

1. Introduction

Transactional Memories Transactional memory (TM) _[19, 23]
is a model of concurrent programming which allows program-
mers to write code with coarse-grained atomic blocks whase i
teractions, and possible conflicts, are managed at run tyme b
transaction manager. The transaction manager providedluhe
sion that application-level transactions (atomic seqesraf data
reads/writes, followed by a commit) execute sequentiatythe
expense of tracking, and potentially aborting or re-exegytcon-
flicting transactions.

By freeing the programmer from low-level book-keeping for
concurrency, TM systems hold the promise of higher program-
mer productivity without sacrificing highly concurrent apgons.
Since TM systems form the core algorithms on which the entire
software stack depends, it is crucial that they are impleéetkoor-
rectly. This is not trivial, as transactional memories esgophis-
ticated mechanisms to ensure efficiency, and in fact, seldags
have been uncovered in existing TM implementations [12].

Ensuring Strict Serializability The above considerations indicate
that theformal verificationof TM systems should be a rich and im-
portant target for software verification research. Indéeere have
been several attempts to verify TM algorithms [6, 15]. Whaiss-
ing, however, from the initial research is thetomaticverification
of transactional memories against a correctness propady as
strict serializability [27]. In principle, by encoding the TM algo-
rithm and the strict serializability specification as triios sys-

* This research was sponsored in part by the NSF grants CCFL@64nd
CCF-0702743, and DARPA grant HR0011-09-1-0037.

This is a preliminary version of a paper to appear in PLDI '10.

tems, a state-exploration technique such as model cheddng
prove the property automatically. Unfortunately, TM aigfums
are unbounded in several dimensions: in the number of ictiaca
threads and shared memory locations, and in the number agithle
of transactions. This precludes simple applications of@hodeck-
ers, and two approaches have been taken in previous wosk, Fir
Cohen et al.[[6,17] and Tasiran_[33] manually specify thenefi
ment relation between implementation and specificatiomdeoto
use an automated theorem prover. This annotation requites-a
ough understanding of both the implementation and spetidita
and like most manual verification effort, carries a high c&stc-
ond Guerraoui et all [15, 16] rely on a meta-theorem on thecstr
ture of the TM algorithm to prove a “small model” result thays
that the TM algorithm is correct if and only if it is correctrftwo
threads and two locations. The small instance can be digetiar
using finite-state model checking. While this goes a long, wasy
missing piece is the (essentially manual) proof of the nie¢@mrem
for each new TM implementation.

Parameterized Verification In this paper, we describe a novel
technique for théully automatic, parameterizeeerification of TM
implementations. Our starting point is the formalizatié M sys-
tems [15] and the deterministic specification of strictalé&ability
[1€]. Given a TM implementation parameterized by the nundfer
threadsn and the number of shared locatiolsour goal is to au-
tomatically construct a family of simulation relations thteemon-
stratesfor all n > 0 andk > 0, that the TM implementation with
n threads ana: locations refines the strict serializability specifica-
tion. Using standard techniques, this reduces to a unifovariant
verification problem on the composition of the TM impleméiata
and the strict serializability specification.

Parameterized verification of program invariants is uritgalie
in generall[1], and our models do not fall into a known syritact
class with a finite-model property, so we adopt a sound budrpot
tially incomplete technique. The standard approach [25hofving
that a propertyy is auniforminvariant of a familyM of parame-
terized systems (i.es is an invariant for evenyM (n, k) in the
family) finds auniform inductive invariantp of M that impliesy,
thus breaking verification into two sub-problems: (A) to eop
with potential invariantsp, and (B) to check thap is a uniform
inductive invariant ofA/ and impliesy). These problems are hard,
since parameterized systems typically involve quantifiadditions
and invariants.

We propose solutions to problems (A) and (B) that exploit the
structure of transactional memory implementations in thiko-
ing way. In transactional memory systenssnflicts(e.g., distinct
threads reading from or writing to the same location) arerdraé
notion. We notice that (i) the transition relation of theystems
is symmetric(i.e., “thread identifiers” are not made explicit), and
(ii) in the transition relations of these systems, an exaguhread,
e.g.,t, interacts only with either arbitrary threadsor threads that
are conflict-adjacent(i.e., threadsu that conflict with¢, but not
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threadsu’ that conflict withu but nott). The symmetry suggests
that we can reason abaartbitrary threads (and memory locations),
while conflict adjacency suggests we can restrict reasdnismall
neighborhoodsurrounding particular threads. We propose the fol-
lowing techniques that utilize these observations.

A. Candidate Invariant Generation Inspired by the method of
verification by invisible invariant§2, 28], we generate candidate
invariants from the set of reachable statebainded instantiations
M (no, ko) of the parameterized systeid for small fixed values
of no andkq. On its own this is not enough, since the resulting
candidate invariants generated directly from the reaehatdtes
are too large to be effectively discharged in the followiagjdation
step, and as suggested by Arons et al. [2], are often toofaptedde
uniform invariants—the arbitrary Boolean structure of themula
prevents separating out “parts” of the candidate that aif®nm
invariants from parts that are specific to the particulatanse.

We fix these problems by combining the technique with a novel
application oftemplate-based invariant generati¢®, [32]. In par-
ticular, we fix atemplate languagef formulee, and look for in-
variants ofM (no, ko) that are expressible asanjunctionof tem-
plates instantiated with system predicates. The use ofinotiye
templates has two advantages. First, even if a conjuncficarali-
date invariants is not a uniform invariant, we can generataker
candidates by discarding conjuncts which are not uniforarin
ants. (Indeed this is necessary, since in our experimeites, @wer
than half of the small candidate invariants could be vatidgtSec-
ond, we carbiasthe search toward smaller invariants. Intuitively,
the small neighborhood observation of transactional mgregs-
tems suggests that interesting system behaviors are sa@ngith
few threads and memory locations, and that small templatefise
(e.g., involving few quantified variables) obtained by gafieing
the reachable states of small instances should describimtdre
esting behaviors. Symmetry suggests that the resultirgrianvts
apply to any arbitrary threads and locations.

B. Invariant Validation Checking that candidate invariants are
uniform reduces to checking the validity of quantified firstler
formulae. While this validity checking problem is undecitiain
general, relying on well-engineered automatic (sound,ifedm-
plete) theorem provers|[9.113./34] has worked for our expeniis

We have implemented the steps above in a verification todl bui
on top of TVLA's abstract reachability engine [24] and theASS
theorem provet [34], and we have used our implementationttm a
matically verify the correctness of several TM systems:-phase
locking, DSTM [20], and TL2|[10]. The end-to-end verificatifor
TL2, the most complicated algorithm, took aba0o minutes, find-
ing a quantified invariant witd16 conjuncts. The size of the invari-
ant shows the utility of having an automatic verificationaaithm.
In contrast, our attempts to verify the same algorithms \sitite-
of-the-art software model checkers such a8t and TVLA, as
well as our implementation of the algorithm by Arons et al, [2
failed due to expressiveness limitations (e.g.ABT cannot infer
or reason with quantified invariants) or due to scalabiléggsons
(e.g., with manually provided instrumentation predicafE¥LA
timed out on the examples).

The key contributions of this paper are summarized as:

1. We develop an algorithm capable of automatically venidyi
that common TM systems ensure strict serializability, and

2. We introduce an effective invariant generation techaidpy
combining verification by invisible invariants with temfga
based invariant generation, effectively extending thdieaipil-
ity of existing parameterized verification techniques.

Although we have applied our technique to transactional orgm
systems, our algorithmic contributions are general, aedlikely
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to be useful in many other instances of parameterized smtwa
verification.

2. Transactional Memory Verification

Transactions Let Thd be a set ofthreadsand Loc a set of
shared memoryocations For each thread € Thd, let A, =
{read(t,v), write(t,v) : v € Loc} U {commit(t), abort(t)} be
the set of systenactions performed by, andA = J{A; : t €
Thd}. A systemtraceis a finite sequence € A™.

Letw € A" be asystem trace. Tigojectionw|, = a1az ... €
Af of w on athread € Thd is the subsequence af consisting
only of actions performed by. An actiona; is finishing inw|, if
it is a commit or abort, and isstarting inw|, if i = 1, ora;_1 is
finishing inw/,.

A consecutive subsequenae= bbs ... b, of wl, is atrans-
actionof ¢ if (i) b1 is starting inw/,, (ii) if b; is finishing inw|,
theni = m, and (iii) if b, is not finishing inw|, thenb,, is the
last action ofw|,. The transaction; is committingwhenb,, is a
commit, abortingwhenb,, is anabort, andunfinishedotherwise.
Forw € A*, we define the wordom(w) € A* to be the subse-
guence ofw consisting of every action of committing transactions
of w. If b; = read(t,v) (resp.,b; = write(t,v)) for somei we say
u reads(resp. writes) to locationv, and callb; aread (resp. write)
tov. If b; is a read tow and for somej < i, b; is a write tov, we
call b; alocal read;b; is otherwise gylobal read. By this definition
of transaction, we restrict our attention to the case whitmeads
and writes to locations € Loc occur within some transaction.

Strict Serializability We consider a correctness criterion for trans-
actional systems callestrict serializability[15,16, 27] (SS). Intu-
itively, SS insists that each system trace may be reordevhie(
preserving aonflict order defined below) into an observationally
equivalent sequence such that transactions of distineatisrdo not
overlap and the order of non-overlapping transactionsdsemved.
This notion is a useful abstraction for programmers of cormu
systems since each transaction can then be thought to execut
isolation. We formalize SS following Guerraoui et al./[15].

Letw € A* and letu; andus be two transactions im, possibly
of different threads. We say; precedesis in w, writtenwu, <, usz,
when the last action af; occurs before the first action af, in w.

A trace in which transactions are totally ordered<y; is called
sequential

Actionsa; of a transaction:; andas of a transactions with
ugz # wu; are said tewonflictin a tracew when there exists a location
v € Loc such that either (% is a global read of, u» writes tov,
andas is a commsit action, or (ii)a; andas are commit actions,
and bothu; and uz write to v. This notion of conflict assumes
the deferred update semanticg transactions| [23], where values
written by a transactiom are not observed by other transactions
until w commits.

Two tracesw; = azaz ... andw. arestrictly equivalentvhen

(i) wi|, = we|, for every thread € Thd,

i) a; occurs beforez; in w2 whenever: < j anda; anda;
J J J
conflict inwy, and

(iii) if w1 <w, u2 andu, is not unfinished thema £, u1.

A trace w is said to bestrictly serializablewhen there exists a
sequential tracev’ that is strictly equivalent t@om (w). The set
of strictly serializable traces is writteigs.

Transactional Memory A multi-threaded progranil,, , with n
threads and: locations is ann-tuple (m1,...,m,) of programs,
where fori = 1,...,n the programm; : B* — A, is a map
from infinite binary trees to actions performed by threadThe
representation of programs as infinite binary trees, whoiively

2 2010/4/7



the left branch denotes “successful” execution and the dgimch
denotes “aborted” execution of an operation, abstracts fjeecific
control flow structures. Ll = | J{II,, x : n, k € N>} be the set
of all multi-threaded programs.

A transactional memory (TMJ is a function from multi-
threaded programs in € II to setsM(w) C A* of traces. A
TM M is said toensure strict serializabilityif for each multi-
threaded program € II, and each tracey € M (), w is strictly
serializable, i.e.M(7) C Lgs. The verification problem we study
here is:

Problem 1 (TM Verification). Does a given transactional memory
M ensure strict serializability?

Typical software transactional memory systems ensuret set
rializability [15]. For example, a two-phase locking (2Rirptocol
ensures that its traces are serializable by prohibitinglapping
transactions from accessing write-open (resp., read- ibes@pen)
memory locations for reading (resp., writing). More conxpsy's-
tems (i.e., those allowing more concurrent behavior) sichby
namic Software Transactional Memory [20] (DSTM), and Trans
actional Locking Il [10] (TL2), use more intricate mechansto
ensure strict serializability for which it is not obvious @ther strict
serializability is ensured.

3. Parameterized Systems

The TM verification problem is an instancemdrameterized verifi-
cation, as the property must be proved for programs aithitrarily
many threads andrbitrarily many locations. We now describe our
verification approach on a logical representation for patenized
systems.

Systems We fix a setT = {Thd, Loc} of sorts ofthreadsand
locations and a sorted seX = {t,t1,t2,...} U {v,v1,v2,...}
of logical variables, where by conventianty, . .. have sortThd
andv, v1,... have sortLoc. When not clear from the context, we
explicitly write, e.g.,t : Thd or v : Loc. We assume the only
logical variables occurring in formulae come frokh

For a set of ranked and sorted predicafes a P-formula
(resp.,P-sentencgis a first-order logical formula (resp., sentence)
over a language consisting of the equality symbe!’ “and the
predicates inP. We additionally define the s&’ = {p' : p € P}
of ranked and sorted predicatesenamed tg’. For a P-formula
» we write ¢’ for the P'-formula ¢’ = ¢[P’/P], where each
predicatep of ¢ is renamed tg’. We omit the ranks and sorts
of predicates for readability. We write ~ 1 wheny andy are
syntactically equal formulee.

Forn,k € N> the parameterized system/(n, k) of size
(n, k) is atuple(U, P, A, ©, g, p) consisting of:

¢ a sorted univers¥ of n threads and memory locations,
« afinite setP of ranked and sorted predicates with sortin

¢ a finite setA of actionsa(%) whereZ is a vector of sorted
logical variables inX,

* a P-sentence® specifying the initial condition,

o for each actiom(z) € A, a P-formulag, (%) (called theguard
of a), and

o for each actiom(Z) € A, a P U P’'-formulap,(¥) of the form
Nprep VTP (§) = ¢(ZY), wherep is a P-formula called the
transitionof a.

We call M (n, k) an{n, k) instance ofM, and we usé\/ to denote
the family of instance$§M (n, k) : n, k € N”°}.

A states of M(n, k) is an interpretation of the predicatés
over the univers&’; we useX. to denote the set of statesbinding
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b to logical variablesX is a map fromX to U, andb(z) € U
denotes the binding af. We lift b to vectors of variables, writing
b(Z) = @ when|Z| = |@| andb(z;) = u; for each0 < i < |Z|.
We denote the empty binding with For aP-formulay(Z), a state
s, and a binding to Z, we define the satisfaction relatiend = ¢
in the usual wayl [21]. Whep is asentencédi.e., contains no free
variables), we writes |= ¢ instead ofs, ) = ¢. We writep =
when for alls andb such thats,b = ¢, we haves,b = . We
write (s, s’),b = ¢ wheng is over the language of primed and
unprimed predicates and eaghe P is interpreted ins, and each
p € P ={p':pe P}isinterpreted ins’.

For an actiona(Z) and a bindingy of & such thati = b(Z),
we saya() is enabledin a states whens,b = g., and when
(s,8"),b E ga N pa We call s’ an a(i)-successonf s. We say
M(n, k) is deterministicwhen for each state, binding b, and
action a, there is at most one(«) successor ofs, and M is
deterministic ifM (n, k) is deterministic for each, k. Let Ay =
{a(b(Z)) : a(Z) € A,bisabindingofftoU}. Forw € Ay, a
w-computationo of M (n, k) is aX-sequencaos: . . . such that

1. so isinitial, i.e.,so = ©, and

2. foreac¥ = 0,1, ..
andw, = a(i).

., the states¢;1 is ana(#)-successor of,,

The languageL(M (n, k)) of M (n, k) is the set of wordsv for
which there exists a-computation:

L(M(n,k)) = {w : Jo.c0 is aw computation ofM (n, k) }

and we writeL (M) = J{L(M(n, k)) : n,k € N”°}.

A state s is reachablein M(n,k) when s occurs in some
computation. A sentenceg is aninvariant of M (n, k) if s = ¢
for every reachable state and is inductivewhen® E ¢ and

V

a(@)EAY

¢ A Fi.ga (@) A pa(t) | ¢

A sentencep is auniform invariantof M, written M |= ¢, if ¢ is
an invariant ofM (n, k) for all n, k € N>°; in this case we also say
that M is p-safe

Example 1 (Specification of Strict Serializability)A TM specifi-
cation for strict serializability is a parameterized syst&S(n, k)
such thatl.(SS) = Lss. Guerraoui et al| [16] show a deterministic
TM specification for strict serializability. We briefly rdtits key
components; Append[XID contains the full description.

The set of predicates® consists of the “status” predicates
SS.finished(t), SS.started(t), SS.pending(t), SS.invalid(t), and

read & write sets
prohibited-read & -write sets
weak-predecessor

SS.rs(t,v), SS.ws(t, v)
SS.prs(t,v),SS.pws(t,v)
SS.Wp(tl7 t2).

The predicateSS.rs(¢, v) (resp.,SS.ws(t, v)) holds when thread

t has read (resp., written) locationm in its unfinished transac-
tion. When SS.prs(t,v) (resp.,SS.pws(t,v)) holds, ¢ will be-
come SS.invalid by reading (resp., writing) location. When
SS.wp(t1,t2) holds,t; mustserializeafter the unfinished trans-
action oft, in order for both threads to commit their transactions.
As syntactic sugar, we indicate status predicate valusitigith
atomic formulee, e.g., by writin§S.status(¢) = finished to mean

SS.finished(t) A —SS.started(t)
A =SS.invalid(t) A —=SS.pending(t).
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The setAss of actions is{read(t,v), write(t,v), commit(t),
abort(t)}. The initial condition is given by the sentence

Vt1,t2,v.SS.status(t1) = finished A =SS.wp(t1,t2)
A —(SS.rs(t1,v) V SS.ws(t1,v)
V SS.prs(t:,v) V SS.pws(t1,v)).

The guards and actions are somewhat complex (see Appehdix D)
though as an example, for themmit(t) action, the guard is
—SS.invalid(t) A =SS.wp(¢,t), and the update formula for the
SS.wp predicate is

Vi1, t2.SS.wp'(t1,te) =t At Ata # ¢
A (SS.wp(t1,t2) V SS.wp(t, t2)
A (SS.wp(t1,t) V Fv.SS.ws(t1,v) A SS.ws(t, v))).

It is interesting to note that the operational specificatibrstrict
serializability is more complex than the TM implementatome
consider in this work. Whereas the SS specification doesorot-c
spond to an efficient implementation, each actual TM impleiae
tion conservatively disallows many serializable concutriaterac-
tions in order teefficientlydecide which transactions are allowed to
commit. Thus we rely on the result of Guerraoui etlal. [16]now
that this complex operational specification is correct.

Example 2 (DSTM). We model dynamic software transactional
memory [20] as a parameterized system with the status predi-
catesDSTM finished(¢), DSTM.validated(t), DSTM.invalid(¢),
DSTM.aborted(t), and

DSTM.rs(¢,v), DSTM.os(¢,v).
The set of actions iglss U {validate(t)}. The initial condition is
Vt,v.DSTM.status(t) = finished
A =DSTM.rs(t,v) A =-DSTM.os(t,v).
The full specification is given in Appendix] B; as an examphe t
commit(t) action is guarded b{pSTM.validated(¢), and updates
the DSTM.validated predicate by the formula
Vt1.DSTM.validated’(t1) = t1 # t A DSTM.validated(¢1)
A —=Fv.DSTM.rs(t1,v) A DSTM.os(¢,v).
Refinement Let M; (U, P, A1,01,91,p1) and Mo
(U, P2, A2, ©2, g2, p2) be two parameterized systems. We ddy
is compatible withMs if A2 C A; and P N P> = (), and we
say M, refinesMa, written My < Mo, if L(Mi(n,k))|,, C
L(Maz(n, k)) for everyn, k € N>°, whereL| , is the projection of
a languagd. to the alphabet.
If M1(n, k) is compatible with/2 (n, k), we define theompo-

sition M7 x Mg(n, k)) = <U7 P U Pz,Al, O1 A @2,g,p> of M,
and Ms where

read & own sets

o gla(ff) if a € Ay \A2
9(%) = {gla(f) A goa(T) ifa€ A
Pa(f) _ pla(f) A /\pEPz p/(f) = p(f) If a€ A \A2
pla(f) A p2a(fir) if a S A2

Lemma 1. Let M; and M, be parameterized systems such that
M is compatible withV/> and M- is deterministicM1 < My iff

MixMy = [\ V& g1,(8) = g2,(2).
a(T)EAs

The proof is a standard reduction from the search for a simula
tion relation to an invariant check [22]. Sindé; is deterministic,
the condition is both necessary and sufficient [11]. Thusedeice
the TM verification problem to a parameterized model cheagkin
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problem on the product of the implementation and a detegmini
tic strict serializability model. For example, to shaWDSTM) C
Lsg, we construct the deterministic specificat®®, and check if

DSTMxSS = A\ V& gostm,a() = gss,a(7).
a(Z)€Asg

It turns out that the guards for all actions 86 except for
commit(t) are true, and the guard for theommit(t) action in
SS andDSTM are respectively,

—=SS.invalid(t) A =SS.wp(¢,t), andDSTM.validated(t).
Thus the refinement verification question systematicaliyices to
DSTM xSS |= Vt.DSTM.validated(t)
= —SS.invalid(t) A =SS.wp(¢,t). (1)

This invariant verification problem still is a difficult ongince there
is no bound on the parameters (i.e., the number of threaaisd
locationsk), and the transition relations f&S and DSTM use
universal or existential quantification over threads amdtions.

4. Parameterized Safety Verification

Here we present a technique to check if an first-order seatéis
a uniform invariant of a parameterized systdmh Our method is
based on the deductive safety verification rule [25]:

I12 @'ZQO

I oAV, z)ea3FTga A pa E ¢

Ii: o9 (1)
M =9

To show thaty is a uniform invariant ofA/, we use an auxiliary
inductive invariantp such that [;) the initial condition® of M
satisfiesp, (I2) transitions ofM preservep, and ((s) ¢ is stronger
thant. ConditionsI; and I> imply ¢ is a uniform inductive in-
variant of M. The steps of deductive verification are (i) generating
the inductive invariantp, and (ii) validating thatp satisfies Con-
ditions I1, Is, andIs. In our approach, we solve these issues as
follows:

(i) Invariant Generation We generate candidate invariants by in-
stantiating formulae from a fixed template language. We then
performing reachability analysis on instance§n, k) of the
parameterized family for small fixed valuesrafk. Candidates
which are not invariants of the small instances are dischrde
Since M (n, k) is finite, the reachability analysis terminates.
The candidate inductive invarianis the conjunction, over all
formulee instantiated from the template, of the formulese énat
invariants of M (n, k) (i.e., that contain the set of reachable
states ofM (n, k)).

(ii) Invariant Validation Since our formulae use universal and ex-
istential quantifiers, checking each step of the deduct¥etg
verification rule[ NVl is undecidable. Rather than develop our
own quantifier instantiation heuristics, we choose to raty o
highly engineered theorem provers to efficiently dischaagh
implication query.

Our parameterized verification technique is summarized by A
gorithm[d. It takes as input a parameterized sysiénand a prop-
erty¢. The parameters, andk, range over the number of threads
and locations in finite instances, and the paramgtés used to as
an initial template enumeration index.

The algorithm has three phases. The first phase (s 3+7) ge
erates a set of candidate invariants. The set of reachadifesst
of a finite instanceM/ (n, k) are computed (linEl3); if some reach-
able state violateg (lines[4£6),:) cannot be a uniform invariant
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Input : Parameterized systeid (n, k); initial bounds
no, ko, jo; formula, template enumerationL.
Result Whether or not\f = .

(n, k) < (no, ko); j < jo; Invariant «— true;
repeat
// la. Explore the bounded instance
rs < Reach(M (n,k));
if rs =4 then

| return “M is noty-safe”;
end

N

o U~ W

// 1b. Discard non-invariants

7 candidates < {¢ : ¢ generated by L[j] andrs = ¢};

// 2. Candidate invariant weakening

8 recheck < true;

9 while candidates # @ and recheck do

10 recheck < false;

11 foreach ¢ € candidates do

12 let £,z = Invariant A A candidates
13 A 3Z.(ga A pa);

14 if existsa(Z) € A s.t. notCheck( &,z = ¢’ )
15 or not Check( © [= ¢ ) then

16 candidates < candidates \ {¢};
17 recheck < true;

18 end

19 end

20 end

// 3. Check invariant strength
21 Invariant < Invariant A A candidates;
22 if Check( Invariant |= ¢) then

23 | return “M is ¢-safe”
24 end
// Retry with bigger bounds
25 incrementn, k, j;
26 end

Algorithm 1: Parameterized safety verification.

of M, and a safety violation is reported. Otherwise, a set of ieand
dates is generated by choosing each formula in the curnrestiamt
templateTL[j] that contains the set of reachable states [line 7).
The second “candidate invariant weakening” phase (on [Bres
[20) discards candidates that can not be proved inductitieerei
because they are not preserved by some transition [(liheat4),
because they are not initially valid (liie]15). The conjimctof

5. Template-Based Candidate Generation

We generate candidate invariants following the idemesffication
by invisible invariants[2, |28]. We compute the set of reachable
states ofM (n, k) for fixed, finite thread- and location-count values
of n andk; this is possible since the state spacétfn, k) is finite.

A candidate uniform invariant foh/ is proposed by generalizing
invariants forM (n, k).

We depart from the technique of Arons et al. [2] to generate ca
didate invariants for two reasons. First, the generateariant can
be too specific. For example, I& be the set of reachable states
of M (n, k). The synthesized invariant of Arons et al. [2] has the
form VZ. \/ . r ¥s(Z) where eachps is a minterm corresponding
to acompleteinterpretation of the predicatd? on the variables’
(i.e., for every predicatp € P and sublisty of variables inZ with
the proper sorts, eithen() or —p(%) appears iny;). Symmetries
between distinct minterms—for example, minterms whichidee-
tical up to variable renaming—are not exploited, leadingniach
redundancy and overly-specific invariants. Checking thielitya of
such a large invariant is expensive. Second, the invargaoften
too specific ton andk to be a uniform invariant as a whole. How-
ever, if a (monolithic) candidate invariant derived frdm(n, k) is
not a uniform invariant, there is no clear way to proceed tegate
weaker candidate invariants.

Example 3. Let M = DSTM x SS. Although the sentence
Vt,v.(SS.pending(t) = SS.wp(t,t))
A (DSTM.rs(t,v) = —=SS.pending(t))
V =DSTM.aborted(t)

is an invariant ofM (2, 1), it is not an invariant of\/(3, 2), and
hence not a uniform invariant. However, consider the irargs

Vt.SS.pending(t) A DSTM.aborted(t) = SS.wp(t, t),
Vt,v.SS.pending(t) A DSTM.aborted(t)
= —DSTM.rs(¢t, v)

whose conjunction is logically equivalent to Equatidn 2iiBare
invariants of M (2, 1), though only the second is uniform. Here,
even though the conjunction it not uniform, we can extraceaker
candidate (i.e., the second conjunct) that is.

Example[38 indicates that we should look fonjunctivecan-
didate invariants. Algorithra]1 (linéd[820) shows how cawjiive
invariants can be individually checked for inductivenesd weak-
ened by discarding conjuncts that are not inductive. Weictshe
shape of the extracted invariants by imposing templated@vari-
ant generatior [8, 32] while generating candidate invasian

Let ® be a finite set ofymbolic predicate variableg\ template
7 is a d-sentence in prenex form, andt@mplate schemd’ is a
finite set of templates. L&k be a set of atomic formulas whose free
variables are a subset of the quantified variables. @ sentence

)

@)

candidates remaining at the end of the loop of libbs B—20 is a ¢ is generated byemplater when there exists a binding from

uniform inductive invariant.

In the third phase the inductive invariant strength is cleckf
the current invariant implieg, then by th€&Vlrule,« is a uniform
invariant. Otherwise, we increase the indexgls, andj, and repeat
the top-level loop of lin€12.

It is easy to see that Algorithid 1 is sound. However, since it i
impossible to know the size (i.e., the number of quantifieis l&-
erals) of the required candidate invariants, there is nm8aun the
template enumeration indgxand thus there is no telling when the
procedure may terminate. Supposing that the required iansr
are expressible in first-order logic, and tfieeck routine is com-
plete (though in actuality it is not), some template is gntgad to
capture the required invariant, and termination would Enavally
guaranteed.

This is a preliminary version of a paper to appear in PLDI '10.

the predicate variable$ to atomic formulas in such that the
formular|f(®)/®] obtained by replacing eaghe ® with f(¢) is
syntactically equal te. We sayy is generated byemplate schema
T whene is generated by somee T.

To generate candidate invariants, we fix a template scHEma
and fix the set of atomic formuled = {p(z),—p(z) | p €
P} U {true}. Then, for eachy generated froni’, we check if
v is an invariant ofM (n, k). If so, it is added as a conjunct of
the candidate invariant; otherwise it is discarded. Thighiswn in
line[d of Algorithm[3.

In practice we restrict the template schemanaall templates,
since enumerating all formulas generated by a templategerex
sive. We found that templates of the foivit, v.¢1 A ¢2 = ¢3
sufficed to generate sufficiently strong uniform invariants
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If a necessary uniform invariant cannot be generated by a tem and only redundancy w.r.t. candidates of the same part{aod

plate schema, then the verification will fail. In this casdga
rithm [@ achieves relative completeness by incrementingtehe
plate enumeration indejx for every first-order formulg there is
somej such thatp is generated by L[j] (lines? and2b). In practice,
incrementing has not been necessary.

Example 4. Using the template schenwd, v.¢1 A ¢2 = ¢3 and
the set of atomic formulagp(v), ~p(v) | p € Pss U Ppstm} U
{true}, we generated25 candidate invariants from thé&, 1)-
instance ofDSTM x SS; 341 of these proved to be uniform. The
found invariants include:

Vt,v.SS.rs(t,v) A =DSTM.aborted(t) = DSTM.rs(¢, v)
Vt, v.SS.ws(t,v) A “DSTM.aborted(t) = DSTM.os(¢, v)
Vt.DSTM.validated(t) = —SS.wp(¢,t)
Vt.DSTM.validated(¢) = —SS.invalid(t)
Vt.DSTM.validated(¢) = —SS.pending(t).

Notice that the refinement verification obligation of Eqaafi is
implied by the conjunction of these invariants.

6. Implementation and Experimental Evaluation

We have implemented our technique by extending the TVLA
framework [24] to compute the reachable state space of lemlind
instances of the input systems and extract quantified catedid-
variants. The candidate invariants are subsequently eldeg&ing
the SPASS automated theorem prover [34].

Our models of the two-phase locking (TPL), dynamic software
transactional memory (DSTM), and transactional lockingTlL2)
implementations, along with the deterministic strict akzability
specification, are derived from the parameterized autamatod-
els provided by Guerraoui et al. |15, 16]. The models aredish
full in Appendice$ AED.

system constraints) is considered. Note fadltredundancy elimi-
nation may sometimes drop potential uniform invariantsl(eon-
sequently fail to verify a system), since a uniform invatiamay

be considered redundant w.r.t. to a simpler non-uniforntickate.
For example, suppose the predicaies= 0 andx > 0 are both

invariants of a finite instance, but onty> 0 is a uniform invariant.
By eliminatingx > 0 because it is redundant w.nt.= 0, we may

not find a strong enough uniform invariant.

The second phase of our implementation checks inductigenes
of the remaining candidate invariants. In eaebakeningteration
we attempt to validate each candidate via theorem prover avit
10 second time limit. When a candidate cannot be validatecheeit
due to non-uniformity, or prover incompleteness/timeoiitis-dis-
carded. At the end of a weakening iteration where no cangkdat
were discarded, we conclude that the conjunction of catelitia
variants is inductive. When a weakening iteration finisHesr alis-
carding some candidate, we are obliged to start anothextiter
to ensure that the discarding of one candidate does notidatal
another.

Table1 lists our experimental measurements. For each small
stance of each system, we record the number of reachabés stat
and the time spent exploring them in the second column group
(“bounded exploration”). The third column group (“temman-
stantiations”) lists (1) théotal number of formulee generated from
templates (column “total”), (2) the number of candidatenfatae
from (1) which wereinvariants of the given instance (column
“invs.”), (3) the number ofion-redundantandidates from (2) (col-
umn “non-red.”), and (4) the number of non-redundant caatéisl
from (3) that were finallyalidatedas uniform invariants in the sub-
sequent validation and invariant weakening steps (coluvah™y.
The fourth column group (column “iter”) lists the number p¥ari-
ant weakening iterations, and finally the last column growplic
dation time”) lists the averagger-candidatevalidation time, and
thetotal runtime, including validating (or refuting) each candilat

Since the SS specification remains fixed, we use our techniques,; aach weakening iteration.

to initially generate a uniform inductive invariant of SScerand-
for-all, before considering the implementation and speaifon

product systems. We then use this invariant to strengtherinth
variants of each product system.

Experimental setting For our experimental evaluation we use
the fixed template schemde, y.¢1 A ¢2 = ¢3 to generate ev-
ery possible three-term formula over two universally qifeaat
variables—modulo typing concerns, and obvious syntagtio-s
metries, e.g.Vz.p(z) A g(x) = r(z) is logically equivalent to
Vz.q(z) A p(z) = r(z) andVz.p(z) A -r(z) = —q(z).

Following Algorithm[d, we perform an initial filtering to dis
card the candidate invariants which are not invariants of a
small system instancé/ (no, ko) by finding a reachable state of
M (no, ko) which does not satisfy. To further reduce the num-
ber of candidates, we discard invariants that are redungiint—
i.e., implied by the conjunction of—the known system coasitis
and previously-extracted candidates. For example, cingiron
the DSTM system dictate that a single thread cannot be both
DSTM.validated andDSTM.aborted, so the invariant

Vt,v. DSTM.validated(t) A ~-DSTM.rs(t, v)
= —DSTM.aborted(t)

is redundant w.r.t. system constraints, while the unifonrrafiant
of Equatior[ 8 is redundant w.r.t. the stronger invariant

Vt,v.DSTM.aborted(t) = ~-DSTM.rs(¢,v).

Due to scalability limitations of our inefficient implemetion,
we did not check redundancy w.rll previously generated candi-
dates. Instead, we split the generated candidateslihpartitions,
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Discussion In all cases except PL, our crude prototype imple-
mentation only scales to systems with at most two thread$vamd
memory locations. For larger instances our tool runs foessv
minutes before exhausting2&B memory limit. Based on the sys-
tem instances we did explore, varying the number of memory lo
cations has little effect on the system behavior, thougkingrthe
number of threads has a noticeable effect: only about hatlfief
invariants of one-threaBSTM and TL2 systems are invariants of
the two-thread systems. It would be interesting to measoweih-
variants vary with more than two threads using a more scatabl.
In the case of the simplisti€PL system, it is clear that all possible
system behaviors between two threads are expressed wittveml
threads, since ever2, 1)-invariant is uniform.

Although not strictly required, filtering candidate forreaithat
are either not invariants on the bounded instance, or anenred
dant with other candidates, can greatly reduce the runtifiibeo
subsequent invariant validation step. For example, in{#he) in-
stance ofDSTM x SS, only 525 of 14, 724 candidates survived
the filtering. Assuming the samie71s average tinfeper valida-
tion step, the total validation time without filtering thenclidates
would have been at least seven hours, rather than3hiyinutes.
Similarly, the size of the initial bounded instance canaesiy af-
fect the validation time by reducing the number of candislak®r
instance,5,294 (705 non-redundant) quantified invariants of the
(1,1) DSTM x SS instance are not invariants of tk& 1) instance,
thus cannot be uniform invariants, and can be filtered froerctin-

1Though in actuality the time spent validating each caneidatreases as
the number of candidates increases.
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bounded exploratior template instantiations validation time
system (n,k) | states time total invs.  non-red. val| iter. | per-cand. total
(1,1) 4 2.5s [ 2,542 780 346| 6 0.38s 35m45s
sS (1,2) 16 3.7s 3,620 2,542 780 346 6 0.38s 35m26s
(2,1) 74 5.7s | 1,313 432 377 3 0.65s 19m0s
(2,2) | 7,296 3m28s 1,237 402 377 3 0.42s 12m29s
(1,1) 4 10.5s 3,344 434 430 2 0.38s 7m28s
(1,2) 16 8.0s ‘ [ [ | | 0.41s 8m38s
TPL x SS (2,1) 8 8.5s 3,330 430 430, 1 0.38s 4m5s
(2,2) 64 14.0s 4,924 0.39s 4m15s
(2,3) | 512 43.7s 0.46s 5m13s
(3,2) 196 20.5s ‘ 0.44s 4m56s
(3,3) | 2,744 3m26s 0.41s 4m25s
(1,1) 8 5.4s | 9,806 1230 298 6 0.92s 71m10s
DSTM x SS (1,2) 32 9.1s 14,724 9,806 1,230 298 6 0.74s 55m1i5s
(2,1) 184 9.7s | 4,512 525 341 3 1.71s 38m10s
(2,2) | 15.6K 5m6s 4,308 453 346| 3 0.97s 21m56s
(1,1) 6 3.6s | 10,068 1178 L - - -
T2 xss (L2 36 5.4s 14,706 10,068 1,178 | - - -
(2,1) | 344 13.4s | 4,695 556 416 2 5.06  100m4s
(2,2) | 100K  55m21s — - - | - - -

Table 1. Transactional memory verification experiments. The patarae andk indicate the number of threads and memory locations per
instancef The per-candidate theorem prover timeout was s&0® *The candidate invariants could not be proved inductitevariant

extraction did not scale here.

crete instance in a few seconds. Note that the reachabditypa-
tation (i.e., bounded exploration) can be soundly terneiciatt any
point, effectively shifting the validation effort towarti¢ theorem
prover back-end.

It should also be noted that this redundant candidate editioin
scheme can result in somewhat unpredictable behaviorelnake
of TL2, discarding candidate invariants extracted from ¢hgel)
and (1, 2) instances that are redundant with previously extracted
candidates failed to produce an uniform inductive candidabset.
The candidates extracted from tk& 1) instance were sufficient,
though the our extraction tool was unable to process theelarg
number of reachable states in t{#& 2) instance.

Although we did not implement more intricate redundant ¢and
date elimination schemes, there are several possibil@ies idea is
to temporarilydiscard each redundant candidatevhile recording
the candidate$; }; renderingp redundant. When somg; is sub-
sequently invalidatedy can be reconsidered since it is no longer
redundant. This scheme would very likely reduce the ovetedt
time of verification forTL2 x SS. We leave all such strategies for
future work.

In only two cases did our very simple template schema not
produce strong enough candidate invariants. An importaatiant
of SS states that weak-predecessors of a thredtat are not
SS.invalid or SS.pending have a read-write conflict with e.qg.,

Vit1,t2.SS.wp(t1, t2) A SS.finished(t2)
= Jv.SS.rs(t2,v) A SS.ws(t1,v).
Second, a necessary invarianfldf2xSS states that a thread which
is bothTL2.finished andSS.invalid or SS.pending must have some

memory location in both its read set and modified set. Altioug
these invariants can be captured by the template schema

Va,y.p1 N\ ¢p2 = 3z.¢03 A ¢a,

due to scalability limitations of our crude prototype implenta-
tion, we prefer instead to augment the systems with the iaddit
predicatesSS.rwc(t1,t2) and TL2.rmc(¢) to encode “read-write
conflicts” in SS, and “read-modified conflicts” iTL2. These ad-
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ditional predicates, along with the template schema fixeavab
allow us to express all the required invariants for our psoof

Finally, probably due to the greater complexity of thd&2
system, we found it necessary to extend s theorem prover
timeout to30s in the candidate validation step.

Bug finding In addition to the verification of these models, our
technique was able to find (from(@, 1)-size instance ir6.4 sec-
onds) the known bug [15] in a TL2 implementation which swaps
the order of thdock andwvalidate actions: the trace

write(t1, v) write(tz, v) read(t2,v) read(t1,v)
validate(t1) validate(t2) lock(t2, v)
commit(t2) lock(t1,v) commit(t1)

is allowed by this alternate implementation, though is riotty
serializable.

Limitations Although here we restrict the invariant language to
first-order logic, we have found that expressing inductiveari-
ants of certain TMs requires transitive closure. The TL2 ebtod
we've verified executes thealidate and commit actions atom-
ically, though an implementation performing these actieapa-
rately seems to require the invariant “there areStowp-cycles
involving only TL2.validated transactions.”

The systems we verify are modeled using high-lesa$tract
data typese.g., the read- and write-sets are modelechathemati-
cal setgather than a low-level heap encoding of sets. Although real
world software TM implementations are indeed programméigus
linked data structures, establishing the link between APpacti-
cations and ADT implementations is an orthogonal problethian
better understood [29, 136].

7. Related Work

Our starting point is the formalization of transactionalmuey im-
plementations, and the strict serializability specifizatias finite-
state automata by Guerraoui et al.|[15]. Even with these fapde
automaticparameterized verification for transactional memory sys-
tems remained beyond the ability of existing verificatioolto
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The problem of verifying transactional memories has beedst
ied beforel[5] 7, 15-17, B3]. Cohen et al. [6] verified refinatme
mappings between small TM instances and a strict seridliizab
specification by explicit state model checking; they subsetly
extended their approach to parameterized TM verificati@anari
interactive proof assistant![7]. In both cases the prootgiired
manually prescribing the refinement mappings—a task whéeh r
quires familiarity with the implementation, the specificat and
the relationship between the two. Tasiran| [33] took a simip-
proach, using existing software verification tools to wefiM im-
plementations which were manually annotated with pre- ast-p
conditions corresponding to an insightful proof decomiiosi In
contrast, our use of intermediate invarianténigsible to the user,
and the resulting proof is automatic.

The approach of Guerraoui et al.[15, 16, 17] is based on d smal
model theorem reducing parameterized TM verification tdfiear
tion on an instance with two threads and two memory locations
their theorem applies only to systems satisfying certaidins,
some of which are easy to check syntactically (e.g., threadt s
metry), and others which would be difficult to check for aniarb
trary implementation, and seem to require human insightoim
trast, our proof technique is sound for any transactionahorg
implementation—regardless of the conditions of Guerraual.
[15], except for symmetry—nbut like any heuristic, may failver-
ify a given implementation. Our experimental results destiate
that our approach does succeed for common implementations.

Our experiments with existing software verification tooddl f
short. Software model checkers based on predicate alistractd
counterexample-guided abstraction refinement, such ash&|[3\
and BLAST [1€], typically implement a very coarse memory model
(e.g., based on an imprecise alias analysis) which is nbtwuftly
detailed to reason about the interactions between arbitraany
threads and memory locations. In our experiments, thea B
model checker was unable to verify even finite instancesefrth
plementations because of a coarse modelling of arrays ditiaal,
the default counterexample refinement procedurelin®, which
looks individually at abstract counterexamples, couldinfar the
universally quantified invariants that were required inpheof, in-
stead entering an infinite refinement loop.

Tools based on three-valued shape analysis [31] or separati
logic [|30], such as TVLAI[24] and SACEINVADER [35], can the-
oretically prove properties of programs manipulating uninted
heaps. In practice, however, their most successful apgitahave
been in proving complex data structure invariants in srradeg or
simple data structure invariants in large code. Our attenapterify
transactional memory using TVLA failed for two reasons:tfiis
required intensive manual interactions to identify therimmenta-
tion predicates necessary to rule out abstract countergranand
second, the tool exhausted our time and space limitatioftsebe
finishing, even with a small number of instrumentation prats.

We use and extend the idea wérification by invisible invari-
ants[2, 28] from the parameterized hardware and protocol verific
tion setting. Instead of generating invariants with agsigrBoolean
structure, we combine the idea with template-based invegener-
ation to restrict invariants to the simple form of templatenfiulze
conjunctions. This ensures that even when the candidateufar
as a wholeis not an invariant, usefydarts of the formula can be
salvaged. In contrast, if the inductiveness check failsafarbitrar-
ily structured Boolean formula, it is not clear how invalidrts of
it can be discarded. Our original attempt to synthesize dtige:
invariants from concrete executions produced formulasaioimg

hundreds, or thousands, of cubes which we were not able to re-

duce. Various optimization techniques, e.g., using BDDd,nat
help. With templates we manage the size and complexity @frpot
tial invariants, and can bias the search for candidate igmwes us-
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ing observations made for the class of systems we considate W
template-based invariant generation has been studiedehefiopli-
cations so far have been limited to arithmetic constraft$] 32].
In contrast, our templates range over quantified predicatatng
the data structures of concurrently executing threads.

The initial filtering of candidate invariants on small syste
instances can be seen as a variatiodyfamic detection of likely
invariants[14], though there the initial candidate set is restricted t
much simpler formulee (e.g., whether or not a pointer-vahre lue
null) or user-specified candidates.

Our idea of exploiting thread and memory location symme-
try is inspired by techniques from parameterized safetyfsrin
hardware verification_[26]. However, while the proof obligas
in that hardware setting after symmetry reduction werergisly
Boolean problems, we have generalized the techniques dopac
rate expressive first-order theories. Besides the incri@asepres-
sive power, this enables us to reason about transitiorioetaand
inductive invariants including both universal and exisienguan-
tifiers. In contrast, the proof arguments of McMillan [[26tére
manually specification of witnesses for existential foreawgxplic-
itly by including them as auxiliary state in the models.

Berdine et al.|[4] extend three-valued shape analysis tocead
reasoning about parameterized concurrent programs t@tavtor
of individual threads. However, their technique does naidfa
existentially quantified properties and requires manuspigcified
instrumentation predicates.

8. Conclusion

Although we have demonstrated the automatic verificatidnaofs-
actional memory systems with respect to strict serialiggpihere
are several additional complications to consider in reatigvim-
plementations. Some systems allow nested transactionsorer
transactional shared memory accesses, and may be running on
of weak memory models. Also, the actual implementations use
heap-based data structures; analysis generally requioeérg a
correspondence between the abstract data types (e.g-, aedd
write-set9 and the underlying implementations. Additional safety
(e.g., opacity) and liveness properties (e.g., obstroctieedom)
are also expected to hold, and should be verified.

Another interesting direction is to apply our templatedshs
algorithm to other systems, such as cache coherence platoco
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A. Model of Two-Phase Locking

The two-phase locking system is a transaction manager which
ensures sequential behavior by associating two separcite to
each memory location. Read-access is granted to any nurfiber o
threads so long as no thread has write-access, while argdtii¢h
write-access to a location is guaranteed exclusive acCessl PL
model uses the predicatd®L.rs(¢,v) and TPL.ws(¢, v) to mean
thatt has read or write access#oThe initial condition

Vt,v.—TPL.rs(t,v) A = TPL.ws(t,v)

asserts that all access sets are uninhabited. The systemtherf
constrained by an invariant stating that only one threadasvad
write access at any given time:

Vi1, ta, U.TPL.WS(M7 U) A\ TPL.WS(tz7 U) =t = to.

Although in principle this constraint can be encoded in tla@di-
tion relation, we state it here to avoid redundancy. Thisuirant
should be considered implicitly, without the need for vatidn,
since it corresponds to the implementation strategy ofcating a
write-lock per location.

Read Theread(t,v) action forTPL is guarded by
Vt1. TPL.ws(t1,v) = t1 =t,
and the transition formula is given by the conjunction of
Vi1, v1. TPL.rs' (t1,v1) =
TPL.rs(t1,v1) V o TPLws(t,v) Ati =t Avi =wv
Vt1,v1. TPL.ws' (t1,v1) = TPL.ws(t1,v1).

In other words¢ can ready when no other thread has write-access,
in which casev is added to the read-set ofif v is not already

in the write set oft. From this point on we will omit writing
identity predicate update formulae of the foni.p’(Z) = p(F);

its presence will be implicit whenever the update formulagfas
omitted.

Write Thewrite(t, v) action forTPL has the guard
Vt1. TPL.rs(t1,v) V TPL.ws(t1,v) = t1 = t,
and the transition formula is given by
Vi1, vl.TPL.Ws/(tl, v1) = TPLws(t1,v1) Vi =t Avi = v.

In other words¢ can write tov when no other thread has read- or
write-access. In that casejs added to the write set of

Commit & Abort The commit(t,v) and abort(t,v) actions for
TPL are always enabled (i.e., they have the guatd), and their
transition formulee are given by the conjunction of

th, U1.TPL.I’S/(t1, 1)1) = TPL.FS(t1, 1)1) Nt 75 t
Vthvl.TPL.WS,(tl, ’U1) = TPL.WS(thUl) Aty ;é t.

Both thecommit andabort action forTPL are essentially no-ops;
the read- and write-sets of the acting thread are simplyetta

B. Model of Dynamic Software Transactional Memory

The DSTM system is a transaction manager which ensures per-
ceived sequential behavior by allowing only one transactioite-
access to a memory location, and ensuring that all valuesirga
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transaction have not been altered by other threads befonenite
ting. OurDSTM model uses the thread-status predicates

DSTM . finished(t), DSTM.validated(¢),
DSTM.invalid(t), DSTM.aborted(t),

as well as the predicatdd3STM.rs(¢,v) and DSTM.os(¢,v) to
mean thatt has read- or ownership- access®oAs syntactic
sugar, we indicate status predicate valuations with atéonmulae,
e.g., by using the formulRSTM.status(¢) = finished to mean

DSTM finished(t) A ~DSTM.validated(t)
A ~DSTM.invalid(t) A =DSTM.aborted(t).
The initial condition
Vt.DSTM.status(t) = finished
AVt,v.-DSTM.rs(t,v) A =DSTM.os(t, v)

asserts that all access sets are initially uninhabited, tarehds
begin in the finished state. The system is further constdabye
the invariants/t. exactly one of

DSTM finished(t), DSTM.validated(¢), DSTM.invalid(t),
DSTM.aborted(t)

holds, and
Vt1,t2,v.DSTM.os(t1,v) A DSTM.os(t2,v) = t1 = ta.

The first constraint is an artifact of encoding the four-ghBSTM
state with predicates, and the second corresponds to therimap-
tation strategy of associating a write-lock per location.

Read Theread(t,v) action forDSTM has the guard
—DSTM.aborted(t) A (-DSTM.os(t,v) = DSTM.finished(t)),
and the transition formula given by
th,vl.DSTM.rs'(tl,vl) =
DSTM.rs(t1,v1) V -DSTM.os(t,v) At1 =t Avi = v.

In other words, any threadthat has not aborted can reado long
ast is in the finished state, or already owndf ¢ does not already
ownv, thenv is added td’s read set.

Write  The write(t,v) action has the guardDSTM.aborted(t)
and the transition formula given by the conjunction of

Vt1.DSTM finished' (t1) =
DSTM finished(t1) A (-DSTM.os(t,v) = —pLi (t1))
th.DSTM.vaIidated/(tl) =
DSTM.validated(t1) A (-DSTM.os(t,v) = —¢L% (t1))
Vt;.DSTM.invalid’ (t1)
DSTM.invalid(¢1)
Vt1.DSTM.aborted'(t1) =
DSTM.aborted(t1) V =DSTM.os(t,v) A &% (t1)
Vt1,v1.DSTM.rs'(t1,v1) =
DSTM.rs(t1,v1) A (-DSTM.os(t,v) = —p%% (t1))
Vt1,v1.DSTM.os'(t1,v1) =
(DSTM.os(t,v) = DSTM.os(t1,v1))
A (-DSTM.os(t,v) =
(ti =t Avi =vV DSTM.os(t1,v1))
A = (t))

A (-DSTM.os(t,v) = =o' (t1))

—_ —
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where the sub-formulg!y’, (1) <t # ¢ A DSTM.os(t1,v)
indicates that; is being aborted. In other words, any non-aborted
threadt is allowed to write tov; if ¢t does not already own location

v, then any previous owners are evicted to the abort state.

Validate Thewalidate(t) action has the guafdSTM.finished(t)
and the transition formula given by

Vt1.DSTM finished' (t1) =

t1 #t A DSTM finished(t1) A =@k (t1)
th.DSTM.vaIidated/(tl) =

t1 =tV DSTM.validated(t1) A~k (£1)
th.DSTM.invaIid/(tl) =

DSTM.invalid(t1) A =~k (t1)
Vt1.DSTM.aborted’ (t1) =

DSTM.aborted(t1) V @by (t1)
Vt1,v1.DSTM.rs'(t1,v1) = DSTM.rs(t1,v1) A ~@hpe (t1)
Vt1,v1.DSTM.os' (t1,v1) = DSTM.os(t1,v1) A b (t1)

def

Wherecp’;bt (tl) =t ;é25/\31]1.DSTM.I’S(t7 ’U1)/\DSTM.OS(t1, 1)1).
In other words, any thread in the finished state is allowed to
validate its read set; in doing so, every owner of a locatibicht
read becomes aborted.

Commit The commit(t) action hasDSTM.validated(t) as the
guard, and the transition formula given by the conjunctibn o

Vt1.DSTM finished (t1) =

t1 =t vV DSTM finished(t1) A =@in, (t1)
Vt1.DSTM.validated’ (t1) =

t1 # t A DSTM.validated(t1) A =l (t1)
Vt1.DSTM.invalid’(t1) =

DSTM.invalid(t1) V @y (t1)
Vt1.DSTM.aborted'(¢1) =

DSTM.aborted(t1) A =l (1)
Vt1,v1.DSTM.rs'(t1,v1) = t1 # t A DSTM.rs(t1,v1)
th,vl.DSTM.os/(tl, v1) = t1 #t ADSTM.os(t1,v1),

def

whereyp!,, (t1) = t1 #tAJv1.DSTM.os(t, v1) ADSTM.rs(¢1, v1).
In other words, any thread in the validated state is allowed to
commit; in doing so, every read by another thread to a lonatio
whicht owned becomes invalid, sin¢és updatingy’s value

Abort  The abort(t) action forDSTM has the guardrue and the
transition formula given by the conjunction of

Vt;.DSTM finished' (1) = ¢, = t V DSTM.finished (1)

th.DSTM.vaIidated/(tl) = t1 # t A DSTM.validated(¢1)

Vt;.DSTM.invalid'(t1) = t1 # t A DSTM.invalid (1)

Vt1.DSTM.aborted’(t1) = t1 # t A DSTM.aborted(t1)

Vi1, vl.DSTM.rs'(tl, v1) =t1 #t ADSTM.rs(t1, v1)

Vi1, vl.DSTM.os'(tl, v1) = t1 # t ADSTM.os(t1, v1).
The abort action simply clears the state of

C. Model of Transactional Locking Il

Transactional locking Il is a transaction manager whichuess
perceived sequential behavior by giving exclusive locketations

2This is due to the deferred update semantics we've assumed.
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a thread has written to upon committing, while ensuring #iht
values read by a transaction have not been altered by otbfneb
committing. OurTL2 model uses the status predicates

TL2.finished(t), TL2.validated(¢), andTL2.aborted(t),
as well as predicates
TL2.rs(t,v), TL2.ws(¢,v),
TL2.Is(¢,v), TL2.ms(¢,v).
The initial condition
Vt.TL2.status(t) = finished
AVt v.mTL2.rs(t, v) A ~TL2.ws(t,v)
A ~TL2.s(t,v) A =TL2.ms(¢t, v)
asserts that threads begin in the finished state, all acetsare

initially uninhabited. The system is further constraingdtbe in-
variantVt. exactly one of

TL2.finished(t), TL2.validated(¢), TL2.aborted(t)

holds. This constraint is an artifact of encoding the thphase
TL2 state with predicates. Although here we list separaiél@’s
validate and commit actions, due to the limitation mentioned
in Section[®, the model we verify assumes thatidate(t) and
commit(t) execute together atomically.

read & write sets
lock & modified sets

Read Theread(t,v) action forTL2 has the guard
TL2 finished(t) A (TL2.ms(t,v) = TL2.ws(¢,v))
and the transition formula given by the conjunction of
Vi1, v1. TL2.rs' (t1,v1) =
TL2.rs(t1,v1) V =TL2ws(t,v) At1 =t Avi = v.

In other words, any threadn the finished state can rea¢so long
aswv is only marked as modified whenhas written tov. In that
caseyp is added td's read-set ift has not already written to.

Write The write(¢, v) action has the guard@L2.finished(¢) and
the transition formula given by the conjunction of

Vi1, ’l)1.—|—|_2.WS/(t17 ’U1) = TL2.WS(t17U1) Viti=tANvy = .

In other words, any threadin the finished state can write tq in
which casev is added ta’s write-set.

Lock Thelock(t,v) action forTL2 has the guard,
TL2 finished(¢) A TL2.ws(¢, v),
and the transition formula given by the conjunction of
Vt1.TL2.finished’ (t1) = TL2.finished(t1) A —p"Y, (1)
Vt1.TL2.validated’ (t1) = TL2.validated (1) A =¢5% (t1)
Vt1.TL2.aborted’ (1) = TL2.aborted(t1) V @5, (t1)
Vt17v1.TL2.|s'(t17v1) =TL2Is(t1,v1) Vi =tAvi =0

where'’ (t1) & 1 # t A TL2.s(t1,v). In other words, any

threadt in the finished state that has written to locationan lock
v; by doing so, threads that have previously lockedte evicted to
the aborted state.

Validate Thewalidate(t,v) action forTL2 has the guard
TL2.finished(t)
A =Fv1. TL2.rs(t,v1) A TL2.ms(t,v1)
AVv1. TL2.ws(t,v1) = TL2.Is(t,v1)
and the transition formula given by the conjunction of
Vt1.TL2 finished’(¢1) = TL2.finished(t1) A i, (t1)

This is a preliminary version of a paper to appear in PLDI '10.

Vt1.TL2.validated (t1) =
t1 =tV TL2.validated(t1) A =@hp (1)

Vt1.TL2.aborted(t1) = TL2.aborted(t1) V iy (t1)

Vi1, v1. TL2.rs' (t1, v1) = TL2.rs(t1,v1) A ~@hpe (t1)

Vi1, v1.TL2.ws' (t1,v1) = TL2.ws(t1,v1) A ﬁcp;bt (t1)
wherepl, (t1) < t1 # ¢ A Jva. TL2.rs(t,v2) A TL2.ws(t1,v2).
In other words, any threadin the finished state that has the lock
to every location it has written, and has not read from a mediifi

location, is allowed to validate its read set. By doing s, tunead
that has written to a location thahas read becomes aborted.

Commit The commit(t) action is guarded by L2.validated(t)
and has a transition formula given by the conjunction of

th.TLZ.finished'(tl) =t1 =tV TL2.finished(t1)

Vt1. TL2.validated’(¢1) = ¢1 # t A TL2.validated(t1)

Vi1, v1. TL2.rs' (t1,v1) = t1 # t A TL2.rs(t1,v1)

V1, v1. TL2.ws' (t1,v1) = t1 # t A TL2.ws(t1, v1)

Vi1, vl.TL2.|s'(t1, v1) =t1 £t ATL2As(t1,v1)

Vi, v1.TL2.ms' (t1,v1) = t1 # ¢

A (TL2.ms(t1,v1) V TL2.ws(t, v1) A @act(t1)),

def

whereg, . (t1) = Jv2.TL2.rs(t1,v2) V TL2.ws(t1,v2). In other
words,t can commit after it has validated; by doing so, the locations
thatt has written to are added to the modified sets of all otheractiv
threads.

D. Model of Strict Serializability

The strict serializability system is a deterministic exetle spec-
ification whose behaviors include exactly the set of siricb-
rializable traces|[16]. OuSS model uses the status predicates
SS.finished(t), SS.started(t), SS.invalid(¢), and SS.pending(¢),

as well as predicates encoding the read-S8tss(¢, v), write-sets
SS.ws(t, v), prohibited read-se8S.prs(t, v), prohibited write-sets
SS.pws(t, v), and weak-predecessdS.wp(t,t1) of each thread

t. The initial condition

Vt.SS.status(t) = finished A Vi1, t2.=SS.wp(t1,t2)
AV, v.7SS.rs(t,v) A =SS.ws(t, v)
A =SS.prs(t,v) A =SS.pws(t, v)
asserts that threads begin in the finished state, all acetsare

initially uninhabited, and the weak-predecessor relattoampty.
SS is further constrained by the invariaivt;,. exactly one of

SS.finished(t), SS.started(¢), SS.invalid(t), SS.pending(t)

holds. The constraint is an artifact of encoding the founga$S
state with predicates.
Read The read(t,v) action forSS has the guardrue and the
transition formula given by the conjunction of
Vt1.SS finished'(t1) = SS.finished (t1) A =SS.ws(t,v) = t1 #t
Vt1.SS.started’ (t1) =
(SS.ws(t,v) = SS.started(t1))
A (=SS.ws(t,v) =
t1 # t A SS.started(t1)
Vt1 =t A (SS.started(t1) V SS.finished (1))
A =SS.prs(t, v))
Vt1.SS.pending’ (t1) =
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SS.pending(t1) A (=SS.ws(t,v) = =" (t1))
Vt1.SS.invalid’ (t1) = SS.invalid(t1) V =SS.ws(t, v) A @i% (t1)
Vt17v1.SS.rs'(t1,v1) =

SS.rs(t1,v1) V -SS.ws(t,v) Ati =tAvi =v
Vti, t2.SS.wp'(t1,t2) = SS.wp(t1,t2)

V =SS.ws(t,v)
A (t1 # t Ate =t ASS.ws(t1,v)
Vit =t Ati #tASS.prs(te, v)
V t1 =t A SS.pending(t2) A SS.finished(¢1)),

tw def

whereyp;"" (t1) = t1 = tASS.prs(t,v). In other words, any thread

t can ai\rllvvays try to read a locatian If ¢ has already written to
v, this action is a no-op. Otherwise,tithas been prohibited from
writing to v (i.e., SS.prs(t,v)), thent’s status is set to invalid;

if not, then ¢'s status is set to started. Since the commit of a
write will invalidate the value read frome, ¢ becomes a weak-
predecessor of any thread that has writtenfiand any thread that
has been prohibited from readingbecomes a weak-predecessor
of t. Additionally, if this wast’s first action for a given transaction,
then any pending threads also become weak-predecessors.

Write The write(t,v) action forSS has the guardrue and the
transition formula given by the conjunction of

Vt1.SS. finished' (t1) = t1 # t A SS.finished(¢1)
Vt1.SS.started’ (¢1) =
(SS.started(t1) V SS.finished (1) A t1 = t) A =i (1)

Vt1.SS.pending’(t1) = SS.pending(t1) A =@l (t1)
Vt1.SS.invalid’ (t1) = SS.invalid(t1) V /% (t1)
th,vl.SS.ws/(tl,vl) =SSws(ti,vi) Vi =tAvi =w
Vi1, t2.SS.wp' (t1,t2) = SS.wp(t1,t2)

Vit =1t Aty #tASS.rs(tz,v)

Vit =t Ate #tASS.pws(ta,v)

V t1 =t A SS.pending(t2) A SS.finished(t1),

where 1" (t1) ' t; = ¢ A SS.pws(t,v). In other words, a

threadt rlfwléy always try to write to location, though ift has been
prohibited from writing tov (i.e., SS.pws(t, v), thent's status is
set to invalid; otherwiset’s status is set to started. Any threads
that have already read or have been prohibited from writing to
v, become weak-predecessors tofAdditionally, if this wast’s
first action for a given transaction, then any pending trsealdo
become weak-predecessors.

Commit The commit(t) action forSS has the guard
—SS.invalid(t) A =SS.wp(t, t)

and the transition formula given by the conjunction of

Vt1.SS finished' (t1) = t1 =t V SS.finished(t1) A =SS.wp(t, t1)

Vt1.SS.started’ (1) = t1 # t A SS.started(t1) A =SS.wp(t, t1)

Vt1.SS.pending’ (t1) = t1 # t A SS.pending(t1) V ©hena(t1)

Vt1.SS.invalid’ (t1) = SS.invalid(t1) V @l (t1)

Vi1, vl.SS.rs/(tl, v1) =t1 #t ASS.rs(ti,v1)

Vi1, v1.SS.ws' (t1,v1) = t1 # t A SS.ws(t1,v1)

Vt1,v1.8S.prs'(t1,v1) =t1 £t

A (SS.prs(t1,v1)

3 Again, the deferred update semantics guides this decision.
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V SS.wp(t, t1) A (SS.prs(t,v1) V SS.ws(t,v1)))
th,vl.SS.pws/(tl,vl) =t £t
A (SS.pws(t1,v1)
V SS.wp(t, 1)
A (SS.pws(t,v1) V SS.ws(t,v1) V SS.rs(t,v1)))
Vi1, to.SS.wp'(t1,t2) =t1 At Ata £t
A (SS.wp(t1, t2)
V SS.wp(t, t2)
A (SS.wp(t1,t) V Fv.SS.ws(t,v) A SS.ws(t1,v)))

where
QDitnv(tl) déf tl 7é tA Sst(IJ)7 tl)
A Fv1.SS.ws(t,v1) A SS.ws(t1,v1), and
‘pf)end(tl) =t #t ASS.wp(t,t1)

A —3v1.SS.ws (¢, v1) A SS.ws(t1, v1).

In other words, any threatithat whose status is not invalid, and
is not a self weak-predecessor can commit. In that casetadd s
involving t is cleared, and the status of every weak-predecedssor
of ¢ is either set to invalid, if; had a write-write conflict with, or
pending otherwise. All weak-predecessors afe then prohibited
from reading any location whichhas written to, or has itself been
prohibited from reading. Similarly, all weak-predecessoft are
prohibited from writing to any location whichhas read or written,
or has itself been prohibited form writing to. Finally, anyeak-
predecessot. of ¢ becomes a weak-predecessor of any thrgad
whicht preceded, or had a write-write conflict with.

Abort The abort(t) action forSS has the guardrue and the
transition formula given by the conjunction of

Vt1.SS.finished’ (t1) = t1 = t Vv SS.finished(¢1)
Vt1.SS.started’ (t1) = t1 # t A SS.started(t1)
Vt1.SS.pending’ (t1) = t1 # t A SS.pending(¢1)
VtLSS.invaIid'(tl) = t1 # t A SS.invalid(t1)

Vi1, vl.SS.rs/(tl, v1) =t1 #t ASS.rs(t1,v1)

Vi1, v1.5S.ws'(t1,v1) = t1 # t A SS.ws(t1,v1)
Vit1,v1.8S.prs’ (t1,v1) = t1 # t A SS.prs(t1,v1)
Vt1,v1.5S.pws’ (t1,v1) = t1 # t A SS.pws(t1,v1)

Vi1, v1.SS.wp'(t1,t2) = t1 # t Ata # t A SS.wp(ty, ta).

In other words, a threatlis always abort-enabled, and upon abort-
ing t's state is completely cleared.
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