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Abstract

We introduce the use of Fourier analysis on lattices as an irggral part of a lattice based
construction. The tools we develop provide an elegant desgtion of certain Gaussian distribu-
tions around lattice points. Our results include two cryptographic constructions that are based
on the worst-case hardness of the unique shortest vector pbdem. The main result is a new
public key cryptosystem whose security guarantee is consatably stronger than previous results
(O(n*®) instead of O(n”)). This provides the rst alternative to Ajtai and Dwork's o riginal
1996 cryptosystem. Our second result is a family of collisio resistant hash functions with an
improved security guarantee in terms of the unique shortestvector problem. Surprisingly, both
results are derived from one theorem that presents two indihguishable distributions on the
segment [01). It seems that this theorem can have further applications as an example, we use
it to solve an open problem in quantum computation related to the dihedral hidden subgroup
problem.

1 Introduction

Cryptographic constructions based on lattices have attrated considerable interest in recent years.
The main reason is that, unlike many other cryptographic corstructions, lattice based constructions
can be based on theworst-case hardness of a problem. That is, breaking them would imply a
solution to any instance of a certain lattice problem. In this paper we will be interested in the
unique shortest vector problem USVP), a lattice problem that is believed to be hard. For a constan
¢, the n®-uSVP is de ned as follows: we are asked to nd the shortest non-zes vector in an n-
dimensional lattice with the promise that it is shorter by a factor of n¢ than all other non-parallel
vectors. Hence, the problem becomes harder asdecreases. The results in this eld can be divided
into two types. The rst includes public key cryptosystems and the second includes families of
collision resistant hash functions.

The only previously known public key cryptosystem based on avorst-case lattice problem is the
one due to Ajtai and Dwork [2], which appeared in 1996. They pesented a public key cryptosystem
based on the worst-case hardness @(n8)-uSVP. Then, in [10], Goldreich, Goldwasser and Halevi
showed how to eliminate decryption errors that existed in the original scheme. They also improved
the security to O(n’)-uSVP. Although there are other lattice based cryptosystems (sege.g., [11,
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15, 20]), none of them is based on the worst-case hardness ofadtice problem. Our main result is
a new public key cryptosystem whose security is based o®(n'°)-uSVP.

In [1], Ajtai presented a family of one-way hash functions baed on the worst-case hardness of
several lattice problems. In terms of theuSVP, it was based on the hardness 0O(n®)-uSVP. The
constant ¢c was not explicitly speci ed but later it was noted to be ¢ =19 [4]. In [9], it was shown
that under the same assumptions one can obtain a family of ctikion resistant hash functions.
This is a stronger primitive than a one-way function with many uses in cryptography. Cai and
Nerurkar [5] improved the exponenttoc=9+ and later, by providing an improved analysis, Cai
[4] obtainedc=4+ . These papers also showed how to base the security of the hafimction on
other lattice problems that are potentially harder than uSVP (such as the shortest vector problem
and the shortest independent vectors problem). In [22], Miciancio constructed a family of hash
functions with the best known constant c for several important lattice problems (but not for uSVP).
In another related paper [21], Micciancio improved the e ciency of the hash function by using cyclic
lattices.

Our contribution

The main contribution of this paper is the introduction of Fo urier analysis on lattices as an inte-
gral part of a lattice based construction. Fourier analysiswas previously used indirectly through
transference theorems, i.e., theorems that relate propeies of a lattice and its dual (see, e.g., [4]).
Our constructions are the rst to use Fourier analysis diredly.

Our main theorem is a reduction from the O(n%®)-uSVP to the problem of distinguishing be-
tween two types of distributions on the segment [Q1). We believe that this theorem will nd other
uses in the future.

Using the main theorem, we present three results. The main oais a new public key cryptosys-
tem that is based on the worst-case hardness dd(n'°)-uSVP. This is a major improvement to the
1996 cryptosystem by Ajtai and Dwork. Its description is surprising in that it essentially consists
only of numbers modulo some large numbeN .

Our second result is a family of collision resistant hash funtions whose security is based on
the worst-case hardness oD(n'®)-uSVP. In terms of the uSVP, this improves all the previous
results mentioned above. However, we should mention that mvious results were not based only on
uSVPand are therefore incomparable with our result. The hash fuition that we consider is simple
and is known as the modular subset sum functioh. This function already appeared in previous
papers; for example, one of the results in [16] is an averag&se to average-case reduction for the
function. Finally, let us mention that a recent paper [24] greatly improves on our result as well as
on all previous results. There, a family of collision resisant hash functions is shown whose security
is based on the worst-case hardness of three important lattie problems (shortest vector problem,
shortest independent vectors problem, and covering radiugproblem) all with an approximation
factor of O(n) (i.e., linear up to logarithmic terms). The proof of this st rong result is based on
ideas from this paper. Our third result is related to an open guestion in quantum computation and

will be discussed in Section 7.

IPrevious constructions of hash functions were usually presented as functions on random lattices. However, most
of these results can be easily extended to the modular subsetsum function. This was already noted in Ajtai's original
paper ([1]).




Intuitive overview

In the following we provide an informal overview of the resuts in this paper. Many of the details
are omitted for the sake of clarity.

Main theorem:  Our main theorem is a reduction from n-dimensional instances on>-uSVP
(and in general, n°-uSVP) to the problem of distinguishing between two types of distributions on
[0;1). One distribution is the uniform distribution U while the other, Ty, is concentrated around
integer multiples of 1=h for some unknown large integer h 20("*)  Notice that if we knew h, we
could easily distinguish between the two by multiplying by h and checking if the result is close to an
integer. The sharpness of the concentration in this "'wavy' dstribution depends on the exponentc
in the n°-uSVP problem. For example,n'®-uSVPtranslates to a concentration of around %n, that
is, the di erence between two adjacent peaks is roughlyn times the width of a peak (see Figure 1).

The reduction is a Cook reduction. It works by producing distributions that are known to be
either U or T, for someh and then it uses the oracle to nd out which of the two is the case. The
value h in the T, distributions produced by the reduction depends on the shatest vector in the
lattice; this explains why h is unknown. Still, we can guarantee thath is not greater than 200?)
(this is done by working with an LLL-reduced basis).

Notice that the reduction is to a worst-case problem in the sase that one has to distinguish
between U and T, for all valuesh ~ 20("*). Nevertheless, Ty, has the property that if one can
distinguish it from uniform for some non-negligible fraction of all possibleh in some range then one
can also distinguish it from uniform for all values ofh. This average-case to worst-case property
will be described in more detail later. In the following we describe four reductions that together
form the proof of the main theorem.

The rst reduction is from the search problem n'>-uSVP to a certain decision problem on
lattices. The input to the decision Broblem is an n*®-unique lattice given by a basisvy;:::;Vy.
Assume that the shortest vector is i”:l ajvi wherea; 2 Z. The decision problem asks whether
pj & wherep is some prime number chosen to be slightly more tham®:®. The reduction is a Cook
reduction and the idea is to make the lattice sparser and spager without losing the shortest vector.
At the end, the lattice is so sparse that we can easily nd the $iortest vector. For example, if we
nd some i such that p j & then we can replacev; with p v; without losing the shortest vector. We
also need to handle the case where for all, p - 8. Here we perform a slightly more complicated
procedure. The idea is to add a multiple of one basis vector t@nother in such a way thatpj &
for somei and then, as before, we can replacg; with p v;.

The second reduction is from the above decision problem to arpmise problem. In this promise
problem, we are given a lattice that either has one short veair of length 1=n and all other non-
parallel vectors are of length more thanp n, or all vectors are of length more than™ n. The goal
is to distinguish between these two cases with the promise @it one of them is the case. The input
to the reduction is a n¥*®-unique lattice and we should decide whethemp j a;. We do this by rst
scaling the lattice so that the length of the shortest vector is 1=n and therefore all non-parallel
vectors are of length more thann®=n = P n. We then replace the basis vectorv; with py; and
call the oracle for the promise problem with the resulting latice. If pj a then the shortest vector
remains in the lattice and therefore we end up with a lattice whose shortest vector is of length £n
and all other non-parallel vectors are of length more than n. If p - a then the shortest vector



disappears and so do all of its multiples up to thepth multiple. Since p > n %, all the vectors in the
resulting lattice are of length more than ™ n. Therefore, we managed to solve the decision problem
by one call to the oracle for the promise problem. Let us menthn that the idea of multiplying a
basis vector by a prime was already used by [12] in a di erent ontext.

The third reduction is the core of the proof. Here, we reduce he above promise problem to
a problem of distinguishing between twon-dimensional distributions. Namely, one distribution is
UL , an n-dimensional uniform distribution, and the other is T, , an n-dimensional distribution
that has the form of fuzzy n  1-dimensional hyperplanes (see Figure 3 for a two-dimensial
illustration). The reason we havelL in the subscript should become clear later in the paper. The
main intuitive idea in this reduction is the following. Imag ine looking at a grid of points with your
vision blurred { see the left image in Figure 2 for an illustration. If the grid is dense enough then
all the blurs merge together and the picture you see isiniform. In other words, by adding noise to
a lattice, we can essentially “erase' its ne structure. The is also the underlying idea in the work
of Ajtai and Dwork [2].

The reduction itself is as follows: given an input lattice L, the output distribution is obtained
by chogsing a ‘random’ lattice point from the dual lattice L and perturbing it by a Gaussian of
radius = n. We analyze this reduction by applying an important lemma of Banaszczyk [3]. This
lemma makes precise the intuitive idea mentioned above. It @ys that the distribution obtained
in the reduction can be closely approximated by a function that depends only on points inL (the
primal lattice) that are within distance = n of the origin. Using this lemma, we can now prove the
correctness of the reduction. First consider the case that la nonzero vectors inL are of length
more than = n. Intuitively, since L has no short vectors,L is quite dense. Indeed, in this case the
only vector in L that is within distance P n of the origin is the origin itself and the lemma tells us
that the distribution given by the reduction is very close to U, , i.e., the n-dimensional uniform
distribution. Now consider the case that L is a lattice with one short vector u of length 1=n and
all other non-parallel vectors of length more thanpﬁ. By the de nition of the dual lattice, L
is aligned onn 1-dimensional hyperplanes orthogonal tou. The orthogonal distance between
two adjacent hyperplanes is ¥kuk = n and the structure of L on each hyperplane is quite dense.
Intuitively, we would expect the distribution given by the r eduction to be concentrated around
these hyperplanes and uniform on them. This is the distribuion T, mentioned above. As we will
see later, this is exactly what Banaszczyk's lemma gives us.

The fourth and nal reduction transforms the n-dimensional distributions described above into
one-dimensional distributions. The reduction is based on amapping from the support of our n-
dimensional distributions to the segment [Q 1). The mapping has the property that U_ is mapped
to U, the uniform distribution on [0;1), and that T. is mapped to Ty, a wavy distribution on
[0; 1), for someh that depends on the hyperplane structure (and hence on the sbrtest vector in
the original lattice). The mapping is performed by partitio ning the support of our n-dimensional
distributions, which turns out to be a parallelepiped, into W parallelepipeds for some very largéV .
Each of these parallelepipeds is “tall and narrow', i.e., itis long in one dimension and very short in
all other dimensions. Consider ourn-dimensional distributions restricted to such a paralleleiped.
The crucial observation is that since it is so narrow, the digribution that we see is essentially a
one-dimensional cross section of tha-dimensional distribution: either uniform in the case of U, or
wavy in the case ofT. . This leaves us withW one-dimensional distributions { one for each narrow



parallelepiped. We then describe a certain ordering of thes narrow parallelepipeds. Consider the
distribution on [0 ;1) obtained by concatenating all the one-dimensional distibutions together. In
other words, the ith parallelepiped is assigned to the segment {[( 1)=W;i=W). In case we started
with U_ , the resulting distribution is clearly uniform. In case we darted with T_ , we show that
our ordering is such that the individual distributions glue together nicely and that the resulting
distribution is Ty. This completes the description of the main theorem.

Worst-case to average-case: The problem shown hard by the main theorem is, in a way, a
worst-case problem: to solve all instances ofi%*>-uSVP, we need to distinguish betweenU and T,
for all h. We therefore provide another theorem that shows that even he average-case problem is
hard. This theorem will be used in the proof of security of thepublic key cryptosystem. We prove
the theorem by showing that a distinguisher betweenU and T, for some non-negligible fraction
of all possible values forh in some range leads to a distinguisher betweetd and Ty, for all h
(and hence to a solution ton'>-uSVP). The idea of this proof is the following. Assume we can
distinguish between U and T,,. Let us show how to distinguish betweenU and T,,. We sample
a value x 2 [0;1) from the unknown distribution. We then let y be either x=2 or (1 + x)=2 with
equal probability. Notice that if the unknown distribution is uniform, then y is also uniform. If
the unknown distribution is Ty then y is distributed according to T,,. Notice that we did not use
the (unknown) value of h. Hence, this operation transforms anyT, into T,,. We can extend this
idea and transform Ty, into Ty for any 1. Now, given a distinguisher that works for some
non-negligible fraction of all possible values forh we construct a distinguisher that works for any
h. This is done by applying the above transformation with many random values . With high
probability, in one of these attempts, h will be such that the given distinguisher can distinguish
betweenU and T}, . Hence, with high probability, we can distinguish betweenU and Tj,.

Public key cryptosystem: Let N be s%m_e Iaﬁgginteger. The private key consists of a single
integer h chosen randomly in the range (say) [ N; 2 N). The public key consists ofm = O(log N)
numbersas;:::;am in f0;1;:::;N 1g that are “close' to integer multiples of N=h (notice that h
doesn't necessarily divideN). We also include in the public key an indexig 2 [m] such that a,
is close to anodd multiple of N=h. We encrypt one bit at a time. An encryption of the bit 0 is

same way except we addi;,=2c to the result. On receiving an encrypted wordw we consider its
remainder on division by N=h. If it is small, we decrypt 0 and otherwise we decrypt 1. Corretness

subset of them is also close to a multiple oN=h and hence encryptions of 0 are decrypted correctly.
Similarly, since ba;j,=2c is far from a multiple of N=h, encryptions of 1 are also far from multiples
of N=h and the decryption is 1.

The following is a rough description of how we establish the ecurity of the cryptosystem.
Assume that there exists a distinguisherA that given the public key can distinguish encryptions of
0 from encryptions of 1. In other words, the di erence betwea the acceptance probabilitiespy on
encryptions of 0 and the acceptance probabilityp; on encryptions of 1 is non-negligible. Therefore,
if py is the acceptance probability on random wordsw, it must be the case that eitherjp, poj or
jpu  p1j is non-negligible. Assume that the former case holds (the kéer case is similar). Then we
construct a distinguisher between the distributions U and Ty,. Let R be the unknown distribution



simplicity we ignore ig) is xed and the word w is chosen randomly as an encryption of 0. This
is done by simply calling A many times, each time with a neww computed according to the
encryption algorithm. We also estimate A's acceptance probability whenw is chosen uniformly
from f0;1;:::;N  1g and not according to the encryption algorithm. If there is a non-negligible
di erence between the two estimates, we decide thatR is T,, and otherwise we say thatR is U.
We claim that this distinguishes between U and Ty,. If R is U then aj;:::;an are uniform in
f0;1;:::;N 1g. One can show that this implies that the distribution of encryptions of 0 is very
close to the uniform distribution and therefore A (as well as any other algorithm) cannot have
di erent acceptance probabilities for the two distributio ns. Otherwise,R is Ty, and the distribution

according to our hypothesis,A should have a non-negligible di erence between the two case

A family of collision resistant hash functions: We choosem = O(log N ) random numbers
ai;:::;am uniformly from f0;1;:::;N 1g and de ne the hash function f (b) = i";l ba mod N
where b 2 f 0;1g™. A collision nding algorithm in this case means an algorithm A that given

ndom a;;:::;am nhds with non-negligible probability a nonzero vector b2 f 1;0;1g™ such that

bas O(mod N). Using A we show how to build a distinguisher betweenU and Ty,. By trying
many values of the form (1+1=poly(m))' we can have an estimatd of h up to some small Epoly(m)
error. We would like to use i to check if the distribution is concentrated around multipl es of Eh.
Sampling values from the unknown distribution R and reducing modulo Fh does not help because
the di erence between i=h and i=h is much larger than 1=h for almost all 0 i < h, sinceh is
exponential in m. The idea is to use the collision nding algorithm to create from T}, a distribution
that is also concentrated around the peaks=h but only for small i, namelyi m.

S Euch that ,5z mlgd 1 is very close to zero. For simplicity assume that it is eactly zero.
If 55X mod 1= i»sYi mod 1 is close to an integer multiple of 1 we say that R is T;
otherwise, we say thatR is U.

distribution on [0; 1) then conditioned on any values ofzy;:::;zy the distribution of y1;:::;ym is
still uniform in [0 ; 1=N) and hence, with high probability,  ;, Vi is not close to an integer multiple

(z 1=h;z]. More precisely, its distribution is the one obtained by restricting T, to (zg  1=h; z].
This distribution can be closely approximated by the distribution obtained by restricting Ty, to
(z  1=h;z]. Because the length of this interval is Eh, this djstribution includes exactly one peak
of Th. Hence,X; is distributed around somei=h. Tlgerefore, i»s Xi mod 1 is close to a multiple
of 1=h. Moreover, since they;'s are at most 1=, ,,gY; is at most m=N. Since the estimaten
satises that for 1 i m, i=h is very close toi=h, ;,5Xj mod 1 is close to a multiple of Eh
and the distinguisher decides thatR is Ty, as required.



One last issue that we have to address is thaA might not nd collisions on inputs of the form

that A nds collisions on inputs chosen uniformly. But if A does not nd collisions we know that
R has to beT, and hence we can still distinguish betweerlJ and T,.

Outline

In Section 2 we list several de nitions and some properties blattices that will be needed in this
paper (for an introduction to lattices see [23]). The distributions that appear in our main theorem
are de ned in Section 2.1. The main theorem is developed in S#ion 3. In Section 4 we obtain an
average-case version of the main theorem. This version is &m used in Section 5 where we describe
the public key cryptosystem and its analysis. The hash funcion and its analysis are given in
Section 6. In Section 7 we present a solution to an open probte related to quantum computation.
Sections 5, 6 and 7 are independent. The average-case forratibn of Section 4 is used only in
Section 5.

2 Preliminaries

A lattice in R" is de ned as the set of all integer combinations ofn linearly independent vectors.

( )
P(vy;iii;vn) = XiVi  Xj 2 [0;1)

Note that a lattice has a di erent fundamental parallelepip ed for each possible basis. We denote
by d(L) the volume of the fundamental parallelepiped ofL or equivalently, the determinant of the
matrix whose columns are the basis vectors of the lattice. Tk point x 2 R" reduced modulo the
parallelepiped P(vq;:::;vn) is the unique point y 2 P (vy;:::;Vvy) such that y X is an integer

n n matrix whose columns are the basis vectors then the columnsfdBT) ! are the vectors of
the dual basis. From this it follows that d(L ) = 1=d(L).

We say that a lattice is unique if its shortest (nonzero) vector is strictly shorter than all other
non-parallel vectors. Moreover, a lattice isf (n)-unique if its shortest vector is shorter than all
other non-parallel vectors by a factor of more thanf (n). In the shortest vector problem we are
interested in nding the shortest vector in a lattice. In thi s paper we will be interested in thef (n)-
unique shortest vector problem § (n)-uSVP) where in addition, we are promised that the lattice is
f (n)-unique. Let (L) denote the length of the shortest nonzero vector in the latice L. We also
denote the shortest vector (or one of the shortest vectors)  (L). Most of the lattices that appear
is this paper are unique lattices and in these cases(L) is unique up to sign.



One particularly useful type of basis is an LLL-reduced bass. Such a basis can be found in
polynomial time [19]. Hence, we will often assume without Ies of generality that lattices are given
by an LLL-reduced basis. The properties of LLL-reduced base that we use are summarized in
Lemma 3.2.

We de ne a negligible amount in n as an amount that is asymptotically smaller thann ¢ for any
constant ¢ > 0. The parametern will indicate the input size. Similarly, a non-negligible amount is
one which is at leastn € for somec > 0. Finally, exponentially small in n means an expression that
is at most 2 (M. We say that an algorithm A with oracle access is a distinguisher between two
distributions if its acceptance probability when the oracle outputs samples of the rst distribution
and its acceptance probability when the oracle outputs samfes of the second distribution di er by
a non-negligible amount. In addition, an algorithm A is said to distinguish between the distribution
T and the set of distributions T if for any distribution T°2 T, A distinguishes betweenT and T

For two continuous random variables X and Y having values in [Q 1) with density functions T,
and T, respectively we de ne their statistical distance as

141
( XY)= 3 . JTa(r)  Ta(r)jdr:

A similar de nition holds for discrete random variables. One important fact that we use is that
the statistical distance cannot increase by applying a (posibly randomized) function f, i.e.,

(FXEY)  (XY); 1)

see, e.g., [23]. In patrticular, this implies that the accepance probability of any algorithm on inputs
from X diers from its acceptance probability on inputs from Y by at most ( X;Y).

The setf1;2;:::;ngis denoted by p]. All logarithms are of base 2 unless otherwise speci ed.
We usec-to denote an unspeci ed constant. That is, wheneverc-appears we can replace it with
some universal constant. For example, the expressioo+7 = <€ is true because we can substitute 1
and 8 for the constants. Other constants will be denoted byc with a letter as the subscript, e.g.,
Cm-

For two real numbersx andy > 0 we denex mody asx b x=ycy. For x 2 R we de ne bxe as
the integer nearest tox or, in case two such integers exist, the smaller of the two. Walso use the
notation frc(x) := jx b xej, i.e., the distance of a realx to the nearest integer. Notice that for all
X;¥y 2R, 0 frc(x) % frc(x) j xjand frc(x +y) frc(x)+frc(y).

Recall that the normal distribution with mean 0 and variance 2 is the distribution on R given
by the density function pzi—exp %(5)2 where exp () denotese?. Also recall that the sum of
two independent normal variables with mean 0 and variances Z and 3 is a normal variable with
mean 0 and variance #+ 3. We de ne the standard Gaussiandistribution as the distribution on
R" in which Igach coordinate is an independent normal random vaables with mean 0 and standard
deviation 1= 2 . In other words, a standard Gaussian distribution is given ty the density function
exp  kxk? onR".

For clarity, we present some of our reductions in a model thatallows operations on real numbers.
It is possible to modify them in a straightforward way so that they operate in a model that
approximates real numbers up to an error of 2"° for arbitrary large constant c in time polynomial
in n. Therefore, if we say that two continuous distributions on [0; 1) are indistinguishable (in the



real model) then for any ¢ > 0 discretizing the distributions up to error 2 " for any c yields two
indistinguishable distributions.

2.1 Several Distributions

We de ne several useful distributions on the segment [01). The distribution U is simply the
uniform distribution with the density function U(r) = 1. For 2 R* the distribution Q is a
normal distribution with mean 0 and variance »— reduced modulo 1 (i.e., a periodization of the
normal distribution):

X
Q (r):= p= exp —(r k)?

k=1
The 2 factor helps to simplify notation later in the paper. Note th at the standard deviation of Q
is proportional to = . Clearly, one can e ciently sample from Q by sampling a normal variable

and reducing the result modulo 1. Another distribution is T,. whereh 2 N and 2 R* (see
Figure 1). Its density function is de ned as

*
Th, (r):= Q (rh mod 1) = plt exp —(rh k)? :
k=1

We can e ciently sample a value z 2 [0;1) according to T,,. as follows. First choose a value
x2f10;1;:::;h  1g uniformly at random and then choose a valuey according to Q . The result
is (x + y)=h.

.
4 4 6
3 3 5
4
2 2 3
2
1 1
1
N 0.2 0.4 0.6 0.8 1 - 0.2 0.4 0.6 0.8 1 0.2 0.4 0.6 0.8
Figure 1: T4.0.05, T7,0.05 and Ta;0:02
We also de ne the following set of distributions:
n 4n
Tng= T, h2N;h 2% o @; 7

The reason for this choice of parameter is our main theorem, hich we explain next.

3 Main Theorem

In this section we present a reduction fromg(n)-uSVP to the problem of distinguishing between
two types of distributions on [0; 1). The proof is obtained by combining the four reductions slown
later in this section.



Theorem 3.1 Let g(n) be any function such that4p n g(n) poly(n). If there exists a distin-
guisher betweerlJ and T,.q(ny then there exists a solution tog(n)-uSVP.

Proof: Let p(n) be a prime larger than g(n) and at most (say) 2g(n). We can now apply Lemmas
3.5, 3.7, 3.15 and 3.17 in order to obtain the theorem. ]

The following technical lemma provides some rough bounds omumbers arising from LLL-
reduced bases: the coe cients of the shortest vector are notoo big, the length of the shortest
vector is known to be in a certain range, and the vectors in thedual basis are not too long. These
properties will be used in the proof of Theorem 3.1.

vector. Then jaj 22" B)[ all i 2 [njand (L) k vik 2" (L). Moreover, if (vq;:::;v,) is the

dual basis, thenkv; k (—I_”)Z2n for all i 2 [n].

Recall that in an LLL-reduced basis kvi'k P 2kv!, kand fori<j ,
D E
vy, %kviykz:
In addition, recall that min ; kv’k is a lower bound on (L). Thenforanyi 2 [n], kvlk 20 D=2kvYk
and thereforekvik 2" D=2 (L). Using v} = v;, we see that

(L) k vik 2" (L):

Vi vi
kvik' 7 kvik
D E
It is given by the columns of the matrix B = (byj )1 ij n whereby = vj;v/ =kv'k. Notice that

this matrix is upper triangular and that its diagonal is b; = kviyk. Also note that by the properties
of an LLL-reduced basis,jb; ] %kviyk for i <j . The shortest vector is
0 1
X XX y
aqjVi = @ q h;jA V—'y:

Since its _length is at most 2'kv/k the absolute value of each of its coordinates is at mostkv/k.

Hence, ani a; b 2" kviyk for everyi 2 [n]. By taking i = n we get that ja,b,nj 2"kvik and
henceja,j is at most 2". We continue inductively and show that ja,j 22" K. Assume that the

0 1
X 1 X 1. X on i
aj > 3 kvzk > @ 220 TA kV)k/k
j=k+1 j=k+l j=k+l

1
> 2" Kkvlk:

10



By the triangle inequality,

_ X X0
ja bk ajb + 3j b
j=k+1 j=k

220 Ka2n kvlk 220 Kkvlk

NI =

and the proof of the rst part is completed.
The basis of the dual lattice is given by the columns of BT) 1. Since min jb; ] S;) and
jbj i 3jbij, the following claim implies that the entries of (BT) * are at most %22” in absolute

pP_
value. Therefore, the length of each column vector is at most(—l_”)22“.

Claim 3.3 LetB =(h;)1 ij n beann n upper triangular matrix such that for all i <] n,
jbjj i bij. Then, the entries of (BT) ! have an absolute value of at mosgmnilwﬁ‘.

Proof: First, let D denote the diagonal matrix with values Iy;; on the diagonal. ThenB can be
written as DM where M is an upper triangular matrix with ones on the diagonal and al other
entries have an absolute value of atmost1. Then,B") 1=(MTDT) 1=D Y(MT) 1 Therefore,
it is enough to show that the entries ofL := (M T) ! are at most 2" in absolute value. The diagonal
of L is all ones and it is lower triangular. We can de ne it recursively by

X
li = & leMic:i
k<i

where |; denotes theith row of L and g is the vector that haspl in position i and O everywhere

else. In other words, the entryl;; fori>j can be de ned by i kei lj Mii. Therefore,

- . X X - . X - .
liji= lij Mg il Miij i J
j k< i ki i ki
from which we get the boundjli;j 2" 1 fori j. n
|
3.1 Reduction to a Decision Problem
We reduceuSVPto the following decision problem.
De nition 3.4 (Divisibility SVP with parameter p (dSVR,)) For an integer p 2, the in-
put to the dSVPR, is an arbitrary IQasis (v1;:::;vn) of a unique lattice L and a number such that
(L) < 2 (L). Let (L)= [ &V be the coe cients of the shortest vector. Then the goal

is to output YES if p divides a; and NO otherwise.

Lemma 3.5 Let p= p(n) > 2 be a prime number that is at most polynomial inn.? There exists
a reduction from nding the shortest vector in a unique lattice L to dSVPp.3 Moreover, if L is an
f (n)-unique lattice then all the calls to thedSVP oracle are also with anf (n)-unique lattice.

2The result holds for the case p = 2 as well with some technical di erences.
%0ne can guarantee the uniqueness of the shortest vector in ary lattice by adding tiny perturbations to the basis
vectors. Therefore, the assumption that L is unique can be avoided.
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Proof: It is convenient to have a bound on the coe cients of the shortest vector. So we assume,

Lemma 3.2, we get that the coe cients of the shortest vector satisfy jajj 22" and "‘2’—&" (L)
kvik. These are the only properties that we need from the basis andh fact, other bases used
throughout this proof will not necessarily be LLL-reduced. In the following we describe a procedure
B( ) that nds the shortest vector in L given access to adSVP oracle and an that satis es
(L) < 2 (L). We apply the proceduren times with =21 " kvik for j =1;2:::;n+1.
Notice that when we call B with the wrong value of it can error by either outputting a non-lattice
vector or a lattice vector that is longer than the shortest vector. We can easily ignore these errors
by checking that the returned vector is a lattice vector and then taking the shortest one. Therefore,
it is su cient to show that when satises (L) < 2 (L), B( ) returns the shortest vector.
Clearly, one can modify thedSVP oracle so that it nds whether pj a for any i 2 [n] (and not just
i = 1) by simply changing the order of the vectors in the basis gven to it.

maintain the invariant that the lattice spanned by the curre nt basis is a sublattice of the original
lattice and that the shortest vector is unchanged. Notice that this implies that if the original lattice
is anf (n)-unique lattice then all intermediate lattices are alsof (n)-unique and hence all the calls to
the dSVP oracle are with anf (n)-unique lattice, as required. In addition, since the shorest vector
is unchanged, the estimate can be used whenever we call theSVP oracle with an intermediate
lattice. The changes to the basis are meant to decrease the ewients of the shortest vector. We

show that when the procedure ends all the coe cients of the slortest vector are zero excepta; for
somei 2 [n]. This implies that the shortest vector is v;. In the following we describe a routineC
that will later be used in B.

The routine C(i;j ) wherei;j 2 [n] applies a sequence of changes to the basis. Only the vectors
vi and v; in the basis are modi ed. When the routine nishes it returns the new basis and a bit. If
the bit is zero then we are guaranteed that the coe cient a; of the shortest vector in the new basis
is zero and that a; is unchanged. Otherwise, the bit is one and we are guaranteethat jaj %jaij
and that a; is nonzero. Moreover, the value ofa;j does not increase byC(i;j ).

The routine is composed of the following two steps. In the rd step we replacev; with p v;
as long as thedSVP oracle says thatp j & and not more than 2n times. By multiplying v; by p
when pj aj, we obtain a sublattice that still contains the same shortes$ vector. The coe cient a;
decreases by a factor op. Since we began withjajj < 22", if this happens n times then a = 0
and therefore in this case we return the current basis and oytut a zero bit. Otherwise, we are
guaranteed that in the current lattice p - a;.

In the second step we considep di erent bases wherey; is replaced with one ofv; pTlvj RRRAY/
Vi;VisVi + V5o v + 2y Notice that all p bases span the same lattice. Also note that the co-
e cient a changes toa + pTlai; Lyt &y p—zlai respectively while all other

coe cients remain the same. Sincep - a;, one of the bases must satisfy thatp j a; and we can nd
it by calling the dSVR, oracle. We choose that basis and then multiplyv; by p. We repeat the
above steps (of choosing one of the bases and multiplying by p) 2n times and then output the

12



resulting lattice with the bit one. With each step, the new ja;j becomes at most

P liaj+ijaj 1 1 |
Plaitiai_ 11 i

p 2 2p p

Hence, after 2 applications, the newja;j is at most

1 1 1 1 PR =7 R SO - N I S|
> 2p 1+B+---+W J<'=1iJ+pﬁ<§JaiJ"'pﬁ<§JaiJ"'z1

and sincea; is integer this implies ja; | %jaij. This completes the description ofC.

We now check that C runs in polynomial time. Indeed, C can be seen as consisting of basic
operations where in each basic operation we either multiplyone of the basis vectors byp, or add
a multiple of one basis vector to another. The number of basicoperations is clearly at most
polynomial in n. Consider the maximum over alli of the number of bits needed to representy;.
Each basic operation increases this value by at mos©(n logp) (since eachv; is an n-dimensional
vector) and hence it is always at most polynomial inn. This implies that each basic operation can
be performed in polynomial time.

The procedureB works by maintaining a set Z of possibly non-zero coe cients that is initially
setto[n]. Aslong asjZj 2 we perform the following operations. Assume without loss bgenerality
that 1;22 Z. We alternatively call C(1;2) and C(2;1) until the bit returned in one of the calls is
zero. This indicates that one of the coe cients is zero (either a; or a, depending on which call
returns the zero bit) and we remove it from the setZ. In order to show that the procedure runs in
polynomial time, it is enough to show that an element is remoed from Z after at most a polynomial
number of steps. Notice that after each pair of calls toC that returned the bit one ja;j decreases
by a factor of at least 4. Therefore, after at most 2 calls to C, a; becomes zero and(1; 2) must
return the bit zero. [

3.2 Reduction to a Promise Problem

We continue our sequence of reductions by reducingSVPto the following promise problem.

De nition 3.6 (Promise SVP with parameter g(n) (pPSVPFyny)) For 2 a(n) poly(n),
hhe input to the pSVPFy,, is a lattice L given by an LLL-reduced basis. In YES instances, (L) 2
P
n.2n p
(L) > " n. The goal is to distinguish between these two cases with theomise that L satis es one
of them.

and all vectors not parallel to (L) are of length more than™ n. In NO instances,

Lemma 3.7 Let g(n) < p(n) be such thatp(n) is a prime and both are at most polynomial inn.
Then, there is a reduction from dSVR,,) on g(n)-unique lattices to pSVFy,.

number such that (L) < 2 (L). Let L%be the lattice L scaled by a factor%, i.e., the
lattice spanned by the basis



P hp_ p
Notice that (L9 = = [, av0is of length in ﬁ; é(—n and any vector not parallel to (L9
is of length more than g(n) % = pﬁ. Now, let M be the lattice spanned by the basis
(p(M)vY; v3;:::;v]). We output the answer obtained by applying the pSVR,, oracle to an LLL-
reduced basis ofM . hp  p_
If p(n) j a1 then (M) = (L9 and therefore its length is in =x; g(—n';
any vector in M not parallel to (M) is of length more than ™ n. If p(n) - a; then tt'beishortest
multiple of (L9 that is contained in M is p(n) (LY whose length is at leastp(n) T:) > Pa

Hence, in this case all non-zero vectors are of length more #m ™ n. ]

=]

P

. Also, sinceM L9

3.3 Gaussian Distributions on Lattices

In this section, we describe how to reduceSVPto a problem of distinguishing between two distri-
butions. The reduction itself appears as Lemma 3.15. Beforeve get there, we will analyze what
happens when one adds noise to a lattice. The main intuitive dea used in this section is that by
adding noise toL , we can essentially “erase' its ne structure. This is also he underlying idea
in the work of Ajtai and Dwork [2]. We will demonstrate this id ea for two cases: the rst is the
case wherel is a very dense lattice. Here, adding noise erases the entigtructure and e ectively
transforms the lattice into a uniform distribution. Intuit ively, the lattice point are so close together
that adding this noise transforms them into one uniform “blur'. This intuition will be made precise
in Lemma 3.11. In the second casel. is contained in well-separatedn 1-dimensional hyper-
planes. Inside each of these hyperplaned, is very dense. In this case, adding noise e ectively
erases the structure inside the hyperplanes. The distribuibn that we obtain has the form of fuzzy
hyperplanes (see Figure 3). This intuition will be made predse in Lemma 3.14.

Before getting to the technical part of this section, let us explain how we deal with distributions
in n-dimensional space. Our distributions all have the propery that they are periodic on the lattice
L . For example, the most important of these distributions is the one obtained by adding Gaussian
noise to the lattice L . How should we de ne it formally? We can say: \randomly choos a uniform
lattice point and add some Gaussian noise to it". The problemwith this de nition is that there is
no way to choose a random lattice point. One possible solutio, which has been used in the past, is
to choose the lattice point uniformly at random from all latt ice points inside some very large cube.
This is illustrated on the left side of Figure 2. In applying this solution, however, one has to deal
with some annoying technical issues. For example, one has twhow that the probability that the
lattice point falls close to the edge of the cube is very smalbiven that the cube is large enough.

In this paper, we will instead follow the approach taken in [2]. This approach yields a much
cleaner analysis and avoids all the technical di culties of the “large cube' approach. The idea is
simple: we only need to consider distributions on the basic grallelepiped of the lattice. For exam-
ple, in order to represent the distribution mentioned above we sample from a Gaussian centered
around the origin and reduce the result modulo the basic parlelepiped of the lattice. See the right
side of Figure 2. There is no need to "choose a random latticegmt' since this is already captured
by the fact that we reduce modulo the basic parallelepiped. Mre precisely, for a given latticel,
we consider the distribution D on P(L ) given by the density function

X
DL (x) = exp  ky+ xk® ;
y2L

14



Figure 2: A Gaussian distribution around lattice points as adistribution on a large hypercube (left)
and on the basic parallelepiped (right)

or, if for a countable set A we de ne

X
(A) = exp  kxk? ;
X2A

then the above becomes
DL (x)= (L +x):

A simple calculation shows thatD, is indeed a density function:

Z Z X
DL (x)dx = exp  ky+ xk? dx
P(L) ;(LZ)VZL
= exp  ky+ xk® dx
?ZL P(L )

= exp  kxk? dx=1:
RN

It is important to realize that the parallelepiped is used only as a convenient technical tool. The
reader might bene t from thinking about D (and other distributions in this section) as a function
from R" to R*. As such,D, becomes a periodic function orL ,i.e., D (x) = D_ (x+y) for any
y2 L andanyx 2 R". For example, if L is a very sparse lattice, thenD_ looks like a Gaussian
centered around each lattice point, as in Figure 2. Another mint worth mentioning is the following.
Consider two basic parallelepipeds of. , say P; and P»,. Then by restricting D, to each of them,
we obtain two seemingly di erent distributions: one on P; and the other on P,. However, in many
respects, these two distributions areequivalent For example, one can show that sampling from the
rst distribution and reducing the result modulo P yields the second distribution. This, again,
demonstrates that the parallelepiped serves only as a techical tool and is not an inherent part of
the distribution.

Our main technical tool is the following lemma by Banaszczyk It says that for any lattice L the
contribution to the Gaussian weight (L) from points whose norm is more than' n is negligible.
We useB,, to denote the Euclidean unit ball.

Lemma 3.8 ([3], Lemma 1.5(i) with c=1) For any lattice L, (L npﬁBn) <2 (M ().
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The proof of this lemma is not straightforward; a somewhat eaier proof can be found inStefankovc's
thesis [28]. Let us mention the following continuous varian of this lemma. Consider the Gaussian
measure onR" given by exp kxk? . Then the measure ofR" n pﬁBn is exponentially small
(or, equivalently, the measure of  nB, is exponentially close to 1). The proof of this statement
is actually easy and follows from thegact that in high dimensons, the Gaussian measure is highly
concentrated around points of norm  n=(2 ) (so essentially nothing of the measure reaches out
beyond norm " n). What Lemma 3.8 says is that the same property holds for Gausian measures
on discrete subgroups oR" (i.e., lattices).
A simple corollary of this lemma is

p

Corollary 3.9 For any lattice L, (Ln' nBp)<2 (™M (L\ pﬁBn).

Proof: By Lemma 3.8,

p

wnPiBy<2 (W wy=2 (m wnPry+ @\ Py

Therefore,

p 2 (M p

(LnPRB) < 55— L\ PhBgy =2 (7 w P

nBp):

We also need the following lemma, which is special case of Lema 1.1(i) in [3] (speci cally,
choosea = , b=1, y =0 in Lemma 1.1(i) in [3] and take the real part of both sides of the
equation).

P
Lemma 3.10 For any lattice L and any vectorz2 R", (L +z)= d(L) ,,, cos(2 hx;zi) (fxg).

This lemma is in fact an easy corollary of the Poisson summatin formula, a basic formula in
Fourier analysis. Essentially, this formula says that for any function f on R" and for any lattice L,
the sum of f over L is equal tod(L) times the sum of the Fourier transform of f over L. Hence,
if we take f to be (fxg), which is its own Fourier transform, we obtain Lemma 3.10 fo the case
z=0,namely (L )= d(L) (L). To get some intuition on this equality, try to consider the case
whereL = fkcj k 2 Zg for somec > 0 is a one-dimensional lattice. Lemma 3.10 for arbitraryz
follows similarly by taking f to be (fx+ zg). See Section 2.3 in [6] for a more complete treatment
of the Poisson summation formula.

We now get to the rst lemma of this section. It shows that when L is dense enough, the
distribution D is essentially uniform. Intuitively, this happens becauseadding the Gaussian
noise makes the ne structure of the lattice L disappear. It turns out that a su cient condition
for this to happen is that the length of the shortest vector in L is more than P n. Interestingly, this
characterization is quite tight: there are cases where thedngth of the shortest vector inL isc n
for some constantc and D is far from uniform (see the references in [3]).

Lemma 3.11 Let L be a lattice in which all non-zero vectors are of length morehan P n and let
UL (x) = ﬁ = d(L) be the uniform density function onP(L ). Then, ( D_ ;UL )< 2 (M,
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Proof. We rst show that at any point y2P (L ), D (y) and U (y) are very close. By Lemma
3.10,

X
DL ()= (L +y) = d(L) cos(2 hx;yi) (fxg)
ot 1
X
= dL) @1+ cos(2 hx;yi) (fFxg)A
0 x2 L nfOg 1

X
= dL) @1+ cos(2 hx;yi) (fxg)A
x2anﬁBn

where we used_ \ P

nB, = f0g. Now,
X
d(L) cos(2 hx;yi) (fxg)
x2Ln|OﬁBn
X
d(L) jeos(2 hx;yi)j  (fxg)
x2Ln|OﬁBn
X
d(L) (fxQ)
x2anﬁBn
= dL) (L npﬁBn)

iDL (y) UL (¥

Now, using Corollary 3.9,

d(L) (anﬁBn) < d() 2 (MW L\ IDﬁBn)

= dL)y 2 (M

where in the last inequality we used thatL \ P nB, = f0g. We conclude the proof by integrating
over P(L ), whose volume isd(L ) =1=d(L),

(DU )<2 (M
m

We now turn to the second lemma of this section. Here, we conder the case wherel has one
short vector (L) and all other non-parallel vectors are of length more than™ n. By the de nition of
the dual lattice, this implies that L is aligned onn 1-dimensional hyperplanes orthogonal to (L);
the distance between two adjacent hyperplanes is4 (L). Intuitively, the structure of the lattice
on each of the hyperlglanes is quite dense. This holds sincel aectors not parallel to (L) in L are
of length more than ™ n. After adding a Gaussian noise, the ne structure inside thehyperplanes
disappears. We are left with a distribution that is essentidly uniform on hyperplanes orthogonal
to (L). In the direction of (L), the distribution is wavy. See Figure 3 for an illustration.

More formally, our current goal is to show that under the abowve conditions, D is very close

to the distribution T, on P(L ) whose density function is given by
!
X yi 2
d(L) ox k+ h (L);xi

L L

17



Figure 3. The distribution T_

Notice that T, depends only onh (L);xi. Actually, it depends only on h (L);xi mod 1 because
we sum over allk 2 Z. Its maximum is attained when h (L); xi is an integer and its minimum is
attained when h (L);xi mod 1 is half. Hence, it corresponds to the hyperplane struatre described
above. Let us say again that it is helpful to think of T. as a periodic function fromR" to R*, as
shown in Figure 3.
We now describe an equivalent expression fof (x). Consider the one-dimensional latticeM

spanned by the number (L), i.e., M = fk (L) j k2 Zg. Clearly, the lattice M is spanned by the
number —~. According to Lemma 3.10, for anya 2 R,

(O
X X
(M +a)=dM) cos(2ab) (fbg)= (L) cos(2ka (L)) (fk (L)g):
b2 M k2z
Therefore, takinga= h (L);xi= (L),
i X
T (X)= % + % = d(L)kZZcos(Zk h (L);xi) (fk (L)g): (2

The following technical claim shows that T; is indeed a density function.

Claim 3.12 z
T (x)dx =1:
P(L)
Proof: By the above,
Z Z X
T (X)dx = d(L) cos(2k h (L);xi) (fk (L)g)dx
P(L) P(L) w2z
Z
= d(L) cos(2k h (L);xi) (fk (L)g)dx
P
k%)Z (L) 1
x Z
= d(L) @L )+ cos(2k h (L);xi) (fk (L)g)dxA
k2znfog P()

X
= 1+ d(L) (fk (L)g) cos(2k h (L): xi)dx:
k2Znf0g P(L)

Hence, it is enough to show that for any integerk 6 O,
Z

cos(2k h (L);xi)dx =0:
P(L)
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anip such that (L);v;, Iis non-zero. Moreover, since (L) 2 L, (L);v;, must be integer. Let
=k (L);v, - Dene

( - )
P = iV i 2[0;1) and b2l j,cis even ;
i=1
( 50 )
Py = Vi i 2 [0;1) and b2l j,cis odd

i=1
Clearly, the two sets are disjoint, P; [P 2 = P(L ), and P, = Py + v; =(2l). Hence, the above
integral can be written as
z z
cos(2k h (L);xi)dx + cos(2k h (L);xi)dx
P]_ Z P2 Z

cos(2k h (L);xi)dx + cos(2k  (L);x+ v;,=(2I) )dx
z™ zn

cos(2k h (L);xi)dx cos(2k h (L);xi)dx

P1 P1

=0

Remark: Notice that in the above proof we did not use any property of (L) except that it is a
non-zero vector inL. In fact, one can de ne a distribution like T, for any vector in L (and not
just for (L)).

We also need the following simple claim.

Claim 3.13 X 1
8x;r 2 R; exp (kr+x)2 1+ =
k2zZ r

Proof: Let k°2 Z be such that jk% + xj is minimized. Then,

X X
exp  (kr + x)? 1+ exp  (kr + x)?
k2zZ k2ZnfkC
1 X
= 1+ = roexp (kr+ x)2
r
yzkag
171! 2
1+ = exp y~“dy
roa
= 1+ 1-
r

where changing the sum to an integral is possible because theum can be seen as the area under
a function that lies completely below exp vy 2 . ]
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Lemma 3.14 Let L be a lattice in which all vectors not parallel to (L) are of length more than
n. Then, ( D_ ;T. ) < 2 (M@+ %). In particular, if (L) % for somec > 0 then
(DL;TL)<2 (M,

Proof. As in the proof of Lemma 3.11, we rst show that at any point y 2 P(L ), D. (y) and
T. (y) are very close. By Lemma 3.10,

X
DL (y)= (L +y) = d(L) cos(2 hxyi) (fxg)
o 1
X X
= dL) @ cos(2 hx;yi) (fxg) + cos(2 hx;yi) (fxg)A
x2f k (L)8<ZZg x2Lnfk (LiijZg
X
= TL(y+dL) @ cos(2 hyi) (fxg)A

x2Lnfk (L)jk2Zg

where we used (2). Now,

X
iDL () To (i = dL) cos(2 hyi) (fxg)
x2Lnf)k( (L)jk2Zzg
d(L) jcos(2 hqyi)j  (fxg)
x2Lnka(L)JKZZg
d(L) (fxg)

x2Lnfk (L)jk2Zg
= dL) (Lnfk (L)jk 2 Zg)
< d(L)y wnPrBy

where we used. nfk (L) jk2Zg L nIO nB,. Now, using Corollary 3.9,

diL) (L npﬁBn) < d() 2 (MW 1\ IOﬁBn)
< d(L) 2 (MW (fk (L) j k2 Zg)
1
(L)
where the last inequality follows from Claim 3.13 with x = 0. We conclude the proof by integrating
over P(L ).

diL) 2 (MW 1+

1

(DL;Tu)<2 (M 1+
(L)

Lemma 3.15 Let g(n) be at most polynomial inn. Then there exists a reduction frompSVF,
to the following problem. Given a latticeL as an LLL-reduced basis and samples from some dis-

HiFPUtiO?,, distinguish between the following two cases. Hner the distribution is U. , or (L) 2
Tr?); g(—n'; and the distribution is T, .
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Proof: The input to the pSVFy, problem is a lattice L given as an LLL-reduced basis. Consider
the distribution D . We can e ciently sample from it by sampling a standard Gaussian centered
around the origin and reducing the result modulo P(L ). According to Lemma 3.14, ifL is a
YES instance, then the distribution is exponentially closeto T, . On the other hand, if L is a
NO instance, then Lemma 3.11 implies that the distribution is exponentially close to the uniform
distribution U_ . We call the algorithm that distinguishes between T, and U_. a polynomial
number of times and take the majority. This makes the probabiity of error exponentially small. =

3.4 One-dimensional Distributions

In this section we complete our sequence of reductions and éhproof of the main theorem by
reducing the n-dimensional problem of the last section to a one-dimensical problem. We begin
with a technical claim.

Claim 3.16 For any a;x;y 2 R;a 0Oand anyb > plz= +1,
— exp (bk+ax+y)® ea

Proof: Let z denoteax + y. Then,

d X

% o (bk+ ax+y)> = a— exp (bk+ 2)?
k2

4 k2z

X
a 2 (bk+ z)exp  (bk+ z)?
%22
a 2 (bk+ 2)exp  (bk+ z)?
VA
a  (bk+ 2)
k22

where (r) denotesj2r exp r 2 j. In the following we will upper bound

(bk+ 2)
k2f 0;1;:::g

by a constant for any z 0. It can be seen that the original expression is at most & times this
value. Notice that is increasing from O to 912= where it attains the maximum value of ~ 2e.
After that point it is monotonically decreasing. Hence,

X
(bk+z) = (2)+ (bk + 2)
k i1 k 12
2f 0;1;:::9 2f>%2 g
(2) + (b+k 1+ 2)
o k2f 15%;:::g
2e + (b+k 1+2)
k2f 1;2;:::g
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Figure 4: The line connecting the origin with w with K =4 in two dimensions with P (vy1;Vv2) and
in three dimensions with the unit cube. The gray area on the Iét is mapped by f to the segment
;2 . The dotted line in its center is the set S(3).

where the rstinequality holds since b+ k 1 bkand is monotonically decreasing on b+ z;1 ).
The sum can be upper bounded by

Z, Z,
(b+k 1+2 (z)dz (2)dz=1
k2f 1;2;:::g brz 1 0
where the rst inequality holds since is monotonically decreasing onlp+ z 1,1 ). [

Lemma 3.17 Let g(n) 4IO n be at most polynomial inn. Then, if there exists a distinguisher
betweenU and T,.4(ny then there also exists a distinguisher that, given an LLL-rduced basis for a
lattice L and samples from some ﬁliﬂribtgign, distinguishes betweethe following two cases. Either
the distribution is U. , or (L) 2 Tr?); % and the distribution is T .

Proof. The proof is based on a mappingd from P(L ) to [0;1). The mapping has the property
that it maps the uniform distribution U_. on P(L ) to the uniform distribution U on [0;1) and
that it maps the distribution T on P(L ) to a distribution on [0 ;1) that is very close to one of
the distributions in T,.4n). Hence, a distinguisher betweenU and T,.4(,) implies a distinguisher
betweenU, and T, .

( )
X . ri ri+l
av; 8i2[n 1]g 2 KR and a, 2 [0;1)

cell is mapped byf to the interval [(j 1)=K" 1;j=K " 1). More precisely, if x 2 P (L ) is in
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the jth cell and its v, coe cient is an, then f (x) is the number (j + a, 1)=K" 12 LQ; 1). An
alternative, more succinct way to describef is as the function that maps the vectorv= ", a,
in P(L )to

bKa;c bKayc  bKa, ic Kay .
K + K 2 + o+ K 1 + K 2 [0;1):
The set of points mapped to eachr 2 [0; 1), which we denote byS(r), isann 1-dimensional
parallelepiped obtained by taking a slice of one of the cellsSee the dotted line in Figure 4. More
precisely, we de ne

( )
S(r) = X avi 8i2[nh 1lg?2 firi+d and a, = Tn
B 'T K K " K
wherery;:::i;rp 1210;1;:::;K 1gandr, 2 [0;K) are the unique numbers such that
_ M r2 ... n1 ' .
r= K‘}' F‘}'...‘l‘—Kn 1+w.

Notice that S(r) is an n  1l-dimensional parallelepiped whose diameter is at mosﬁ— P i”:ll kv, K.
This fact is crucial in our reduction.

The reduction works by sampling a point from the given distribution on P(L ) and applying f,
thereby obtaining a distribution on [0;1). Notice that f can be computed e ciently. By starting
from a uniform distribution on P (L ) we obtain the uniform distribution on [0 ; 1) (this holds since
the volume of S(r) is independent ofr). Hence, it is enough to consider the case where the given
distribution is T_ . Here, we show that whenK is large enough, the resulting distribution is close
to one of the distributions in Ty.4(ny. The density of the resulting distribution at any r 2 [0;1) is
given by averaging (i.e., integrating) the density function T, over S(r). We rst note that when K
is large enough then all the points inS(r) have almost the same density undefT. . This requires
K to be large enough so that the diameter ofS(r) is small compared with the derivative of T .
Hence, for suchK , the density of the resulting distribution at any r 2 [0; 1) is closely approximated
by T. (x) for any x 2 S(r). We then choose a speci ¢ point in eachS(r), namely, rw mod P(L )
for somew to be de ned later, and note that

T (rw mod P)

is in fact a distribution in* Tp.g(ny-
Let us explain the above in more detail. ChooseK = 23", By averaging over S(r) and
multiplying by a normalization factor, we see that the distr ibution that we obtain on [0; 1) is given

» aL) “
2002 S sy

We now use the crucial fact that the diameter of S(r) is very small: Z(r), which is d(L ) times the
average ofT. over S(r), can be closely approximated byd(L ) times the value of T_. at any point
in S(r). More precisely, in Claim 3.18 we will show thatZ (r) is exponentially close tod(L )T, (2)
for any z 2 S(r).

In the next step, we choose one point from eacls(r). Let w2 L denote the vectorv,; + Kv, +
i+ KM ly,. Sincev, has the largest coe cient, w is almost parallel to v,,. Consider the line

T (x)dx:
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connecting the origin andw, frw jr 2 [0;1)g. We reduce this line moduloP (L ) and obtain
fre modP(L )jr 2[0;1)g:

This set has the form of K" 1 segments running throughP(L ); each segment is contained in
a dierent cell. Figure 4 illustrates this with K = 4. We now claim that for any r 2 [0; 1),

rw mod P(L ) isin S(r). Let rq;::i;rp 1 210;1:::;K  1g and ry 2 [0;K) be the unique
numbers such that

Then,
rw mod P(L )=(r mod 1) v;+(Kr mod1) v,+ :::+(K" r mod 1) v,:

It is now easy to check that for eachi 2 [n 1] the coe cient of v; is in [ri=K; (r; + 1) =K) and
that the coe cient of v, isr,=K. Hence,rw mod P(L ) 2 S(r).
The last crucial observation we make is thatd(L )T_ (rw mod P(L )) is in fact a density
function in Ty.g(ny. Indeed,
|

1 X k+rh(L);wi ?
dL) T. (wmodP(L)) = ——  exp K+ rh (L)wi
©) ,, ()
!
1 X jh (L);wij k 2
= e rih ( )qu
© )
= Tin wmwi; 2(1):
h
The distribution Tjn (Ly.wij: (1)2 IS in Thg(n) for the following reasons. First, (L)?is in ;_2?4;_2
Moreover, gecall ghat w = Ly K' 'v; and (L) = [, av; where all jaj 22" by Lemma
3.2. Since vj;vi = j, the inner product h (L);wi is integer and its absolute value is at most

n 22n Kn 24n2'
It remains to prove the following claim.

Claim 3.18 For all r 2 [0;1) and all z 2 S(r),
jz(ry dL)T @i 2 (M

Proof: It is enough to show that

4
1

().
ST S(r)TL )dx T (z)  dL) 2 (M

The left expression inside the absolute value is the averagef T, in S(r). The right expression is
the value of T. at a pointin S(r). Hence, in the following, it will be enough to prove that for any
two points x;y 2 S(r),

L) T (i dw) 2 (7
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Consider the derivative of T_ in some directionu 2 R" (i.e., u is a unit vector). In order to

calculate this derivative, write
I

d(L) X k+h(L);x+tui 2
Jux(t)= T (x+tu) = —==  exp
- L)\, (L) !
d(L) X 1 h (L);ui h (L);xi 2
== K
©,,,"" R ( R (W

The derivative of T in the direction u at point x is given by JL?;X (0). Using Claim 3.16 and
1= (L) ¢ ”nl 2, the absolute value of this derivative can be upper boundedby

2
d(L) e h (L);ui o d(L)
(L) (L) (L)
since both (L)= (L) and u are unit vectors. Having bounded the derivative of T_ in any direction
and at any point, we now apply the mean value theorem and obtan that for any x;y 2 S(r),

. . d .
T TLwi e % diam(S(r))
dr) 1X*
e' m K I:l kV| k
aiL) 1 n o
Ok " L7
e d(L) Ki 22" poly(n)
diL)y 2 (M
where we used Lemma 3.2. ]

4 Fom Worst-case to Average-case

We start with a few technical claims.

Claim 4.1 Forany h2 N; 2 R*,let X;Y be two independent random variablesX is distributed

uniformly over fO0; %;:::;%g and Y is normal with mean 0 and variance 5. Then Ty, is

equivalent to the distribution of the sum ofX and Y reduced modulol.

Proof:
X
Th: ()= Q (hr mod 1) = p— exp —(hr k)?

k=1
X1 X g

= p— exp —(hr hk )2
1=0 k=1 [
X191 X h2 | 2

= = p=ep — r K n
1=0 k=1



Clam 4.2 Foranyh2Nandany ; 2R", Tp, +Q mod1=T, , 2.

Proof: According to Claim 4.1, Tp. can be viewed as the sum of two random variableX and'Y

reduced modulo 1. Therefore,T,, + Q mod1=X +Y + Q mod 1. But since bothY and Q

are normal, their sum modulo 1 is exactIyQ7+ and we conclude the proof by using Claim 4.1
. h

again. [ ]

Before describing the main theorem of this section, we needotextend the de nition of Ty,. to
non-integer h. This is done by adding a normalization factor, i.e., foraral h > 0 andr 2 [0;1)

we de ne
1

R

5 Q (xh mod 1)dx
It is easy to see thatTy,. is still e ciently samplable. Namely, for areal h > 0, rst choose a value
x 210;1;:::;dhe 1g and then choose a valuey according to Q . If X;—y < 1 then return it as
the result. Otherwise, repeat the process again. It is easyd see that the distribution obtained is
indeed T and that the process is e cient for (say) h 1.

Th (r) = Q (rh mod 1):

De nition 4.3  Given a density function X on [0; 1) and a real 1, we de ne its compression
by as the distribution on [0; 1) given by

1
"X (x mod 1)dx

X(r mod 1)

We denote the result byC (X).

Using the above de nition, for any real h > 0, T,. is a compression ofQ by a factor of
h. Notice that if we can sample e ciently from X then we can also sample e ciently from its
compression. This is done in a way similar to that used to samie from Tj. .

Claim 4.4 For any h 2 N and any real 1, the compression of . by a factor is Tp.
Proof: The proof follows directly from the de nition of Tp. . ]

We now prove the main theorem of this section.

Theorem 4.5 Let g(n) be any function such that4p n g(n) poly(n). Let h be chosen uni-

formly from [2*7%;2 2%7°) and  be chosen uniformly from [4n=g(n)2;8n=g(n)2). Assume there
exists a distinguisherA that with probability at least 1=poly(n) over the choice ofh and distin-
guishes betweeJ and Ty. . Then, there exists a solution tog(n)-uSVP.

Proof: Let pa (D) denote the probability that A accepts given samples from some distributio®® on
[0;1). Then, our assumption above says that there exists some > 0 such that with probability at
least 1=poly(n) over our choice ofh and , jpa(U) pa(Th. )i n © Inthe following we construct
a distinguisher B that distinguishes betweenU and any Ty, 2 Tp.g(ny. In other words, our goal is to
construct B such that the acceptance probability with U and the acceptance probability with T
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di er by a non-negligible amount. Using the main theorem, this implies a solution to g(n)-uSVP.
Recall that neither h nor are given to B. The idea is to perform a random modi cation to the
given distribution. The modi cation is such that the unifor m distribution remains uniform while
Th, transforms to The o for someh® O that are in the range in which A works. Modifying h is
done by compressing the input distribution; modifying is done by adding some noise.

Let R denote the unknown distribution given to B. We start by choosing i uniformly from
the setf1;2;4;::: ;24“29. In addition, we choose uniformly from [1;4) and s uniformly from
0;32n=g(n)? . Then, consider the distribution

R%= C 25 (R+ Qg2 mod 1);

i.e., we rst add a normal variable to R and then compress the result by a factor of 2% . We
call A a polynomial number of times with samples taken from this digribution (each time with as
many samples as required byA). This allows us to obtain, with probability exponentially close
to 1, an estimate onpa (R9 that is accurate up to an additive error of Sn%. We then do a similar
process with samples taken fronlJ and obtain an estimate onpa (U) with the same additive error.
If the two estimates di er by more than 2%5 B accepts. Otherwise,B rejects.

We rst claim that when R is the uniform distribution, B rejects with high probability. The
distribution R + Q._» mod 1 is still a uniform distribution on [0;1) and so isR®as can be easily
seen from the de nition of the compression. Hencepa (U) = pa(RY and the probability that our
two estimates di er by more than 2%0 is exponentially small.

Now assume thatR is the distribution T,. for some xed integerh 2% and 2 [n=g(n)?; 4n=g(n)?)
and we claim that B accepts with non-negligible probability. According to Claim 4.2, R+Q__,, mod 1
is Tp. 4 gh=m2- Hence, according to Claim 44R%is T 2in?pp: 4 s(hemyz- €L X denote the event

that
4n  8n

g(n)?" g(n)?

We now show that X happens with probability 1=poly(n) over our choice offy; ;s. First, with
probability 4ﬁ , h I < 2h. From now on, condition on this event happening. Then, h=R, which
is uniformly distributed in [ h=h; 4h=h), satis es that the probability that h=h 2 [1;2) is at least
%. Moreover, + s(h=h)? is distributed uniformly in

h
;. +32n=g(n)? (h=h)? :

h h<2h; h=A2[12); and + s(h=m)?2

Since h=h 2 (%;1], the length of this segment is at most 32=g(n)? and it always contains
4n=g(n)?;8n=g(n)?) (recall that 2 n=g(n)?;4n=g(n)? ). Therefore, the probability on the

choice ofs that
4n 8n

g(n)?" g(n)?

is at least 55 = %. To sum up, the probability of X is at least
1111
4n2 3 8 poly(n)’

+ s(h=h)? 2

Finally, notice that conditioned on X, the distribution of 2’h=yand + s(h=n)? is the same as
the distribution of h and in our assumption onA. Therefore, with probability at least 1 =poly(n),
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pa(U) and pa(RY dier by at least n °. Then, except with exponentially small probability, our

estimates are good enough an® accepts.
[ ]

5 A Public Key Cryptosystem

For a security parametern, let N be 2n? and let m be cmn? where ¢, is a constant to be speci ed
later. Let (n) = ! (n Tlogn), i.e., any function that satis es Hp% 'l asn goes to in nity.
On one hand, choosing a smaller function (n) yields a stronger security guarantee. On the other
hand, it also makes decryption errors more likely. Our choie of! (n" logn) is the smallest possible
(n) that still leaves the probability of decryption error negl igible. For concreteness, one can choose

(n) = nlogn. Let us now describe the cryptosystem.

Private Key: Let H = fh 2 [p N; 2p N) j frc(h) < 12=g. Chooseh 2 H uniformly at
random. Let d denote % The private key is the number h.

Public Key: Choose 2 4=( (n))?%;8=( (n))? uniformly at random. We choosem values

Erlgryption: In order to encrypt a bl'g we choose a random subse§ of [m]. The encryption
IS ;,ga modN ifthe bitisOand ,ga + baiToc mod N if the bit is 1.

. D E e : 1 :
Decryption:  On receivingw 2 0;:::;N  1g we decrypt O if frc § < 3 and 1 otherwise.

5.1 Analysis

We start with a simple tail bound on the normal distribution.

Claim 5.1 The probabilitéf that the distance of a normal variable with ariance 2 from its mean

. . 2
is more thant isat most 2 + exp 45 .

Proof:
Z, 1 2 Z, 2 1 X2
t pzrexp 52 dx t 1+F pzrexp 52 dx
1 2 2 1
= -pz? 7exp ﬁ -
t2
R TR

In the following lemma we prove the correctness of the encryjion scheme. The idea is the
following. We prove that an encryption of O is close to a multple of d and that an encryption of 1
is far from a multiple of d. Let us explain how we prove this for an encryption of 0, the oher case
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being similar. Each nunﬂ,berai is chosen to be close to some multiple ofl with standard deviation
roughly d= (n). Hence ;,5a;, which is a sum of at mostm of them, is also distributed around
some multiple of d and has standard deviation dp m= (n) = d=! (IO logn). Hence, the probability
that its distance from a multiple of d is more than, say,d=8 is at most 2 ' ('OI%”), which is a negligible
Bmount. We also have to deal with the fact that the encryption is in fact ,,5a mod N and not

i»s &. Notice that for an integer h, the distance to the nearest multiple ofd is the same for both
expressions. We show that sincén is close to an integer, the distance to the nearest multiple bd
is almost the same for both expressions.

n 2
Lemma 5.2 (Correctness)  The probability of a decryption error is at most 2 ¢ ) plus some

exponentially small terms.

Note that the above probability is negligible since (n) =! (np logn).

Proof: First consider an encryption of the bit 0. Probabilities are taken over the choices of the
private and public keys and the randomization in th$encryption process. ngtS denote the subset

of indices that are included in the sum and letw :=  ;,ca modN. Since ;,5a m N,
I
X ' 1
w a; mod dbhe m jN dbhej=m d frc(h) < 1_6d
i2s
and by the triangle inequality,
1 P <& mod dbhe 1 P < 1 N X |
w i2S i i2s ai m
— < —+ = — + —le> <+ —+ — -
frc g 16 frc g 16 frc q 16 frc . Zi
i2S
where the last inequality usesiN z; &j < 1. Notice that
| | |
N X X ' X
frc rl zi =frc (xi +y;) =frc Yi
i2s i2s i2s
Hence, I !
frc Vo< 1+m+frc * Y <1+frc * Y
= =t = i a i
d 16 d i2s 8 i2s

where we used the fact thatd is much larger than m. With probability exponentially close to 1,
all x;'s are strigly less than dhe 1. Conditioned on that, the distribution of y; is Q and the
distribution of ~ ;,5y; mod 1 isQs; where|Sj m = O(ﬁ). Therefore, according to

P 2
Claim 5.1, the probability of frc  ,qyi > & is at most 2 ( “+) and hence

w 1 1
frc d <§+ﬂ3' (3)

which is less than, as required.
The proof for the case of an encryption of 1 is similar. By usig the fact that x;, is odd and
that with probability exponentially close to 1, frc ( yi,) < 1 we get frc ba‘%lzzc >1 L L This,

combined with (3) gives

ba;,=2c 11 S
8 16
and the proof is completed. [

N

W
f — >f
rc g rc
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The following claim is a special case of Lemma 1 in the appenxliof [1]. We include a proof for
completeness.

V[Xp] < 2 . Hence,
¢l 1

:2(C 1)1 2|
2l

ElYi] =

P
where Y; denotes ¢ g4 1nget Xtp-  Moreover, for any b 6 P, the events X, and Xpo are
independent. Therefore,
¢! 1

1l
5 <2(C )

V[Yi] <
Using the Chebyshev inequality,

Pr VY, (2(c nloo I) 2(%+1)| 2 2

and hence,
Pr Yt 2(C 1)1 2(%+1) | +2 | 2 2|:
Using the union bound,
Proot, v, 201 o5 it ol
Therefore, with probability at least 1 2 ' on the choice offas;:::;ac1g, the number of subsets

(including the empty subset) mapped to each numbert is at most
A L yo Tyq  o(55H+2) |
away from 2¢ D! This translates to a statistical distance of at most
2(%+2) | 2 (c I < 2 |
for large enoughc. [

Based on Theorem 4.5, we can now prove the security of the engstion scheme.

Lemma 5.4 (Security)  For a large enoughcy, if there exists a polynomial time algorithm A that
distinguishes between encryptions 00 and 1 then there exists an algorithmB that with probabil-
ity at least 1=poly(n) over the choice ofh uniformly from [24”2;2 24”2) and uniformly from
4=( (n))?;8=( (n))? , distinguishes between the distributiondJ and Ty, .
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and let p, be the acceptance probability ofA on |nputs ((ag;:::;am;iog);w) whereay;:::;am;ip are
again chosen according to the private and public keys disthbution but w is chosen uniformly from
fO;:::;N  1g. We would like to construct an A°that distinguishes between the case wherg is an
encryption of O and the case wherev is random. According to our hypothesis,jpp  pij 1 for
somec > 0. Therefore, eitherjpp  puj Zn% or jp1  Puj 2n°' In the former caseA is |tself the
required distinguisher. In the latter caseA distinguishes between the case where is an encryption
of 1 and the case wherav is random. We construct A as follows. On input ((ag;:::;an;i0); W),

Afcalls A with ((a1;:::;an;ig);Ww+ b '°c mod N). Notice that this maps the distribution on

encryptions of 0 to the distribution on encryptions of 1 and the uniform distribution to itself.

Therefore, A°is the required distinguisher

is chosen as a public key with some xed choice ofi and and w is an encryptlon of 0 with the
public key (az;:::;am;ig). Similarly, de ne py(h; ) to be the acceptance probability of A where
(a1;:::;am;ip) is chosen as a public key with some xed choice oh and , and w is now chosen
uniformly at random from f0;:::;N 1g. De ne

. . 1
Y= (h) dpo(hi ) pu(hi )i 4o
By an averaging argument we get that with probability at least 4,1% on the choice of f; ) in the
encryption scheme, b; ) 2 Y for otherwise A°would have a gap of less than2n—C Notice that if
instead of choosingh as in the encryption scheme we choose it uniformly from [N; 2 N), we
get that the probability that ( h; ) 2 Y is at least 8m 4r11° = 1=poly(n) since with probability 8 ,
frc(h) < m Hence, it is enough to show a distinguisheB that distinguishes betweenU and Ty,
forany (h; )2Y.
In the following we describe the distinguisherB. We are given a distribution R that is either
U or Tp. for some (; ) 2 Y. We take m samplesal; Dl am from bN Rc and let ig be chosen

where the probablllty is taken over the choice ofw as a random element offQ;:::; N 1g. We
estimate both pg(ag;:::;am;io) and py(az;:::;am;io) up to an additive error of 64nc. If the two
estimates di er by more than 161n°’ B accepts. Otherwise,B rejects.

We rst claim that when R is the uniform distribution, B rejects with high probability. In
this case,as;:::;am are chosen uniformly fromf0;:::;N  1g and according to Claim 5.3, if ¢y
is a large enough constant, then with probability exponent'ally close to 1, the distribution on w
obtained by encryptions of 0 is exponentially close to the uiform distribution on f0;:::; 1g.
Therefore, except with exponentially small probability,

jpo(az;::i;amsio)  pu(@riiii;am:io)]

is exponentially small. Hence, our two estimates di er by at most Tlnc and B rejects.
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Next, we show that if R is Tp. for some ; ) 2 Y then B accepts with probability 1=poly(n).

ig, however, is chosen randomly. This implies that with probabhlity at least Snic % = 1=poly(n), B

8nc’

Since our estimates are accurate to Withinwlnc, the di erence between them is more than%nc and

B accepts. [ |
By combining the two lemmas above and using Theorem 4.5 we get

Theorem 5.5 For a large enoughcy, our public key cryptosystem makes decryption errors with
negligible probability and its security is based on the worgase hardness of n  (n)-uSVP.

6 A Family of Collision Resistant Hash Functions

For a security parametern, let N be 2% and let m be cmn? wherecy, > 0 is any constant. Choose
m numbersag;:::;am uniformlyin f0;1;:::;N 1g. The function f : f0;1g™ !'f 0;1;:::;N 1g
is de ned as

X
f(b) = ba; mod N:
i=1
Notice that if ¢, > 8 thenf indeed compresses the size of the input and collisions are grtanteed
to exist.

6.1 Analysis

We start with a simple bound on the statistical distance between joint distributions.

xn
(C Xq;o:Xm)s (Y1000 Ym) ( XirYi):
i=1

Proof: We consider the casan = 2. The claim follows for m > 2 by induction. According to the
triangle inequality,

(( X1 X2)5(Y1;5Y2))  (( X1:X2);(X1;Y2)) + (( X1;Y2);(Y1;Y2)):
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Since X 1 is independent of X, and Y5,
(( X1;X2);(X1;Y2)) = ( X2,Y2)

and similarly
(( X1;Y2);(Y1;Y2)) = ( X1;Y1):

Claim 6.2 Let X3;:::; Xy bem independent normal rara,dom variables with mean 0 and standdr
deviation . For any vector b2 R™, the random variable [, bX; has a normal distribution with
mean 0 and standard deviationkbk

Proof: The joint distribution ( X1;:::; X ) is a Gaussian distribution in R™ that is invariant under
rotations. Hence we can equivalently consider the inner prduct of (kbk;0;:::;0) and a Gaussian
distribution. We complete the proof by noting that the rst ¢ oordinate of the Gaussian has a
normal distribution with mean 0 and standard deviation . [

We now de ne two distributions on the segment [0 1). These distributions are obtained by
restricting Tp. to an interval and scaling appropriately. The rst is a restr iction to the interval
[a;a+ 1=h) and the second is a restriction to the interval [a;a+ 1=h). In the technical claim that
follows, we show that these distributions are close given tht 1 is close toh.

Denition 6.3 Forany h 2 N, hi; 2 R and any a 2 [0;1) we de ne the following two density
functions on [0; 1):
1 r
Shna (N5 —Ro7S Th, at+ — |
e A2 T (x)dx h

a

Th: a+% =Q (a h+r mod 1)

Sl?; a (r)
Clam6.4 Ifh A< (1+ )hwhereh2 N,A2 R, > Oand %then ( Skh a ;Sﬁ; a) £

Proof: According to Claim 3.13,

Th: (x)= Q (hx mod 1) (1 + P _):p RS
for any x 2 R. Therefore,
Zau=n £ a+1:hTh. 0K pz_ 11 JpZ_ h l! pZ_
a a ' ~ hon ~h o h T on
But R;‘” T, (x)dx = L and therefore we see that
E hz e Th: (x)dx 192::

a
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Let Sg;%; o (N = Th; (a+ r=h). Then,

Z 1 z a+l=h VA 1
. St a (1) sg;?q; L(dro= 1n Th (x)dx St - (1)dr
a
z a+l=h

= 1 h Th: (X)dx
a

z a+l=h

1 E + E h Th: (X)dx 1+pz:

Now, using the mean value theorem, for anyr 2 [0; 1)

1 1 d
Sl?; a (1) Sl’ci);%; a (r) h max &Th; (x)
1 1 d * 1 h 1.
= = 2 max — p=exp  (p=x p=k)
h h X dx k=1

which, according to Claim 3.16 usingel- 2> p=— +1, is at most

11 e h_e, h e
h n - n
To sum up,
0 1 00 Z1 0 00
2( SI’r;h; a ;Sh; a ) 0 Sh;h; ;a (r) Sh‘;h; ‘a (r) dr + 0 Sh; a (I’) Sh’;h; ‘a (I’) dr
e 2 e
—+1+ p— —

Let (n)=" (np logn) be any function growing faster than np logn. For concreteness, we can
choose (n) = nlogn. For technical reasons, we also need some polynomial uppeobnd on (n)
so assume that (n) n2,

Theorem 6.5 If there exists an algorithm A that given a listas;:::;an 2f(;1;:::;N 1g chosen

uniformly at random nds a nonzero vector b2 Z™ such thatkbk m and i”ll ba O(modN)

with probability at least n ° where c, > 0 is some constant then there exists a solution tc?ﬁ
(n)-uSVP.

Note that in particular, if b2f 1;0;1g™ then kbk P

nding algorithms.

m and hence this theorem includes collision

[0; 1) chosen uniformly at random nds a nonzero vectorb2 Z™ such that kbk m and
|
s !
frc bz m
. N
i=1
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with probability at least n . Notice that { is extremely small, essentially on the order of £N.

Indeed, given alistzy;:::;zn 2 [0;1) we can denea = bN zc and call A. The returned vector
b satis es | | |
xo X ' x0T X X m
frc bz =frc — B Nz frc — ba + — b= — b =
. N .. N N .. N N
i=1 i=1 i=1 i=1 i=1

From now on, we will useACinstead of A.

According to Theorem 3.1 it is enough to construct a distingusher B betweenU and T,.P 5 ().
The distinguisher B works by calling the routine C described belown times with each value i =
(1+n %) i2 [log,, , < N]. The constant ¢, will be speci ed later. If there exists an i for which

all n calls to C accept, B accepts. Otherwise, for anyh there exists one call whereC rejects and B
rejects.

R. It also choosesm valuesys;:::;ym uniformly in [0;1=N). Let z = x; y; mod 1. We call A°
with zp;:::;zm. If AQfails we repeat the process again (choosing;;y; and calling A9. If after
n%*l calls A°still fails, C accepts. Otherwise, we have a vectob2 Z™ such that kbk m and

frc( 2, bz) . The routine C(I) accepts if frc = {7, bAy; < I and rejects otherwise. We
summarize the routine C(I) in the following.

1. For eachi 2 [m], choosex; according to R and choosey; uniformly from [0; 1=h)

. For eachi 2 [m], setz; = x; y; mod 1

B~ w N
O
2
>

o

2

=

=

N
il
=
3

answer.

5. Accept i frc P o hbhy < 2

We now make an important observation. For eachi 2 [n], the rst two steps of C(I) essentially
sample the triple (X;;yi; zj) from some distribution D on (x;y;z). In this distribution, x andy are
independent: x is chosen fromR andy is chosen uniformly from [Q 1=1). Moreover, z is a function
of x and y. Let us describe an equivalent way to obtain a sampleX;;yi;z) from D. First choose
z from D,, the marginal distribution of z. Then choosex; and y; from Djz = z, the conditional
distribution on x and y given that z is z;. Clearly, a triple (Xi;Vi;z) chosen this way has exactly
the same distribution D. Hence, if we replace the rst two steps in C(h) with the following, we
obtain a procedure that has the same acceptance probability

1. For eachi 2 [m], choosez; from D,
2. For eachi 2 [m], choosex; and y; according to Djz = z

This modi ed procedure is no longer implementable as we do nicknow how to sample fromDjz = z
(the distribution R is unknown). This, however, raises no di culties since we orly use the modi ed

procedure for the analysis. Notice now that step (2) is indegndent of steps (3) and (4). Hence,
the above can be equivalently written as
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1. For eachi 2 [m], choosez; from D,

answer.
4. For eachi 2 [m], choosex; and y; according to Djz = z
5. Accept i frc iz by < 3

We use this equivalent procedure in our analysis of(1).

We rst show that if R is the uniform distribution then for any R, C(I) accepts with probability
roughly % From this it will follow that the probability that n calls to C(I) accept is exponentially
small, i.e., B rejects with probability exponentially close to 1. The distribution D, is clearly uniform.
Hence, eachz; is uniform in [0;1) and according to our assumption,A° succeeds with probability
at least n . The probability that nc*! calls fail is at most (1 n <)"**™ < exp( n), which is

zero, frc ~ {7, by, is distributed uniformly in [0 ; ). The probability that frc o bhy, < 2
is therefore % as required.

Now consider the case thatR is Tp. where ﬁz. We claim that when  is the smallest
such that i h, Q(R) rejects with probability at most -emn* . Therefore, the probability that B
sees a rejection aftem calls is at mostemn* ©*! and it therefore accepts with probability close to
1 if we choose a large enough,. Notice that such anfh satisesh h< (1+ n “)h.

In order for C(N) to reject, we must get to step (4). Hence, it is enough to showthat for any
z1;111,zm and any by; 11 by such that fre ({2, bzy)  §F, steps (4) and (5) reject with probability
at most emn* . The conditional distribution from which we choosey; is given by:

h
R 1o ! Th: (zi+r) 8r2 O1=h :
Th: (x)dx

Zj

Hence the density function of the distribution of I y; is exactly Sy, , . According to Claim 6.4
the statistical distance betweenS;,.., andSj. ., isatmostn % en® . Let 1;:::; m bem
random variables chosen independently according t€ . Notice that the distribution of the random
variable ; h z mod 1is exactly S0 , . Hence, according to Claim 6.1, the statistical distance
between the joint distributions (A y3;:::;h yp)and (1 h zzmodl:::; » h z, mod1l)is
at most em n* . Now,

xXn xXn xn

(i h z)modl= b b h z mod1L
i=1 i=1 i=1

P
According to Claim 6.2, ™, by ; has a normal distribution with mean 0 and standard deviation

r ___ r S 27 L
m m
e oz ° Piogn
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P
Therefore, according to Claim 5.1, the probability that frc ({2, by i) > % is negligible. Now,
| |
xn ' xn '
fic b haz hfec bz
i=1 i=1

Therefore, except with negligible probability,
!
xn ' 1
frc b(i h z) §+
i=1

=y

hm
N

— P
where we used the fact thath ~ 24"° = P N. Thisimplies that the probability that frc M, hbhy; <
% is at most em n# % plus some negligible amount. ]

7 Quantum Computation

In this section we show a result related to a problem in quantum computation known as the dihedral
hidden subgroup problem. Let us start by describing the hidden subgroup problem (HSP), a central
problem in quantum computation. Here, we are given a black ba that computes a function on
elements of a groupG. The function is known to be constant on left cosets of a subggupH 6 G and
distinct on each coset. Our goal is to nd H. Interestingly, almost all known quantum algorithms
that run super-polynomially faster than classical (i.e., non-quantum) algorithms solve special cases
of the HSP on Abelian groups (e.g., [27]). Also, it is known that solving the HSP onthe symmetric
group leads to a quantum solution to graph isomorphism [17].This motivated research into possible
extensions of the HSP to noncommutative groups (see, e.g.13, 14, 26, 8]).

In this section we consider the HSP on the dihedral group. Thedihedral group of order 2N
is the group of symmetries of anN -sided regular polygon. It is isomorphic to the abstract graup
generated by the element of order n and the element of order 2 subject to the relation = L
No e cient solution to the HSP on the dihedral group is known. The best known algorithm is due
to Kuperberg [18] and runs in subexponential time £¢ ©9N) (the size of the input is O(log N)).

A di erent approach was taken by Ettinger and H yer [7]. They reduced the dihedral HSP to
the classical problem of nding an integerk given access to the distributionZ, onf0;1;:::;N 19
de ned by

Pr(Zy = z)=2=N cof(kz=N); z=0;L:::;N 1

They presented an exponential time classical algorithm th& solves this problem using only a poly-
nomial number of samples fromZy. Hence, a polynomial number of samples contains enough
information to nd k. The question of whether there exists ane cient algorithm remained open.
In this section we show that such an e cient algorithm is unli kely to exist: its existence implies a
(classical) solution to n®-uSVP for somec.

Another related result is that of Regev [25]. He showed that imder certain conditions (namely,
that of coset sampling), an e cient solution to the dihedral HSP implies an e cient quantum
algorithm for uSVP. Finding such an algorithm is a very important open question in quantum
computation. Hence, another way to interpret the result of this section is the following: a solution
to the classical problem of Ettinger and H yer would not only lead to a quantum algorithm for
uSVP but also to a classical algorithm and should therefore be considered unlikely.
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We start by extending Theorem 3.1 to more general periodic dtributions. Let D be an ef-
ciently samplable distribution on [0 ;1) such that its density function satises D(r) ¢cp and
jiD(r) D(r+ mod1l) c¢p forallr, 2 [0;1)for some constantcp. Essentially, this means that
D is smooth enough. Forh 2 N, de ne

TP(r)= D(rh mod 1)

to be the distribution on [0; 1) given by h periods of D. Moreover, de ne

n ,0
T>= TP h2N h 2%

wheren is the size parameter of the problem.

Lemma 7.1 For D as above, if there exists a distinguisher betweed and T,° then there exists a
solution to n®-uSVP for some ¢ > 0.

Proof: The proof is based on a reduction from distinguishing betwee U and T, to distinguishing
between U and ThD. The idea is the following. Assume we are given eithet or Tp. for some
unknown h and small enough . Assume we have a good estimat& on h (we can obtain it by trying
polynomially many possibilities for iY). The reduction works by sampling a value from the unknown
distribution and then adding to it a sample from D=R. Then, on one hand, the distribution U+ D=h
is exactly the uniform distribution U. On the other hand, T,. + D=h is shown to be close toTP.
Therefore, if one can distinguish betweerlJ and TP then one could also distinguish betweerJ and
Th: .

The proof that Ty, + D=R is close toT,” is rather technical. First, we show that Tp. + D=h
is close toT,. + D=h. We actually show the stronger fact that D=h is close toD=h. This holds
sinceD is smooth andf is close toh. Then we show that T, + D=h is close toT,?. Intuitively,
the limit of T,. + D=has goestoOis exactIyThD. Our proof here shows that sinceD is smooth,
the noise added by a non-zero does not change the distribution much.

Let us now describe the proof in more detail. AssumeA is a distinguisher betweenU and T,P
and assume that it usesn® samples of the given distribution for somecy > 0. Let p, denote
the acceptance probability of A on inputs from distribution U and for h 2 N let p, denote its
acceptance probability on inputs from T,?. According to our hypothesisjp, pnj n © for all
h 2 [2*"°] for some constantcy > O.

We construct a distinguisher B betweenU and T,.nc for some large enougtt > 0. The lemma
then follows from Theorem 3.1. LetR denote the given distribution. First, B chooses a valudh

chosen later. Then, de ne the distribution R®as
RO= R+ 2 mod 1;
1]
i.e., a sample fromR%is given by x + r=h mod 1 wherex is chosen fromR and r is chosen fromD.
It then estimates the acceptance probability of A using sequences of samples froR®each of length

n®. According to the Cherno bound, using a polynomial number of sequences, we can obtain
an estimate that with probability exponentially close to 1 is within m%d of the actual acceptance
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probability. If the estimate di ers from p, by more than z—nlq B accepts; otherwise, it rejects. This
completes the description ofB.

When R is the uniform distribution then RCis also uniform. Therefore, with probability expo-
nentially close to 1, B's estimate is within ﬁ of p, and B rejects. Hence, it is remains to show
that B accepts with some non-negligible probability whenR is T,,. whereh 2*% and n ¢
for some large enouglt .

Consider the event in whichh I < (1+ )h. Notice that it happens with non-negligible
probability since R is chosen from a set of size polynomial im. The following technical claim
will complete the proof by showing that the statistical distance betweenR® and T is smaller
than n ° %=4. Using Claim 6.1, it follows that the statistical distance between a sequence af®
elements ofR%and a sequence oh® elements ofThD is at most n %=4. Finally, using Equation 1
in Section 2, this implies that A's success probability on sequences froR°is within n %=4 from
pn and sincejp, pnj n %, B accepts.

Claim 7.2 For h as above and for large enougle and c , the statistical distance ( R® ThD)
n ¢ G=4

Proof: Consider the distribution R%given by
D
ROO= T,. + —:
ot

The distribution R%can be seen as a random function of the distributionD: given a valuer 2 D
sample a valuex from T, and output x + r=h. Notice that R®is given by applying the same
function to the distribution ( h=R)D. Hence, using Equation 1,

h z h=h z 1
( RRY% D;-D = D(r) D hr=h dr+ D(r)dr
] 0 h=Hh
cp 1 E + 1 h Cp
2cp =2cpn ©: (4)

We next bound the statistical distance betweenTP and R% Let X be a random variable

D
ThD=X+Fmod1:

Now, let Y be another random variable distributed normally with mean 0 and variance 5 Then,
as in Claim 4.1, Tp. = X + Y=hmod 1 and hence,

Y D
RO = X+F+Fm0dl:

Therefore, ThD can be seen as a random function applied to a sample frorﬁ while R%can be seen

as the same function applied to a sample from% + %. From Equation 1 it follows that

( TP;R% %D; %(D +Y) = ( D;D+Y): (5)
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Let ¥ be the restriction of a normal distribution with mean 0 and variance + to the interval

[ n*” ;n " ] More formally,
Y(r)

v(r)=
" p_Y(r)dr

forr 2 [ np N P “]and *?(r) = 0 elsewhere. From Claim 5.1 it follows that the distributi on of Y

is very close to that of ¥:
r_

(Y:9) 2 —pl? exp n2 =2 (n; (6)
n
Now, using the fact that \ always gets values of small absolute value,
Z.p-
D(r) (D+¥)r) = D(r) o D1 x)P(x)dx
n
Z.p-
= ,_(D(r) D(r x)P(x)dx
n
z P
o_iD(r) D(r x)j®(x)dx
n
U
copn pi‘b(x)dx
n
= Can _

R.P—
where we used the triangle inequality and the fact that nnlfJJ?(x)dx = 1. Since both D(r) and

(D + ®)(r) are zero forr < np_ and forr> 1+ np_,
Z 1enP-

(D;D+¥) = ,_ D) (D + ®)(r) dr
P —

n
(1+2n ) cpn
(1+2n1 c 22) CDnl c =2 2CDnl c =2 (7)

for large enoughc . Finally, combining Equations 4, 5, 6, 7 and using the triande inequality, we
obtain
( RO;T}?) 2cpn € +2 (n2)+2CDn1 C=2 p Ct Gy

for large enoughc andc . [
This completes the proof of Lemma 7.1. [
We can now prove the main theorem of this section.
Theorem 7.3 For k2 N, k <N, de ne the distribution Z, on f0;1;:::;N 1g by
Pr(Zy = z)=2=N cog(kz=N); z=0:;1;:::;N 1

Assume there exists an algorithmA that given a polynomial (in logN) number of samples from
Zy, returns k with probability exponentially close to 1. Then, there exis a solution to n®-uSVP for
somec.
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We remark that it is possible to relax the assumptions of the heorem. It is enough if the algorithm
returns k with non-negligible probability. Also, by using Theorem 4.5 instead of Theorem 3.1,
one can show that it is enough if the algorithm nds k only for some non-negligible fraction of all
possiblek’s.

Proof: Let D be the distribution on [0; 1) given by D(r) = 2cos?( r ). An easy calculation shows
that the absolute value of its derivative is at most 4 . Therefore, it satis es the conditions stated
before Lemma 7.1 withcp =4 . Using Lemma 7.1, it is enough to show how to distinguish betwen
U and T,°. The idea is to notice that Z;, is essentially a discretization ofTrP. Therefore, algorithm
A can nd the value h given TP. From this, we construct a distinguisher betweenU and T,> by
simply checking whether a sample from the unknown distributon is close to Eh. For TP it is more
likely to be close to 1=h than for U.

Given an unknown distribution R, let R®be the distribution given by bN Rc whereN is chosen
to be large enough, say, 8° We call A with enough samples fromR®and obtain a valuek. Finally,
we take one sample from R and accept if frc (rk) < 1=4 and reject otherwise.

First, consider the case whereR is the uniform distribution. Then no matter which value of k
we obtain, the probability that frc ( rk) < 1=4 is exactly 1=2. Now consider the case wher® is ThD
for someh 2%° Foranyr =0;:::;N 1, the probability that R°= r is given by

Z (r+1)=N Z (r+1)=N
D (hx mod 1)dx = 2 cog( hx )dx:
r=N r=N
From the bound on the derivative of D mentioned above, we obtain that the distance of this integra
from 2=N cos’( hr=N ) is at most 4 2h=NZ2. Therefore, the statistical distance betweenR°and Z,
is

N
( Zn:R9Y > 4 2h=N2=2 (M)

Since the number of samples given td\ is only polynomial in n, its input is still within statistical
distance 2 (") of Zy and it therefore outputs h with probability exponentially close to 1. Then,
the probability that frc ( rk) < 1=4 is given by

Z 1=4 1
2coS(r)dr= =+ =:

1=4

NI
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