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We introduce the notion of a partially-flow-sensitive analysis based on the number of read and write
operations that are guaranteed to be analyzed in a sequential manner. We study the complexity
of partially-flow-sensitive alias analysis and show that precise alias analysis with a very limited
flow-sensitivity is as hard as precise flow-sensitive alias analysis, both when dynamic memory
allocation is allowed, as well as in the absence of dynamic memory allocation.
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1. INTRODUCTION

Most static analyses for modern programming languagesndegignificantly on various
forms of pointer analysis, such as alias analysis, to ddgal wdirect data references and
modifications. However, precise flow-sensitive alias asialis known to be undecidable
for single-procedure programs with loops, recursive daitactires, and dynamically allo-
cated storage even under the assumption that all paths prolgeam are feasible [Landi
1992b; Ramalingam 1994]. The problem remains undecidakele iéthe program manip-
ulates only singly-linked lists [Chakaravarthy 2003]. §result is shown for flow-sensitive
analysis:i.e, the analysis is required to respect the order in which istategs execute in a
path.

Precise flow-insensitive alias analysis has been showntbkard for programs with-
out dynamic allocation, but in which pointers can referestber variables [Horwitz 1997].
However, this proof assumes that there is no bound on the euofilmemory accesses oc-
curring in a single statement.

In this paper, we present some new complexity results fasanalysis by considering
analyses that have a very restricted, and precisely-defioed of flow-sensitivity. Tradi-
tionally, the ternflow-insensitive analysisas been used to refer to analyses which ignore
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2 . N. Rinetzky et al.

constraints on the order in which statements in a programeganute. However, such
analyses typically do take into account the order in whichgotations within a single
statement occur. E.g., the multiple pointer dereferencesroing in a single statement
such as ¥ = »**p”, must be treated atomically by a precise flow-insensitinalgsis.
Note that if this statement is broken into a sequence ofrsianées, the analysis might pro-
duce a different result. (In other words, the choice of theoddhe atomic statements
affects the precision of the analysis.) Thus, an analysistiwtneats X = ***p” as an
atomic unit, may be viewed as beipgrtially flow-sensitive

In this paper, we first formalize the notion of partially-flesensitive analysis as follows.
We consider programs written in a language with a set of piueistatements. (Each
statement can dereference at most one pointeb)o8k-partitionedprogram is one that
has been partitioned into units of computation cabimtks Informally, an analysis is said
to be block-flow-sensitivéf it analyzes code within any given block in a flow-sensitive
fashion, but the analysis may ignore the execution ordevédwt blocks. Intuitively, the
ability to analyze certain adjacent, related, statements anit {.e., flow-sensitively) can
obviously help improve the precision of flow-insensitivabses.

We will particularly consider analyses that are guarantedzt block-flow-sensitive for
programs where the total number of read and write operaiioablock are less than some
given constants. This allows us to measure the degree ofsftmsitivity of an analysis by
considering the maximal number of read and write operatior@sblock. We show that
the problem of a precise flow-sensitive alias analysis caredaced to the problem of
a precise partially-flow-sensitive alias analysis with ayMémited degree of flow sensi-
tivity. This, combined with [Landi 1992a; 1992b; Ramalingd994; Muth and Debray
2000; Chakaravarthy 2003], leads to our main results: ldvends on the complexity of
partially-flow-sensitive alias analysis.

From a pragmatic perspective, the key results of this pajgest aequence of reductions
that show that certain aspects of flow-sensitive alias aiaBre not critical and can be
eliminated via these reductions, allowing analysis desigiio focus on simplified sub-
problems.

1.1 Ouitline

Section 2 formalizes the notion of partially-flow-sensitilias analysis. Section 3 states
our main results. Section 4 shows that precise partially-8ensitive may- and must- alias

analysis is undecidable for programs that use dynamicatilme. Section 5 shows that pre-

cise partially-flow-sensitive may-alias analysis is PSBAsdmplete for single-procedure

programs that do not use dynamic allocation. Section 6 coled.

2. PARTIALLY-FLOW-SENSITIVE ALIAS ANALYSIS

In this section, we formalize the notion of partially-flowrsitive alias analysis. We define
the syntax and the semantics of a language of primitiversts. In this language, each
statement can dereference at most one pointer. We then deéneotion of a block-
partitioned program, which allows us to formalize the cqnad a precise partially-flow-
sensitive (alias) analysis.
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On the Complexity of Partially-Flow-Sensitive Alias Analysis . 3

| Statement [[ Intended meaning |
noop A no-operation statement
x=NULL Nullify variable z
=y Copy the value of variablg to variablez
r=y—f Copy the value of thg-field of the object pointed-to by variabjeto variablex
r—f=y Copy the value of variablg to the f-field of the object pointed-to by variable
z=alloc T || Allocate a fresh object of typ@ and assign its address to variable
x = &rec Assign the address of record variabte: to pointer variabler

Table I. The set of primitive statementsz andy are arbitrary pointer variables andc is an arbitrary record
variable; f is an arbitrary field-identifier and@ is an arbitrary type-identifier.

2.1 Language of Primitive Statements: Syntax

A program consists of a set of type definitions, a set of végidiclarations and a single
(non-recursive) procedure.

The only types allowed are pointers and records, which sbo$a set of pointer fields.
As we address only alias analysis, we do not consider otlmitjye types. The variable
declarations declare a finite set of variables, each of angigeord type or pointer type.
Records are allowed to have recursive fields.

We assume the syntactic domainsc Varld, f € Fieldld, andt € Typeld, of
variable identifiers, field identifiers, and type identifieraspectively. We assume that
flds(t) C FieldId denotes the (finite) set of fields comprising a record type Typeld.
For simplicity, we assume that field identifiers are globalyque,i.e., for any type iden-
tifiersty, to € Typeld, if t; # to thenflds(ty) N flds(t1) = 0.

We consider programs written in a language with the set ofiiivie statements shown
in Table 1. Note that each statement can dereference at megt@inter. Without loss of
generality, we assume that all branches are non-detetiniaigd that only the addresses
of record variables may be taken.

We utilize a control-flow grapfCFG)to represent a prograi. The control-flow graph
consists of a set of verticé®'p ), a set of edge€Er ), a designated entry vert¢x ), and
a map(Mp) that associates every edge with a primitive statement.

2.2 Language of Primitive Statements: Semantics

Programs in our language are executed using a standardetgbdtore semantics for
pointer languages (see,g, [Milne and Strachey 1977; Reynolds 2002]). We assume
that the operational semantics has the following (ratreardard) properties:

e The identifierNULL in our language denotes a special vatudl different from the
address of any heap-allocated object or variable.

e When a program'’s execution starts, the contents of everyonecell is null.

o All fields of a newly allocated object are initialized tal!.

e A program halts if it dereferencesma/i-valued pointer.

2.2.1 A Formal Definition of a Store-based Semantiv¢e formalize the notion of a
precise alias analysis using the following (standard) defimof a two-level store seman-

IThus, we do not consider interprocedural analysis in thjgepgaas the primary results of this paper are lower
bound results, this is not particularly significant. In parar, our lower bounds also apply to procedural lan-
guages.
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4 . N. Rinetzky et al.

Domain Description
I € Loc Locations
v € Val Loc U {null} Values

lv € LV = Varld — Loc |Environments

rv € RY = Loc — Val Stores

o €% = 2Lex LYxRY|Memory state
Fig. 1. Semantic domains.

tics. We note, however, the our results apply to any defimititnich satisfies the afore-
mentioned assumptions.

2.2.1.1 Memory StatesFigure 1 defines the semantic domains and the meta-variables
ranging over them. We assuniec to be an unbounded set of locations. Due to our
simplifying assumptions, a value € Val is either a memory location awull ¢ Loc.

A memory state is 8-tuplec = (A4, lv, rv). A is the set ofused(alternatively,active

or allocated locations. These locations store the contents (r-valB&a¢hey 1966]) of
pointer variables and of fieldsv is the environment. It maps every pointer variable to the
(immutable and unique) location in which its contents apeext,i.e., lv maps a variable to
its l-value [Strachey 1966]. 16’ [Kernighan and Ritchie 1988] terminologdy,x) denotes
&x, the address of variable in . rv is thestore it maps a location to its contents. For
example;v(lv(x)) denotes the value of varialtein o.

The value of every field of every record variable and of evergainically allocated
object is kept in its own (unique) location in the store. ldisidn, we assume that every
record variable and every dynamically allocated objeitténtifiedby a unique location in
the store. The latter can be, for example, the address offahe object’s fields, as id,
or the location of the object’s header, asiimva.

A common memory layout for objects is placing every field inxadi offset from the
location which identifies the object. This way is taken, feample, in [Reynolds 2002],
where locations are integers and every object is identifiethé location of its first field.
The contents of théth field of an object identified by locatidrare stored in locatioh+ i.

To abstract away from issues such as specific memory laywatassume the existence
of alayout functionlv ¢ : Loc — Loc for every field identifierf € Fieldld. Given a loca-
tion { identifying a dynamically allocated object (resp. a receadable),iv¢(l) denotes
the location in the store @f in which the value of thg-field of [ is kept. Itis assumed that
for every locatiori € Loc and for every pair of field identifier§, fo € flds(t), if f1 # fo

thenlvfl (Z) #* lvh (l)

ExamPLE 2.1. Assume thaP is a program which defines typeast ype T {T*
a, T+ b}, ie,Tisarecord which has two (recursive) pointer fieldgandb. Assume
that P declares ec as a record variable of type andx as a pointer variable of type
pointer toT. Leto = (A, lv, rv) be a memory state d?.

lv(r ec) denotes the uniqgue memory location identifyingc in memory stater. In C
terminology,lv(r ec) denotes & ec, the address afec. lv,(lv(r ec)) denotes the loca-
tion which stores the value of thefield of recordr ec. Similarly, lv,(lv(r ec)) denotes
the location which stores the value of thec’s b-field. In C terminology,lv, (lv(r ec))
denotes &( ec. a) andlv,(lv(r ec)) denotes &( ec. b).

If X points torecordr ec in o thenrv(lv(x)) = lw(r ec). If x points toa dynamically
allocated object identified by locatidrthenrv(lv(x)) = I. lv,(l) denotes the location
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[ Axiom |[ Side-condition [ # Reads # Writes)
(noop, o) ~~ o 0 0

(x = NULL, o) ~ (A, lv, rv[lv(x) — null]) 0 1

(x =y,0) ~ (A, l, rv[lv(z) — p(y)]) 1 1
(x=y—=f,0) ~ (A ,ro[lo(x) — ro(lu(p())]) || p(y) 7 null 2 1
(@—f=y,0) ~ (A v, [l (p(x)) — py)]) p(z) # null 2 1
(x=alloc T,o) ~ (AU Fp U{l}, v, rv[lv(z) — 1)) ||l € Loc\ A, FrNA=0 0 1

(x = &rec, o) ~ (A, , rv[lv(z) — Ww(rec)]) 0 1

Fig. 2. Meaning of statements: = (A, lv, rv). = andy are arbitrary pointer variables amdc is an arbitrary
record variable;f is an arbitrary field-identifier an@ is an arbitrary type-identifierp(y) is a shorthand for the
value ofy in o, i.e., p(y) = rv(lw(y)). Similarly, p(z) = rv(lv(z)). Fr = {lws() | f € fids(T)}.

which stores the value of the-field of I. Similarly, lv,(I) denotes the location which
stores the value of the-field of /. In C terminology,lv, (rv(lv(x))) denotes & —a) and
lup(rv(lv(x))) denotes & —h).

A memory stater = (A, lv, rv) is anadmissible initial memory stafer a programP,
if the following conditions hold:

(i) Every variable is mapped to alocatiare,, for every variable: defined inP, lv(z) €
Loc.

(i) Thelocations used to contain the values of differemtalales are disjoint: Lelase(x)
be{lv(z)}, if z is a pointer variable, anfllv(z)} U {lvs(1) | f € fids(T)}, if z is
a record variable of typd". If x and y are different variables defined iR then
base(x) N base(y) = 0.

(iiiy Every memory location in the store is initialized tll, i.e., rv = Al € Loc.null.

(iv) A, the set of used locations, contains all the locations usstbre the values of the
variables declared iF?, and only these locationise., let Vp be the variables declared
in P, thenA = base(x).

zeVp

We assume that a prografhalways starts executing in an admissible initial memoriesta

2.2.1.2 Operational Semanticgrigure 2 defines the meaning of statements in a stan-
dard two-level store semantics for pointer programs. Tihesseics is specified for every
primitive statementt € stmsof the form defined in Table I. Theeaningof every state-
mentst is given as a binary relation over a set of memory stjt€sC X x X. A pair of
memory stateés, o’) € [st] iff the execution ofst in memory stater may lead to memory
states’. Figure 2 describes the semantics of a statemsemnt the form of axioms. The
intention is that(o, o’) € [st] iff (st,o) ~» o’. The#Readcolumn shows the number of
read memory access to the store done by each statemen#Witite column shows the
number of write memory access to the store done by each statem

The statemenhoop is a no-operationi.e., it does nothing. The statemextNULL
nullifies variablex. The statement=y copies the value of variableto variablex.

The statement=y —f (field-dereference) reads the value of fi¢ldf the object pointed-
to byy and writes that value te. The statement —f =y (destructive-update) writes the
value ofy to thef -field of the object pointed-to by. In both statements, a side-condition
ensures that the program does not dereference a null-vphietér: The execution of the
program halts if the dereferenced variable hasivalue.
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The statement=al | oc T (dynamic-allocation) allocates an object of typend as-
signs its identifying location to variabbe. The identifying location is guaranteed to be
fresh i.e, it is not used in the current memory state. In addition, tagement reserves a
set of fresh locationg;r, to contain the values of the fields of the new object.

We require that for every typ€ there be an unbounded number of locatiérs Loc
such thatlvs(l) is defined for everyf € flds(T). This requirement ensures that it is
possible to allocate an unbounded number of objects of Typgke similar requirement is
placed in [Reynolds 2002].

Forsimplicity, we require that every location is allocated once duringtezution of the
program. This requirement is enforced by the side-condititheal | oc statement, and
the maintenance of the sdtof all allocated objects, including ones that are unreachable.
Because every execution starts from an admissible initexhory state, this simplifying
assumption also ensures that the fields of allocated olgeeisitialized tonull.

The statememt=&r ec assighr ec’s identifying location tox.

Note that thelv component of a state is immutable. This immutability, comelol
with the assumption that a program always starts executig iadmissible initial mem-
ory state, ensures that reading or writing the value of aabdei never leads to a null-
dereference.

2.2.2 Flow-Sensitive Execution$Ve now formalize the (standard) notion of (flow-
sensitive) executions.

DEFINITION 2.2. A sequencer over a setS is a total functionr € {i e N | 1 <4 <
n} — S for somen € IN. Thelength of a sequence, denoted byr|, is |dom (7).

DEFINITION 2.3. A path = of a programP is a sequence ovetp, the edges of the
control-flow graph ofP. A pathr of a programpP is realizableif (i) = (1) originates from
P’s entry vertex, i.e.x(1) = (np,n) for somen € Np, and (ii) = forms a chain of
edges, i.e., for every < j < |z|, if 7(j) = (n;,n}) andn(j + 1) = (n;11,n},,) then
”3 =Nyl

DEFINITION 2.4. Atraceof a programP is a sequence over the set of memory states
of programP. A tracer is induced by a pathr of programP if (i) |7| = |=| + 1 and
(i) (7(5),7(j + 1)) € [M(n(j))] for everyl <j<|r|.

Given a tracer of a programP, we refer tor(1) as’s initial memory stateand to
7(|7]) as's terminal memory statelf a tracer’ is induced by a pathr, we say that-
starts executingn program pointn’, wheren’ is the source of the edge(1) andends
executingn program point.”’, wheren” is the target of the edge(|r|). We refer to the
terminal memory state of a trageas thememory state resulting after the executionrof

DEFINITION 2.5. Atracer of a programP is aflow-sensitive executionf programP
if (i) 7(1) is an admissible initial memory state and i)s induced by a realizable path.
2.3 Flow Sensitive Alias Analysis

An analysis is said to be sound(resp. precisg flow-sensitive analysi®r a programpP,
if (resp. iff) the information it determines at program po(@FG node)n, is true at every
program state that can result after any flow-sensitive di@tof P ending inn.

DEFINITION 2.6. Aflow-sensitive may-alias analysgetermines for a progran? and
a program point: € Np, a setS of pairs of program variables such that(if, y) ¢ S then
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x andy never point to the same memory location after any flow-deasixecution o
ending in program point.

Note that the above definition implies that given two vamghlsayx andy, aprecise
flow-sensitive may-alias analysis also determines whetheas a flow-sensitive execution
after whichx andy point to the same memory location.

DEFINITION 2.7. A flow-sensitive must-alias analysidetermines for a progran®
and a program point. € Np, a setS of pairs of program variables such that(if, y) € S
then after any flow-sensitive executionfirending inn, either bothz andy have anull
value, or both point to the same memory location.

2.4 Block Partitioned Programs

A block-partitionedprogram is one that has been partitioned into units of coatjmut
called blocks A block consists of a sequence of primitive statementsormélly, an
analysis is said to be block-flow-sensitive if it analyzedewvithin any given block in a
flow-sensitive fashion, but the analysis may ignore the ettes order between blocks.

We utilize a control-flow graph to represent a block-partigd program, just as in Sec-
tion 2.1. The only difference is that instead of associatidges with primitive statements,
we associate them with blocks.

2.4.1 Block-Flow-Sensitive Executionituitively, ablock-flow-sensitive executio
a block-partitioned progran® arbitrarily executes”’s code blocks, while respecting the
order of statements in every block. We now formalize thearotf block-flow-sensitive
executions.

The semantics defined in Section 2.2.1 induces a (standealingor every sequence
of statements as the composition of the meanings of thenséats comprising the se-
guence. We denote the composed meaning of a sequence ofetésélock by [[block],
i.e, [[block] = [block(1)] o ... o [block(|block|)].

DEFINITION 2.8. Atracer of block-partitioned progran® is ablock trace induced by
a pathr of programP if (i) |7| = || + 1 and (ii) for everyl <j <|x|, (7(§),7(j + 1)) €
[M (7w (5)]-

DEFINITION 2.9. A trace 7 of a program P is a block-flow-sensitive executioff
(i) 7(1) is an admissible initial memory state and (ii) there existpath 7 of program
P such thatr is a block trace induced by.

Note We define the notion of #low-sensitiveexecution of ablock-partitioned progranby
adapting Definition 2.5 to considbtock tracednstead oftraces Note that the modified
definition ensures that the information determined by bativ-ensitive may-alias analy-
sis and must-alias analysis block-partitioned programss oblivious to the intermediate
memory states occurring during the execution of a block.

ExamMPLE 2.10. Figure 3.1 shows the control flow graph of a block-piartied pro-
gramPs ;. ProgramPs ;, defines typéNast ype N {N+ n},i.e, recordN has a single
recursive fieldn. Ps; ; defines six variables of type pointerfbx, y, p,q,t, andz. The
entry vertex ofP; ; isny. Every edge inP; ; is identified by a label of the formy, written
above the edge. The code block associated with an edge tembielow that edge. We
sometimes refer to the code block associated with eggs code block.
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I I I N e
| CFG ny ng n3 ng ns ng ny
xz=al | oc N%:al |l oc NU p=wx; ~ P=Y; Upﬂn:qguz:p; O
q=y q=x q—n=p t=p—mn;
t=t—n

Realizable e1 ez e3 eq es €6
1] th ™ . . . . . .

paths z=alloc N y=alloc N p=x; p=y; p—n=gq; z=p;

9=y q=z qg—n=p t=p—n;
t=t—n
Non-
B €2 €4 €3 eq es
realizable T . . . . .
paths y=alloc N  p=y; p=x; p=y; p=a;
q=x 7=y gq=z 7=y
el e3 €6
) . .
z=al |l oc N p=x; z=p;
=y t=p—n;
t=t—n

i Flow- may {q,x}v{ny}v{zvp}v{zvy}v{t7p},{t7y}7{t7z}

sensitive must | {q, 2} {p,y}, {2 p},{z v} {t.p}, {t, v} {t, 2}

Block- may {q,x}v{Pyy}y{va}v{Z,y}v{typ},{hy}y{hz},

flow- {p,m},{q,y},{z,m},{t,m}

sensitive must | {t,z}

Fig. 3. I. ProgramP; ;. Il. Realizable paths vs. non-realizable paths. Ill. Fleensitive vs. block-sensitive alias
analysis.

Figure 3.1l shows three paths &% ;: 71, 2, andrs. Pathm is a realizable path, while
pathsmy andrs are not realizable paths.

Pathm; is the only realizable path ending iy. Furthermore, every realizable path of
P51 is a prefix ofr;. In every memory state resulting after a flow-sensitive akien
induced byr, two objects are allocated. The pointer varialylep, z, andt point to one
of the objects. The pointer variablesandq point to the other object. The-field of each
object points to the other object.

Pathm, is not realizable: The first edge in path is e;. This edge does not have the
entry vertex as its source. (A realizable patiPpf; must start with edge; .) Furthermore,
code block3 and code blocK appear twice inry. This is not possible in a realizable path
of P3 ;. Atthe end of the block-sensitive execution inducedrbyone object is allocated.
Itis pointed-to byy andq. All other variables have aull value.

Pathrs is comprised of edgey, es, andeg. Note that an attempt to execute the program
according tors leads to a null-dereference: Code bldgckttempts to traverse thefield
twice, starting from the object pointed-to lpy However, at the program point in which
code blocké is executed, the-field of the object pointed-to by has anull value. As a
result, the execution gets stuck: the second dereferememthe executed.

2.5 Block Flow Sensitive Alias Analysis

An analysis is said to be a sound (resp. predidedk-flow-sensitive analysfer a block-
partitioned progran®, if (resp. iff) the information it determines is true at ey@rogram
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state that can result after block-flow-sensitive executioR.

DerINITION 2.11. A block-flow-sensitive may-alias analystketermines for a block-
partitioned-programP, a setS of pairs of program variables such that(if, y) ¢ S then
2 andy never point to the same memory location after any block-flemsitive execution
of P.

Note that the above definition implies that given two vamghlsayx andy, aprecise
block-sensitive may-alias analysis also determines vardthhas a block-flow-sensitive
execution after whiclx andy point to the same memory location.

DEFINITION 2.12. A block-flow-sensitive must-alias analysietermines for block-
partitioned-programP, a setS of pairs of program variables such that(it, y) € S then
after any block-flow-sensitive executionih either bothz andy have anull value, or
both point to the same memory location.

Note Note that the information determined by both block-flomsitve may-alias analy-
sis and must-alias analysis is oblivious to the intermedizmory states occurring during
the execution of a block. Also note that the exact progranmtpioi which the aliasing
guestion is asked is immaterial in Definitions 2.11 and 2.12.

ExampLE 2.13. Figure 3.lll-Flow-sensitive shows the precise sohs to the flow-
sensitive may- and must - alias analyses of progfam at program point.;. To avoid
clutter, we exploit the symmetry of the aliasing relatiomarse{z, y} as shorthand for
(x,y) and(y, z). We also omit all pairs of the forrfx, ).

The precise flow-sensitive solution of a may-alias analykig; ; at program point; is
shown in the row labeleflow-sensitive may\e list every pair of pointer variables which
may bealiasedj.e., point to the same location, after a flow-sensitive execuioprogram
P ; ending in program point; (i.e., an execution induced by path). Note that the
pair {p, ¢} is not in the solution although after the executioryet p inside code block
p andq point to the same location: The analysis may ignore intefatednemory states
occurring during the execution of a block.

The precise flow-sensitive solution of a must-alias analgéiP; ; at program pointi;
is shown in the row labeleffiow-sensitive mustt contains every pair of pointer variables
which must point to the same location or haveudl value after every flow-sensitive execu-
tion of programPs ; ending in program point;. The solution coincides with the precise
solution to the may-alias analysis because there is onlyealezable path of’; ; ending
Innr.

Figure 3.111-Block-flow-sensitive shows the precise sias to the block-flow-sensitive
may- and must - alias analyses of progr&yy .

The precise block-flow-sensitive solution of a may-aliaalgsis of P; 1, is shown in
the row labeledblock-flow-sensitive mayWe list every pair of pointer variables which
may bealiased,i.e., point to the same location, aftertdock-flow-sensitivexecution of
programPs; ;. Note that, by definition, every flow-sensitive executioraiso a block-
sensitive execution. Thus, every pair listed in the sotutibthe flow-sensitive may-alias
analysis is listed here too. In addition, the precise blseRsitive solution contains four
more pairs: The pair$p, z}, {¢q,y} are added by considering,g, executions induced
by the pathe;, e2, e3. The pairs{z,«}, {t, 2} are added by considering,g, executions
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induced by the pathy, es, 3, €5, ¢g. Again, and for the same reasons mentioned above,
the pair{p, ¢} is not in the solution.

The precise block-flow-sensitive solution of a must-aliaalgsis of P;_; is shown in the
row labeledlock-sensitive musOnly ¢t andz are determined to be must-alias: The values
of z andt are always set by blodk Variablez is assigned the value pfand variable
is assigned, i notations , the value g—n—n. The only block which sets the values
of the n-fields is block5. In any block-sensitive execution, if block does not cause a
null-dereference, then it sets thefield of the object pointed-to by to point to the object
pointed-to byg, and vice versa. Note that because both destructive upala@sthe same
block, they are always executed as a unit. Thus, either #ivertsal of than-fields done in
block 6 is successful, and returns to the point of origia,, to the object pointed-to by,
or it leads to a null-dereference which halts the executiorthe latter case, the analysis
also does not continue along the path.

The last pointj.e., the analysis not “continuing” along a path after a nulleference
occurs, will play a key role in our arguments.

2.6 Partially Flow Sensitive Alias Analysis

We measure the degree of flow-sensitivity in block-flow-#@resanalysis of a progran®
by measuring the “size” of its blocks.

We can measure the “size” of a block in a number of ways. Thelsish measure is
to count the number of statements in a block. Thus, we may lsatyat block is ak-
block if it hask statements. This measurement has the advantage of bemgnhgtive
and simple. However, it blurs certain subtle distinctioesaeen differenk-blocks. For
example, consider the following statements:y andx=y —f . Each statement is also a
1-block. However, the first block performs only one read openavhile the second block
performs two consecutive read operations. Intuitivelyrecjse analysis of the second
block requires a higher degree of flow sensitivity.

Thus, we define a finer measurement by separately countinguimder of memory
locations read and the number written in a block. The exagkbeeping method used for
this purpose is not critical, (it changes our results onhalmpnstant factor). In this paper,
we use the following definition to get a reasonably intuitiveasure.

We first introduce the notion of a local variable (or tempgfaA local variable is one
that is always initialized in a block before it is used. As aulg local variables cannot
be used to communicate values between blocks (or betwefamedif executions of the
same block). Thus, we may think of local variables as beingal’ to each block. We
will typically use variable names of the form for local variables. For any blocB, let
rd(B) be the number of non-local read occurrences in blBckSimilarly, letwr(B) be
the number of non-local write occurrences in bldgk A block B is said to be arr, w)-
block if rd(B) = r andwr(B) = w. We say that a block-partitioned prografhis
an (r, w)-block-partitioned programif every block B of P is such that-d(B) < r and
wr(B) < w.

Note that any primitive statement can be encoded l§2,a)-block. Furthermore, a
“high level” statement of the form=y — f; — fo — --- — fi can be compiled into a
(k + 1, 1)-block of primitive statements. This should illustrate thetivation behind the
above definitions.

An analysis is said to be gm, w)-partially-flow-sensitivenalysis, if it is a block-flow-
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sensitive analysis for allr, w)-block-partitioned programs. As a special case, an analy-
sis is said to béoo, w)-partially-flow-sensitive if it is block-flow-sensitive fall block-
partitioned programs with blockB such thatur(B) < w.

DEFINITION 2.14. An (r, w)-partially-flow-sensitive may-alias analysis a block-
flow-sensitive may-alias analysis for &H, w)-block-partitioned-programs.

DEFINITION 2.15. An (r, w)-partially-flow-sensitive must-alias analysis a block-
flow-sensitive must-alias analysis for &l w)-block-partitioned-programs.

Note As in Definitions 2.11 and 2.12, the exact program point inclvhihe aliasing ques-
tion is asked is immaterial in Definitions 2.14 and 2.15.

We can now summarize the Horwitz’s result [Horwitz 1997]@®cise oo, 1)-partially-
flow-sensitive alias analysis is NP-hard. On the other hAndersen’s analysis [Andersen
1994]is a sound2, 1)-partially-flow-sensitive may-alias analysis.

In this paper, we limit the allowed alias questions to be &tyuaf variables,i.e., we
consider only questions of the forane x andy may- (resp. must-) alias?

3. MAIN RESULTS

In this paper, we show that precise flow-sensitive aliasyaatan be reduced to precise
(3,3)-partially-flow-sensitive alias analysis (with dyni@ memory allocation) and to (5,2)-
partially-flow-sensitive analysis (without dynamic mematlocation). This allows us to
show that

e Precise (3,3)-partially-flow-sensitive may-alias and tral&s analysis is undecidable
for programs that use dynamically allocated memory.

e Precise (5,2)-partially-flow-sensitive may-alias is PSBAcomplete for programs that
do not use dynamically allocated memory.

We remind the reader that in this paper, we only considertpojzrograms comprised
of a single (non-recursive) procedure.

4. REDUCING FLOW-SENSITIVE ALIASING TO PARTIALLY-FLOW-SENSITIVE
ALIASING

In this section, we show that alias analysis with a very kaitlow-sensitivity is as hard as
flow-sensitive alias analysis. Specifically, we show thagtamogramP can be transformed
into a (3, 3)-block-partitioned progran such that the block-flow-sensitive solution for
Q yields the flow-sensitive solution fdP. Because precise flow-sensitive alias analysis is
undecidable for heap manipulating programs [Landi 1992dm&ingam 1994; Chakar-
avarthy 2003], this shows that preci&k 3)-partially-flow-sensitive alias analysis is also
undecidable.

We present the reduction in two stages: Section 4.1 descailveduction that uses an
unbounded number of fields and Section 4.2 shows how the nuohfields used can be
bounded.

4.1 A Reduction with an Unbounded Number of Fields

As explained earlier, a prograifi is represented by a set of type definitions, a set of
variable declarations, and a labeled CFG, where every efdifpe €FG is annotated with
a statement. We assume, without loss of generality, thagathbles are pointers. (Thus,
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Component Program P Program Q Remark

Type type T{T*f, ... } type T{T*fld; ... } Program Q contains all type

definitions definitions of program P, plus
type PStatg a new type called PState.
T*p; PState has a fielg of type
pointer to T for every pointer
} variablep of type pointerto T

in program P
Variables T*p PState* atn_i Program Q contains a variable

at.n_i of type pointer to PState
for every noden; in P's CFG

CFG | Nodes | Np = {n1,...,nm} Ng = NpU{no} Q's CFG is comprised of
Entry | ni no P’s CFG, plus a new entry
Edges | Ep = {e1,...,ex} Eqg =FEpU{eo} node,ng, connected
whereeg = (ng,n1) to P’s entry nodepn
Map Mp maps P's edges to | Mg maps Q’'s edgesto | Mq(eo) isat -0 =al | oc
primitive statements blocks of primitive PSt at e, andblock(e) for
statements e € Ep (block is defined
in the caption)

Alias question | Arex andy may- (resp.| Are atn—x and atn—y | The program point is immateria
must-) alias at node n? | may- (resp. must-) alias? for the aliasing question in Q

Fig. 4. Atransformation of an arbitrary program P into a J&®ck program Q. For an edge= (n;,n;) € Ep,
block(e) is atn.j = atn.i; at.n_i = null; TRANS(Mp(e), atn_j). The function TRANS is defined in Table II.

any record will have to be heap allocated. In particular, ule out the use of statements
which take the address of variablesy, x=&r ec.)

Figure 4 illustrates how we transform a given progrBrinto a (3, 3)-block-partitioned
programq).

The first step in the transformation augments the type digitstn programP with the
definition of a new typé>St at e which contains a fielgh for every variablep in P. The
idea is to use a single (heap-allocated) record of Bfeat e to capture the values of all
variables inP. The state of prograr® is captured inQ) by aPSt at e record plus the part
of the heap reachable from that record.

As a result, we would like to replace the set of all variableslared inP with a single
pointer variable of type pointer 8St at e. For reasons that will become clear soon, we
actually use a pointer variabde _n_i of type pointer td°St at e for every vertexy; in the
CFG. These extra variables are used to ensure flow-sehsltiviconverting control-flow
information (the “program counter”) into data, as outliredow.

We add the statemenat _n_.0 = al | oc PSt at e” to program@ to create the single
record that is used to store the value of all variable® jnvhereny is the entry vertex of
the CFG. We then transform every statement in progfaassociated with an edge from
n_i tonj intoablockin progrand) as follows: we first add &ransition guardthat copies
at _n_i toat _n_j and then setat _n_i to null; we then transform the original statement
by replacing references to any varialdeby a reference t@t _n_j —x. The statement
produced by this substitution may not be a primitive stateineut can be compiled into
a sequence of primitive statements as shown in Table II. ,Tthesexecution of the block
associated with edge.i to n_j in program@ “passes the baton” to nodej . Further,
this block can execute successfully (without a null dergiee) only after the execution of
some other edge (with targeti ) passes the baton on to naalé .
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Statement Transformation Encoding code block

noop noop noop

x =NULL at_n—x =NULL r1 = at_n, ri—x = NULL

rT=1y atn—x=at-n—y ry=atn, ro =r1—yY, "1I—T =12

r=y—f at-n—zxr=atn—y—f | r1 =at-n;, ro=r1—y, r3=ra—f, ri—r=r13
r—f=y atn—zxz— f=atn—y | r1 =atn;, ro =ri—x;, r3=ri—y;, ro—f=r3
z=alloc T | atn—zxz=alloc T ri=atn, ro=alloc T, ri—z=ro

Table Il. TRANS(st, at-n): Transformation of a primitive statemest which annotates a CFG edge entering
noden (which is represented by the variahlée_n).

Consider any path in programP’s CFG from its entry vertex to some vertex and
let o be the program state iR after execution along path. Let o’ be the corresponding
path in prograng)’s CFG consisting of the edgg fromn_0 to n_1 followed by«, and let
o’ be the program state i) after execution along patlf. It should be clear that’ is an
equivalent representation of state Specifically, it should be clear that pointer variables
x andy will have the same value in iff at _-n—x andat _n—y have the same value in
stateo’.

The key aspect of the transformation, however, relates tmaence of edges inQ’s
CFG that does not constitute a path. Execution along anyesegd of edges inQ’s CFG
will either result in a null-dereference or will produce atstthat is equivalent to the state
produced by execution along a path fr6yis entry vertex ton, wheren is the target vertex
of the last edge in sequenge

Specifically, consider how the pointer to the record alledan the entry edge is copied
to otherat _n variables. The transition guards that do this ensure thatost oneat _n
variable points to this object. Further, the sequencatah variables that point to this
object must form a valid path in the CFG, starting from theemertex. However, note
that in a block-sensitive analysis it is possible for thegatige to be executed at any point,
creating newePSt at e records. (Recall that the code block associated with thg edge
doesnot begin with a transition guard, i.e., it is comprisealy of the statementdt _n_0
= all oc PState”) Inthe general case, it is possible for multighSt at e records
to exist, and for multipleat _n variables to be non-nuli.é., to point to these records).
However, no twaat _n variables can point to the same record at the same time. Ma&s g
us the desired result, as shown below.

Let& = [eq,--- , 4] be an arbitrary sequence ¢fs edges and let be the target of
edgee,. Consider the execution of the code block associated wiredgee; that is not
the entry edge. Let; = (v, w). If the execution of the code block does not cause a null-
dereference, theat _-v must be non-null before the execution of the statements.edeny
at _v can be assigned a non-null value only by the execution of litektassociated with
some edge whose targetisLet j be the largest integer less thasuch that the target of
e;j is v. (It follows from the previous argument that suchi exists.) We defing to be the
logical predecessor indexf i (in the sequence).

We can identify a sequence of indides, - - - , z,/] such that, = ¢, andforl <i < ¢/,
z;—1 is the logical predecessor indexfin £, ande., is the entry edge. The corresponding
sequence of edgese.,, - - -, ezq,] forms a realizable path from the entry vertex to vertex
in @ such that the state after the executiog afn is equivalent to the state after execution
of v atn (where the notion of equivalence is as explained previgusly

A key property that guarantees this result is the followihgt j be the logical prede-

ACM Transactions on Programming Languages, Vol. 8, No. 1,MIMYYY.



14 . N. Rinetzky et al.

cessor index ot in . Consider any such thatj < p < 4. The execution of edge,
does not affect the visible state seen during the execufien &pecifically, let the source
vertex of edges, bew. Then, the record that pointat _u points to before the execution
of e, is different from the record thait _v points to before the execution ef. Further,
the heap reachable froat _u is completely disjoint from the heap reachable framv.
The disjointness is ensured by the following propertiesati_u andat _v point to dif-
ferent state records, and (ii) the transformation of theestents ensures that references to
allocated objects are obtained by traversing through threesstate record. Thus, once an
object has been allocated and its location assigned to adfielde state record, it cannot
be pointed-to by a field of any other state record.

Thus, execution along an arbitrary sequegie@nds up simulating parallel executions
along one or more realizable paths in the CFG, without arsrfietence between these
simulations. The key reason for the correctness of the foemstion, whose proof fol-
lows immediately from the preceding discussion, is thatakens halt once a null-pointer
dereference occurs (see Section 2.2).

THEOREM 4.1. The block-flow-sensitive aliasing solution f@r coincides with the
flow-sensitive aliasing solution far.

Let us now measure the flow-sensitivity of the progrém Note that the transition
guardat _n_j =at n.i; at_n.i = NULL; can be encoded by the following operations
consisting ofl read operation an2lwrite operations:

rp=at_n_li; at_nj =ry;; at .ni =NULL

Every simple statement can be encoded by at nhagierations (see Table Il) containing
at most3 reads and write. Note that the first operation in the code block peitajro
any statement, with the exception wbop, is always to read the value of the variable
pertaining to the “current” CFG node. However, becauseetransformed statement is
preceded by a transition guard which stores a value intoir&ble, we can save this read
operation.

The aliasing questioat .n—x == at .n—y can also be encoded using a totalof
operations witl8 reads:

r1=at-n; ro =11 —x; r3 =11 —Y; equal = compare(ra,rs)
The following corollary follows immediately from the aboxesults:

COROLLARY 4.2. Precise(3, 3)-partially-flow-sensitive may-alias and must-alias anal-
yses are undecidable in the presence of dynamic memoryaéithoc

Note It is possible to ask an alternative aliasing question, whih only requires de-
termining information regarding aliasing of variablesingsa slightly more complicated
transformation: We add to progra@htwo pointer variablessayat _n_x andat _n_y, of

the same types as andy, respectively. Variableat _.n_x andat _n_y can capture the
values ofat _.n—x andat _n—y, respectively, whenever a state record is propagated to
at _n. The values ot _n—x andat _n—y are fetched using the following code block:

rm=at.n; ro=r1—x; r3=r1—y; at _nX =ry; at_ny =rs.

This code block isotguarded. Thus, it can be encoded usingads an® writes. The
modified aliasing question Bre at _n_x andat _n_y may- (resp. must) aliasRlote that
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Component | Program P Program B Remark
Type type T{T*f, ... } type T{T*fld; ... } The one user-defined type.
definitions
type VarList{ The variable list:
VarList* n; - next variable
T* px; - variable value
}
Variables T*p.1,..pv VarList* hd,; Head of the variables list
VarList* t; Temporary
T* 1 h; Left-hand operand
T*rh; Right-hand operand
Aliasing Arep_i andp.j may- (resp.| Arel h andr h may- (resp. Edge(n check Mo eer)
question must-) alias at node j,...? | must-) alias at node’, .? is labeled by anop in P

Fig. 5. The data types and the variables used in the tranaf@mof an arbitrary progran® into a programB
which uses only variables. Progran® hasv pointer variables.

at _n_x andat _n_y do not participate in the simulation. They function as “gl&olders”
that can be assigned the valueabfn—x andat _-n—y wheneveit _n points to a state
record. Becausat -n_x andat _n_y are always assigned as a unit, they preserve both
may- and must- aliasing information regardig_n—x andat _n—y in program@), and
thus, also regarding andy in programP.

4.2 Bounding the Number of Fields

In this section, we show that precise (3,3)-partially-flsgnrsitive may-alias and must-
alias analysis is undecidable even when the number of figldsunded. This result is not
implied by Theorem 4.1 because the number of fields used byahsformation in Sec-
tion 4.1 is proportional to the number of variables in thasfarmed progran®. Specifi-
cally, thePSt at e record has @-field for every variablg in programpP.

The main idea is to simulate a prograf which uses an unbounded number of vari-
ables, using a program, which uses only a bounded number of variables. The simula-
tion ensures that thigow-sensitivaliasing solution to prograrB yields theflow-sensitive
aliasing solution to prograr®. Applying the transformation of Section 4.1 to program
achieves the desired result.

In this section, we assume that the program has bobler defined type, naméely. This
does not limit the generality of our result for two reasonisstFit is trivial to convert any
program that usek user defined typ€eg,, . . ., T}, into a program that uses a single type
which contains all of their field$.Second, to obtain a lower bound, it suffices to apply the
transformation to programs that use a single type whict2hiasursive fields: determining
may- and must- aliasing for these programs is undecidatamptingam 1994].

The crux of the simulation is an encoding of the program Yéeimby a linked list. The
list nodes are of typ¥ar Li st (see Figure 5). Every node hadields: n, a successor
field, andpx, a data field. The value of a variahlg is encoded by th@x-field of the
(i—1)-th list element. The transformation produces a progranthvises (only) the
variables shown in Figure 5.

We transform the control flow graph of prografhinto that of B using the following
procedure:

2Without loss of generality, we can assume that fields havguennames.
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B starts by constructing the list which encod®s variables. This is done by a code
sequenceife. a chain of edges labeled by primitive statements) whicleatpthe
following statements times?

t=hd; hd=al | oc VarLi st; hd—n=t;

Note that in the memory state the results after the execafitive above code sequence
hd points to a list withv nodes. Thex-field of every list node has the valumill,
which is the value a variable should have when the progrartssta

Every edgee is replaced by a code sequence which simulates the statement
Mp(e). Specifically, for a statement with a left-hand operang_|I and right-hand
operandp_r , we generate the following code sequence:

rh = getVarVal(r); Retrieves the currentvalue pfr, as encoded in the list, intoh .
I h = getVarVal(l); Retrieves the current value pfl , as encoded in the list, intch.

8t|ih/pd rh/pr Same operation ag, but with| h andr h replacing the left-hand
operand and the right-hand operand, respectively.
t —px=l h Stores the current value gfin the list of variables (optional).

We usegetVarVal(d), wherel < d < v, as shorthand for a code sequence that re-
trieves the value of variable d from the variable listi.e.,

z = getVarVal(d) : t=hd initializes lookup
t=t -n Repeated/—1 times.

z=t —px Stores the encoded valuepfd into z.

In casest assigns a value tp_l (which is the usual case) we add the last statement,
t —px=Il h. Note that prior to its executiont, points to theVar Li st node that
encodes the value @f.l .

The edge&check = (Meheck, Meyeer)» the only edge which originates from the CFG
node in which we ask the aliasing questiorfimegardingp_i andp_j (see Figure 5),

is replaced by the following code sequence:

I h = getVarVal(i); Setsp.i toits currentie. encoded) value.
rh = getVarVal(j); Setspj toits currentie. encoded) value.
/[l Th ==rh ?

This code sequence stores the current values of the vasjableandp_j , as stored in
the list, intol h andr h, respectively. The alias question ihis asked right after this
code sequence.

Clearly, progranm3 simulates the execution of prografh Thus, the following theorem
is immediate.

THEOREM 4.3. The flow-sensitive aliasing solution fd8 coincides with the flow-
sensitive aliasing solution faP.

Applying the above transformation to an arbitrary progrBmwhich has a single user
defined typdl’ that ha= recursive fields, results in a prograswhich hast variables and

3Recall that progranP haswv variables.
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4 fields (s 2 fields andvar Li st ’s 2 fields.) Applying the transformation of Section 4.1
to programB results in a progran® which hass fields (programB’s 4 fields and one
field for every one of its variables). Recall, however, thatises3 user defined typest’,
which hag2 recursive fieldsPSt at e, which has fields of type pointer t&/ar Li st and

2 fields of type pointer td"; andVar Li st , which hasl field of type pointer tdl” and1
recursive field. Obviously, we can replace th8s#ata types by a single data type which
has4 recursive fields. Furthermore, the aliasing solution te (tiodified) progrand) also
yields the aliasing solution to prografh Thus, the following corollary is immediate.

COROLLARY 4.4. Precise(3, 3)-partially-flow-sensitive may-alias and must-alias anal-
yses are undecidable in the presence of dynamic memoryasibacfor programs withd
fields.

5. REDUCTION WITHOUT DYNAMIC ALLOCATION

In this section, we consider programs that do not use dynameimory allocation. In
this case, we present a transformation, similar in spirthe&bone given in Section 4, that
does not use dynamic memory allocation. Flow-sensitive-al@g analysis is PSPACE-
complete for pointer programs with records and recursivdgiff. andi 1992a; Muth and
Debray 2000]. Our reduction shows thdta2)-partially-flow-sensitive may-alias analysis
is as hard as a flow-sensitive analysis. Obviously, it catm@oharder. Thus, we can
establish thaf5, 2)-partially-flow-sensitive may-alias analysis is PSPAGHERplete.

Again, we present the reduction in two stages: Section ¥dsg transformation that
uses an unbounded number of fields and Section 5.2 boundstimber.

5.1 A Reduction with an Unbounded Number of Fields

A program consists of type definitions, variable declaratiand a CFG, just as in Sec-
tion 4. However, the program does not use a heap or dynamicomyeafiocation. In-
stead, record variables can be declared and have theirssddssigned to pointer vari-
ables. Specifically, we use the statemgn&r ec which assigns the address of the record
variabler ec to the pointer variable.

The main idea behind the transformation of a progr#anmto a block-partitioned pro-
gram@ such that the block-flow-sensitive solution f@ryields the flow-sensitive solution
for P is similar to the idea behind the transformation in Sectidh #owever, instead of
using a heap-allocated record to store the valueB’'sfvariables, we usé’s variables.
This eliminates the use of dynamic memory allocation in ta@gformation. However,
this introduces a few problems in the reduction.

We noted in Section 4.1 that execution along an arbitrarysecet simulates multiple
executions along one or more realizable paths in the CFGeTluas no interference be-
tween these simulations (in the original transformaticegduse they operate on different
state records from which disjoint parts of the heap werehable. However, since the
current transformation usd3's variables, this is no longer true; the executions of b#ock
in arbitrary order will have an effect on each other.

We address this problem by ensuring that an execution alepgexjuencé of edges in
Q@’s CFG will result in a null-dereference unless it “corresfs” to a path in the program
P. We noted that with the original transformation, it was plolgsto follow a patho in @,
and then start following a new path and to then resume execution along pattwe will
avoid this possibility with the new transformation by siratithg the progress of a program
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counter that may only point to a single program location sl ensure that the program
never resumes an interrupted execution. Again, the praeiganent of null-valued pointer
dereferences will play a key role.

Before we formally define the transformation, we illustratasing the CFG fragment
shown in Figure 6(a). This CFG fragment consists of an edgehose target is a branch
node with two successor edgesandes, where the edges are labeled with statements
ste, andsts, respectively. The transformation generates speatbn-recordsat ;,at o,
andat 3 for each one of the edges,e;, andes, respectively. The action records are
depicted in Figure 6(c-b). These records have fields nasted ;, st nt 5, st nt 3, and
next (and possibly other fields, depending on the rest of the prayr The relationship
between an edge and its corresponding action-recoed,;, is encoded by creating a self
reference aat ; using thest nt ;-field. Lines1,4, and5 in Figure 6(d) show the code that
is generated by the transformation to create these selerafes. (Every line of the code
comprises a single block.)

The fact that in the CFG fragment (only) edgesandes can be executed following
edgee; is encoded by having theext -field of the action-recordt ; point to one of the
action records corresponding to one of these edges. Riaesl3 in Figure 6(d) show the
code that is generated by the transformation to updatedix¢ field of theat ; action-
record. Figure 6(b) and Figure 6(c) depict the state of thiemcecordst ;,at 5, andat 3
after the execution of lines4,5 followed by line2 or line 3, respectively. (Recall thatin a
block-sensitive execution lines can be executed in anrarigibrder.)

Figure 6(e) shows how action records are utilized in the kitran of the code fragment
shown in Figure 6(a). Line§, 7, and8 are used to simulate statements, st2, and
st3, respectively. The pointer variabfec acts as the program counter. It points to the
currentaction-record: the action-record corresponding to theeedgjch is labeled by the
next statement to be executed. Every line of cade plock) begins with ayuard which
traverses the self reference and then petto thenext -field of the current action-record,
effectively advancing the program counter. For exampleceting line6 when thenext -
field of action-recorcat ; points toat » (resp. at 3), as depicted in Figure 6(b) (resp.
Figure 6(c)), leads to the execution of; followed by the execution oft, (resp. st3).
Note, however, that an attempt to execute either firgg line 8 whenpc points to the
action-recordat ; results in a null-dereference. This demonstrates how thedgensures
the orderly execution of statements.

The transformation of a programi into program@ is given in Figure 7. In the fol-
lowing, we assume without loss of generality that the oagjjprogramP starts with an
initialization section in which all pointer variables aniil felds of all record variables
are nullified. In addition, we assume thAils CFG has no sink nodésWe also assume
that there is a single aliasing query that we are interestedtia specific program point,
Neheck, Which is the source of a singleop-labeled edge check = (Ncheck, Mpper)- ThE
noden ... iS not part of the initialization section.

The transformation encodes the control-flow of the origpralgramP by representing
CFG edges as records, and the connections between edgestasspdNe start by intro-
ducing an action-record for representing a CFG edge. Evdiggein P's CFG is matched
with an action-record variable. The fiedd nt . encodes this matching. The figdd nt .

4The assumption thaP’s CFG has no sink nodes does not limit the generality of ositilte any sink can be
augmented with a seffop-labeled edge without affecting the aliasing solution.
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' '
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stmt_1 stmt_1
stmt_2 stmt_2
e:sty stmt_3 stmt_3
next next
ato:y ats: aty: ats: y
stmt_1 stmt_1 stmt_1 stmt_1
X . stmt 2 stmt 2 stmt 2 stmt 2
e2stp €3Sty Stmt_3 Stmt_3 Stmt_3 Stmt_3
next next next next
. . ! .
] I ) [}
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() (b) (c)

1: pb =&at¢;; pb—stnt_1=pb;

2: pb = &at.,; pb—next = &at o; 6: pc =pc—stnt_1; pc =pc—next;sty;
3: pb=&ate;; pb—next = &at ¢3; 7: pc =pc—stnt_2; pc =pc—next;sts;
4

: pb = &at ¢,; pb—stnt_2 = pb; 8: pc =pc—stnt.3; pc =pc—next;sts;

5: pb = &at ¢;; pb—stnt_3 = pb;

(d) (e)

Fig. 6. lllustrating the transformation. (a) A fragment dZBG. (b) Encoding of edge, as the successor of edge
e1. (c) Encoding of edges as the successor of edge. (d) Construction of the action-records. (e) Simulation
of statement execution.

has a non-null value only in action recaadl ., where it points back to the recoad . in
which it is contained. The action-record also uses a pofigkt next to point to the next
action to be executed. A precise definition of the actiorereds given in Figure 7.

Program@ consists of two main parts. The first part consists of theand E; edges
(see Figure 7). The second part is a copysf CFG. Theey edge connects the two parts.

The first part is responsible for setting thent . andnext fields. Note that thet nt
field is always assigned the same value (Specificallysthet . field of record variable
at . is always assigned the addressatf..) Thest nt . fields are assigned by thég
edges. In contrast, theext field of an action-record matching an edgean be set to the
addresses of any of the action records that match the edid@sifg e in P's CFG. In a
block-flow-sensitive execution, the assignments tortbgt fields allow to create all the
possible executions i, and just these executions. Thext fields are assigned by the
E¢ edges.

Theeg edge fires off the simulation d?’s executions. It setgc, the “program counter”,
to the address of the first edge in the CFG. Note that in a bilogk-sensitive execution,
this statement can happen at any stage. However, becausgramralways starts with an
initialization section, all the values that might have bsted inP’s variables prior to the
execution of theey edge have been nullified.

The second part.e. the copy ofP's CFG, is responsible for executirigjs statements.
Every edgee € FEp is mapped to a block comprised of a transition guard ande¥e
original statement infP. The transition guard ensures that whgmn points to an action-
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Component Program P Program Q Remark
Type type T{T*f, ... } | type T{T*fld; ... } Program Q contains all type
definitions definitions of program P,
type Action{ plus a new type called Action
Action* stmt.1; that is used to represent
CFG edges. An action has af
Action* stmtk; stmt.i field of type pointer
Action* next; to Action for every edge;
} in P's CFG
Variables TX T X Program Q contains all the
variables in P, and a record
Action at. variable of type Action for
Action* pc every edge: € Ep;
Action* pb a “program counter”, pc;
Action* pbn and the “program builders”,
pb and pbn
CFG | Nodes| Np = Ng =NpU Q’s CFG is comprised of
{ni,...,nm} Np UNg U {bg41} P’s CFG augmented withy
Np = {b;,b} |1 <i <k} andg;, ; nodes.
eie; € Ep There is &; node and &
Ng = {gi’j e; = (Na,np) } node for every edge
e; = (ny, ne) ei € Ep.
Theby1 node ¢=|Ep|)
separates’s original
CFG from the added nodes.
There is a nodg; ; for
Entry | nj by every pair of consecutive
Edges | Ep = Eqg =FEpUERUEgU({eo} edgese;, e; in P.
{e1,...,ex} Ep = {(bs,t}) |1 <i <k} The E¢ edges “guess”
Eqg = {(b;,gi’]’> ‘ gi,j € NG} a path inP’'s CFG.
U {{gs,j,bi+1) | gi,; € Nag} | TheEp edges construct
eo = (bry1,n1) actions corresponding
to P’s statements
Map Mp maps P’s Mg maps Q’s edges to Mg(e)is
edges to primitive | blocks of primitive build(e;) if e = (bs, b}),
statements statements nat(e;, e;) if e = (b], gi,5),
nop if e = (gi,j, bi+1)),
pc = &stnte, if e = eq,
andblock(e) if e € Ep
Alias question | Arex andy may- | Are pc—stmtc—x and Edgee pecr, Originates
(resp. must-) alias| pc—stmtc—y may- (resp. from noden .pecr
at noden ek ? must-) alias ?

Fig. 7. A transformation of an arbitrary program P intq% 2)-block-partitioned progran® without using
dynamic allocation. For an edge= (b;,b}) , build(e) is pb=&st nt _e;; pb—st nt i =pb. If, however,e
originates from the node in which we ask the aliasing questia:id(e) is pb=&st nt _e;; pb—st nt _i =pb;
pb—check=pb. For an edge = (b}, g;,;), nzt(e) is pb=&st nt _e;; pbn=&st nt _e;; pb—next =pbn.
For edgeey, = (n;,n;) € Ep, block(ep,) ispc=pc—st nt _h; pc=pc—next; Mp(ep).

recordat ., , the only statement that can be executed is the one labejirig P, i.e,
Mp(ep). Specifically, the transition guard of edgg € Ep ispc = pc—stnt _h;

pc = pc—next. The guard traverses the fiedd nt _h before it advancegc. Because
the only (possibly) non-nukt nt field in at ., is st nt _h, an attempt to execute any
statement other thal/p(e;,) whenpc points toat ., will lead to a null-dereference.
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Clearly, every flow-sensitive execution of progréihas a corresponding block-sensitive
execution of program. Furthermore, every block-sensitive execution of progéaeor-
responds to a series of flow-sensitive executions of progtawhere each execution starts
from a memory state in which all the pointer variables andtal pointer fields have a
nul | value. Thus, the following theorem is immediate:

THEOREM 5.1. The block-flow-sensitive aliasing solution f@ coincides with the
flow-sensitive aliasing solution far.

Let us now measure the flow-sensitivity of the progr@mn Any primitive statement
requires at mos? read operations anbwrite operation. The transition guard for an edge
e can be encoded by the followirigoperations consisting éfread operations andwrite
operation:

T1 = pc; To =11 — Stmte; 13 = ro— next; pc =13

Every “build” edge and every “nxt” edge can be encoded usismgle write operation.
(Recall that getting the address of a record variable doeegaire a read memory access
to the store.)

The aliasing questiopc —st nt _c—Xx == pc—st nt _c—y can also be encoded us-
ing a total of3 read operations andwrite operation:

L =pc, ro ="T1 —>stmt_c; r3g =To—T), T4 =T2—Y; equal = compare(rg,m)
The following corollary follows immediately:

COROLLARY 5.2. Precise(5, 2)-partially-flow-sensitive may-alias analysis is PSPACE-
complete for pointer programs that do not use dynamic memlogation.

Note It is possible to ask an alternative aliasing question, wh&h only requires de-
termining information regarding aliasing of variablesingsa slightly more complicated
transformation. The new transformation is similar to the described at the end of Sec-
tion 4.1.

We add to prograny two pointer variablessayat _c_x andat _c_y, of the same types
as x and vy, respectively. Variablesaat ¢ x and at c.y capture the values of
pc—stnt _c—x and pc—st nt _c—y, respectively, whenever the program counter
“points” to edgee pe.x- The values opc—st nt _c—x andpc—st nt _c—y can be
captured using the following code block:

r1 = pc; ro =11 —stmit_c; r3 = ro— stmt_c;
rgy=x; 15 =y; at CX =ry; at cy =r5.

This code block doermot advance the program counter. Thus, it can be encoded using
5 reads and® writes. The modified aliasing questionase at .c_x andat _c_y may-
(resp. must) alias?Note thatat .c_x andat _c_y do not participate in the simulation.
They function as “place holders” that can be assigned theegabfx andy whenever

the program counter “points” to edge;..;. Because they are always assigned as a unit,
they preserve both may- and must- aliasing informationndigg pc —st mt _c—x and
pc—st nt _c—y in program@, and thus, regarding andy in programpP.

5.2 Bounding the Number of Fields

In this section we show that precigg, 2)-partially-flow-sensitive may-alias analysis is
PSPACE-complete in the absence of dynamic memory allatatien when the number of
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fields is bounded. This result is not implied by Theorem 5.dalise the number of fields
used by the transformation in Section 5.1 is proportionaht size of the transformed
programP. Specifically, theAct i on record has at nt -field for every edge iP’s CFG.

Examining the reduction in Section 5.1, we notice that hgnarfield for every CFG
edge is, in a sense, redundant. Tdmdy role of the guard fieldt nt _i is to ensure that
Mp(e;), the statement labeling edge = (n,,ns), can be executed only when the pro-
gram countergc) points ton,. (This is achieved by preceding the execution\ép(e;)
with a dereference aft mt _i .) However, we can achieve a similar effect by using a field
for every uniquestatementt € {Mp(e) | e € Ep} in P instead of having one for every
CFG-edgee € Ep. The guard in the block code pertaining to a CFG-edgwill be
pc=pc—stnt y/.,) PC= pc—next. This makes the number of fields required by
the reduction proportional to the number of different staats in progran®.

Unfortunately, the number of different statements in a progis also unbounded. It
depends on the number of variables and the number of fieltkeiprogram. In the rest of
this section, we show how to bound the number of statemeritsiratneed to be guarded
in the simulated program.

We begin by first bounding the number of fields use@inWe can assume the program
has only one user defined type, namélyThis does not limit the generality of our result
(see Section 4.2). Furthermore, we can assumeTlthets at mose fields: any type with
k fields f1, ..., fr can be represented by a list withelements. Every list element has
2 recursive pointer fields: a successor field a data field. Theevaf pointer fieldf; is
recorded by the data field of tike-1 list node.

To bound the number of pointer variables, we will use the silea as in Section 4.2
and encode the values of these variables in a list comprisedrd_i st record variables.
Unfortunately, such a transformation will not do for receediables: taking the address of
a variable requires specifying its name. This means thatuihaber of different statements
inherently depends on the number of record variables.

Before we describe how to overcome the aforementioned dbsise make some sim-
plifying assumptions regarding prograf These assumptions do not affect the generality
of our result. We assume thB&thas a pointer variable.i for every record variableec_i .
Furthermore P consists of2 parts: P, followed by P,. P; assigns the address of every
record variable to its corresponding pointer variable. @errto the pointer variable that
corresponds to record variablec as theconstant record pointecorresponding to ec.
P», which is the rest of the program, never uses the addresgevator. Instead, whenever
the address of a record variable is needed, the value of tihespmnding constant record
pointer is usedP, also consists df parts: ;™ followed by PY™?. P, starts its execution
by a code sequendg™® which nullifies all the fields of all the record variables atidtze
pointer variables, except the constant record pointers.|diter are never modified bys.
We assume tha?® has totallyv pointer variablep_1,...,p-v.

We are now ready to describe the transformation. We enétglgariables by a linked
list of Var Li st nodes in the same way we did in Section 4.2. This results irogram
that utilizes thel pointervariables defined in Figure 5, the sameeord variables used by
programP, andv+ 1 new record variablesl! ,...,vl ,.; of typeVar Li st. Record
variablevl ; represents the value éfs pointer variable_i . Thevl ,,; node is alummy
node.

We transform the control flow graph of prografinto that of ProgranB. The latter
consists o parts: B; followed by B,. The transformation is done as follows:
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(1) B; constructs and initializes the list encodifgs variables. It consists of a chain of
edges annotated with the following code blocks. Fitlinks theVar Li st nodes.
Thei-th node,1 <i< v, is linked using the following code block:

ri=&vl ;; ro=&vl ;415 r1—n=ry

Then, for a node| _i which records the value of the constant record pointer bégia
corresponding to a record variablec, B; assumes the role dP, and assigns the
address of ec into thepx-field of vl _i using the following code block:

r1=&Vl ;; ro=&rec; r ;—>px=ro

Finally, B, assigns tdhd the address ofl 1, the first node in the variable list using
the statemerttd = &vl ;.

Note that in the memory state which results after the exeoutf B, the variablend
points to a list withv + 1 nodes. Thex-field of every list node has the valunill,
unless that node represents a constant record pointere lilattler case, thpx-field
points to the corresponding record.

(2) We transformP, into B according to stage®) and(3) of the transformation de-
scribed in Section 4.2. Note th&, also starts in a code sequengg* which nulli-
fies all the variables and all the pointer fields of all the rdspfollowed by the rest of
the programB5™.

Clearly, the only difference between progrdfmand program?3 is that while program
P can find the value of a variable directly, progrdinhas to do it by traversing the list
variables. Thus, the following theorem follows immedigtel

THEOREM 5.3. The flow-sensitive aliasing solution fd8 coincides with the flow-
sensitive aliasing solution faP.

We now transform progran® into a (5, 2)-block-partitioned progrand). The code
sequence iB; is already partitioned intd0, 1) blocks. Thus, we leave it intact. We
transform the CFG oB, according to the transformation of Section 5.1, treatirggehtry
node toB; as the entry node to the program.

Note that during a block-sensitive execution of progr@mthe code blocks that con-
struct the variable list can be executed any time and any eurabtimes. However,
their effect is always the same. The transformation of $ach.1 ensures that the or-
derly execution of the program statementddn is faithfully simulated. Furthermore, in
any execution of), the construction of the variable list has to be completéalr o the
simulation of BY™?. The reason for this is thd, begins by executing3s"*. There, it
traverses the variable list and thr-fields of nodes pertaining to constant record pointers.
A successful traversal ensures that the list construci@ompleted. Note that although
list-constructing code blocks can be executed later ory, Wik not modify either a field
or thepc pointer. Thus, the following theorem follows immediately.

THEOREM 5.4. The flow-sensitive aliasing solution f6} coincides with the block-
flow-sensitive aliasing solution fds.

Let us count the number of fields used in progr@mFirst, programB usesi variables
and?2 types: T andVar Li st. Both have2 recursive fields. Clearly, we can rewritg
to use a single type that hasecursive fields. Transforming prograginto program@
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requires at most3 different statements that need to be guarlebonsequentially, the
Act i on record in program@ has14 fields. (Recall that we have orfet i on record
for every CFG edge aB,. Every record encodes a specific statement using one aithe
st mt fields. It also stores its successor usingrilext field.) Clearly, progrand) can be
rewritten using a single record type witB3 fields. Thus, the following corollary follows
immediately:

COROLLARY 5.5. Precise(5, 2)-partially-flow-sensitive may-alias analyses are PSPACE-
complete for programs with4 fields.

6. CONCLUSIONS AND OPEN PROBLEMS

In this paper, we define a notion of partially-flow-sensi@welysis. We define a degree of
flow-sensitivity based on the maximum number of memory liocet read and the maxi-
mum number of memory locations written in a block which is rquieed to be analyzed
in a sequential manner. We show that precise alias analytisawery limited flow-
sensitivity is as hard as flow-sensitive alias analysis.

The numerical bounds we found are not absolute. In particalternative measure-
ments lead to different bounds. For example, measuring &ty the number of state-
ments it contains shows that precis@ow-sensitive may-alias and must-alias analyses are
undecidable in the presence of dynamic memory alloc&tiébe chose a measurement
which strikes us as being both simple and intuitive, yet isi#esenough to make certain
seemingly important distinctions between blocks (seei@&@t4 and 2.6) but not too sen-
sitive. Changing the assumption that every memory cell énittiitial store contains aull
value (see Section 2.2.1.1), may also affect our resultsdonatant factor.

Several interesting questions regarding partially-fl@nsstive analysis are left open. An
interesting family of analyses for which we do not have lolweunds arék, 1)-partially-
flow-sensitive alias analyses. These analyses coincidetté standard flow-insensitive
analyses as they require analysisiigleassignments involving up to— 1 field derefer-
ences while respecting the order of field dereferences iryassignment. Another open
guestion is to find tighter lower bounds on the number of fidlds a program can use. Our
reductions use recursive data structures. An interestiegtipn is whether similar bounds
can be shown for programs with multi-level non-recursivinfers.

The key aspect underlying our reductions is the fact thaattadysis is required to han-
dle “null-pointer dereferences” accurately: If a partanihterleaving of blocks leads to a
null-pointer dereference, the analysis is not supposedttiraue on with analysis along
this path. This argues that an analysis which ignores plessildl-pointer dereferences
and keeps on analyzing paths causing such dereferencesanbg subject to the com-
plexity results of this paper. This is one possible overrapimation of the actual program
executions that may be helpful in analysis design.

5 Only the statements of prograf, need to be guarded. According to stages (2) and (3) of thefoemation
described in Section 4.2, prograBy, is comprised of (a subset of) the followin@ statements: (i) statements
are used to manipulate théar Li st : t =hd, t =t —n, r h=t —px, | h=t —px, t —px=l h; (ii) 7 statements
are the original statements, witth andr h replacing the left-hand and the right-hand operamasp, x=NULL,
x=y, x=y— f, y— f=x, wheref is one of the2 recursive fieldsi.e., eitherpx or n; (i) 1 statement is needed
tost mt _c, the edge in which the aliasing question is asked.

6In Section 4.1, we show this result f¢8, 3)-partially-flow-sensitive analyses. Note that in the nurrfe
statement measurement, we can gain a better bound by ptaciog-local read operations instatement. Our
measurement, on the other hand, is insensitive to this §chamges, which we consider to be a merit.
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While this paper focuses only on some theoretical aspeatsely lower bounds, of
analyses for block-partitioned programs, we believe tlatigly-flow-sensitive analyses
could be a promising approach to striking a balance betwesdalsility of flow-insensitive
analyses and precision of flow-sensitive analyses. Furthes, our reduction techniques
can help in the design of new analyses. They can allow theysisadesigners to focus
on a restricted version of the problem and develop analysahé restricted version.¢.,
develop partially-flow-sensitive analyses). Then, usingreductions, they will be able to
apply their analysis to arbitrary programs. (This is simttathe way the SSA transfor-
mation allows one to achieve flow-sensitive analysis usifigw-insensitive analysis in
certain contexts in the absence of pointer indirection.)
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