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Abstract Interpretation [Cousot’77]

 Mathematical foundation of static analysis
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The collecting lattice

 Lattice for a given control-flow node v:
L =(25t% C, U, N, I, State)
 Lattice for entire control-flow graph with
nodes V.
Lere = Map(V, L)
 We will use this lattice as a baseline for static

analysis and define abstractions of its
elements



Equational definition

of the collecting semantics
R[2] = R[entry] U [x:=x-1] R[3]
R[3]1=R[2] N {s | s(x) > 0}

R[exit] = R[2] N {s | s(x) < 0} R[entry] entry

A system of recursive equations

How can we approximate it using what

we have learned so far?

R[2]9, if x>0

Rlexit] exit R[B]O x := x -




Abstract Domain

true

AN

x<0 x>0

N4

x<0 x=0 x>0

false




R
R
R

An abstract semantics

2] = R[entry] Ll [x:=x-1]* R[3]

Abstract transformer for x:=x-1

Abstract representation

3] =R[2] T {s | s(x) >0}

exit] = R[2] T {s | s(x) <O}

A system of recursive equations

- of {s | s(x) <0}

R[entry] entry

R[2]9 if x>0

Rlexit] exit

R[I3]@ x := x - 1




Abstract interpretation via abstraction

generalizes axiomatic verification

{P} S {Qf < sp(S, P)
abstract abstract abstract
representation SGLUUEIEN (cpresentation representation
of sets of states sbaailUlEN of scts of states of sets of states
yy yy
| |
I abstraction abstraction |

statement S

set of states set of states

collecting semantics




Galois Connection: ¢ = y(o(c))

C A

The most precise
(least) element in
A representing ¢




Galois Connection: a(y(a)) E a

C What a represents in C A
(its meaning)

A

V)& @

i
o - _ealy(a)
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Transformer soundness condition 1
Vc: flc)=c’ = a(f*(c)) = a(c’)

C A

Su
== TP



Transformer soundness condition 2
Va: fila)=a’ = f(yla)) = y(a’)

C A




Soundness theorem 1

1. Given two complete lattices
= (DCI ;CI |—|CI |_|CI J—CI TC)
A - (DAI ;AI |—|AI |—|AI J—AI TA)
and GC“=(C, o, v, A) with
2. Monotone concrete transformer f : D*— D¢

3. Monotone abstract transformer f* : DA— DA
4. Vae D*: f(y(a)) Ev(f(a))

Then
Ifp(f) = y(Ifp(f*))
a(lfp(f)) = Ifp(F)



Abstract Domain

true true

AN

false false

X Y

How can we compose them?



Composing Analyses



Three example analyses

Abstract states are conjunctions of constraints

Variable Equalities

— VE-factoids = {x=y | x, y € Var} U false
VE = (2VE-factoids’ D, ﬂ, U, false’ @)

Constant Propagation

— CP-factoids = {x=c | x € Var, c € Z} U false
CP = (2CP—factoids’ D, m’ U, fG/SE, @)

Available Expressions

— AE-factoids = { x=y+z | x € Var, y,z € VarlUZ} U false
A = (2AE-factoids’ D, N, U, fO/SE, @)



Lattice combinators reminder

. Cartesian Product
= (D, £y, Ly, My, L4, T9)
=(D,, 5,, L5, My, 1y, T5)
— Ca r-t(Ll' LZ) = (D xD 27 —cart' |—|cartl |_lcart' J-carl“l Tcart)
* Disjunctive completion
=(D, 5, LU, T, L, T)
— Disj(L) = (2°, =, L, My, L, Ty)
* Relational Product
— Rel(L,, L,) = Disj(Cart(L,, L,))




Cartesian product of complete lattices

For two complete lattices

= (D, &y, Uy, My, Ly, Ty)
L (DZI Ty, Ly Mo L5, T)
Defme the poset

cart (D].XD ’ —cart' |—|CCH’t’ I_lcart' J‘CCII’t" TCGI’t)
as follows:

_ (Xli XZ) = cart (ylr yz) Iff

X, =, y, and

X 5))
— Ueort = ? Neart = ? Leart = ? Teart =
Lemma: L is a complete lattice

Define the Cartesian constructor L, = Cart(L,, L,)

cart



Cartesian product of GCs

o GCC'A=(C, OLC'A, A,C’A)
GCC'B=(C, OLC'B, ,YB,C’ B)
* Cartesian Product
GCc,AxB — (C, OLC'AXB, yAxB,C’ AXB)
_ OLC'AXB(X)= ?
_ AxB,C(y) — ?



Cartesian product of GCs

o GCC'A=(C, OLC'A, A,C’A)
GCC'B=(C, OLC'B, ,YB,C’ B)
e Cartesian Product
GCc,AxB — (C, OLC'AXB, A><B,C’ AXB)
— aSAB(X) = (afA(X), aSB(X))
— yPEE(Y) = yACX) N yPHX)
 What about transformers?



Cartesian product transformers

o« GC“4=(C, a4, y4¢ A) Fst]:A—> A
GCB=(C, a“8, y8¢, B) FB[st]:B—> B
e Cartesian Product
GCc,AxB — (C, OLC'AXB, A><B,C’ AXB)
— aSAB(X) = (afA(X), aSB(X))
— yPEE(Y) = yACX) N yPHX)
* How should we define P*>8[st] : AXB — AXB



Cartesian product transformers

GCA=(C, ot vA¢, A) Fi[st]:A—> A
GCB=(C, a“8, y8¢, B) FB[st]:B—> B
Cartesian Product

GCc,AxB — (C, OLC'AXB, A><B,C’ AXB)
_ OLC,AXB()() — (aC,A(X)’ aC,B(x))
— yPEE(Y) = yACX) N yPHX)
How should we define P*E[st] : AXB — AXB
ldea: P**8[st](a, b) = (P*[st] a, FB[st] b)
Are component-wise transformers precise?



Cartesian product analysis example

e Abstract interpreter 1: Constant Propagation
e Abstract interpreter 2: Variable Equalities

e Let’s compare
— Running them separately and combining results
— Running the analysis with their Cartesian product

CP analysis VE analysis

a :=9; {a=9} a :=9; {}

b :=9; {a=9, b=9} b :=9; {}

c := a; {a=9, b=9, c=9} c = a; {c=a}



Cartesian product analysis example

o o

Abstract interpreter 1: Constant Propagation
Abstract interpreter 2: Variable Equalities

Let’s compare

— Running them separately and combining results
— Running the analysis with their Cartesian product

CP analysis + VE analysis

9; {a=9}
9; {a=9, b=9}
a; {a=9, b=9, c=9, c=a}



Cartesian product analysis example

o o

Abstract interpreter 1: Constant Propagation
Abstract interpreter 2: Variable Equalities
Let’s compare

— Running them separately and combining results
— Running the analysis with their Cartesian product

CPXVE analysis

Missing
= 9; {a=9}
= 9; {a=9, b=9}
= a; {a=9, b=9, c=9} {c=a}

{a=b, b=c}
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Cartesian product analysis example

e Abstract interpreter 1: Constant Propagation
e Abstract interpreter 2: Variable Equalities

e Let’s compare
— Running them separately and combining results
— Running the analysis with their Cartesian product

CPxVE analysis

assume (a=b) ;{}, {a=b}
assume (a=0) ;{a=0} , {a=b}

{b=0}| Missing




Transformers for Cartesian product

* Naive (component-wise) transformers do not
utilize information from both components

— Same as running analyses separately and then
combining results
* Can we treat transformers from each analysis
as black box and obtain best transformer for
their combination?



Can we combine transformer
modularly?

* No generic method for any abstract
Interpretations



Reducing values for CPXVE

e X =set of CP constraints of the form x=c
(e.g., a=9)

e Y =set of VE constraints of the form x=y

e Reduce®™VE(X, Y) = (X’ Y’) such that
(X, Y)E(X,Y)
* |deas?



Reducing values for CPXVE

X = set of CP constraints of the form x=c
(e.g., a=9)

Y = set of VE constraints of the form x=y
Reduce®®™VE(X, Y) = (X', Y’) such that
(X,Y)c(X,Y)

ReduceRight:

— ifa=b e Xand a=c € Ythenadd b=cto Y
Reduceleft:

— If a=c and b=c € Y then add a=b to X

Keep applying ReducelLeft and ReduceRight and reductions
on each domain separately until reaching a fixed-point



Transformers for Cartesian product

* Do we get the best transformer by applying
component-wise transformer followed by
reduction?

— Unfortunately, no (what’s the intuition?)
— Can we do better?
— Logical Product [Gulwani and Tiwari, PLDI 2006]



Product vs. reduced product
collecting lattice CPXVE lattice

{a=9, c=9}{c=a}
I

{}

32



Reduced product

* For two complete lattices
Ly = (D, &y, Uy, My, Ly, Ty)
L, =(D,, &, Ly, My, Ly, T))
* Define the reduced poset
D,Mb, ={(d,,d,)eD,xD, | (d,,d,) = a0y (d,,d,) }
Lll_lL (D 1|_|D 2/ —cart' |—|cart' |_|cart' J-cartl Tcart)



Transformers for Cartesian product

* Do we get the best transformer by applying
component-wise transformer followed by
reduction?

— Unfortunately, no (what’s the intuition?)
— Can we do better?
— Logical Product [Gulwani and Tiwari, PLDI 2006]



Combining Abstract Interpreters

Sumit Gulwani

Microsoft Research
sumitg@microsoft.com

Abstract

We present a methodology for automatically combining abstract
interpreters over given lattices to construct an abstract interpreter
for the combination of those lattices. This lends modularity to the
process of design and implementation of abstract interpreters.

We define the notion of logical product of lattices. This kind
of combination is more precise than the reduced product combi-
nation. We give algorithms to obtain the join operator and the ex-
istential quantification operator for the combined lattice from the
corresponding operators of the individual lattices. We also give a
bound on the number of steps required to reach a fixed point across
loops during analysis over the combined lattice in terms of the cor-
responding bounds for the individual lattices. We prove that our
combination methodology vields the most precise abstract inter-
pretation operators over the logical product of lattices when the
individual lattices are over theories that are convex, stably infinite,
and disjoint.

We also present an interesting application of logical product
wherein some lattices can be reduced to combination of other
(unrelated) lattices with known abstract interpreters.

Categories and Subject Descriptors D.2.4 [Software Engineer-
ing]: Software/Program Verification; F3.1 [Logics and Meanings
of Programs): Specifying and Verifying and Reasoning about Pro-
grams;, F.3.2 [Logics and Meanings of Programs): Semantics of
Programming Languages—Program analysis

General Terms  Algorithms, Theory, Verification

Keywords Abstract Interpreter, Logical Product, Reduced Prod-
uct, Nelson-Oppen Combination

Ashish Tiwari

SRI International
tiwari@csl.sri.com

l

a, =0;a, =0
by = 1: b, = F(1),
c, =2 ¢, =2

d, = 3; d, = F(4);

|

a, = a+1; a, =a,+2;

b,< b, True | b, = F(b,). b, := F(b,);

p ¢, = F(2¢,-¢,). ¢, = F(c,):
d, = F(l+d,). d, = F(d,+1);

False

Assert(a,=2a,);
Assert(b, = F(b,)):
Assert(c,=c,);
Assert(d, = F(d,+1)).

Figure 1. This program illustrates the difference between preci-
sion of performing analysis over direct product, reduced product,
and logical product of the linear arithmetic lattice and uninterpreted
functions lattice. Analysis over direct product can verify the first
two assertions, while analysis over reduced product can verify the
first three assertions. The analysis over logical product can verify
all assertions. F' denotes some function without any side-effects
and can be modeled as an uninterpreted function for purpose of
proving the assertions.



Logical product--

 Assume A=(D,...) is an abstract domain that
supports two operations: for xeD
— inferEqualities(x) = { a=b | y(x) = a=b}
returns a set of equalities between variables that
are satisfied in all states given by x

— refineFromEqualities(x, {a=b}) = y
such that

* v(x)=y(y)
*yCXx



Developing a transformer for EQ - 1

* |Input has the form X = N{a=b}
* sp(x:=expr, ¢)=3v.x=expr[v/x] A p[v/X]

o sp(x:=y, X)=3v.x=y[v/X] A /\{a=b}[v/x] = ...
e Let’s define helper notations:
— EQ(X, y) = {y=a, b=y € X}

e Subset of equalities containing y

— EQc(X, y) = X\ EQ(X, y)

* Subset of equalities not containing y



Developing a transformer for EQ - 2

e sp(x:=y, X)=3v.x=y[v/x] A /\{a=b}[v/x] = ...
* Two cases
— xisy:sp(x:=y, X)=X
— x is different from y:
sp(x:=y, X)=3v.x=y A EQ(X, x)[v/x] A EQc(X, x)[v/X]
= x=y A EQc(X, x) A dv. EQ(X, x)[v/X]
= x=y A EQc(X, x)

* Vanilla transformer: [x:=y]*1 X = x=y A EQc(X, x)

Example: [x:=y[[** A{x=p, g=x, m=n} = A{x=y, m=n}
Is this the most precise result?



Developing a transformer for EQ - 3

o [x:=y]*t Alx=p, x=q, m=n} = A{x=y, m=n} =
A{x=y, m=n, p=q}
— Where does the information p=q come from?
e sp(x:=y, X)=
x=y A EQc(X, x) A Iv. EQ(X, x)[v/X]
* Jv. EQ(X, x)[v/x] holds possible equalities

between different a’s and b’s — how can we
account for that?

39



Developing a transformer for EQ - 4

* Define a reduction operator:
Explicate(X) = if exist {a=b, b=c}<=X
but not {a=c} =X then
Explicate(XU{a=c})
else
X

 Define [x:=y[[*?2 = [x:=y[*! o Explicate

o [x:=y[*(Af{x=p, x=q, m=n}) = A{x=y, m=n, p=q}
is this the best transformer?



Developing a transformer for EQ - 5

o [x:=y]* (AMy=2}) = {x=y, y=2} 2 {x=y, y=7, x=2}
* |dea: apply reduction operator again after the
vanilla transformer

e [x:=y]*? = Explicate o [x:=y[[*! o Explicate



Logical Product-

The element E' after an assignment node = := e is the strongest
postcondition of the element E’ before the assignment node.
It 1s computed by using an existential quantification operator

., as described below.
QrimL, ! safely abstracting the
existential quantifier
E = QL1NL2(E13{$’}) A

where E1 = FE'[z'/z] A E]

and B! = T = e[m’/m] W
LT true otherwise

basically the strongest
postcondition

42



Example



Information loss example

if (..)

b :=5
else

b := -5
if (b>0)

b := b-5
else

b := b+5

assert b==0

{}
{b=3}

{b=-5}
{b=T}

{b=T}

{b=T}
can’ t prove
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Disjunctive completion of a lattice

For a complete lattice
(DI —) |—|I |_|I J—I T)
Defme the powerset lattice

Lemma L, is a complete lattice

L, contams all subsets of D, which can be thought
of as disjunctions of the correspondlng predicates

Define the disjunctive completion constructor
L,, = Disj(L)



Disjunctive completion for GCs

° GCC'A=(C, OLC'A, A,C’A)
GCC'B=(C, OLC'B, ,YB,C’ B)
* Disjunctive completion
GCGPA) = (C, aPA), yP(A), P(A))
— a“PA(X) =7
—yPAL(Y) =2



Disjunctive completion for GCs

o GCC'A=(C, OLC'A, A,C’A)
GCC'B=(C, OLC'B, ,YB,C’ B)
* Disjunctive completion
GCc,P(A) — (C, OLP(A), .YP(A)’ P(A))
— aSPA(X) = {a“A({x}) | xeX}
— YPALE(Y) = U{yPW(y) | yeY}
 What about transformers?



Information loss example

if (..)

b :=5
else

b := -5
if (b>0)

b := b-5
else

b := b+5

{}
{b=3}

{b=-5}
{b=5V b=-5}

{b=0}

{b=0}

assert b==0 proved
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The base lattice CP

true

e

{x=-2} {x=-1}

{x=0}

{x=1}

{x=2}

\W

false




The disjunctive completion of CP

What is the height

true

of this Ia%\

{x=-2} {x=-1} {x=0} {x=1} {x=2}
{x=-2Vx=0} {x=-2Vx=1} {x=1Vx=2}

{x=-2Vx=-1}

{x=-1V x=1Vx=-2}

{x=0V x=1Vx=2}

false




Taming disjunctive completion

Disjunctive completion is very precise
— Maintains correlations between states of different analyses
— Helps handle conditions precisely

— But very expensive — number of abstract states grows
exponentially

— May lead to non-termination
Base analysis (usually product) is less precise

— Analysis terminates if the analyses of each component
terminates

How can we combine them to get more precision yet
ensure termination and state explosion?



Taming disjunctive completion

e Use different abstractions for different
program locations

— At loop heads use coarse abstraction (base)
— At other points use disjunctive completion

 Termination is guaranteed (by base domain)
* Precision increased inside loop body



With Disj(CP)

while (..) {

if (..)

b :=5
else

b := -5
if (b>0)

b := b-5
else

b := b+5

assert b==0

}

Doesn’t
terminate
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Disj(CP) \

With tamed Disj(CP)

P ——while (.) {

if (..)
b :=5
else
b := -5
.
if (b>0)
b := b-5
else
b := b+5
assert b==

}

What MultiCartDomain implements
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Reducing disjunctive elements

* A disjunctive set X may contain within it an
ascending chain Y=aC b C c...

 We only need max(Y) — remove all elements
below



Relational product of lattices

° L = (Dll —17 |—|1; |_|1; J—]_I Tl)
L (DZI —2) |—|2; |_|2; J—2/ Tz)
° — D1xD
Lrel o (2 e 2' —rel’ |—|rel' |_lrel' J—rell Trel)
as follows:
_ I‘rel =



Relational product of lattices

L - (D ) _1; |_|]_; |_|1) J—:]_I T]_)
(Dz, —9/ |_|2; |_|2) J—ZI TZ)

D1xD
rel o (2 ' 2' —rel’ |—|rel' |_lrel' J—rell Trel)
as follows:

— L, = Disj(Cart(L,, L,))

Lemma: L is a complete lattice

What does it buy us?

— How is it relative to Cart(Disj(L,), Disj(L,))?
What about transformers?



Relational product of GCs

o GCC'A=(C, OLC'A, A,C’A)
GCC'B=(C, OLC'B, ,YB,C’ B)
* Relational Product
GCc,P(AxB) — (C, OLC,P(A><B)’ yP(AxB),C’ P(AXB))
— (XC,P(AXB)( X) =7
_ yP(AxB),C( y) =7



Relational product of GCs

o GCC'A=(C, OLC'A, A,C’A)
GCC'B=(C, OLC'B, ,YB,C’ B)
* Relational Product
GCc,P(AxB) — (C, OLC,P(A><B)’ yP(AxB),C’ P(AXB))
- aCPAE(X) = {(aSA(pd), (D) | xex)
— YPEAY) = Uy (ya) Ny <yg) | (VaysleY}



goto = ranc
V[11]
v[12]
V[15]

P(Reduce_([AssignConstantToVarTransformer, Id]))(V[6]) // b =29
P(Reduce_([AssignVarToVarTransformer, Reduce_VEDomain(AssignVarToVarTransformer)]))(V[11]) // a =d
Join_DisjunctiveDomain(V[1@], V[12]) // if b != 8 goto (branch)

le

public void relationalProductExample(int a, int b, int c, int d) {

if (a > 5) {

b =28
a=c;
} else {
b =9;
a =d;
¥
if (b == 8) {
if (a !'= c)
error("Unable to prove a==c!");
¥
else if (b == 9) {
if (a !=d)
error("Unable to prove a==d!");
¥
else {
error("Can't get here");
}

7

—

Correlations
preserved

Reached fixed-point after 28 iterations.
Solution = {

v[e] :

V[1] :
v[2] :
V[3] :
V(4] :
V[5] :
Vv[e6] :
V[7] :
v[8] :
v[9] :

v[1e] :
v[11] :
V[12] :
: or((b=

V[15]

V[13] :
V[14] :
V[16] :
: false

V[17]

v[18] :
: false
: false

V[19]
v[2e]

v[21] :
v[22] :
V[23] :
: false
: false

v[24]
V[25]

v[26] :
: or((b=
: or((b=

v[28]
v[27]
}

(true,
(true,
(true,
(true,
(true,
(true,
(true,
(true,

true)
true)
true)
true)
true)
true)
true)
true)

(b=8, true)
(b=8, a=c)

(b=8,
(b=9,
(b=9,

(b=9,
(b=8,
(b=8)
false
(b=9,

(b=9,
false

false

a=c)
true)
a=d)
9, a=d), (b=8, a=c))
a=d)
a=c)
a=c)

a=d)
a=d)

9, a=d), (b=8, a=c))
9, a=d), (b=8, a=c))

@ possible errors found.




Function space

GCSA=(C, atA, yAC A)
GCSB=(C, acB, yB<, B)
Denote the set of monotone functions from A to B by A—B

Define || for elements of A—B as follows
(a,, by) U (a,, b,) =if a,=a, then {(a,, b,LI; b,)}
else {(ay, by), (a,, b,)}

Reduced cardinal power

GCCA—B = (C, cA—B, yA—B.C A—B)

— a478(X) = L{(a“A({x}), a“?({x})) | xeX}

— YAEYY) = Uiy v N Y2 4ye) | (Vays)eY?
Useful when A is small and B is much larger

— E.g., typestate verification



Widening/Narrowing

\7




How can we prove this automatically?

public void loopExample() {
int x = 7;
while (x < 1@e@) {
++X;
¥

if (!(x == 1000))
error("Unable to prove x == 1008!");

RelProd(CP, VE)

Reached fixed-point after 19 iterations.

Solution = {
v[e] : (true, true)
V[1] : (true, true)
V[2] : (x=7, true)
V[3] : (x=7, true)
V[4] : (true, true)
V[7] : (true, true)
V[5] : (true, true)
V[6] : (true, true)
V[8] : (true, true)
V[9] : (true, true)
V[1@e] : (true, true)
V[12] : (true, true)
V[11] : (true, true)

¥

1 possible errors found.

64



Intervals domain

* One of the simplest numerical domains

 Maintain for each variable x an interval [L,H]
— L is either an integer of -0
— H is either an integer of +o©0

* A (non-relational) numeric domain



Intervals lattice for variable x

[-OO,+OO]

P

[-00,-1] [-00,-1] [-00,0] [0,+0]  [1l,+]  [2,+0]
[-20,10]
[-10,10]

-2,-1] [-1,0] [0,1] [1,2] [2,3]

AN N

[-2,-2] [-1,-1] [O0,0] [1,1] [2,2]



Intervals lattice for variable x

D"[x] = {(L,H) | Le-00,Z and HEZ,+0 and L<H}

1

T=[-00,+00]

C =7

- [1,21=[3,4]?

- [1,41=(1,3]?

- [1,3]=[1,4]?

— [1,3] = [-00,+00] ?

What is the lattice height?




Intervals lattice for variable x

D"[x] = {(L,H) | Le-00,Z and HEZ,+0 and L<H}

1

T=[-00,+00]

C="7

—[1,2] = [3,4] no

—[1,4] = [1,3] no

—[1,3] = [1,4] yes

— [1,3] = [-00,40]  vyes

What is the lattice height? Infinite



Joining/meeting intervals

* [a,b] U[cd]="7
—[1,1] L] [2, +00] = ?

. [a,o]H[cd]-?

_[1,2] 11 [3,4] = ?
—[1,4] 1M1 [3,4] ="
_ 111 [ :1;+OO] =7

* Check that indeed x—y if and only if x_ly=y



Joining/meeting intervals

e [a,b] LI [c,d] = [min(a,c), max(b,d)]
—[1,1]1 LI [2,2] = [1,2]
—[1,1] U [2,+00] = [1,+00]
e [a,b] 1 [c,d] = [max(a,c), min(b,d)] if a proper
interval and otherwise L
—[1,2]1 1M [3,4] =L
—[1,4] M1 [3,4] = [3,4]
—[1,1] M1 [1,+o0] = [1,1]
* Check that indeed xCy if and only if x_ly=y




Interval domain for programs

DI"t[x] = { (L,H) | Le-o0,Z and HEZ,+o0 and L<H}
-or a program with variables Var={x,,...,x,}
DINt[Var] =7




Interval domain for programs

DI"t[x] = { (L,H) | Le-o0,Z and HEZ,+o0 and L<H}
-or a program with variables Var={x,,...,x,}
DIM[Var] = DM[x,] X ... x D"[x,]

How can we represent it in terms of formulas?




Interval domain for programs

DI"t[x] = {(L,H) | Le-00,Z and HEZ,+0 and L<H}
-or a program with variables Var={x,,...,x,}
DIM[Var] = DM[x,] X ... X D'"[x,]
How can we represent it in terms of formulas?
— Two types of factoids x>c and x<c
— Example: S = A{x=>9, y>5, y<10}
— Helper operations

® C+ +00 =400

* remove(S, x) = S without any x-constraints

e Ib(S, x) =

* up(S,x) =




Assignment transformers

o [x:=c[#Ss="

o [x:=yJ#S=7

o [x:=y+cttS=7

o [x:=y+zJ#S=7
o [x:=y*c#S=7
o [x=y*z[#S=7




Assignment transformers

o [x:=c]#S=remove(S,x) U {x=c, x<c}

e [x:=y[#S=remove(S,x) U {x=Ib(S,y), x<ub(S,y)}

o [x:=y+c[#S =remove(S,x) U {x=Ib(S,y)+c, x<ub(S,y)+c}
o [x:=y+z[[# S =remove(S,x) U {x=Ib(S,y)+Ib(S,z),

x<ub(S,y)+ub(S,z)}

e [x:=y*c[#S =remove(S,x) U if c>0 {x=Ib(S,y)*c, x<ub(S,y)*c}

else {x>ub(S,y)*-c, x<Ib(S,y)*-c}

o [x:=y*z]|#S=remove(S,x)U?



assume transformers

* [assume x=c[#S="7

* [assume x<c[#S="7?

* [assume x=y[#S="7

« [assume x=#c[#S="7



assume transformers

e [assume x=c[# S =511 {x>c, x<c}

e [assume x<c]# S =511 {x<c-1}
* [assume x=y[l# S =511 {x=Ib(S,y), x<ub(S,y)}
« [assume x=#c[#S="7




assume transformers

e [assume x=c[# S =511 {x>c, x<c}

e [assume x<c]# S =511 {x<c-1}
* [assume x=y[l# S =511 {x=Ib(S,y), x<ub(S,y)}

[assume x#c[[# S = (S {x<c-1}) LI (ST {x>c+1})



Effect of function f on lattice elemgnts

L=(DI;I|—|I|_|)J—IT) /
f: D — D monotone
Fix(f) ={d | fld)=d}
Red(f) ={d | fid)=d}  HEOR-
Ext(f) ={d | d=f(d) }
Theorem [Tarski 1955]
— Ifp(f) = MFix(f) = MRed(f) € Fix(f)
— gfp(f) = UFix(f) = LUExt(f) € Fix(f) 1
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Effect of function f on lattice elemgnts

'L=(D,;,|_|,|_|,J_,T) /
 f:D— D monotone
* Fix(f)={d | fld)=d}
+ Red(f)={d | fld)=d} HEOR-
* Ext(f)={d | dE=f(d) }
* Theorem [Tarski 1955]

— Ifp(f) = MFix(f) = MRed(f) € Fix(f)

— gfp(f) = LUFix(f) = LIExt(f) € Fix(f) 1

80



Continuity and ACC condition

e letL=(D, 5, LI, L) be a complete partial order

— Every ascending chain has an upper bound

* A function fis continuous if for every
increasing chain Y C D¥,

AUY) =UiAy) | yeY'}

e | satisfies the ascending chain condition (ACC)
if every ascending chain eventually stabilizes:
d,=d,cC..cd,=d, =..



Fixed-point theorem [Kleene]

e letL=(D, 5, LI, L) be a complete partial order
and a continuous function f: D — D then

pr(f) = |_|neN fh(J—)



Resulting algorithm

e Kleene’s fixed point theorem
gives a constructive method
for computing the Ifp

Mathematical definition
lfp(f) = |—|neN fh(J—)

Algorithm
d:=1
while f(d) # d do
d:=d Ll f(d)
return d




Chaotic iteration

* Input:

— Acpol=(D,C, L], 1) satisfying ACC

— "=l xLx..xL

— A monotone function f : D"— D"

— A system of equations { X[i] | AAX) | 1<i<n}
e OQOutput: Ifp(f)
A worklist-based algorithm

fori:=1tondo
X[i] =1
WL ={1,...,n}
while WL = O do
j := pop WL // choose index non-deterministically
N := F[i](X)
if N # X[i] then
X[i] :=N
add all the indexes that directly depend on i to WL
(X[j] depends on X[i] if F[j] contains X[i])
return X




Concrete semantics equations

public void loopExample() {
R[0O] int x = 7; R[1]
R[2] while (x < 1000) {
R[3] ++X; R[4]
]
RI51 if (!(x == 1008))
R[6] error("Unable to prove x == 10008!");

]

] ={xeZ}

1] = [x:=7]
2] = R[1] U R[4]
3] =R[2] N {s | s(x) < 1000}
4] = [x:=x+1] R[3]

5] =R[2] N {s | s(x) > 1000}
6] =R[5] N {s | s(x) #1001}

po sl vl ol s B> ol s
DU DWNRFP O




Abstract semantics equations

public void loopExample() {
R[0O] int x = 7; R[1]
R[2] while (x < 1000) {
R[3] ++X; R[4]
]
RI51 if (!(x == 1008))
R[6] error("Unable to prove x == 10008!");

]

] = a({xeZ})

|=[x:=7]"

R[1] LI R[4]

R[2] I a({s | s(x) < 1000})

=[x :=x+1]* R[3]

] =R[2] T a({s | s(x) = 1000})

1 =R[5] M a(fs | s(x) =1001}) LI R[5] M a({s | s(x) <999})
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Abstract semantics equations

public void loopExample() {
int x = 7; R[1]
while (x < 1000) {

2 0 0 0 0 0 X0

R[O]
R[2]
R[3]

R[5]
R[6]

]

]

++X; R[4]

if (1(x == 1000))

error("Unable to prove x == 1800!");

X X0 DO D D —]

N

LI R[4]
[ [-00,999]
+[1,1]

] M1 [1000,+00]
111 [999,+0] LI R[5] [1[1001,+0]
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Too manv iterations to converge

Iteration 3981: processing V[8] = Interval[x==1088](V[6]) // if x == 10008 goto return
V[8] : false
V[6] : and(x=1000)
V[8]" : and(x=10@8)
Adding [V[12] = Join_IntervalDomain(V[8], V[1@]) // return]
workSet = {V[12]}
Iteration 3982: processing V[12] = Join_IntervalDomain(V[8], V[1@]) // return
V[12] : false
V[8] : and(x=1080)
V[1@] : false
V[12]" : and(x=10@8)
Adding [V[11] = V[12] // return]
workSet = {V[11]}
Iteration 3983: processing V[11] = V[12] // return
V[11] : false
V[12] : and(x=1000)
V[11]"' : and(x=1000)

Adding []
Reached fixed-point after 3983 iterations.
Solution = {
v[e] : true
V[1] : true

V[2] : and(x=7)

V[3] : and(x=7)

V[4] : and(8<=x<=1000)

V[7] : and(7<=x<=1000)

V[5] : and(7<=x<=999)

V[6] : and(x=1000)

V[8] : and(x=1000)

V[9] : false

V[1e] : false

V[12] : and(x=1008)

V[11] : and(x=1008)
¥
@ possible errors found.
Writing to scotOutput\IntervalExample.jimple
Soot finished on Wed Jun 12 ©6:24:14 IDT 2013
Soot has run for @ min. 1 secJ



How many iterations for this one?

public void loopExample2(int y) {
int x = 7;
if (x <y) {
while (x < y) {
+X;
b

if (x !=vy)
error("Unable to prove x = y!");
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Widening

Introduce a new binary operator to ensure
termination

— A kind of extrapolation

Enables static analysis to use infinite height
lattices

— Dynamically adapts to given program

Tricky to design

Precision less predictable then with finite-
height domains (widening non-monotone)



Formal definition

For all elements d, LI d,Ed, V d,

For all ascending chainsd,Ed, =Ed, ...
the following sequence is finite
— Yo =do
— V=YV di+1
For a monotone function f: D—D define
— Xy, =1
— X1 =%V f(X;)
Theorem:

— There exits k such that x,,, =x,
— x.cRed(f) ={d | deD and f(d) = d }



Analysis with finite-height lattice
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Analysis with widening

93



Widening for Intervals Analysis

¢ 1V [c,d] =]c, d]
* [a,b] Vi, d]=]
ifa<c
then a
else -oo,

if b>d
then b
else oo



Sema

. :  widen:

public void loopExample() {
R[O] int x = 7; R[1]
R[2] while (x < 1000) {

R[3] ++X; R[4]
]
RIS] if (!(x == 1008))
R[6] error("Unable to prove x == 10008!");
]
* R[O]=T
R[1] =[7,7]
R[2] =R[1] Ll R[4]
R[2.1] = R[2.1] V R[2]
R[3] = R[2.1] [ [-00,999]
R[4] =R[3] +[1,1]
R[5] = R[2] [1[1001,+0]
R[6] = R[5] 1 [999,+c] L] R[5] "1 [1001,+0]
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Choosing analysis with widening

* Adds the Interval analysis transform to Soot.
* @author romanm

public class IntervalMain {
public static void main(String[] args) {

PackManager
v()
.getPack("jtp")
.add(new Transform("jtp.IntervalAnalysis”,

new IntervalAnalysis()));
scot.Main.main(args);

}

public static class IntervalAnalysis extends BaseAnalysis<IntervalState> {
public IntervalAnalysis() {
super(new IntervalDomain());
useWidening(true);

B

Enable widening




Non monotonicity of widening

<

0,1
0,2

0,2] =7
0,2] =7

<



Non monotonicity of widening

<

0,1
0,2

0,2
0,2

0, ]
0,2]

<



Analysis results with widening

Analyzing method loopExample

Solving the following equation system =

V[@e] = true // this := @this: IntervalExample

V[1] = AssignTopTransformer(V[@]) // this := @this: IntervalExample

V[2] = AssignConstantToVarTransformer(V[1]) // x = 7

V[3] = V[2] // goto [?= (branch)]

V[4] = AssignAddExprToVarTransformer(V[5]) // x = x + 1

V[7] = JoinLoop_IntervalDomain(V[3], V[4]) // if x < 1000 goto x = x + 1

V[8] = IntervalDomain[Widening|Narrowing](V[8], V[7]) // if x < 1808 goto x = x + 1
V[5] = Interval[x<1@e@](Vv[8]) // if x < 1008 goto x = x + 1

V[6] = Interval[x>=10@0](V[8]) // if x < 10088 goto x = x + 1

V[9] = Interval[x==1000@](V[6]) // if x == 1000 goto return

V[1e] = Interval[x!=1000](V[6]) // if x == 1800 goto return

V[11] = V[1@] // specialinvoke this.<IntervalExample: void error(java.lang.String)>("Unable to prove x == 1000!")
V[13] = Join_IntervalDomain(V[9], V[11]) // return

Vv[12] = V[13] // return
Reached fixed-point after 23 iterations.
Solution = {

v[e] : true

V[1] : true

V[2] : and(x=7)

V[3] : and(x=7)

V[4] : and(8<=x<=1000)

V[7] : and(7<=x<=1000)

V[8] : and(x>=7)

V[5] : and(7<=x<=999)

V[6] : and(x>=1000) —————
V[9] : and(x=1200) —/
vV[1@e] : and(x>=1@01)
V[11] : and(x>=1@e@1)
V[13] : and(x>=10@0)
V[12] : and(x>=10@0)

Did we prove it?




Analysis with narrowing
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Formal definition of narrowing

Improves the result of widening
VEX=>VE (XAY)E X
For all decreasing chains x, = x, =2...
the following sequence is ?inite

= Yir1 = Vi A Xiyq

For a monotone function f: D—D
and x,eRed(f) ={d | deD and f(d) = d }
define

—_ yo =X

— Yin =V A f(y;)
Theorem:

— There exits k such that vy,,, =y,
— v.eRed(f) ={d | deD and f(d) = d }



Narrowing for Interval Analysis

* [a,b] A1L=]a, b]

* [a,b]Alc, d] =]
if a = -00
then c
else a,

if b =00
then d
else b

]




Semantic equations with narrowing

public void loopExample() {
R[0O] int x = 7; R[1]
R[2] while (x < 1000) {
R(3] ++X; R[4]
b
RISI if (!(x == 1008))
R[6] error("Unable to prove x == 1000!");

]

7,7]

1] LI R[4]

R[2.1] A R[2]

2.1] 1 [-0,999]

3]+(1,1]

2% 1 [1000,+0]

5] 1 [999,+00] LI R[5] 1 [1001,+00]

sl vl s B v B s B> v B> o B> o

DU WNN :o:
=

vl o B> v B> s B | B o Run B
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Analysis with widening/narrowing

e TWO phases public void loopExample() {
_ int x = 7;

— Phase 1: analyze while (x < 1000) {
with widening until X
converging }

_ : if (!(x == 1000))
Phase 2. use_values error("Unable to prove x == 1080!");
to analyze with )
narrowing

Phase 1: Phase 2:

R[O]=T R[O]=T

R[1] =[7,7] R[1] =[7,7]

R[2] = R[1] LI R[4] R[2] = R[1] LI R[4]

R[2.1] = R[2.1] V R[2] R[2.1] = R[2.1] A R[2]
R[3] = R[2.1] N [-00,999] R[3] = R[2.1] I [-00,999]
R[4] = R[3] + [1,1] R[4] = R[3]+[1,1]

R[5] = R[2] I [1001,+00] R[5] = R[2]# " [1000,+00]

R[6] = R[5] I [999,+00] LI R[5] I [1001,+00] R[6] = R[5] I [999,+c0] LI R[5] 1 [100,#00]



Analysis with widening/narrowing

Reached fixed-point after 23 iterations.
Solution = {
v[e] : true
V[1] : true
V[2] : and(x=7)
V[3] : and(x=7)
V[4] : and(8<=x<=1000)
V[7] : and(7<=x<=1000)
V[8] : and(x>=7)
V[5] : and(7<=x<=999)
V[6] : and(x>=1008)
V[9] : and(x=1008)
V[1e] : and(x>=1@81)
V[11] : and(x>=1@@1)
V[13] : and(x>=10@0)
V[12] : and(x>=10@0)
}

Starting chaotic iteration: narrowing phase..

workset = {V[@], V[1], V[2], V[3], V[4], V[7], V[8], V[5], V[6], V[9], V[1e], V[11], V[13], V[12]}
Iteration 24: processing V[@] = true // this := @this: IntervalExample

v[e] : true

v[e]' : true

workset = {V[12], V[1], V[2], V[3], V[4], V[7], V[8], V[5], V[6], V[9], V[1e], V[11], V[13]}
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Analysis results widening/narrowing

Iteration 44: processing V[1] = AssignTopTransformer(V[@]) // this

V[1] : true
v[e] : true
V[1]' : true

Reached fixed-point after 44 iterations.

Solution
v[e] :
V[1]
v[2]
V[3]
v[4]
v[7]
v[8]
V[5]
V(6]
v[9] :
v[1ie] :
V[11] :
V[13] :
V[12] :

}

: and(x=1000)

- {

true

: true

: and(x=7)

: and(x=7)

: and(8<=x<=1000)
: and(7<=x<=1000)
: and(7<=x<=1000)
: and(7<=x<=999)

:= @this: IntervalExample

: and(x=1000) —————————

false
false
and(x=1000)
and(x=10080)

@ possible errors found.
Writing to sootOutput\IntervalExample.jimple
Soot finished on Wed Jun 12 ©6:47:24 IDT 2013

Soot has

run for @ min. @ sec.

-

Precise invariant
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Numerical
Abstractions

By Quilbert (own work, partially derived from en:Image:Poly.pov) [GPL
(http://www.gnu.org/licenses/gpl.html)], via Wikimedia Commons
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Overview

* Goal: infer numeric properties of program variables
(integers, floating point)
* Applications

— Detect division by zero, overflow, out-of-bound array
access

— Help non-numerical domains

e (lassification
— Non-relational
— (Weakly-)relational
— Equalities / Inequalities
— Linear / non-linear
— Exotic



Implementation

( The APRON library for Numerical Abstract Domains

http://apron. cri.encmp . fr/

CRI/Eccle des Mins — Eccle Mormale Supériare — Ecale Polytechnicque — Vérimag/CHRS — INRIA
Eertrand Jearmet & Antone Ming

What 7 Unified higher-level inteiface for numerical abstract domains
Comparing/ Exchanging abstract domains in analyses took

Why 7
hy Sharing common ervices betvsen libraries

prml St.mc Analyse \ ( Undedying libraries & abstract domains \

bow
I:I NeviPolka PPL + Wlap

intervals <>

p— convex polyhedia convex poly hedia

5l

linear equalities ||naa| oongl uenoes

\octqgons I

¥
| Developper interface |

Da
i Semantics: A — PR

Generic Sewices e
Coefhcients di ) p d4i wonalit
¢ Lineareation of expre=zions Expre=ions N WOy
¢ Floating-point  semantics Constraints | \/a isbles and Environments
over exact arthmetics Generators Semantics: A = (V — R)
Abs values

C API User interface

A

Bindings Functionalities

Constructors

Tests

Pioperty extraction [rargeohar eprezmions, — bax) pd;,ha&a]
Operations | mest/join, azign ment,‘abatitution)

| C++ API I

Change of enviionments, Varable ienaming, ...
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Non-relational abstractions

* Abstract each variable individually
— Constant propagation [Kildall’73]
— Sign
— Parity (congruences)
— Intervals (Box)



Sign abstraction for variable x

Concrete lattice: C = (23tte, C, U, N, I, State)
Sign = {L, neg, 0, pos, T} T
GCC*9"=(C, a, v, Sign)
y(L) =7

v(neg) =7? neg pos
y(0) =7

Y(pos) =7

y(T) =7

How can we represent >07?




Transformer x:=y+z

1 neg 0 pos T

1 1 1 1 1 1
neg 1 neg neg T T
0 1 neg 0 pos T
pOS 1 T poS pOS T
T 1 T T T T
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Parity abstraction for variable x
Concrete lattice: C = (23tte, — |, N, I, State)
Parity = {L, E, O, T}

GCCPariy=(C, a., vy, Parity) o
y(1) =7 E
Y(E) =7
y(0) =7

1

v(T) =7



Transformer x:=y+z
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Boxes (intervals)
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Non-relational abstractions

e Cannot prove properties that hold
simultaneous for several variables

—X=2%y

— X<y
public void loopExample2() {

int x = 7;

int v = x;

while (x < 1080) {
++X;
Y

¥

if (!(y == 1@e8))
error("Unable to prove y == 1800!");

116



Zone abstraction [Mine]

 Maintain bounded differences between a pair of
program variables (useful for tracking array accesses)

* Abstract state is a conjunction of linear inequalities of
the form x-y<c

/1
<4 6
-x<-1 >
y<3 4
—y<-1 3
 x-y<1 2
1 ®

0 1 2 3 4
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Difference bound matrices

Add a special VO variable for the number O

Represent non-existent relations between variables by
+00 entries

Convenient for defining the partial order between two
abstract elements... =7

<4 VO X y
-x<-1 VO +00 4 3
y 3 X 1 +00 +00

-y<-1
—_ y < 1 y -1 1 +00




Potential graph
* A vertex per variable
* A directed edge with the weight of the inequality

* Enables computing semantic reduction by
shortest-path algorithms

<4
-x<-1
y<3
-y<-1
_ x-y<l

Can we tell whether a system of
constraints is satisfiable?




Semantic reduction for zones

* Apply the following rule repeatedly
X-Y<C v-z<d
X-z<c+d

* When should we stop?

 Theorem 3.3.4. Best abstraction of potential
sets and zones
m* = (oPot o yPot)(m)



Octagon abstraction [Mine-01]

e Abstract state is an intersection of linear
inequalities of the form tx +y < c

dih
@«




Some inequality-based
relational domains

Polyhedra

D i @

Xi >3

[Cousot-Halbwachs-78|

/

J

Ellipsoids
X2+ BY?2+4XY <6
[Feret-04]

policy //
iteration %ﬁ/
Octagons
+=Xi = X; < 3
[Miné-01]

[
/7@

Varieties

P(X) =0, P € R[Var]
[Sankaranarayanan-Sipma-Man

122



Equality-based domains

Simple congruences [Granger’89]: y=a mod k
Linear relations: y=a*x+b

— Join operator a little tricky

Linear equalities [Karr'76]: a,*x,+...4a,*x, = C
Polynomial equalities:

a *x, 0% Ex gk 4 b Fy 2R Ry Ry =

— Some good results are obtainable when
d,+...+d, <n for some small n






