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Abstract

In this paper we present a new heap abstraction that seekiké&esbalance be-
tween the use of non-local (transitive) properties to gaécigion and exploiting
heap-locality. The abstraction represents the heap asvalvifeg) tree of heap-
components, with only a single heap-component being aittesd any time. The
representation is tailored to yield several benefits: (lcklizes the effect of heap
mutation, enabling more efficient processing of heap muati(b) The represen-
tation is more space-efficient as it permits heap-compaensith isomorphic con-
tents to use a shared representation; (c) It enables a mees@identification of
the “input heap” to a procedure, increasing the reuse of samesin a tabulation-
based interprocedural analysis, making it more efficientrtHeérmore, based on
our new abstraction, an analysis can compute parameteyigecharies which can
be re-used for analyzing clients of instantiations of theegie data-structures.

1 Introduction

Dynamically-allocated data structures are ubiquitousday’s software systems. Static
analyses of programs, hence, typically rely on variousnipkes to create a finite ab-
straction of a potentially unbounded heap. Existing shayadyais techniques [6, 10—
12,18, 20, 21, 28, 30, 32, 33] have been quite successfulriausacomplex examples,
such as verifying that a procedure correctly sorts a listémented using a linked data
structure. This paper suggests a novel heap abstractiorefvark that we hope will
make these techniques more robust, with regards to botisfmeand efficiency.

One of the main goals of this work is to exploit “heap locdlitthe heap usually
consists of many “parts” and at any point during program aen only some of these
“parts” may be relevant. However, the abstractions useistirg shape analyses,
e.g., [32], depend significantly on the useti@nsitive propertiessuch as reachability
information: e.g, the abstraction may distinguish between two heap objetalse
one istransitively reachabldrom a variablex, while the other is not, even though
the objects may be otherwise identical. These propertifgsrhaintain necessary dis-
tinctions in the abstraction, especially in the middle obaplex sequence of pointer
operations implementing a data structure transformation.

A straightforward use of such transitive properties canydwver, lead to analyses
and abstractions that are “non-local”, with some disachges that we will describe



soon. The abstraction we present in this paper attemptslamdmthe use of such
transitive properties with the goal of exploiting localitythe abstraction.

Technically, we use a non-standard operational semantictwepresents the heap
as a tree of components: The only inter-component pointererces allowed are from
an object in a parent component to an object in a child comptoie any point during
execution, only a single component (tberrent component) is accessible (and rele-
vant). The abstraction can track more information for theeent component than other
components. Transitive properties are captured only witbimponents and possibly
in the representation of the tree of components.

This representation has three main benefits: (i) It localthe effect of heap mu-
tations. In particular, after a mutation, reachabilityoirhation is updated only for the
current component, and by examining only the current corapbn(ii) It makes the
representation more space-efficient, by allowing comptsnith “identical” contents
to use a shared representation. Such sharing is made mehebi lifting transitive
properties like reachability from variables out of the eggntation of a component’s
content. (iii) As a consequence of the above, it is possiblmore precisely identify
the “input heap” to a procedure. This makes tabulation-thasterprocedural analy-
sis cheaper since smaller summary tables are likely. Wifian abstraction of our
heap representation, an analysis can compute parameltstiremaries which can be
re-used for analyzing clients of instantiations of the gengata-structures.

Currently, our abstraction relies on hints from programsnerdentify the “tree of
components”.

1.1 A Running Example

Fig. 1 presents a Java 5.0 program which we will use to ikdetour ideas. This pro-
gram generates a set of tasks, stores them in a (round-mplén)e of pending tasks,
and iteratively processes these tasks. When a task is ctadpiéis moved to the
completed-queue. Every task contains a queue of subtasksy Eme a task is pro-
cessed, some of its subtasks are executed. Finished ssibtagleturned to the (tail of)
the subtasks-queue. A finished subtask at the head of thas&gbqueue indicates that
the task is completed. The code in comments (referring thesehunseal operations)
will be explained later.

Our goal is to verify that all generated tasks have been cetegland reside in the
completed-queue when the program terminates. Our analiiies the fact that the
tasks stored in the work-queue are not modified by the exatofithe generic queue
methods and thatt er at e extracts a task from the work-queue before processing it.

1.2 The Standard Heap Representation

Fig. 2 depicts a standardonolithicrepresentation of memory states that arise at the
call-site and return-site of the genetieq method. Objects are depicted as nodes. The
shape of a node encodes the type of the object it depicts:deslsnorner rectangles
and hexagons depidlask andSubTask objects, respectively; rectangles and circles
annotated byE> depict instantiations of the gener@ueue and GQueueNode pa-
rameterized with type parameteg>. (<T> stands<Task> and<ST> for <SubTask>.)



public class Main{
public static void main(String argv[}
GQueudTask pending = new GQuey&ask();

genTasks(pending);

while (Ipending.isEmpty())
Task did = iterate(pending)
completed.enq(did);
}
}

private static Task iterate(GQue@sk work)
while (true){
Task curTask = work.deq();
/lunseal (curTask);
if(curTask.process())
return curTask;
else
/I seal (curTask);
work.enq(curTask);

}
}
}

GQueugTask completed = new GQuey&ask)();

public class Task

private GQueuéSubTask sts;. . .

public boolean process()
boolean taskDone = false;
while (... && !taskDone){

SubTask curST = this.sts.deq();

/lunseal (curST);
if (curST.isDone())
taskDone = true;
else
curST.execute();
/I seal (curST);
this.sts.enq(curST);

return taskDone;

..
}

public class SubTask

private boolean isDone = false;

public void execute() ...
this.isDone = true;

}

}

public class GQueu&) {
GQueueNodéE) hd, tl;

bﬁblic E deq(X
if (this.hd == null)
throw new InternalError();

E ret = this.hd.d;
this.hd = this.hd.n;
if (this.hd == null)

this.tl = null;
return ret;

public class GQueueNodE) {
GQueueNod¢E) n;
Ed;

}

Figure 1: The running example. The omitted code appears m Ap

Figure 2: Standard memory states occurring during exetaftithe running example.

The values of a pointer field are depicted ag-labelled edges. The value of a pointer
variablex is depicted as an edge emanating from the lab&l checkmark in a hexagon
indicates that a subtask is finished (i.e. ditse field is true). The numbers attached to

nodes indicate thicationof objects.

The shaded rectangles in Fig. 2 correspond to a high-leesl vif the different
componentsnaking up the heap. A programmer may considenityek queue ins?’
as a component with 3 subcomponernis.(queue with3 task elements). Similarly,
she may think of each task as a component consistirdgsobtask elements (subcom-

ponents).




This high-level, hierarchical and modular, view of the héapot explicitly cap-
tured in the standard heap representation. Existing shaggszs [30, 31] make use of
amonolithic and flaabstract heap representation that also fails to captuséibrar-
chical and modular view. Such an abstraction has certagddantages. For example,
this reduces the possible reuse of procedure summaries antilysiss” andsS7 de-
pict memory states that occurs in methadar at e andpr ocess in which the (generic)
deq is invoked, respectively. In both states the two queuesatodtelements. Though
the procedure’s behavior is similar in both cases, the atisinputs to the procedure
in the two cases look different. As a result, the procedunersary computed for one
of these inputs cannot be reused for the other input. Howeverore modular heap
abstraction can capture the similarity of the inputs to thecedure in the two cases
and enable reuse of the procedure summary.

1.3 An Overview of Our Approach

We now informally introduce the basic ideas underlying oorky We start off with a
non-standard semantick;H, that explicitly maintains the component-decomposition
of the heap as a tree of components. We then define a finiteaatistr of this non-
standard heap representation in a fairly natural, comipasit, way.

1.3.1 A Non-Standard Concrete Heap Representation

Every shaded rectangle ki, excluding any nested rectangle, can be considered as a
component. The nesting of the shaded rectangles depictatiat-child relationship
between components. For example, in stdtethe topmost component contains the
queue object pointed-to by variaber k and the3 queue nodes. This component has
3 child components. Each child component is a task, consisting afladbject con-
taining a queue witl3 subtasks. Each subtask is a (trivial) component of its owa. W
refer to the top-most component as therent componerdnd to all other components
assealedcomponents.

Our non-standard concrete semantics represents the heafpesgsof components
(referred to as anacroheapp. The internal structure of a component is described by
a microheap which looks like a conventional (standard) heap. Howewete that
the microheap representation itself does not explicitiytaee any pointer references
between objects belonging to different microheaps. Imkteach pointer references
are captured as tree edges in the component-decompos#@(or macroheap). This
allows reuse of the same microheap to describe multiple compts with isomorphic
internal structure. For example, théasks components shownsf can be represented
by the same microheaph consisting of a task which hassubtasks (even though the
subtasks are different for each task).

1.3.2 Component Decomposition

The component-decomposition is modified by the executieraf andunseal state-
ments. seal (x) seals the subheap reachable frenmto a new component which



becomes a subcomponent of the current component. The pnagrallowed to ac-
cess only the contents of the current component. In ordecdess the contents of a
sealed component, amseal command needs to be executedseal (x) unseals
the component pointed-to by making it part of the current component.

We assume that seal/unseal directives are provided as fpidwe anput program.
Heuristics can be used to automatically perform seal/Urmgeaations in certain con-
texts (such as procedure calls), as discussed later.

1.3.3 An Abstract Heap Representation

We abstract the whole heap by first abstracting the micrah@aging an abstraction
similar to the canonical abstraction [32] used in previchep® analyses), and then ab-
stracting the component-decompositiontree into an attsteenponent-decomposition
graph by merging components with identical abstractionmgke precise abstraction
can be used for the current component than for the other coemts. The abstraction
also permits capturing “non-local” properties in a corigdlfashion €.g, to permit
the abstraction of a component to depend on information fterohild components),
details of which are presented in Section 3.

1.3.4 Ignoring lrrelevant Subtrees

Existing tabulation-based interprocedural analysesgg3Q, 31] increase the reuse of
procedure summaries by analyzing procedure calls only@aubheap reachable from
the procedure’s parameters (referred to as the procedacakheap). Thus, the sub-
heap reachable from the procedure’s parameters is usedomseareative approxima-
tion for the part of the heap that is relevant to the procedalldi.e., its “input heap”).

Usually, not all of the subheap reachable from a procedparameters is actually
accessed by the procedure. The component-tree repregerigatiesigned to allow
execution using an “incomplete” component-triee, a component-tree where certain
subtrees may be missing. This permits the analysis to amalsacedures on memory
states which contain only a subset of their local heap.

Given a specification of which components are (ir)relevants procedure, a
procedure invocation proceeds by “cutting away” the cotsten the irrelevant com-
ponents. Technically, this is done by replacing thesegwsait components bypaque
componentsi(e. components with no content). Wherexecutes, it is allowed to ma-
nipulate references to the opaque components, but not peéhsheir contents.(One
may think of opaque components as “named holes” in the h&spén the procedure
returns the (unmodified) contents of the opaque componeafssted back in place.

For example, if the subcomponents stored in the queue acifispeto be irrel-
evant fordeq, then invokingwor k. deq() andt hi s. sts. deq() on memory states
sI andsST, respectively, will result in executingeq on the same memory state: a
queue containing opaque components. The reduced procedure local-heapsgscr
possibilities for reusing procedure summaries in an abisimgerpretation of{H.



1.3.5 Generics

To enjoy the benefits of a shared representation of partsedfigap, the programmer
needs to specify when to seal and when to unseal componeatberkfit from an
increased summary reuse, the programmer also needs téyspkidh components are
(inrelevant to a method.

For programs using generic implementations of data strestwe provide an au-
tomatic derivation for the above specification. Basicalery parameter to a generic
method which is of the parametric type is sealed in an opaquo®onent before the
method is invoked, and every time a method returns an obfebieqparametric type,
this object is treated as an opaque component and is unsealed

1.4 Limitationsand Simplifying Assumptions
141 Limitations

The main limitations of our approach are (a) it requires th@pgonent-decomposition
to form a tree, and (b) the only inter-component pointernexiee allowed are from
a parent component to a child component. We also requireatltaimponent have
only one in-port (an in-port is an object that is a target ofraar-component pointer
reference). This is, however, not a real restriction. In Appwe show how multiple
in-ports can be emulated using a single in-port. Howeveltiipte in-ports make the
analysis more complicated (and possibly less precise).

Our approach relies on user specification of the compomeat-tThe automatic
approach we provide for generic data structure does notvalwalysis of arbitrary
methods, e.g., ones that mutate their elements.

1.4.2 Simplifying Assumptions

We assume that in every procedure call, the actual parasnédeninate the subheap
reachable from them. This restriction, called cutpoieeftom in [31], simplifies the

analysis. We note that our semantics can be easily geredaiizhandle programs
with arbitrary procedure calls. However, computing pragedsummaries that can be
used in such a case is a challenging, but orthogonal, protdehe one we addressed
here. (For additional information, see [30]). We also mdiedimplifying assumption

that the program does not have global variables and thatafoparameters are not
modified.

2 Hierarchical-Heaps Concrete Semantics

In this section, we describe tH¢H semantics.HH is a natural (large-step) seman-
tics (see,e.g, [9]). For brevity, we only discuss the key aspects of theratienal
semantics, formally defined in App. B.



Domain Description

l € Loc Locations

v € Val = Loc U {null} U {true, false} | Values

f e F Fields names

type € T Types names

¢ e C Components identifiers

ip € IP=1{0,...,n} — Loc|n e N} |In-ports

h € H=Loc—F— Val Intra-microheap link structure
t € T =~Loc—~T Object-to-type map

ph € pH=1IP x2Loc x 2Loc 5 H x T | Microheaps

e € £E=C—Loc—C Hierarchical backbone

d € D=C—uH Content-descriptors

mh € MH=Cx20x&ExD Hierarchical (macro) heaps

p € FEnv= Varld — Val Variable environment

) € A=C—-C Opaque components renaming map
o € Y =FEnwxvHxA Hierarchical memory states

Figure 3: Semantic domains of th&H semantics.

2.1 Concrete Memory States

Fig. 3 defines the concrete semantics domains and met@lesi@anging over them.

A hierarchical memory statis a tripletoc = (p, mh, §), where: (i)p € Env is an
environment assigning values to variables (sif{Jé is a natural semanticg,assigns
values only for the variables of theirrentprocedure.); (iih € »H is a hierarchical
macroheap; and (iii) € A is explained in Sec. 2.3.

211 TheMacroheap

The hierarchical macroheap component of the stdter (¢, C, e, d) explicitly records
a partitioning of the dynamically allocated objects int@aaf (disjoint) heap-components.
Every component is identified by a unique component-idemtific C C C. When an
object in component; has a field pointing to an object in componeptwe say that
component; containscomponeni;. The semantics ensures that the containment
relation forms aree The root of the tree is theurrent component € C. Thehierar-
chical backbone € £ records the component-containment relation (i.e., thesadd
the component-tree). We refer to the children of a componeintthe component-tree
asc;’s subcomponents

The partial function! € D associates a subset of the component imith micro-
heapswhich describes the component’s content. A componeatC is transparent
whenc € dom(d) and otherwise it ippaque As we shall see, opaque components are
leaves in the component-tree.

Example 1 Fig. 4 shows asimplified: macroheap

1Some details are omitted for clarity of presentation. Latershow examples with full details.



Figure 4: Sample macroheag.

mh={curr,{curr,c1,ca, cs,c4}, e,d), containings components, drawn as octagons.
For now, the microheaps, drawn inside tBeectangles, can be ignored. The current
componenturr is the root of the containment hierarchy. Tiidabeled edges depict
the mapping of components to microheaps.is an opague component and thus its
content is not represented in the memory state. Componeritei macroheap are
connected by-edges.

2.1.2 Microheaps

The content of a component is described using a microheajits@wn, a microheap
ph € {ip, L°, L h,t) is essentially 2-level store. The two disjoint sefs® C Loc
andL® c Loc comprise thdocations of the microheagThe setL® contains locations
identifying the microheap’s objects. The skt contains locations identifying the
microheap’s child-ports. (We describe the role of childtpdn the next paragraph.)
The partial functior. € H assigns values to fields of objects. A value may be either
an atomic value or a locatidnsidethe microheap. The partial functidgne 7 maps
every object to its type-identifier.

The externalization of the content of components allowsgiie same microheap
for describing the contents of several components. For pl@mmicroheaguhs of
Fig. 4, represents the content of both componentand c,. This means that the
(disjoint) heap parts comprising andc, have isomorphic internal structure. (For a
formal definition, see Fig. 15 in App. B.) It doest mean that; andcs have shared
objects. Thus, microheaps should be thought of as templatdsueprints, for the
content of components and not as subheaps.

2.1.3 TheHierarchical Backbone

The microheap associated with a componetéscribes only the content of but not
the contents ot’'s subcomponents. The hierarchical backbene £ maintains the
inter-component link-structure: Every inter-componefierence leaving a component



c is interposed with ahild-port. A child-port is a location. In the microheap asso-
ciated withe, a child-port represents the target of inter-componemregfces. In the
macroheap, a child-port labels an edge frota a subcomponent.

Technically, the hierarchical backboaassociates every componentith a map
from the child-ports of the microheaf(c,) = (ip,, LY, LY, hs,t,) associated with
cs, to a subcomponent of c,. This means, that any pointer to a child-pbrt LY
represents a reference to an objeckfn,)(l). Our semantics allows for only one
object inside a component to be referenced from an objestdrithat component (the
component’s headgr Thus, to determine the target of inter-component refazsnit
suffices to know the header of every component. The microhespciated with the
componentrepresents the header object by haiirg 1+— [;,, wherel;, is the location
of the microheap’s object representing the header. We teflr as themicroheap’s
header

Example 2 Fig. 4 shows3 microheaps. The microheap associated with composent
is phe = d(ce) = (1 +— l4,{ls},{l5}, ha,t2). This microheap consists of the single
object in location4 and the single child-port locatiofy (depicted as a triangle). The
object in locationl, is the microheap’s header. The heap link-structimside this
microheap is captured by the functiégn. For simplicity, we do not show either the
field names, the functian mapping locations to their type, or the environment.

Components are connected vidabeled edges. Aaedge connects a component
to a subcomponent through a child-port of the containing ponent. The child-ports
of a component correspond to locations in its microheap.

The representation of the targets of inter-componenteefsrs as locations allows
to treat pointer fields inside a microheap in a uniform waypanticular, it allows to
mutate fields holding references to subcomponents as wellesform pointer equal-
ity checks using only the information maintained in the mfeap, without requiring
to consult the macroheap. Locations also provide uniqueldafor the (unbounded
number of) inter-component edges. Furthermore, the sabatslaan be used for all
the components represented by a microheap.

2.1.4 Shared Representation of Memory States

The microheaps used to externalize the representationrmpanents can be shared
within, and across, memory states.

Example 3 Fig. 5 shows? memory states that arise in the running example. Jhe
microheaps shown inuf s, nhy, whr) are reused in the representation dfof the
memory states. (We show them separately to simplify pes@m) In this figure we
use integer values as locations and component identifiers.

For every memory state, we show its component-tree and tb@meiaps corre-
sponding to component contents, possibly referring toshieaps in (hp, phy, phr).
The current component is (always) the root of the componert tMicroheaps are
shown inside shaded rectangles labeled by a capital leter.refer to microheaps in
the diagram by using these labels, e b is depicted inside th&-labeled shaded
rectangle. The mapping of a transparent component to itsalhéap is shown by the
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Figure 5: Hierarchical memory states occurring in the ragréxample.

microheap label appearing inside the component node. Faygague component, we
write ? inside the component node to denote that it is not mapped icrameap.

The header of the microheap is pointed to by an edge fromlabeled down-
pointing triangle. The linking of a child-port to a subconmamt is depicted by labeling
the component-tree edges with the child-port-location.

Note that microheaps provide a shared representation ofpmorant contents. For
example, all the components containing a task Wigements are represented by 5,
which has3 child-ports. In stater 4, which occurs whewgur Task=wor k. deq() is
invoked, the3 components containing the tasks held inside the work-qasusepre-
sented by:hp. Note that the representation of these components is statiedugh
they are linked to different subcomponents. For exampléd-gort 40 links every
task to its second subtask. In comporgEnthe second subtask is unfinished, while in
component81 and41 the second subtask is finished.

Remark. For simplicity, we chose to use a store-based representafi memory
states, using explicit values as locations and componentifiers. Alternatively, we
could have used a storeless semantics [19], but this fucthraplicates the presenta-
tion. We note that our abstraction is indifferent to the atualues of these identifiers.

2.2 Intraprocedural Statements

Intraprocedural statements are handled as usual in a tweb-$tore semantics for
pointer programs (e.g., see [29]), using the microheapcéssa with the current-
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component, which we refer to as tharrent-microheapas the program’s store. The
environment maps pointer variables (of the current promSdonly to locations in-
side the current-microheap. References to child-portbeamsed only as RHS-values
(right-hand-side-values).

The programmer can mutate the partitioning of the heap iotoponents using ex-
plicit seal andunseal operations. Theeal command is used as a guarantee by the
programmer that certain parts of the heap will not be accesstl beingunseal ed.

A seal (x) command checks that the subheap reachable from vasiabldomi-
nated by the object pointed-to by extracts this subheap from the current-microheap;
redirects all the references to the object pointed-txlig a new child-port,,.,, al-
located in the current-component; creates a new compengnt makesc,,,, a child
of the current-component by linking.., to ¢, i.e., the macroheap edge between the
the current-component anrgl.,, is labeled withl,,.,,; associates,,.,, to a microheap
which can represent the extracted subheap, using an eximteroheap if possible.

Anunseal (x) command checks thatpoints to a child-port,,;; linked to a trans-
parent subcomponeny;,; of the current-component; absorbs a copy of the microheap
associated witle,;; into the current-microheap; redirects all the referenods;} to
the header of the absorbed microheap; and discardg @ndi, ;4.

An attempt to dereference a pointer pointing to a child-para failure in one of
the aforementioned checks isealing errorwhich aborts the program. The informa-
tion maintained in the current-microheap suffices for peniag the check associated
with pointer-dereferences as well as the domination chasgociated with theeal
command.

Example4 Executingseal (cur Task) in stateoy of Fig. 5, results in state¢. Note

that uhp is reused to represent the contents of the new compdiientAlso note
that the components that are linked to child-ports reachdldmcur Task in oy are

subcomponents of the (new) comporiEnin memory stater. Similarly, executing
unseal (cur Task) inog resultinoy.

2.3 Procedure Calls

Procedure calls are executed by sealing the subheap dongsi$tobjects reachable
from any actual parameter and making the new subcomponetitinent-component
of the callee. Thus, a callee is passed only the sub-compdrenreachable from
the actual parameters. Not representing unreachabletsbfduces the size of the
callee’s heap. This increases the reuse of procedure suesaad makes the callee
analysis more efficient. In this aspect, tH&{ semantics is similar to other procedure
local-heap semantics [6, 30, 31].

HH, however, allows to further reduce the callee’s heap byesgmting only a
subset of the reachable heap. A programmer can specifyahairtheap-components
are irrelevant for the execution of a procedure. The semsutilizes this specifica-
tion by making the irrelevant components opaque: the cadlé@voked on a state in
which any specified-as-irrelevant componepthas neither an associated microheap
nor subcomponents. When the invoked procedure retdgnss reconnected with its
microheap and component-subtree, taken as-is from the nyestade at the call-site.
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The semantics uses the component identifer to determinetthogconnect com-
ponentc;, to its microheap and component-sub-tree. The callee caauustss, and
in particular, mutate the content of opaque components.sTtine part of the heap
represented by, and its subtree is not modified by the call. If opaque comptmen
would have had the same identifier throughout the executiamprocedure, such a
match would be easy. However, it would reduce the possibidit reuse of procedure
summaries as it would fix the identifiers of opaque components

Our semantics allows renaming the identifiers of opaque compts. When a
procedure is invoked, the semantics maps the identiferpafwe components at the
call-site and at the entry-site. Tldunction is used to track changes to the identifiers
of opaque componentiiringthe execution of the procedure. On procedure return, the
two maps are used to match the identifers at the exit site e &all site.

Example5 Executingcur Task=wor k. deq() at statec 4, specifying that the queue
component-elements are irrelevant, results in stgte Statesz depicts the exit state
ofdeq, ando¢ the return state. When the procedure retuhand the opaque compo-
nents’ identifiers are used to link the task components thopaque, back to their mi-
croheaps and sub-component-trees. InvokingST=t hi s. sbs. deq() atog, which
occurs during the execution @f ocess, can reuse the summary computed for the
cur Task=wor k. deq() invocation by: (i) removing the unreachable task objectrfro
the state; (ii) removing the microheap contents of the theask-turned-opaque com-
ponents; and (iii) renaming their identifiers to match thase p.

We explicitly definey to show what information needs to be abstracted. In particu-
lar, explicitly representing th& map clarifies the need to abstract the relation of opaque
identifers at the procedure’s exit-site with their ideeti§i at the entry-site.

The turn-opaque specification asserts that certain conmieaee irrelevant in a
given code block. Here, we only turn objects opaque on praeechlls, but in general,
this can be done for arbitrary code blocks.

For simplicity, we require that when a procedure is invokeshould becutpoint-
free[31], i.e., its parameters should dominate the subheappgdsshe callee. Thus,
only the objects pointed to by formal parameters become muitipbdersif-ports)
of the callee’s current-component, recorded by its micapteip partial function.
(Graphically, a formal parameter pointing to a node indgisahat the node is an in-
port.)

Remark. We note thatip can be used to record (unbounded number of) additional
entry-points into the callee’'s heap besides the objectseplas parameter (i.e., cut-
points [30]). However analyzing such procedure calls nexpuio abstract the sharing
patterns between the caller heap and the callee heap, vehiadt the focus of this pa-
per. We also note that we can assign a canonic identifier tpague component using
the set of access paths reaching it when the procedure ikddv@.e., its cutpoint-
label [30].) This allows for a storeless [19] representatth{H’'s memory states.

2.3.1 Genericsand Opaque Heap Components

To benefit from the semantics (and the analysis) we requérpithgrammer to provide
a specification for when teeal and when tainseal components.
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When the program utilizes generic implementation of datacstres we provide
a simplistic approach to automatically generate the spatifin. Whenever a generic
method which is parameterized with a types invoked, we seal all the parameters
that are of typ& and make all components in the subheap reachable for theguoe
whose header is of typg, opaque. If the generic procedure returns a value offthe
type, we unseal it. The specification for our running exangpbbtained in this way.

2.3.2 Propertiesof the Semantics

Our generic-specification, as well as the one given by the usay fail in the sense
that a program that can execute in the standard semantio®suilt in a sealing error
in our semantics (or a detection that it is not cutpoint-free

However, when an execution of our program succeeds, thesults in an equiv-
alent memory state to the one resulting from the standarcstes in the following
sense: if all the sealed components are unsealed, the tispanerphic. Furthermore,
our analysis can detect when a sealing error may occur.

3 Abstraction

In this section, we define a parametric abstraction of hitiaal memory states. For
brevity, we only discuss the key aspects of the abstractmmally defined in Ap-
pendix C.

We abstract sets of concrete memory states by a point-wjdéation of anex-
traction function3: ¥ — %* (e.g., see [25]) mapping a concrete hierarchical memory
stateo to its bestrepresentation by aabstract hierarchical memory staté. We use
set-union as the join-operator.

An abstract state’ provides a conservative bounded representation for thraufou
bounded parts af: (i) the locations of the microheaps (ii) the nodes of the porrent-
tree (components); (iii) thé-function tracking the (renaming of) opaque components;
and (iv) the labels of edges in the component-tree.

3.1 Abstracting Microheaps

The abstraction of microheaps is similar in flavor to the ecacal abstraction of [32]
and is determined by a finite sébc;,,,,, of location propertieseach of which may be
thought of as a predicate over a location. Following [28] deéne arabstract location
I* to be a function fromlocy,,, t0 {true, false}. Given amicroheap we represent
every concrete locatiohto an abstract location determined by the set of locatioppro
erties! satisfies. This guarantees a bounded representation ofithehm@ap. We use a
(mandatory)m property to record the case in whittrepresents more thdrconcrete
location, and refer to such dhas asummarylocation.

Mapping concrete locations to abstract locations induceataral abstraction of
the intra-microheap link-structure where an edtef, lf) means that the field of a
locationl, represented bj maypoint to a locatiori; represented bﬁ (when both#
andli1 arenotsummary locations, such edges represent a must pointgstoniation).
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One of the characteristics of the abstractions used in stwaqlgsis [32] is the use
of non-local propertiese.g., tracking reachability from variables. A distindhirgy
feature of the abstraction described here is that such ewai-properties are captured
in a more controlled fashion, with some consequent advastas explained below.

Proving the invariants of some programs may require som@trmtion on the
contents of subcomponents. Thus, it is sometimes desifablihe abstraction of
a microheap (associated with a component) to depend on miexpef the subcompo-
nents of the component. An analysis designer can specifyita ﬁatDigest;mp of
microheap-internaproperties. We define thidigestof a microheap to be the function
from Digest},,, t0 {true, false} that indicates which of these properties the micro-
heap satisfies. When we abstract a compongnt first annotate its child-ports with
the digest and the type of the header of the subcomponenttigelnked to in the
component-tree. The digest becomes part of the childsalpstraction. This allows to
record in the abstraction of components information abmatédiate subcomponents.
Repeating the above process, allows to record informatimutadeeper component-
subtrees, trading microheap reuse for precision.

For example, we can use the state of a subtask as its digésts, in memory state
oga, the child-port linked to the finished subtasto() will be abstracted differently
than the other child-port281 and241). Location properties can also be dependent on
the subcomponent digest. Thus, we can distinguish betweemegnodes holding ref-
erences to child-ports with different digests. This allawgdo infer that the unfinished
subtasks precedes the finished subtasks. For more infamage Appendix C.2.

3.2 Abstracting Transparent Components

The abstraction of a transparent componentis based onskraeation of its microheap,
augmented with (optionathacroheap-globatontext information. This allows, when
desired, to distinguish components based onntlagroheap-globatontext in which
they appear. (Recall that the abstraction of a microheaprnsptetely independent
of the context in which it occurs—except for the controllegpdndence on digests
associated with child-ports). In particular, we can digtiish between components
held in disjoint data structures by tracking from which wates they are reachable.
In our running example, the digest allows to distinguishaleen finished tasks and
unfinished tasks, this may not be the case for deeper comptees.

We allow our abstraction to distinguish between componegted on limited con-
text information. Technically, we use a finite s&4,,, of properties, referred to as
context propertiesin defining the abstraction of components. Context progedre
used to capture useful contextual information, such asedality of components from
program variables. We define thentextof a component to be a function fron€;,
to {true, false} that indicates which of the context properties are satisfied

An abstract transparent component is a triplet consistin@ ¢the context of the
component; (ii) the digest of the microheap associatedthiéltomponent; and (iii) the
abstract microheap associated with the component. Naté&iaontext properties are

2The digest may be more than the value of a boolean field. Fengbea a digest of a task can record
whether all its subtasks are finished.
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associated with an abstract componentiaoidvith its abstract microheap. This allows
sharing the same abstract-microheap in the representdtaifierent components

3.3 Abstracting Opague Components and the §-Function

An opaque component does not have a microheap describirgritents. Conse-
quently, the only properties an opaque component has inesnastics are its context
properties. Losing the digest information of opaque congodésimay lead to a change
in the abstraction of the transparent components, and tesilge loss of precision.
E.g., the distinctions made between the finished and unédishbtasks in the abstrac-
tion of og, whencur ST=t hi s. sbs. deq() is invoked, will be lost in the abstraction
of memory-state g atdeq’s entry-site, thus, changing the digest-dependent ptigser
of the queue nodes, and their abstraction.

To prevent this loss of information, we instrument #&{ semantics to record for
every opaque component the digest of its microheap at theitalif the component
was transparent at the call-site, or the digest which wamded for it, if the component
was already opaque at the call-site.

We abstract an opaque component using a triplet of funcﬂqﬁgp, 6digest,ﬂ>
consisting of'cgf:f;p, the (current) context of the componesy;,..:, the recorded digest
for that component, which we refer to as its frozen digest} &, the context that
the component had when the procedure was invoked, which feetreas the frozen
context. Note that aelational abstraction[17] of the § functionis recorded by the

relation between the opaque component’s current and frozperties.

3.4 Abstracting the Component Tree

We abstract the component-tree by merging all componeatshidive the samab-
straction thus collapsing the (unbounded) component-tree into ar{tded)abstract
component-graph. Recall that the edges of the componeatane labeled by child-
ports. Thus, ai“-labeled edge between a componenand a component, in the
component-tree, will be labeled by the abstract locatipnasenting® in the abstract
microheap pertaining to; .

The above scheme provides a bounded (parameterized)alustréor hierarchial
memory states. The separation between location (intraetmézap) properties and context-
properties allows to reuse the same abstract microheaffénadit heap-contexts.

Example 6 Fig. 6 depicts the abstract states pertaining to the corecst¢dtes of Fig. 5,
when using the properties shown in Tab. 1. (Note that thisxst@ does not use digest-
properties. See App. C.2 for an example in which these ptigseaare put to use.) The
graphical notation is like the one used for depicting cotemmemory states in Fig. 6,
with the following additions® Double framed nodes indicates summary locations. All
other location-properties that a location satisfies arewhanside its nodee A dotted
edge between abstract locations inside a microheap indgatmay point-to informa-
tion. A solid edge indicates a must point-to information ighhis recorded by edges
connecting two non-summary nodee)The context properties and the frozen context
properties that a component satisfies are shown inside thgpoaent node. Frozen
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Loci™ | Intended Meaning

T() Is the object at locatiohof typeT'?

ri(1) Is location! reachable from in-port numbé?

ilsa(l) Is location! pointed-to by ai-field of more tharnl object inside the
microheaf?

e(l) Does! reside on a directed cycle of fields?

b(l) Is the value of the boolean fieldof the object at locatiohtrue?

Q) Do thehd- andti- fields of object at point-to the head and the tail of

a linked list, respectively?

| Loc,,e | Intended Meaning |
z(1) Does the (current) variable point-to location/?
re (1) Is location/ reachable from the (current) variab{@
| C;op | Intended Meaning |
re(c) Is there a child-port in the current component which is readd fromx
and from whichec can be reached along the hierarchical backbone?
Table 1: Abstraction parameters used in the running exampigest; ,, = 0. The

properties inLocgi{)*p are tracked for all locations in all microheaps. The pradpsiin

curx . . : x _ allx
iocm\g are tracked only for locations in the current microhebg:;,,,,, = Loc,,, U

prop*

context properties are drawn with an overline. The doubéenfe around all the com-
ponents, except the current component nodes, and the diéeeldges emphasize that
our abstraction does not record summary information for poments. (We conserva-
tively assume that all abstract components, but the cuentponent, may represent
multiple concrete components.)

The labels on the edges of the component-graph are the fidestf the abstract
child-ports inside the abstract microheap linked to thetedat component. Identifiers
have no meaning in the abstraction. They are merely useddiational convenience.
However, they indicate the possibility of a shared représtion of abstract microheaps
in and across abstract memory states, as described below.

Note that the abstract microheaps, uhf,, anduh’, are used in the representa-
tion of 5 of the abstract memory states. Furthermore, mutations tiyme er at e and
pr ocess neither effect these abstract microheaps nor require tsar their internal
structure (e.g., for computing reachability from variabjeAlso note that becauseq
is summarized using opaque components, the same abstrantawaﬁD P—>O'ﬁE can be
reused to compute the effect of invokéteg on the abstract memory state;‘1 andog.

3.5 Unsealing Components

When a componentisnseal ed, the analysis absorbs a copy of the abstract microheap
associated with the unsealed componentinto the abstramtihaap of the current com-
ponent. For example, when the component pointed toubyrask in aﬁG is unsealed it
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Figure 6: Abstract memory states occurring in the runniregxe.

(05)

results inafH. Note that the properties of the locations in the absorbedaheap can
be determined from their location-properties within thermheap, and the properties
of the child-port pointed to bgur Task at the current-component. The fact that the
subcomponent of the absorbed task are disjoint from thogeedfisks held in theor k
queue is guaranteed by the macroheap tree decomposition.

4 Related Work

Existing storeless-semantics represent either all thamhycelly allocated objects [5,
19] or all the objects in the procedure’s local-heap [30]e HiH semantics is novel
in the sense that it represents only a subset of the procedacal-heap. Existing
storeless semantics provide a flat graph model of the heagoritnast, {7+ provides

an hierarchical graph model.

The interprocedural shape analysis algorithms in [6, 1018230] aim for maxi-
mal precision by tabulating correlated abstractions oftelobjects in the procedure’s
local-heap. [14] aims for maximal reuse of procedure’s sam@s by tabulating ab-
stractions containing a single (abstract) object. Our wzak be thought of as an
attempt to strike a balance between these two extremes hiataiy correlated ab-
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stractions of asubsebf the objects in the procedure’s local-heap. We note thaeaf
mentioned approaches do not require a user specificatioohwh general, is required
in our work.

[20, 33] utilize specified pre- and post- conditions to aehimodular shape anal-
ysis. Our analysis requires a specification for the irraléymrts. We provide a sim-
plistic approach to generate the specification for prognaasipulating generic imple-
mentations of data structures. We hope to harness a praliyngmalysis to automati-
cally determine the specification in other cases, as dogg je[14].

Existing shape abstractions, e.g., [28, 32], do not expliimit the effect muta-
tions have on the abstraction, with the list-abstractiofildf 23] being a notable ex-
ception. In contrast, our abstraction allows to controldegree in which mutations in
one component (containing an arbitrary data structurecethe abstractions of other
components.

[21] presents a heap abstraction for hierarchical datatstress based on grammars.
Our component-tree can be used to explicitly representale structure hierarchy. It
seems natural to augment its abstraction with (digeste)agsammar-properties.

In local reasoning [16, 29], assertions regarding disjpontions of a heap can be
combined into an assertion about the whole heap using a convar@able environ-
ment. In our work, abstract microheaps correspond to lasaértions and the abstract
macroheap to an (abstraction) of the common environment.

Our tree-decomposition of the heap is inspired by the wodkgerningencapsu-
lation (also known agonfinemenbr ownership [1-4,7, 8,13, 15,22, 24,26, 27]. We
believe that similar type annotations can be used as a sgsifi for our analysis.
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public class Mair{
public static void main(String argv[}}
GQueudTask pending =
new GQueuéTask) ();
GQueudTask completed =
new GQueuéTask) ();
genTasks(pending);

while (!pending.isEmpty())
Task did = iterate(pending)
completed.enq(did);
}
}

private static Task iterate(
GQueudTask work) {
while (true){
Task curTask = work.deq();
/I unseal (curTask);
if(curTask.process())
return curTask;
else
I/l seal (curTask);
work.eng(curTask);
}
¥

private static void genTasks(
GQueuédTask pending){
for (inti=0; i < 3;i++) {
Task task = new Task();
for (intj=0; j < 3; j++) {
SubTask st = new SubTask();
task.add(st);

}
/I pack (task);
pending.enq(task);

e

public class Task
private GQueugSubTask sts;

public boolean process()
boolean taskDone = false;
while (... && 'taskDone){
SubTask curST = this.sbs.deq();
/l unseal (curST);
if (curST.isDone())
taskDone = true;
else
curST.execute();
/I seal (curST);
sbs.enq(curST);

return taskDone;

}

public Task({
subtasks = new GQue(BubTask();

b

¥

public class SubTask

private boolean isDone = false;

public void execute({

this.isDone = true;

}
}

GQueueNodéT) head, tail;

public GQueue(X
this.head = null;
this.tail = null;

public void enq(T o)
GQueueNodéT) t =
new GQueueNodd)();

td=o;
if (head == null){

t.next = null;

this.head = t;

this.tail = t;

else{
GQueueNod§T) last = this.tail;
last.next=t;
this.tail = t;

}

public T deq(){
if (this.head == null)
throw new InternalError();

GQueueNodéT) first = this.head,;
this.head = first.next;
if (this.head == null)
this.tail = null;
return first.d;

}

public boolean isEmpty(§
return this.head == null;

}

}

public class GQueueNodE) {
GQueueNodéE) n;

E d;
}

Figure 7: The running example including code which was adith Fig. 1.

A Additional Code

Fig. 7 shows the running example including code which wadtechfrom Fig. 1. The
actual condition for preemption of an uncompleted task (gthnadpr ocess) and the
code used for the actual execution of subtasks (in metkedut e) are irrelevant, and

thus, not shown.
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P € prog = rcdeclfndecl

rcdecl := recordt:={tnamef} | recordt(t’) := {tname f}
tname = int|¢
prdecl := p(tnamezr) :=vdeclst
vdecl := tnameVarld
st € stms = z=c|a=y| z=yopz|z=y.f |

z.f=null |z.f=y |z =alloct]|
p(T) | p{t)(ZT) | Ib: st | while (cnd) do st od |
st;st|if (cnd) then st else st fi |
seal (z) | unseal (z)
cnd n= z==ylzl=ylz==c|z!l=c
¢ € const null | n

Figure 8: Syntax oHAIgol.

A.1 Syntax of HAIgol

In this section, we introduce a simple imperative languadiedHAlgol. Programs in
HAlgol consist of a collection of procedures including&i n function. The program-
mer can also define her own types (&latructs) and refer to heap-allocated objects of
these types using pointer variables. Parameters are pagsatlie. Formal parameters
cannot be assigned to.

The syntax oHAlgol is defined in Fig. 8. The notationdenotes a sequence of
z's. We define the syntactic domainsy € Varld, f € F, p € Procld,t € T, and
b € Labels of variables, field names, procedure identifiers, type naare$program-
labels, respectively.

HAlgol provides an explicit handling of components: Execuiegl (x) packs all
the objects and component instances in the sub-state tdadhamx. These objects
are removed from the memory state and placed inside a newarenp The object
which was pointed to by changes its role and becomes ghéd-port connected to the
new component. Applying thenseal () commands unseals the component linked
to the child-port pointed to by and integrates its contents with the current component.

Generic data structures can be writtenHr\lgol by defining parametric user-
defined types (with a single type parameter, written insittgeabrackets). Functions
can also be parameterized with a type parameter. The latisd used as a simple
form of a specification: Defining a function @$7") indicates that whep(T') is in-
voked, all reachable headers of the (instantiated) #yf@nd their subcomponents) are
irrelevant to the function. For simplicity, we assume thas s always the case for
parametric functions.
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(x = null, (p, wh, 8)) <5 (plz — null), ah, 5)

(x =y, (p, 2h, 8)) 2 (pl— p(y)], 2k, 5)

(x = y.£, {p, sh, 8)) > {plwh(p(y), £)), aeh. 6) ply) € LO

(x.f =null, (p, mh,d)) E:A (p, updRoot(mh, p(x), f,null), d) p(z) € LO

(x.f =y, (p, sh, 8)) *> {p, updRoot(sih, p(2), f, p(y)), 6) p(x) € LO

(x = alloc T(), {p, mh,d)) g (plx 1], {c,C,e,d[c+ uh']),8) 1€ Loc\ (L° U L)

where: uh' = (ip, LC U {1}, LC, h, t[l—T))
(nop, (p, ah, 8)) 45 (o, b/, &) (p, b, 8) ~ (o, sl 8")

Figure 9: Axioms for intra-procedural statements. We wéeas a shorthand for
{c,C,e,d). We denotel(c) by (ip, L°, LC, h,t); We assume that variables and fields
are nullified (assignedull) before being assigned any other value and that the pointer
fields of allocated objects are nullified. (Alternativelygetassumed nullifications could
have been built-in into the semantics.)

B Large-Step Operational Semantics
Fig. 9 provides the semantics of intraprocedural statesndrify. 10 provides the se-

mantics of interprocedural statements. Fig. 11 providesé&mantics of theeal and
unseal statements. Auxiliary functions are defined in figures 12,143 and 15.
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body ofp(?),0.) % o,
(body ofp(?), o) ~ o {p(z;) | 1< i<k} dominatingSet (o.)

(T (1, ... 25),00) > or

where
seps € {pe(w;) | 1<i <k}Lolpe(ziisisk}} bijective
(he, pthets) = peut(seps, de(ce))
Cnewec\cc Oy ~ Oz
mhPreCll = demote (b, s€ps, Crew, the, tWhets ) locs(phetz ) N locs(dz(cz)) = 0,
(Mhets, {thd}> = Mcut(z\/fhfmca”, {ce}) C.NCz =10
<Mh67 MHT> = J\/ICUt(I\/IhCreZ, CT) Mh;e‘wh = Mpaste(th, MHT, id [5;1])
Cr = {c € C | hdType(d(c)) = T} Mh Ot — \paste(mhegs, { MBI} id[ce — cz))
de = dcle.[c— ¢ | ce Cr] wh,. = upaste(seps, phei, whz)
oe = ([zi — ptel(x;)| 1<i < k], mhe, 6.) o = {pe, promote(sh % ¢ b))

Figure 10: Inference rule for function invocation in th€&+ semantics, assuming the
formal variables op arezy, . . ., z; and thap’s return value is a pointer. We use as
shorthand foKp., mh., d.), mh. as a shorthand fofe,, C., e., d.), uh. as a shorthand
for (ip,, L®., L., he,t.), andL. as a shorthand fak© U LS (and similarly foro.,
o¢, ando;.). We implicitly use the primed resp. subscript of a stateferto its current
microheap, i.eyh. = d.(c.).

(seal(x), (p, (c.C.e,d),8)) % (p, (e, C", ¢, d'), 5) {p(z)} dominatingSet ((p, (c, C,e,d)))
where:
(e iher) = peut(Mp(2), d(c))
Cet € C \ C
mh! = demote(mh, A1.p(x), cet, thet, Whrt)
(unseal(x), {p, (c,C,e,d), o)) g (p, promote((¢, C,é, CZ>, Cunsealeds HhnewRoo}; 9) p(c) € L€
where: o ) )
o~ (p(¢,C,¢€,d)), Cunseated = é(é) (A(x)), locs(d(€)) N locs(d(Cunseatea)) = 0
HhnewRoot= Mp(lSt@(Al.ﬁ(%), d(5)7 d(éunsealed))

Figure 11: Axioms for seal and unseal statements.
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peut : TP x pH — pH x uH s.t.
NCUt(ippackedv (ip, LO) ch h,t)) = (phin, phout)
where:
Lseps = 7ﬂange(Z'ppacked)
Lpacked = /JreaCh(Lseps; h)
,Uhm = <ippack6d7 LZJaCked N LO) LpaCkéd N ch h/leaalceL“ t|Lpaalced>
:uhout = <ip; LO \ Lpackea% LC \ Lpacked U Lsepw h|LO\LpMkedv t|LO\LpMked>
upaste : TP X yH x pH — uH s.t.
upaste(ip,.c, fhroots MhCh”d) = <iproota LnOeWRoothCewRoot hneWROOItﬂeWROO}
where:
LrootSeps = Tange(ippacked)
L childInports = Tange (ip child )
LgewRoot = Lg)ot U {ipr'oot (Z) | Z‘pchild (Z) € Lco’hild} U Lcohild \ Lchildlnpm‘ts
LgewRoot = Lg)ot U {ipr'oot (Z) | Zp child (Z) € Lghild} U Lghild \ LChildIan'tS
hnewRoot = Proot U hchild|L3”,ld\Lch“dmpmm UM € LrootSepS'h'Child(Z'pchild(ip;cl (l)))
tnewRoot = troot U tchild|Lgmd\LCdepU,,_ts UM € LrootSeps-tchild(ipchild(ip;cl (l)))

Figure 12: Functions for disassembjye(:t) and assemblyupaste) of micro-heaps.

meut € vH x C — (I\/IH X QMH) s.t.
meut({c,C,e,d),C.) = {{¢,Crs UC,, e
where
Cre = C\ mreach(Ce,e)

mpaste € vH X oM \H s .
mpaste({crt, Crt,erty drt), MH, 8) = (¢, C' €', d')
C' = dom(dyt) U U(c,c,e,d)eMH C
doep U U{e | <C, C,e,d> € MH]}
dre U U{d | (C, C,e, d> S MH}

Csdley, ), {mproject({(c, C,e,d), cc) | cc € Ce})

Figure 13: Functions for disassemblycf:t) and assemblypaste) of hierarchical-
heaps.

demote € vH X TP x C x yH x yH — vH s.t.
demote((c, C; €, d>7 Zp, Crel, Nhrela thtz) = <C; cu {Crel}a €rel, d[crel = Nhrela CH— ,uhctm]>
where
Erel = e[crel — e(c)|locs(uhmz)[l — Crel | le mnge(ip)], C— e(c)|locs(p,hcm)]
promote € MH X C X pH — vH s.t.
promote((c,C,e,d), ced, pthrt) = (¢, C \ {cca}, €', d|cn\ ey [C — phrt])
where
e’ = ele(eayle = (e(c) Ue(ced))]

Figure 14: Demotion and promotion of sub states.
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updRoot € mH X Loc x F x Val = vH s.t.
updRoot((e, C,e,d), 1, £,v) = (¢, C, e, dlem (ip, LO, LE, hll = h(1)[f ], £))
where
(ip, L9, LY h,t) = d(c)

locs : pH — 2Lo¢ 5.t
locs({ip, L9, L¢ h,t)) = LO U L®

hdType : yH — T s.t.
thype((ip, Lov LC; h, t>) = t(Zp(]-))
preach : 28°¢ x H — 2E0C 5t
preach(L,h) = lIfp(AX.LU X U{h()(f) € Loc |l € X})

mreach : 2¢ x € — 2€ s.t.
mreach(C,e) = lfp(AX.CU X U{e(c)(l) | c€ X, | € Loc})

dominatingSet C oLoc o v1 st
L dominatingSet ((p, (c,C,e,d))) <= (Lroots U Lpep) N (Lreach \ L) =0
where
(ip, L, LE, h,t) = d(c)
Lioots = Tange(p) mnge(zp)
Lyeacn, = preach(L,
LIJCZJ = {h(l)(f) € LOC | Z ¢ Lr'eac}u f S f}
mproject € vH X C — vH s.t.
meut({c,C,e,d), ") = (¢, Crel, €|c
where
Crei = mreach({c'},e)

~C Y XX st
(p1,{c1,C1,e1,d1),01) ~ (p2, (c2, Ca,e2,d2), ) —
There exists a bijective functiom : C; — Cs s.t.
m(cr) = (c2)
M| gom(ay) € dom(dy) — dom(da)
Ve € dom(dy) : there exists a functionn, : locs(dy(c)) — locs(d2(m(c))) s.t.
mc|Val\Loc = v
dy(c) ~m, dz2(m(c))
Ve,d € C1,Vl € Loc: ¢ = e1(c)(l) <= m(c') = ea(m(c))(me(1))
me, (p1(x)) = p2(z) forallz € Varld
~. C (Valé Val) x (WH x pH) s.t
(ipy, LO1, LC 1,h1,t1> m (ipy, L9, L5, ho, ty) <
m|po € LY — LS is a bijective function
m|Lc € L1 — LC is a bijective function
m|Val\Loc = A\v.w
dom(ip,) = dom(ip,) and Vi € dom(ip, ) m(ipy(i)) = ipy(i)
Vi€ LY : dom(hi(l)) = dom(ha(m(l))) an
Vf € dom(hi(1)) : m(ha(1)(f)) = ( @O)(f)

d

Crel >

rel )

Figure 15: Auxiliary functions.
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C TheHierarchial Heaps Abstract Domain

Appendix C.1 elaborates on the intricacies regardingdtfienction, its abstraction,
and the abstraction of opaque components. Appendix C.% gimeexample for an
abstraction which uses digests. Appendix C.3 formally @ésfihe abstract domain and
the abstraction function.

C.1 Thed-function and the Abstraction of Opaque Components
C.1.1 Thed-function

The effect of a procedure on the contents and the componbiriegs of transparent
components could be deduced from the memory state at thsitxdf the callee. How-
ever, the only effect a procedure has on opague componemidlie inter-component
references to them from transparent components. In ordénéacaller to re-associate
opaque components with their cutoff content and compogsebtree, we need to cor-
relate the opaque components (in the possibly mutated ineap) of the invoked pro-
cedure exit-state to the opaque components at its entisy-atad thus, to the call-state.
For this purpose, we explicitly introduced a designatedfiom 5 (see Sec. 2.3). The
function/ is a bijection. It maps an opaque component at proceduréceait opaque
component from the entry of the procedure.

C.1.2 Abstracting Opaque Components using an Instrumented Concrete Se-
mantics

An opaque component does not have a microheap describingritents. Conse-
quently, the abstraction of an opaque component consiggsobiits context, frozen
digest (as propagated from the caller that made this compapaque), and frozen
context (see Sec. 3.) The information required to deducdrtizen properties is not
maintained in the memory state, as defined in Sec. 2.1. Thesadd the required
information by instrumenting the concrete semantics.

We instrument the concrete semantics with the frozen coraexd digest- proper-
ties of opaque components. Specifically, we augment theretmmemory states with
a pair of (immutable) function$gigest; Octa) € A = (C — pHL9e, C — CEle )
mapping opaque components to frozen properties. The pantiation 6 4;4..+ Maps
an opagque component to its frozen digest. The partial fanétj;,..: maps an opaque
component to its frozen context. Both functions are defirerd dnd only for, the
opague components in the memory state.

For example, a.;, based on the context-properties shown in Tab. 1 will redoat! t
all the opaque components in memory state shown in Fig. 5, were reachable from
thet hi s variable whendeq was invoked.

A d4iges: function recording the single digest property of Fig. 16(&ps opaque
componentll in op (when resulting from invokingeq in memory staters) to true,
and the other opaque components, 2é&.and31, to false.
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C.2 Abstraction with Digest I nformation

The digest, as described in Sec. 3, is computed only basedtemal properties of
the microheaps. This allows to record in the abstractionoofiponents information
about immediate subcomponents. However, the process gbutimg a digest, and
annotating child-ports with them can be repeated sevenal.ti

Every repetition allows to record information about subpoments one level deeper
in the components-tree. Additional properties at the djgedes space complexity for
added precision. Fixing the number of properties in a digestles a more elaborate
information regarding shallower components for a deepgzan.

Example 7 The abstract states”D1 and agl shown in Fig. 16 represent the concrete
statessp andog of Fig. 5, when using the properties of Fig. 16(a).

We label components and child-ports with the 1-bit propgggtor pertaining to
the (single)finishedST digest-property (i.e., eithed or 1). We indicate whether an
abstract queue node has the digest-dependent queue-noplerpyrdigestAt (1) = b
by labeling the queue node witl.

Note that the digest allows us to infer that in all concretemoey states represented
by abstract statergl, all finished subtasks precede the unfinished ones in theequeu
Similarly, in the generic queue, we can infer that all thesdats with digedi precede
the one with digest. This allows us to verify that the generieq will return an
opaque component whose digedd,isvhich the caller, ther ocess method, knows to
be an unfinished suntask.

| Digest},,,, | Intended Meaning |
| finishedST | The microheap’s header is a finisheubTask |
| Loc™ | Intended Meaning |

prop
digestAt (1) = b | Does the element pointed to byfield of the queue node
in location! point-to a child port linked to a component whogse

microheap has digeg?
(a) Additional digest-related abstraction parameters

30{*_.-.»..,'40*
F1
Tthis
7417,

(05,) (0%,
(b) Abstract states with digest-related properties.

Figure 16: Abstract memory states with additional progsrgiertaining to digests.
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| Parametersto the abstraction

Description

digest

ZPTOP

Ccm

prop

€

S
S

- ——

NHI?/:g;St = {f(lls@, tru@}lnge‘Stz)mpl
cur* all*

Locprop - {falS(;’, true}lL"cmop ULOCsz)‘

cets | = {false, true}!Coor|

Externally visible properties of microheaps

Tracked properties of locations
Properties of nodes in the hierarchical backb

pne

Parameterized abstract domain

Description

104 € Loc®" = Locprop x T Abstract objects

[ct € Loc”* = Locpep x T x pHDigest Abstract child-ports

I € Loc* = Loc%* U Loc®* Abstract locations

o € Val* = Loc* U {null} U {true, false} Abstract values

ip? € IP'={Lo¢"|0<n} Abstract microheap in-ports

ht € MHF = 2Loc®xFxValt Abstract intra-microheap link structure
pht € pH! = TPt x 2Loc® « gLoc™ y gLoc® o 14t | Abstract microheaps

c € Ch=celr x pHDgest x Abstract transparent components

c € Ci= Cote, x pHDsest s cote Abstract opaque components

ot e ct=cluck Abstract components

et € &F = 9CixLoctxct Abstract hierarchical backbone

wht € HHP=CEx 20 x 200 x & Abstract Hierarchical heaps

p* € Emv' = Varld — {true, false} Environment for non-pointer variables
ot e X! = Emf x HH? Abstract hierarchical memory states

Figure 17: Abstract states parameterized wibhgest

{false, true}™ is a boolean vector of length

C.3 Abstract Memory States

Loc

* *
prop? prop? and Cp’r‘op'

In this section we describe abstract memory states.

An abstract memory state® = (p*, uh*) € X is comprised of an environment
ot € Env® of atomic (i.e., boolean) variables and an abstract maamhk’ € HH".

An abstract macroheap macroheap = (c%, C¢, CE, ef) is comprised of of the
abstract current-componerit € C; the setsC? and C% of abstract transparent and
opaque components, respectively; afide £f, the abstract hierarchical backbone.
(Note that the abstract current-componentis (necesytidiysparent.)

An abstract transparent componeht= (¢

ctx
prop?

¢!, the context of the component; and thegest*, = € CS®

digest, ph?) is comprised o€, ., €

the microheap-digest,

prop prop?

and theuh? € pH?!, the abstract microheap, pertaining to the microheap itesgrits

contents.
An abstract opaque componeﬁt: (cctx

prop?
C?, the context the component; al(ﬂjhgest,m), its frozen digest and context. Note
that the abstraction of th& function is recorded by the relation between the opaque
components current and frozen properties [17].
The hierarchical backbone is a set(ef, I°?, ¢!) edges between an abstract (nec-

essarily) transparent componeﬁtto a (either opaque or transparent) componént
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labeled by the abstract child-port locatitin

An abstract microheaph! = (ip*, LO% Lt L*™ h%) is comprised ofip®, a
(bound) map from in-port’s indices to abstract locationd arset of abstract object-
locations (.© C Loc®*); abstract child-port-locationsLC* C Loc®*?); and the
recorded set of summary locations!(C Loc*). The microheap-internal link struc-
ture is conservatively represented by € H*¥, a set of(19%, f,I*) edges representing
that thef-field of a location represented by the abstract objecttiond®! € Loc®*
may point to an (either object- or child-port- locatidf). If both [©% andi* arenot
summary locations, then the recorded information isuest point-to A! Also records
may (resp. must) information about the atomic values of $ield

An abstract value® € Val® is either an atomic valuen(ll, true, or false) or an
abstract location. An abstract object locatiéh € Loc®* is the pair of the location’s
properties and the typgjpe € 7 of the object at that location. An abstract child-
port location/“* = (1,10, type, cgf?gp> is a triplet of the location’s properties, the type
type € T of the header of the (necessarily) sealed header of the hd@epthat the
child-port at that location is linked to, and to its digestthe child-port is linked to
an opague c, then we use the reserved identifierdescribe the unknown type of the
header. (Recall that opaque components carry with thenralzeri digest.)

C.4 TheAbstraction Function

Fig. 18 formally defines thg extraction function. As described in Sec. 3, the ab-
stract domain, and the extraction function, are parametrtbe recorded properties
of: (i) locations inside microheaps, (ii) nodes and labalshie component-tree, and
(iii) subcomponents recorded in their containing compadsien

The analysis encodes sets of properties of locations regpgolneaps resp. com-

ponents utilizing theproperty vectord shown in Fig. 17. We assume to be given the
following property extraction functions which map locat®resp. microheaps resp.
components to property vectors:

o digest(uh) € qujggst maps a microheaps of sealed components to their (en-
coded) set of external visible properties, which we refeasothe microheap
digest.

® lprop(pth, 1) € Locprop maps locations in the microheaps of sealed components
to their (encoded) set of microheap-internal properfigs, (1h, p,1) € Locprop
does the same for locations in the microheap of the currenpooent.

o cit ({p, ph,e, W), c) € CSkr  maps components to the (encoded) set of context-
property, in a given environmept microheap of the root component, a given
backbone: and a mapl from components to their microheap digest.

The use of boolean vectors to encode the abstraction ig@uspy [28].

SWe assume every property is associated with a fixed indexeipttbperty vector.
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B:2x A — Xt s.t._
B{p, i, 6, Baigests Octa))) = (Pl {we vartd:p(x)gLocts ¥Bp w0 & (1h))
where:
@ZAC'EC.ZELOC.{p'OP(( )pyl) e=d
pmp( (c), 1) c#dc
U=\ €C\{c} {dzge“( ph')  uh’ = d(e(c)(1))
5digeét( ( )) c € dom( )

O =X €C.cé ((p,d(c),e, V), c)

prop

© =\ € C\ dom(d). Doz (5(c))

(a) Memory state abstraction functiomh = (¢, C, e, d).

MB 1 (C = Loc — Locyrep) X (C — uHéJfngf“) (C—cCelz ) x (C—Cet ) x wH — HH® s.t.
1"16@7\117@7@«0) Cvead>> = < 6( Ogac
where:
C% = {cB(c) | ¢ € dom(d)\ {c}}
Ci={cB(¢) | ¢ € C\ dom(d)}
et = {{cB(cs), f.eB(cr)) | eles)(f) = e}

<®(Cl)a \P(Cl)v Mﬂ(b(c/),woe(c’)ﬁ (d(cl>>> d(cl) = <Z'p/7 LOlv LC,v hlv t/>
Cﬂ(cl) — P Y= LC,. T(uhll) Mh”: d(e(c’)(l))
? e(d)(1) & dom(d)
©(c), ¥(e),B(c)) ¢ € C\ dom(d)

(b) Backbone abstraction functiomnuh = (¢, C,e,d). T({ip, LY, LC h,t)) = t(ip(1)).

uB : (Loc — Locyrop) x (Loc — qung[f“’t) (Loc = T) x pH — uH* s.t.
Uﬁ¢7’¢77(<ipaLOachhat>) = ( LOﬁ LCﬁ7LSTVLﬁ’hﬁ>
where:
z'p =poip
L% ={p(l) |1 € L}
L% ={p(l) [ 1€ L}
Lot = {I* |1 < [{l € LOUL® : () = I}}]}
W= {{o(ls), f,00) | h(ls, f) = l: € Loc} U {{p(ls), f,v) | h(ls, f) = v & Loc}

(1), 1(D)) le Lo
l
0= {<¢<Z>,r<z>7w<z>> leLC

(c) Microheaps abstraction functioph = (ip, LC, L, h,t). The environmenp maps
variable values to locations inside the microhgayor tonull. If xh is not the micro-
heap of the current component, then all variables are mapadl.

Figure 18: Parameterized extraction function.
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Figure 19: Simulating multiple in-ports with a single infpo

D Simulating Multiple Header s Using a Single Header

Fig. 19 shows how to simulate arbitrary number of in-poriagia single in-port. The
main idea is to use correlated lists at the component anceagithcomponent. Note
that we still require that the component-containment i@felbe a tree.

Memory states,,,;; depicts2 components drawn inside shaded rectangles. There
are3 inter-component edges. Specifically, théield of the object at locatioi points
to the object at locatiofi and theg-fields of the objects at locatiorisand9 point to
the objects at locatiortsand 10, respectively. Thus, the subcomponent Bias ports.

Memory states,,. shows how to encode memory statg; using a single in-port.
Object16 interconnects the components using lists. The list node$3—15 are in its
own component. They interpose the original referencesdstibcomponent. The list
nodesl7-19 are in the subcomponent. They hold references to the otiigirports.

To find the target of an inter-component edge, one needs Yersa the2 lists
simultaneously. For example, to find the target of gheld of object15, one needs
to follow the cp-edge to the interconnecting objdat; follow both thecp1-edge and
the hdr -edge to get to the first nodes in both lists; traverse both fisnultaneously
using interlocked steps until objeth is reached in the list at the parent-component.
At this point we have reached object 19 in the list at the ebddhponent. Following
thei p-edge, brings us to the target of theedge in memory state,,;;.

We note that performing such an operation in the analysis meayery expensive
and imprecise. Precision can be improved, however, if aioai fpound on the number
of in-ports is known.
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