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Abstract—We investigate the question of what languages can
be decided efficiently with the help of a recursive collisionfinding oracle. Such an oracle can be used to break collisionresistant hash functions or, more generally, statistically hiding
commitments. The oracle we consider, Samd where d is the
recursion depth, is based on the identically-named oracle defined
in the work of Haitner et al. (FOCS ’07). Our main result is
a constant-round public-coin protocol “AM−Sam” that allows
an efficient verifier to emulate a Samd oracle for any constant
depth d = O(1) with the help of a BPPNP prover. AM−Sam
allows us to conclude that if L is decidable by a k-adaptive
randomized oracle algorithm with access to a SamO(1) oracle,
then L ∈ AM[k] ∩ coAM[k].
The above yields the following corollary: assume there exists an
O(1)-adaptive reduction that bases constant-round statistically
hiding commitment on NP-hardness, then NP ⊆ coAM and
the polynomial hierarchy collapses. The same result holds for
any primitive that can be broken by SamO(1) including collisionresistant hash functions and O(1)-round oblivious transfer where
security holds statistically for one of the parties. We also
obtain non-trivial (though weaker) consequences for k-adaptive
reductions for any k = poly(n). Prior to our work, most results
in this research direction either applied only to non-adaptive
reductions (Bogdanov and Trevisan, SIAM J. of Comp. ’06 and
Akavia et al., FOCS ’06) or to one-way permutations (Brassard
FOCS ’79).
The main technical tool we use to prove the above is a new
constant-round public-coin protocol (SampleWithSize), which we
believe to be of interest in its own right, that guarantees the
following: given an efficient function f on n bits, let D be the
output distribution D = f (Un ), then SampleWithSize allows an
efficient verifier Arthur to use an all-powerful prover Merlin’s
help to sample a random y ← D along with a good multiplicative
approximation of the probability py = Pry0 ←D [y 0 = y]. The
crucial feature of SampleWithSize is that it extends even to
distributions of the form D = f (US ), where US is the uniform
distribution on an efficiently decidable subset S ⊆ {0, 1}n (such
D are called efficiently samplable with post-selection), as long as
the verifier is also given a good approximation of the value |S|.
Index Terms—sampling protocols; collision-resistant hash
functions; constant-round statistically hiding commitments;
black-box lower bounds;

I. I NTRODUCTION
The ability to sample from efficiently decidable sets (i.e.,
membership in such a set can be decided efficiently, but

sampling from the set might be hard) is an extremely powerful
computation resource, to the point that having such ability for
any decidable set implies P = NP. In this work we study
less powerful samplers, which only agree to sample from more
carefully chosen sets. We show that while these samplers can
be used to break certain cryptographic primitives, they seem
not to be strong enough to decide arbitrary NP languages. We
then use this fact to give negative evidence on the possibility
of basing such primitives on NP hardness.
Consider the sampler that gets a circuit C over {0, 1}n as
input, and outputs two random values x and x0 in {0, 1}n
conditioned that C(x) = C(x0 ). Such a sampler is known
as a “collision finder”, and breaks the security of any family
of collision-resistant hash functions [62].1 We consider the
following generalization of the above sampler: the sampler
Samd , where d ∈ N, gets up to d recursive calls, each of the
form (C1 , . . . , Ci , x), where i ≤ d, each of the Cj ’s is a circuit
over {0, 1}n and x ∈ {0, 1}n . Samd answers depth 1 calls,
(C1 , ·), with a random element in {0, 1}n . For depth i > 1
calls, Samd first checks that it was previously queried with
(C1 , . . . , Ci−1 , ·) and answered with x (otherwise, it aborts). If
the check passes, then Samd answers with a random element in
C1−1 (C1 (x))∩. . .∩Ci−1 (Ci (x)). (Note that Sam2 , is equivalent
to the “collision finder” we described above). Such a sampler
is very powerful, as it can be used for breaking the binding
of any d-round statistically hiding commitments [64, 31].
Commitment schemes are the digital analogue of a sealed
envelope. In such a scheme, a sender and a receiver run an
interactive protocol where a sender commits to a bit b. In
case the commitment is statistically hiding, then the protocol
guarantees that from the receiver’s point of view there exists
roughly equal chance that the sender has committed to b = 0
or b = 1 (hence the bit b is hidden from the receiver
information-theoretically). In addition, the scheme guarantees
that a computationally-bounded sender can only find one way
to decommit. Statistically hiding commitments are widely used
1 A family of collision resistant hash functions is a family of, efficient,
compressing functions with the following security guarantee: given a random
function h in the family, it is hard to find x 6= x0 satisfying h(x) = h(x0 ).

throughout all of cryptography, with applications including,
but not limited to, constructions of zero-knowledge protocols
[12, 50, 22, 6, 32], authentication schemes [14], and other
cryptographic protocols (e.g., coin-tossing [45]). Hence, it is
highly important to study the minimal assumptions required
for building them. Since Samd breaks any d-round statistically
hiding commitments, it is very informative to learn what hardness assumptions Samd does not break (in particular, we have
little hope to base d-round statistically hiding commitments
on such assumptions). The following theorem shows that for
a constant d, Samd is not “too powerful”.
We write L ∈ BPPO[k] to mean that L can be decided
by AO , where A is a k-adaptive (randomized) oracle-aided
algorithm using an oracle O: A makes k adaptive rounds of
queries to its oracle; each round may consist of many queries,
but all of the queries in one round can be computed without
looking at the oracle responses to any of the other queries in
the same or later rounds. We say A is non-adaptive if k = 1.
Theorem I.1 (Main theorem, informal). For any d = O(1)
and any efficient oracle-aided algorithm A, there exists an
interactive protocol AM−Sam with the following guarantee:
either the output of the efficient verifier is statistically close to
the output of ASamd , or (if the prover cheats) the verifier aborts
with high probability. Furthermore, the round complexity of
AM−Sam is the same as the adaptivity of the oracle queries
of A, and the honest prover strategy has complexity BPPNP
(while the protocol remains sound against unbounded cheating
provers).
We apply this theorem to understand what languages can
be efficiently decided by randomized oracle-aided algorithms
with oracle access to SamO(1) , where the strength of the
implication is a result of the adaptivity of the calls to SamO(1)
made by the algorithm. Theorem I.1 yields a k-round protocol
for any language L ∈ BPPSamO(1) [k] . Since BPPSamO(1) [k]
is closed under complement, the above implies the following
corollary.
Corollary I.2 (Limits of languages decidable using oracle
access to SamO(1) ). It holds that BPPSamO(1) [k] ⊆ AM[k] ∩
coAM[k]. In particular, every L ∈ BPPSamO(1) [k] has a kround interactive proof where the honest prover has complexity
BPPNP . Furthermore, if L is NP-complete, then the following consequences hold.
k = poly(n): co-NP has a public-coin O(k)-round interactive proof with honest prover complexity BPPNP .
k = polylog(n): the quasipolynomial hierarchy collapses to
its third level (by [55]).
k = O(1): PH = Σ2 (by [10]).
Since the polynomial hierarchy is widely conjectured not to
collapse, it follows that NP-complete languages are unlikely
to be in BPPSamO(1) [k=O(1)] . For k = polylog(n), the collapse is less understood, but it is still reasonable to conjecture
that such a collapse does not occur. For k = o(n) the
consequence may not be implausible, but would nevertheless
lead to surprising progress on the long-standing open question

of reducing the round complexity of interactive proofs for
co-NP [46]. Finally for k = poly(n), as pointed out to
us by Holenstein [39], it would answer a long-standing open
question of Babai et al. [5] about reducing the complexity of
the prover in interactive proofs for co-NP from BPP#P
to BPPNP (in fact this question is even open for multiprover interactive proofs). Thus, depending on the adaptivity
k, Corollary I.2 gives an indication of either the implausibility
or the difficulty of proving that NP-complete languages can
be decided using the help of SamO(1) .
A. Application to Basing Cryptography on NP-Hardness
Much of modern cryptography relies on computational intractability assumptions; starting with seminal works of Diffie
and Hellman [17] and Goldwasser and Micali [28], the security
of many if not most modern cryptosystems rests on the
assumption that some underlying computational problem is
hard to solve efficiently. Often the underlying problem is a
concrete number-theoretic or algebraic problems [57, 18, 1];
unfortunately, the existence of sub-exponential algorithms for
factoring [13] and of efficient quantum factoring algorithms
[61] have thrown into question whether many of these underlying assumptions are viable, and indeed faster factoring algorithms often translate into better attacks on the cryptosystems
based on factoring. In light of this, there has been a search for
more robust underlying intractability assumptions.
The holy grail of this search would be to base cryptography
on the minimal assumption of P 6= NP; namely, to show
that P 6= NP implies the existence of one-way functions, or,
even more desirably, the existence of stronger cryptographic
primitives such as collision-resistant hash functions or publickey cryptosystems. Other than the fact that P 6= NP is
necessary for the existence of one-way functions (and almost
all other cryptographic primitives [41, 53]), the former is
a “worst-case” assumption while the latter is of “averagecase” nature, hence making the first assumption much more
desirable. In fact, this goal dates back to the seminal paper by
Diffie and Hellman [17].
Most constructions and proofs in the cryptographic literature
are black-box, so it is worthwhile to understand whether
black-box reductions can base cryptographic primitives on
NP-hardness. A black-box reduction (also known as, blackbox proof of security) from the security of a cryptographic
primitive to NP-hardness, is an efficient randomized oracle
algorithm R such that given any oracle O that breaks the
security of the cryptographic primitive, RO solves SAT. The
question of whether black-box reductions can be used to base
cryptography on NP-hardness has been previously studied in
[11, 19, 8, 21, 4, 54].
Since SamO(1) breaks the security of d-round statically
hiding commitments, it also breaks the wide variety of cryptographic primitives that yield such commitments via constantadaptive black-box reductions. This list includes: collection of
claw-free permutations with an efficiently-recognizable index
set [22], collision-resistant hash functions [16, 49], (singly)
homomorphic encryption [42], constant-round protocols for

oblivious-transfer and private information retrieval schemes
where the security of one of the parties holds information theoretically [31], the average-case hardness of SZKP
[52], constant-round statistically binding commitments secure
against selective opening attacks [65], and constant-round
inaccessible entropy generators [33]. The following corollary
states that if any of the above primitives can be based on NPhardness via a black-box reduction R, then RSamO(1) decides
SAT.
Corollary I.3 (immediate by Corollary I.2). Let P be a cryptographic primitive whose security can be broken by SamO(1) .
Let R be a k-adaptive reduction that bases the existence of P
on NP-hardness. Then SAT ∈ AM[k]∩coAM[k], where the
honest provers that realize this containment are in BPPNP .
The various consequences for different k given in Corollary I.2
also hold.
We remark that previous results studying the analogous
question of basing (general) one-way functions on NPhardness were restricted to non-adaptive reductions [19, 8, 4].
Other works do consider adaptive reductions, but with respect
to more structured primitives [11, 21, 4]. See Section I-C1 for
the description of previous works.
B. Main Tool — A New Sampling Protocol
Our main tool for proving Theorem I.1, which is also our
main technical contribution, is a new constant-round publiccoin sampling protocol that we believe to be of independent
interest. A distribution D is called efficiently samplable if
it is the output distribution of an efficient function f :
{0, 1}n → {0, 1}∗ (i.e., D = f (Un )). A distribution is
efficiently samplable with post-selection if D = f (US ) where
US is the uniform distribution over an efficiently decidable
set S ⊆ {0, 1}n . Such distributions have also been studied
in the context of randomized algorithms [37]. We emphasize
that although S is efficiently decidable, it is not necessarily
possible to efficiently sample uniform elements of S.
Our “Sample With Size” protocol takes f, S, and a good approximation of |S| as input, and enables an efficient verifier to
sample a uniform
y ∈ f (S),
¯
¯ along with a good approximation
of the value ¯f −1 (y) ∩ S ¯.
Lemma I.4. (Sampling With Size protocol, informal) There
exists a constant-round public-coin protocol SampleWithSize,
where the parties get as a common input an efficiently decidable set S ⊆ {0, 1}n , an efficiently computable function
f : S → {0, 1}∗ and a good approximation (i.e., within
1
) factor) of |S|, and has the following guarantees:
(1 ± poly(n)
Either VSWS outputs a pair (x, sx ) such that 1) x is
distributed (1/ poly(n))-statistically close to the uniform distribution over S, and 2) sx is a good approximation for
|f −1 (f (x)) ∩ S| , or (if the prover cheats) the verifier
aborts with high probability. Furthermore, the honest prover
has complexity BPPNP , while the cheating prover may be
unbounded.

C. Related Work
1) NP-hardness and cryptography: Brassard [11] showed
that if there exists a deterministic black-box reduction from
NP-hardness to inverting a one-way permutation, then NP=
co-NP. Bogdanov and Trevisan [8], building on earlier work
of Feigenbaum and Fortnow [19], showed that if there exists
a non-adaptive randomized black-box reduction from NPhardness to inverting a one-way function (or more generally,
to a hard on the average problem in NP), then NP ⊆
coAM/ poly, which is considered implausible since the polynomial hierarchy would collapse to the third level [66]. Akavia
et al. [4] improved this result for the case of reductions to
inverting one-way functions, to show that the same hypothesis
implies the uniform conclusion NP ⊆ coAM, which implies
that the polynomial hierarchy collapses to the second level
[10]. Goldreich and Goldwasser [21] showed that adaptive
reductions basing public-key encryption schemes with the special property that the set of invalid ciphertexts is verifiable in
AM, on NP-hardness would also imply that NP ⊆ coAM.
Finally, Pass [54] takes a different route and showed that if
a specific type of witness-hiding protocol exists, then an arbitrarily adaptive reduction from NP-hardness to the existence
of one-way functions implies that co-NP ⊆ AM ∩ coAM.
As recently pointed out by Haitner et al. [34], however, it is
unlikely that known witness-hiding protocols are of the type
required by [54].
We remark that while most cryptographic reductions we
know of are non-adaptive, there are a few notable exceptions.
In particular, security reductions for building interactive protocols [50], pseudorandom number generators [38, 40, 36],
and certain lattice-based cryptosystems [3, 47]. One may hope
in particular that lattice problems might someday be used to
prove that P 6= NP implies one-way functions or collisionresistant hash functions, since they already exhibit a worstcase to average-case hardness reduction.2 Previous work such
as [8, 4] do not rule out the possibility that any of these (or
some other adaptive) techniques may succeed.
2) The oracle Sam: Simon [62] studied collision finders
that break collision-resistant hash functions. In our language
of Sam, a collision finder is the same as Sam2 , i.e., Sam
where queries of at most depth 2 are allowed. Simon [62]
considered the sampler Samπ2 — a generalization of Sam2 that
gets circuits with π-gates, where π is a random permutation
oracle. He showed that while Samπ2 breaks any collisionresistant hash functions relative to random permutation π (i.e.,
the hash function is allowed to use π-gates), it cannot invert
π. Continuing this line of research, Haitner et al. [31] showed
that Samπd breaks all d-round statistically hiding commitments,
even those implemented using π, but Samπd does not help to
invert π if d = o(n/ log n). As a consequence, the above
results rule out the possibility of basing o(n/ log n)-round
2 In particular, the adaptivity of the lattice-based schemes seems essential
for giving the best known approximation-ratio required in the worst-case hard
lattice problem. Unfortunately, even in the best known reductions the starting
worst-case hard problem in the NP ∩ co-NP.

statistically hiding commitments on the existence of oneway functions/permutations, using fully-black-box reductions
— a reduction from (the security of) a primitive to oneway function is fully-black-box, if the proof of security is
black-box (in the sense of Corollary I.3), and in addition the
construction uses the one-way function as a black-box (i.e.,
as an oracle). Note that these results are incomparable to the
result stated in Corollary I.3. On one hand, they rule out all
fully-black-box reductions unconditionally without restrictions
on adaptivity, and the reductions they consider are starting
from one-way functions rather than NP-hardness (and thus
“harder” to refute). On the other hand, their results do not
apply to constructions that may use the code of the one-way
function (or, in our case, the structure of the NP-complete
language). In contrast, Corollary I.3 also applies to reductions
where the construction is non-black-box, which permits, for
example, the construction to exploit the fact that YES instances
of NP languages have efficiently verifiable witnesses. In other
words, Corollary I.3 only requires that the security analysis be
black-box. We refer the reader to Reingold et al. [56], which,
although not focused on our case where the construction is
non-black-box but the security analysis is black-box, is useful
for understanding the distinctions between various notions of
reductions.
a) Sam and zero knowledge.: In recent work, Gordon
et al. [30] observe that our main result is useful in the context
of understanding zero-knowledge proofs. In particular, they
prove using Theorem I.1 that if a language L has a constantround black-box computational zero-knowledge proof based
on one-way permutations with a k-adaptive simulator, then
L ∈ AM[k] ∩ coAM[k]. Their result suggests that reducing the round complexity of known constructions of zeroknowledge proofs based on one-way permutations for NP
(e.g., [25, 7]) (all of which have super-constant round complexity) to a constant number of rounds is implausible (if the
simulator must be O(1)-adaptive) or at least difficult to prove
(regardless of the simulator’s adaptivity).
3) Efficiently samplable distributions with post-selection:
a) Estimating statistics.: Estimating statistical properties
efficiently samplable distributions has long been studied in
theoretical computer science [29, 20, 2, 51, 59, 23]. Typically,
estimating interesting parameters of samplable distributions
(and therefore also of samplable distributions with postselection) such as entropy or statistical difference is hard (e.g.,
SZKP-hard). Nevertheless, for samplable distributions it was
known that an efficient verifier can estimate various parameters
in constant rounds with the help of an all-powerful prover.
b) Bounding set-size protocols.: The constant-round
public-coin lower bound protocol of Goldwasser and Sipser
[29] can be used to lower-bound the size of efficiently decidable sets. Namely, on input an efficiently decidable set
S and a value s, the prover makes the verifier accept iff
|S| ≥ s. Fortnow [20] (see also Aiello and Håstad [2])
gives a constant-round protocol that upper-bounds the sizes
of efficiently decidable sets S where in addition the verifier
has a uniform element of S that is unknown to the prover.

These protocols are related to our protocol SampleWithSize.
For example, one can estimate with respect to D = f (Un ) the
integer sy = |f −1 (y)| for a random y ← D by lower-bounding
and upper-bounding the set |f −1 (y)|. In particular, the upper
bound [20, 2] can be applied in this case, since the verifier can
sample x ← Un , compute y = f (x) and ask the prover for an
upper bound on the size of the set f −1 (y) without revealing
x. This is one way to prove SampleWithSize for the special
case S = {0, 1}n .
We cannot necessarily apply, however, the upper bounds of
[20, 2] to do the same thing with post-selected distributions
D = f (US ); even though f −1 (y) is efficiently decidable,
it may not be possible to efficiently generate y ← f (US )
and x ∈ f −1 (y) such that x is hidden from the prover.
As we discuss in paragraph II-B2b, handling post-selected
distributions is necessary to obtain Theorem I.1. Although
one-sided lower-bound estimates can be obtained from the
lower-bound protocol of [29], it is unknown how to get twosided estimates using the upper bound protocol of [20, 2],
where the difficulty is to obtain secret samples from US . In
contrast, SampleWithSize does guarantee a two-sided bound
for |f −1 (f (x)) ∩ S| for a random x in US .
c) Sampling.: Using an all-powerful prover to help sample is an old question in computer science, dating at least to the
works of Valiant and Vazirani [63] and Impagliazzo and Luby
[41]. In building SampleWithSize, we use a sampling protocol
from Goldreich et al. [27]. This constant-round public-coin
protocol takes as input an efficiently decidable set S and a
good approximation of |S|, and outputs a nearly-uniform element of S. Our protocol SampleWithSize uses their sampling
protocol and extends it by also giving set size information
about the sample that is generated.
Another protocol that seems related to SampleWithSize is
the random selection protocol of Goldreich et al. [24]. Their
protocol accomplishes a goal similar to the protocol of [27],
allowing a verifier to select a random element of a set. Their
protocol, however, cannot be applied in our context as it
requires super-constant round complexity. Other related work
include random selection protocols arising in the study of zero
knowledge [15, 26, 60], but none of these protocols provides
the size information that is provided by SampleWithSize.
D. SamO(1) Vs. Sam2
It is worthwhile noting that Theorem I.1 for non-recursive
collision finders (i.e., Sam2 ), can be proven via a straightforward application of the lower-bound protocol of Goldwasser
and Sipser [29] and the upper-bound protocol of [20, 2]. See
Section II-A for an illustration of these easier proofs.
Various evidence suggests, however, that SamO(1) is more
powerful than Sam2 . There is no known way to “collapse”
the depth (i.e., to show that Sam2 suffices to emulate Samd
for d > 2), and under various assumptions there exist
problems solvable using SamO(1) but not Sam2 (for example, the average-case hardness of SZKP [52] and constantround parallelizable zero-knowledge proofs for NP [33],
both imply constant-round statistically hiding commitment,

but not collision-resistant hash functions). Therefore, we do
not focus on the (admittedly simpler) proof of Theorem I.1
for the case of Sam2 , and rather we build our machinery of
SampleWithSize in order to prove Theorem I.1 for the case
of SamO(1) .
E. Contrast to previous work
Samd is in a sense a “canonical recursive collision finder”.
Similarly, one could consider a “canonical function inverter”
that takes as input a circuit C and a value y and outputs a
random element of C −1 (y). Such an oracle would break all
one-way functions. One could then ask whether it is possible to
construct some kind of “AM-Inv” that emulates this canonical
inverter. Such a result would strengthen our main theorem,
since an inverter can in particular find collisions.
Unfortunately, it is not known how to build such an AMInv. The main difficulty is handling cheating provers, who
claim that the given query is not invertible. Notice that for the
problem of inverting a function, it is possible to ask queries
(C, y) where y is not in the image of C.3 In this case the oracle
must say that the query is invalid. Since there is no efficient
way to verify that y is not in the image of C, a cheating prover
can claim, say, that none of the verifier’s queries are in the
image of C even when some are valid queries. In general, it is
not known how to catch this kind of cheating, since proving
that y is not in the image of C is a co-NP statement.
As already mentioned in Section I-C, various works have
gotten around this difficulty using additional restrictions either
on the way the inverting oracle is called (e.g., non-adaptivity)
or on the kinds of functions that the oracle inverts (e.g., oneway permutations). The main reason we are able to build
AM−Sam whereas building “AM-Inv” seems out of reach,
is that in our setting, unlike the inverting oracle, Samd can
never respond “failure” to a query that passes the sanity checks
(since these checks ensure that collisions always exist).
Organization
We give an high level description of our techniques in
Section II. Where the formal statements and proofs of our
result can be found in [35].
II. O UR T ECHNIQUES
In this section we overview our proof for Theorem I.1. As
a warmup, we start with the much simpler case of Sam2 (i.e.,
d = 2), and then move to any constant d.
This overviews presented here assume familiarity with the
lower-bound protocol of [29], the upper-bound protocol of [2],
and the uniform-sampling protocol of [27] (see ?? for formal
definitions).
A. The Case of Sam2
Given an efficient oracle-aided algorithm A, we construct an
AM protocol that emulates ASam2 as follows: the protocol’s
high-level strategy is standard; the verifier tries to emulate the
execution of ASam2 by picking random coins for the reduction
3 Actually,

as pointed out by [9], asking such queries might be very useful.

A, and whenever A asks an oracle query to Sam2 , the verifier
engages the prover in a protocol such that the distribution of
the output is close to what Sam2 would output, or else the
verifier rejects.
d) Depth 1 queries:: a query (C1 , ⊥) is answered as
follows:
1) The verifier samples x ← {0, 1}n at random and send
y = C1 (x) to the prover.
2) The prover responds with s = |C1−1 (C1 (x))|.
3) Using the lower-bound protocol of [29] and the upperbound protocol of [2], the verify checks that s ≈
|C1−1 (C1 (x))|.4
4) The verifier stores (xi , si ) in a lookup table, and returns
x.
e) Depth 2 queries:: On query (C2 , x), the verifier
checks that C1 was asked before and was answered with x
(if not it rejects). The it looks up the value of sx previously
stored and uses it to sample a random member of the set Sib(x)
using the sampling lemma of [27]. It easily follows that this
sample is close to uniformly distributed in C1−1 (C1 (x)).
Assuming that the prover does not cause the verifier to reject
with high probability, each query of A (or rather each adaptive
round of parallel queries) is answered correctly (up to some
small statistical deviation), and the proof follows.
B. The Case of SamO(1)
We start by showing how to generalize the above approach
for using protocol SampleWithSize to implement protocol
AM−Sam, and then give details on the implementation of
protocol SampleWithSize itself.
Let us start with a more precise description of Samd . On
input (C1 , . . . , Ci , x), where x ∈ {0, 1}n and each Cj is a
circuit over {0, 1}n , Samd performs the following “sanity
check”: it checks that i ≤ d, and if i > 1 then it also
checks that it was previously queried on (C1 , . . . , Ci−1 , x0 )
(for some x0 ∈ {0, 1}n ) and answered with x. If any of
these checks fail, Samd returns “failure”. Otherwise, Samd
returns a random element x0 in S(C1 , . . . , Ci−1 , x) :=
{x0 ∈ {0, 1}n : ∀1 ≤ j ≤ i − 1, Cj (x0 ) = Cj (x)} (if i = 1,
it returns a random x0 ∈ {0, 1}n ). Viewed differently, x0 is
a random collision with x for depth i − 1 with respect to
C1 , . . . , Ci−1 (since it satisfies Cj (x0 ) = Cj (x) for every
1 ≤ j ≤ i − 1).
In protocol AM−Sam, the verifier chooses A’s random coins
at random and then emulates ASamd , while answering each
query (C1 , . . . , Ci , x) to Samd using the following subprotocol: the verifier first performs (using the data stored during
previous executions, see below) the sanity check of Samd , and
aborts and rejects in case any of these tests fail. Otherwise it
does the following:
4 Actually, the upper-bound protocol of [2] does not give a useful upper
bound for single query, but only guarantees good upper bound for most queries
from a large enough set of queries. Nevertheless, the above approach can be
slightly modified to go through, by choosing many x’s, applying the set upper
and lower bounds protocol on each of them, and finally picking one of them
at random.

In case i = 1: The verifier sets S = {0, 1}n , s = 2n , and
f = C1 and runs SampleWithSize to get a random
sample x1 ∈ {0, 1}n and an approximation s1 ≈
|{x0 ∈ {0, 1}n : C1 (x1 ) = C1 (x0 )}|. The verifier stores
an entry ((C1 , x1 ), s1 ) in its memory, and returns x1 to
A as the query’s answer.
In case i > 1: The
verifier
looks
up
the
entry
((C1 , . . . , Ci−1 , x), si−1 ) from its memory (the
sanity checks guarantee that such an entry must
exist, since x was the answer for a previous query
(C1 , . . . , Ci−1 , ·)). Run SampleWithSize on S =
Si = {x0 ∈ {0, 1}n : ∀1 ≤ j ≤ i − 1, Cj (x0 ) = Cj (x)},
f = Ci , and si−1 in order to obtain xi ∈ S and
the approximation si ≈ |{x0 ∈ S : Ci (xi ) = Ci (x0 )}|.
As in the case i = 1, the verifier stores an entry
((C1 , . . . , Ci , xi ), si ) in its memory, and returns xi .
To see that AM−Sam indeed behaves like ASamd , we
first note that Lemma I.4 yields that for depth 1 queries,
SampleWithSize returns x1 that is (close to) uniform in
{0, 1}n , which is what Samd would answer. In addition, SampleWithSize outputs a good approximation s1 for
|C1−1 (C1 (x1 ))|, which can be used as input for depth 2 queries
to AM−Sam. Since s1 is a good approximation, this means that
a depth 2 query will be answered by SampleWithSize with x2
where x2 is a near-uniform element of C1−1 (C1 (x1 )), again,
just as Samd would answer. SampleWithSize also outputs a
good approximation s2 ≈ |C2−1 (C(x2 ))|, which can be used
for depth 3 queries, and so on.
The above is done in parallel for each of the k adaptive
rounds of oracle queries. The approximation error of si grows
as the depth increases, and from the formal statement of
Lemma I.4 it follows that we can repeat the above process
a constant number of times. Unfortunately, the accumulated
error becomes super-polynomial for any d = ω(1).
1) The protocol SampleWithSize: The underlying idea
behind the soundness proof of SampleWithSize is to
force the prover to behave “correctly”, by using an accurate estimate of the average preimage size of y ←
D := f (US ). Here, the average preimage size is defined
as µ(D) := Ey←f (US ) [log |f −1 (y)|], where f −1 (y) :=
{x ∈ S : f (x) = y}. (Note that this is the average on the logscale; using this scale is crucial for the correctness of our
protocol, see below).
The above estimate is then used to force the prover to
give many tuples (yi , si ) such that yi ← D and most
of the si are good approximations for |f −1 (yi )|. We let
VerifyMean = (PVM , VVM ) denote the protocol that guarantees
an accurate estimate of the average preimage size, as stated in
the following:
Lemma II.1 (Verifying Average Preimage Size, informal).
There is a constant-round public-coin protocol VerifyMean
that on input (f, S, s), as in the statement of Theorem I.4,
and a real number µ0 , guarantees the following assuming that
s ≈ |S|:
Completeness: if µ0 = µ(D), then the verifier accepts (when

interacting with the honest prover) with high probability.
Soundness: if µ0 is far from µ(D), then the verifier rejects
(when interacting with any prover) with high probability.
a) Proving SampleWithSize using VerifyMean:: we first
show how to use VerifyMean to prove SampleWithSize, then
discuss how to prove VerifyMean in the next section. On input
S, f and s, where s ≈ |S|, the parties do the following:
1) The prover sends to the verifier a real number µ0 . The
parties run the VerifyMean protocol to verify that µ0 is
close to µ(D).
2) The verifier uses the sampling protocol of [27] to sample
many uniform points x1 , . . . , x` in US , and sets yi =
f (xi ) for all i.
3) The prover sends s1 = |f −1 (y1 )|, . . . , s` = |f −1 (y` )| to
the verifier. The parties engage in the [29] lower bound
to ensure that indeed |f −1 (yi )| ≥
Ps`i for all i.
4) The verifier computes µ00 = 1` i=1 log si and checks
whether µ0 ≈ µ00 . If they are too far apart, it aborts.
Otherwise, it outputs (xi , si ), for a random i ∈ [`].
Since completeness is straightforward to observe from the definition of the protocols, in the following we focus on describing
how to prove the soundness properties of the SampleWithSize
using VerifyMean. Intuitively, the lower bound in Step 3 means
that if the prover wants to cheat, it can only claim si to
be smaller than |f −1 (yi )|. On the other hand, by a Chernoff
bound
that for large enough `, the empirical average
P we know
1
−1
0
log
|f
(y
i )| will be close to µ(D) ≈ µ . Therefore, if
`
`
the prover consistently under-estimates |f −1 (yi )| for many i,
then µ00 will much smaller than µ0 , and we will catch him in
Step 4. Together, this implies that si ≈ |f −1 (yi )| for almost
all i, and so outputting (xi , si ) for a random i is good with
high probability.5
2) Verifying the average preimage size: As a warmup, we
first give such a verification protocol for the simple case
of efficiently samplable sets. We then give an high level
description of the seemingly much more complicated case of
efficiently decidable sets.
a) Warmup — Efficiently samplable sets.: As already
mentioned in Section I-D, proving VerifyMean for the case
S = {0, 1}n , or more generally for an efficiently samplable
S, is a straightforward application of the lower-bound protocol
of [29] and the upper bound protocol of [20, 2]). In particular,
the following simple protocol suffices:
1) The verifier samples many uniform random samples
x1 , . . . , x` from S, computes yi = f (xi ) for all i, and he
sends y1 , . . . , y` to the prover.
2) The prover responds with s1 , . . . , s` , where si =
|f −1 (yi )|.
3) In parallel for all i ∈ [`], the verifier engages the prover
in the set lower and upper bound protocols to check that
5 Here the log-scale is crucial. Assume that we would have defined
µ(D) := Ey←f (US ) [|f −1 (y)|]. In this case, the standard deviation “allows”
a Ω(2n/2 ) deviation from the expectation. Hence, the prover can under count
the value |f −1 (y)| for all the (polynomially many) samples without being
caught.

si ≈ |f −1 (yi )|. Notice that the verifier is able to run the
upper-bound protocol because he has the secret sample
xi .
4) If all the checksPpass, then the verifier accepts iff µ0 is
`
very close to 1` i=1 log si .
ByP a
`
1

Chernoff bound we know that µ(D)
≈
−1
(yi )| with high probability, and so if the
i=1 log |f
`
verifier accepts in the upper/lower
bound protocols, it then
P`
also holds that µ(D) ≈ 1` i=1 log si with high probability.
This implies that the verifier accepts if µ0 = µ(D) and rejects
if µ0 is far from µ(D).
b) The general case — Efficiently decidable sets.: The
above approach heavily relies on the set upper-bound protocol,
which requires a random secret sample from S. While obtaining such a sample is easy for efficiently sample sets, it seems
infeasible when the set in hand in only efficiently decidable.
Nevertheless, we manage handle the general case by asking the
prover for more infirmation about the distribution D = f (US ).
Namely, we show that one can verify the histogram of D
(see Section II-C), and from this histogram the verify compute
the value µ(D) by itself. Finding a more direct protocol for
estimating the mean, is an interesting open problem.

for histograms over {0, . . . , m} is defined as:
X ¯ X
¯
1
¯
W1(h, h0 ) =
·
(h(j) − h0 (j))¯
m
0≤i≤m 0≤j≤i
P
The intuition is that | 0≤j≤i h(j) − h0 (j)| captures the
amount of mass “pushed” from the interval {0 . . . , i} into the
interval {i + 1, . . . , m}, and taking an integral over all these
amounts together gives us the total amount moved.
We first notice that the above distance has the second property we require above (i.e., small variation in the Wasserstein
distance implies small difference in the mean), and then, in
Section II-C2, explain why is it feasible to verify that a claimed
histogram is of small Wasserstein distance from the real one.
From the above definitions it follows that
X
µ(D) =
Pr[D = y] · log |f −1 (y)|
y∈Supp(D)

X

= log |S| −

Pr[D = y] · log

|S|
|f −1 (y)|

Pr[D = y] · log

1
Pr[D=y]

y∈Supp(D)

X

= log |S| −

y∈Supp(D)

X

= log |S| −

0≤i≤m

X

C. Histograms

j
y∈Supp(D) :

Let D be a distribution over {0, 1}n , let py = Pry0 ←D [y 0 =
y], let ε ∈ (0, 1] and let m = log1+ε 2n ≈ n/ε. The εhistogram of D is a function
hf : {0, . . . ,¤m} 7→ [0, 1],
£
where hf (i) = Pry←D py ∈ (2−(i+1)ε , 2−iε ] . Namely, the
histogram tells us the distribution of weights of elements
drawn from D. Note that the smaller the ε, the more informative hf is about D, but hf ’s description is larger. Hence, we
will consider histograms for small enough ε = 1/ poly(n).
In the following we define a distance between histograms
with the following properties: (1) it is feasible verify whether a
claimed histogram is in small distance from the real histogram
(without using upper-bound protocols), (2) and given that the
claimed histogram is of small distance from the real one, the
mean derived by this histogram is close to the real value.
1) Wasserstein distance: We use the 1st Wasserstein distance W1 (also known as Kantorovich distance and Earth
Mover’s distance) as the distance measure between histograms.
This distance is well studied in probability theory [48, 43, 44]
and also has application in computer science (e.g., in the
realm of image processing [58]). To understand this distance
intuitively, think of a histogram h as piles of “earth” on the
discrete interval 0, . . . , m, where the larger h(i) is, the larger
the pile at location i. W1(h, h0 ) is the minimal amount of
work that must be done to “push” the configuration of earth
given by h to get the configuration given by h0 . Recall that
in physics, work equals force times distance. For example,
pushing a mass of weight 0.1 from bin 2 to bin 3 requires
work 0.1 · (3 − 2) = 0.1, where pushing the same mass from
bin 2 to bin 4 requires 0.1 · (4 − 2) = 0.2. The W1 distance

≈ log |S| −

k

Pr[D = y] · log

1
Pr[D=y]

1
log1+ε Pr[D=y] =i

X

0≤i≤m

hf (i) ·

i
,
m

where the quality of ≈ is a function of ε, and Supp(D) := {y |
Pr[D = y] > 0}. Given an histogram h such that W1(hf , h)
0
is
Psmall, the following says that the estimate µ = log |S| −
0≤i≤m h(i) · i is close to µ(D).
¯
1 ¯ X
|µ(D) − µ0 | ≈ ·¯
(hf (i) − h(i)) · i¯
m
0≤i≤m
¯
1 ¯¯ X X f
(h (i) − h(i))¯
= ·
m
0≤i≤m 0≤j≤i
X ¯ X
¯
1
¯
≤
·
(hf (i) − h(i))¯
m
0≤i≤m 0≤j≤i

= W1(hf , h).
2) Verifying histograms: The above tells us that in order to
find the mean µ(D), it suffices to give a protocol that verifies
that a histogram h is close to the true histogram hf of D in
W1 distance. Such protocol has to handle not only efficiently
samplable distributions D = f (Un ), but also the efficiently
samplable distributions with post-selection D = f (US ), where
S is efficiently decidable, as long as the verifier is also given
a good approximation of |S|. We prove the following:
Lemma II.2 (Verify Histogram Protocol, informal). There
exists a constant-round public-coin protocol VerifyHist, between a prover in BPPNP and an efficient verifier, where the
parties get as a common input an efficiently decidable set S ⊆

{0, 1}n , an efficiently computable function f : S → {0, 1}∗ ,
1
a good approximation (i.e., within (1 ± poly(n)
) factor) of |S|
and a claimed ε-histogram h : {0, . . . , m} 7→ [0, 1] of the
distribution D = f (US ), and has the following guarantees:
Completeness. If h = hf , then the verifier (when interacting
with the honest prover) accepts with high probability.
Soundness. If h is far from hf in the 1st Wasserstein distance
(as a function of ε), then the verifier (when interacting
with any cheating prover) rejects with high probability.
a) Previous work using histograms.: Previous works
have used histograms to estimate set sizes, and a related
protocol to VerifyHist appears in Goldreich et al. [27]. We
emphasize that their protocol accomplishes a different task
that is incomparable to ours.6
3) Proving soundness of VerifyHist.: Before handling the
general case, let us consider the very special case of VerifyHist
where f that is promised to be a regular function over S (but
with unknown regularity).
a) The case of regular functions.: Assuming that f is k
regular, it implies that |f (S)| = s/k, and the only non-zero
element of the histogram is h(k/s), which has value 1. To
verify a claimed value k 0 , the verifier does the following.
Preimage test: The parties run the lower-bound protocol of
[29] to verify that k = |f −1 (f (x))| ≥ k 0 (here x is an
arbitrary element in S).
Image test: The parties run the lower-bound protocol to check
that s/k = |f (S)| ≥ s/k 0 .
From the guarantee of the lower-bound protocol, it follows that
the preimage test prevents the prover from claiming k 0 À k.
Similarly, the image test prevents the prover from claiming
k 0 ¿ k, as this would make |f (S)| = s/k ¿ s/k 0 and the
lower-bound of the image test would fail. Note that we are
able to use the lower-bound protocol in the image test, since
f (US ) is efficiently decidable.
b) The general case.: The idea in the regular case above
is that by giving a lower bound on the image of the function
f , one obtains an upper bound on the preimage. This idea
extends to f that are far from being regular, and we generalize
the special case of regular functions to a protocol with more
image tests over many subsets of f (S).
© Define the −1sets Wiª ⊆ f (S) given by Wi =
y ∈ f (S) : |f (y)| ≥ i . As in the case of regular functions, where the regularity k determines the size of the image
|f (S)|, for the general case we observe the histogram hf determines the sizes of |Wi | for all i. Let wih be the estimate of |Wi |
that is given by the histogram h. Note that using the lowerbound protocol, one can efficiently verify membership in Wi
(given y, run the lower-bound to verify that |f −1 (y)| ≥ i).
6 The protocol of [27] lower bounds the size of a set S that is efficiently
verifiable via a low-communication interactive protocol, but not efficiently
decidable using a circuit. To do so, they recursively refine the histogram such
that the following holds: if the prover lies about |S| (and gives an overestimate), then at the base of the recursion the verifier catches the cheating
by noticing that some parts of the histogram are empty. The prover, however,
must claim they are non-empty in order to be consistent with previous answers.

Therefore, the set sizes |Wi | can themselves be lower-bounded
using (a generalization of) the lower-bound protocol of [29].
In our VerifyHist protocol, given an input (S, f, s) and a
claimed ε-histogram h for D = fP
(US ), the verifier first checks
that h is a valid histogram (i.e., 0≤j≤m h(j) = 1), and then
the parties are engaged in the following two steps:
Preimage test:
1) The parties run the uniform sampling protocol of [27],
to sample ` random elements y1 , . . . , y` from D =
f (US ).
¯
¯
2) ¯The prover
sends s1 = ¯f −1 (y1 )¯ , . . . , s` =
¯
¯f −1 (y` )¯ to the verifier.
3) The parties run in the set lower-bound protocol of [29]
to verify that |f −1 (yi )| ≥ si for all i.
4) The verifier constructs the histogram hemp induced by
s1 , . . . , s` , and aborts if W1(h, hemp ) is too large.
Image test: For i ∈ [m], the parties run the lower-bound
protocol to verify that |Wi | ≥ wih .
In the following we assume that the verifier did not reject, and
we deduce that h must be close to the true histogram hf in the
1st Wasserstein distance. As in the case of regular functions
explained above, the preimage test prevents the prover from
claiming that preimages are significantly larger than they
actually are (otherwise, W1(h, hemp ) would be large). This
yields that the following holds (ignoring small terms) for every
i ∈ [m]:
i
X

afi :=

hf (j) ≥ ai :=

0≤j≤i

The above yields that
X

X

h(j)

(1)

0≤j≤i

(afi − ai ) = W1(hf , h),

0≤i≤m : afi >ai

and in particular there exists an index i∗ ∈ {0, . . . , m} such
that afi∗ − ai∗ P
≥ W1(hf , h)/m.7 SinceP
h is a valid histogram,
f
h(j)
=
1
=
it holds that
0≤j≤m
0≤j≤m h (j), which
together with the above equation yield that
X
(h(j) − hf (j)) ≥ W1(hf , h)/m
(2)
i∗ <j≤m
0
Let hP
be an ε-histogram of D and let 0 ≤ lb ≤ ub ≤ m. Note
that lb≤j≤up h0 (j) · 2jε is, essentially, the number according
to h0 of the elements y ∈ Supp(D) with log1+ε PrD1(y) ∈
P
[lb, ub). It follows that lb≤j≤up (hf (j)−h(j))·2jε measures
the difference between the number of elements in this range
according to these two histograms. Equation 1 yields that the
following holds.

Claim
II.3. For every 0 ≤ i ≤ m it holds that
P
f
jε
≤ 2i·ε · (afi − ai ).
0≤j≤i (h (j) − h(j)) · 2
7 Throughout this informal presentation we are using rather rough bounds.
For tighter analysis, see the formal proof in ??.

Proof Sketch. By “pushing” the weights in hf as far up towards
the i’th “bin” while maintaining the invariant of Equation 1,
ff such that:
we derive an histogram h
P
P
f
jε
ff (j) · 2jε , and
1)
≤ 0≤j≤i h
0≤j≤i h (j) · 2
P
jε
ff
2)
= 2i·ε · (afi − ai ).
0≤j≤i (h − h(j)) · 2
P
P
ff − h(j)) ·
Hence,
(hf (j) − h(j)) · 2jε ≤
(h
0≤j≤i

¤

It follows that
h
|Wm | − wm
X
=
(hf (j) − h(j)) · 2jε

∗

≤ 2i

·ε

X

(hf (j) − h(j)) · 2jε +

0≤j≤i∗

· (afi∗ − ai∗ ) +

X

[7]

[8]

0≤j≤m

X

[6]

0≤j≤i

2jε = 2i·ε · (afi − ai ).

=

[5]

(hf (j) − h(j)) · 2jε

i∗ <j≤m

(hf (j) − h(j)) · 2jε

[9]
[10]

i∗ <j≤m
∗

≤ 2i

·ε

· W1(hf , h)/m +

X

(hf (j) − h(j)) · 2jε .

i∗ <j≤m

[11]

In addition, the ”Image test” of the protocol yields (for the
h
right choice of parameters) that wm
− |Wm | ≤ δ · |Wm | ≤
mε
δ · 2 , where δ > 1/ poly(n) is to be determined below.
[12]
Hence,
X
∗
∗
(h(j) − hf (j)) · 2(j−i )ε ≤ 2(m−i )ε · δ + W1(hf , h)/m
[13]
i∗ <j≤m
(3)
In the following we assume without loss of generality that [14]
h(m) − hf (m) ≥ W1(hf , h)/m3 (otherwise, we carry the
same calculation for the maximal m0 < m with this property)
and assume towards a contradiction that W1(hf , h) ∈ Ω(ε).
By setting δPsufficiently small (e.g., O(∆ε/m4 )), Equation 3
yields that i∗ <j≤m (h(j) − hf (j)) < ∆/m in contradiction
to Equation 2.
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I. Damgård, O. Goldreich, T. Okamoto, and A. Wigderson. Honest verifier vs. dishonest verifier in public coin
zero-knowledge proofs. In Advances in Cryptology –
CRYPTO ’95, volume 963 of Lecture Notes in Computer
Science, pages 325–338. Springer, 1995.
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