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Abstract
In a multi-party fair coin-flipping protocol, the parties
output a common (close to) unbiased bit, even when
some corrupted parties try to bias the output. In this
work we focus on the case of dishonest majority, ie at
least half of the parties can be corrupted. [18] [STOC
1986] has shown that in any m-round coin-flipping
protocol the corrupted parties can bias the honest
parties’ common output bit by Θ(1/m). For more
than two decades the best known coin-flipping protocols
against majority was the protocol of [9] [Manuscript
1985], who
√ presented a t-party, m-round protocol with
bias Θ(t/ m). This was changed by the breakthrough
result of [40] [TCC 2009], who constructed an mround, two-party coin-flipping protocol with optimal
bias Θ(1/m). Recently, [30] [STOC 14] constructed
an m-round, three-party coin-flipping protocol with
bias O(log3 m/m). Still for the case of more than
three parties, against arbitrary number of corruptions,
√
the best known protocol remained the Θ(t/ m)-bias
protocol of [9].
We make a step towards eliminating the above gap,
presenting a t-party,
m-round coin-flipping protocol,
√
t3 ·2t · log m
with bias O( 1/2+1/(2t−1 −2) ). This improves upon the
m
√
Θ(t/ m)-bias protocol of [9] for any t ≤ 1/2 · log log m,
1
and in particular for t ∈ O(1), this yields an 1/m 2 +Θ(1) bias protocol.
For the three-party case, this yields
√
an O( log m/m)-bias protocol, improving over the the
O(log3 m/m)-bias protocol of [30]. Our protocol generalizes that of [30], by presenting an appropriate “defense protocols” for the remaining parties to interact in,
in the case that some parties abort or caught cheating
([30] only presented a two-party defense protocol, which
limits their final protocol to handle three parties).

Nissan Levi†

Eliad Tsfadia†

We analyze our new protocols by presenting a
new paradigm for analyzing fairness of coin-flipping
protocols. We map the set of adversarial strategies that
try to bias the honest parties outcome in the protocol
to the set of the feasible solutions of a linear program.
The gain each strategy achieves is the value of the
corresponding solution. We then bound the the optimal
value of the linear program by constructing a feasible
solution to its dual.
Keywords: coin-flipping; fair computation; stopping
time problems
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Introduction

In a multi-party fair coin-flipping protocol, the parties
wish to output a common (close to) unbiased bit, even
though some of the parties may be corrupted and try to
bias the output. More formally, such protocols should
satisfy the following two properties: first, when all parties are honest (i.e., follow the prescribed protocol), they
all output the same bit, and this bit is unbiased (i.e.,
uniform over {0, 1}). Second, even when some parties
are corrupted (i.e., collude and arbitrarily deviate from
the protocol), the remaining parties should still output
the same bit, and this bit should not be too biased
(i.e., its distribution should be close to uniform over
{0, 1}). We emphasize that unlike weaker variants of
coin-flipping protocol known in the literature, the honest parties should always output a common bit, regardless of what the corrupted parties do, and in particular
they are not allowed to abort if a cheat was detected.
When a majority of the parties are honest, efficient
and completely fair coin-flipping protocols are known as
a special case of secure multi-party computation with
an honest majority [13].1 However, when there is no
honest majority, the situation is more complex.
Negative results. Cleve [18] showed that for any
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1 Throughout, we assume a broadcast channel is available to
the parties.

via a simple reduction.
Positive results. Awerbuch, Blum, Chor, Goldwasser, and Micali [9] showed, that if one-way functions exist, a simple m-round majority protocol can be
used √
to derive a t-party coin-flipping protocol with bias
Θ(t/ m).2
For more than two decades, Awerbuch et al.’s protocol was the best known fair coin-flipping protocol (without honest majority), under any hardness assumption
and for any number of parties. In their breakthrough
result, Moran, Naor, and Segev [40] constructed an mround, two-party coin-flipping protocol with optimal
bias of Θ(1/m). In a subsequent work, Beimel, Omri,
and Orlov [10] extended the result of [40] for the multiparty case in which less than 32 of the parties can be
corrupted. More specifically, for any ` < 23 · t, they
2`−t

presented an m-round, t-party protocol, with bias 2 m
against (up to) ` corrupted parties. Recently, Haitner
and Tsfadia [30] constructed an m-round, three-party
coin-flipping protocol with bias O(log3 m/m) against
two corruptions. In a subsequent work, Alon and Omri
[3] presented for any t ∈ O(1), an m-round, t-party
coin-flipping protocol, with bias O(log3 m/m) against
` < 3t/4 corrupted parties. (All the above results hold
under the assumption that oblivious transfer protocols
exist.) Yet, for the case of more than three parties (and
unbounded number√of corruptions), the best known protocol was the Θ(t/ m)-bias protocol of [9].
1.1 Our Result Our main result is a new multiparty coin flipping protocol.
Theorem 1.1. (main theorem, informal)
Assuming the existence of oblivious transfer protocols, then for any m = m(n) ≤ poly(n) and
t = t(n) ≤ o(log m), there exists an m-round,√ t-party
t3 ·2t · log m
coin-flipping protocol, with bias O( 1/2+1/
(2t−1 −2) )
m
(against t − 1 corrupted parties).
√
The above protocol improves upon the Θ(t/ m)-bias
protocol of Awerbuch et al. [9] for any t ≤ 12 · loglog m.
1
For t ∈ O(1), this yields an 1/m 2 +Θ(1) -bias protocol.√ For the three-party case, the above yields an
O( log m/m)-bias protocol, improving over the the
O(log3 m/m)-bias protocol of Haitner and Tsfadia [30].

We analyze the new protocol by presenting a new
paradigm for analyzing fairness of coin-flipping protocols. We upper bound the bias of the protocol by upperbounding the value of a linear program that characterizes it: there exists an onto mapping from the set of
adversarial strategies that try to bias the honest parties
outcome in the protocol, to the set of the program’s feasible solutions, such that the gain a strategy achieves is,
essentially, the value of the solution of the program it is
mapped to. See Section 1.3 for more details.
1.2 The New Multi-Party Fair Coin-Flipping
Protocol Our fair-flipping protocol follows the
paradigm of Haitner and Tsfadia [30]. In the following
we focus on fail-stop adversaries, ones that follow the
protocol description correctly and their only adversarial
action is abort prematurely (forcing the remaining
parties to decide on their common output without
them). Compiling a protocol secure against such failstop adversaries into a protocol of the same bias that
is secure against any polynomial-time adversary, can
be done using standard cryptographic tools assuming
the existence of one-way functions. We also assume
that the parties can securely compute with abort any
efficient functionality — The only information a party
obtains from such a computation is its local output
(might be a different output per party). The order
of which the outputs are given, however, is arbitrary.
In particular, a party that aborts after obtaining its
own output, might prevent the remaining parties to
get their outputs. For every efficient functionality,
a constant-round protocol that securely compute it
with abort can be constructed using oblivious transfer
protocol, a commonly used primitives implied by
standard cryptographic assumption, e.g., the decisional
quadratic residuosity problem is hard (over certain
groups).
The protocol of Haitner and Tsfadia [30] enhances
the basic majority coin-flipping protocol of Awerbuch
et al. [9] with defense protocols for the remaining parties
to interact in, if some of the parties abort. We consider
the following generalization of the [30] m-round protocol
for arbitrary number of parties. The functionality
0
Defense and the sub-protocols {Πt }t0 <t used in the
protocol are specified later.
b t = (P1 , P2 , . . . , Pt ))
Protocol 1.1. (Π

2 The

result of Awerbuch et al. [9] was never published, and
it is contributed to them by Cleve [18] who analyzed the twoparty case. Cleve [18] analysis extends to the many party case in
a straightforward manner. The protocol of [18] is using family
of trapdoor permutations, but the latter were only needed to
construct commitment schemes, which we currently know how
to construct from any one-way function [32, 33, 41].

For i = 1 to m:
1. Every proper subset of parties Z ( {P1 , P2 , . . . , Pt }
securely compute Defense|Z| (). Let share#z,Z be the
output party Pz got back from this call.
2. The parties securely compute Coin() that returns a

common uniform {−1, 1} coin ci .
Pm
Output: All parties output sign( i=1 ci ).
Abort: Let Z ( {P1 , . . . , Pt } be the remaining (nonaborting) parties. To decide on a common output, the
parties in Z interact in the “defense” protocol Π|Z| ,
where party Pz private input is share#z,Z . Where if Z =
{Pz } (i.e., only a single non-aborting party remained),
the party Pz outputs share#z,Z .
Namely, the parties interact in an m-round majority
protocol. Taking an odd value of m yields that if
all parties are honest then they all output the same
unbiased bit.
To instantiate the above protocol one needs to
0
0
define the functionality Defenset and the protocol Πt ,
for all t0 < t. But first let’s discuss whether we need
these functionality and protocols at all. That is, why
not simply instruct the remaining parties to re-toss the
coin ci if some parties abort in Step 2 of the i’th round.
This is essentially the vanilla protocol of Awerbuch et al.
[9], and it is not hard to get convinced that a malicious
(fail-stop)
party can bias the output of the protocol by
√
of m √
unbiased
Θ(1/ m). To see that, note that the sum √
{−1, 1} coins is roughly uniform over [− m, m]. In
particular,
the probability that the sum is in {−1, 1} is
√
Θ(1/ m). It follows that if a party aborts after seeing
in Step 2 of the first round that c1 = 1, and by that
causing the remaining parties to re-toss c1 , it biases
√ the
final outcome of the protocol towards 0 by
Θ(1/
m).
√
To
improve
upon
this
1/ m
barrier,
[30] have defined Defense such that the ex0
t0
pected
outcome
of
Πt (Defense(1
))
equals
h
i
P
δi = Pr sign( j cj ) = 1|c1 , . . . , ci for every t0 .
Namely, the expected outcome of the remaining parties
has not changed, if some parties abort in Step 2 of
the protocol.3 The above correlation of the defense
values returned by Defense in Step 1 and the value
of ci returned by Coin in Step 2, however, yields that
they give some information about ci , and thus the
(only) weak point of the protocol has shifted to Step 1.
Specifically, the bias achieved by aborting in Step 1 of
round i is the difference between δi−1 , the expected
value of the protocol given the coins c1 , . . . , ci−1 flipped
in the previous rounds, and the expected outcome of
the protocol given these coins and the defense values
given to the corrupted parties in Step 1. If done
3 The above definition requires Defense to share a (secret) state
with Coin, since both functionalities are defined with respect to
the same coin ci . This non-standard requirement is only for the
sake of presentation, and in the actual protocol we replace it with
stateless functionalities that share, and maintain, their “state” by
secret sharing it between the parties. See Section 3.

properly, only limited information about ci is revealed
in Step 1, and thus attacking there is not as effective as
attacking in Step 2 of the vanilla (no defense) protocol.
For t = 2, [30] have set the defense for the remaining
party to be a bit bi that is set to 1 with probability
δi . Namely, if a party aborts in Step 2 of the i’th
round, the other party output 1 with probability δi ,
and 0 otherwise. Since E [bi ] = δi , attacking in Step 2
(in any round) of the protocol is useless. Moreover,
since bi only leaks “limited information” about δi (and
thus about ci ), it is possible to show that attacking in
Step 1 (in any round) biases the protocol by (δi − δi−1 )2
(to compare to the (δi − δi−1 ) bias achieved in Step 2
of the vanilla protocol). These observations yield (see
Section 1.3) that the protocol’s bias is polylog(m)/m.4
Generalizing the above for even t = 3, however, is nontrivial. The defense values of the remaining parties
should allow them to interact in a fair protocol Π2 of
expected outcome δi . Being fair, protocol Π2 should
contain a defense mechanism of its own to avoid one
of the remaining parties to bias its outcome by too
much (this was not an issue in the the case t = 1, in
which there is only one remaining party). Actually,
designing a Defense functionality and a protocol Π2 , in
a way that the defense values returned by Defense do
not reveal ci completely,
and thus turning the protocol
√
to be of bias 1/ m, is already non-trivial. Yet, [30]
managed to find such an implementation of the Defense
functionality and Π2 that yield a polylog(m)/m-bias
protocol.5 The rather complicated approach use by [30],
however, was very tailored for the case that defense subprotocol Π2 is a two-party protocol. In particular, it
critically relies on the fact that in a two-party protocol
there is no defense sub-protocol (rather, the remaining
party decides on its output by its own). We take
a very different approach to implement the Defense
0
functionality and its accompanied defense protocol Πt .6
Algorithm 1.1. (The Defense functionality)
0

Input: 1t
//Recall that c1 , . . . , ci−1 are the coins flipped in the
previous rounds, ci is the hcoin to be output in this round
i
P
call to Coin, and δi = Pr sign( j cj ) = 1|c1 , . . . , ci .

4 More precisely, this bound was proved for the weighted
variant of the above protocol, where in round i the functionality
Coin returns the sum of m−i+1 independent coins. See Section 3.
5 The analysis we employ in this paper, see Section 1.3, shows
that
√ the bias of (a simple variant of) the [30] protocols is actually
log m/m.
6 For subsets of size two, we are still using the mechanism of
[30] that handles such subsets better. We ignore this subtlety for
the sake of the introduction.

1. Let δi0 = δi +N oise, where N oise is random variable case an abort happens in the reconstruction step. As in
of expectation 0.
the two-party protocol we mentioned before, the use of
Defense reduces the bias from δi − δi0 to (δi − δi0 )2 . This
#1
#t0
0
0
2. Let share , . . . , share
be t -out-of-t secret shar- limitation dictates us to choose N oise of bounded variing of δi0 .7 Return share#i to the i’th party.
ance. But when using such a N oise function, we are no
longer in the situation where δi0 does not leak significant
Namely, Defense computes a noisy version of δi and
b t vulnerable
information about δi , making the protocol Π
secret-share the result between the calling parties.
to aborting attacks. Actually, the situation is even more
0
b t makes the
complicated, non-optimal t-party protocol Π
Protocol 1.2. (Πt = (P1 , P2 , . . . , Pt0 ))
sub-protocols
used
when
an
abort
occurs
even
less optiInput: Party Pz ’s input is share#z .
mal. The solution is to choose a variance of N oise that
1. Each party Pz sends its input share#z to the other compromises between these two contradicting requireL t0
ments. For not too large t, the right choice of parameparties, and all parties set δ 0 = z=1 share#z .
ters yields a protocol of√the claimed biased, significantly
0
improving over the (1/ m)-bias vanilla protocol.
bt :
2. Continue as the δ 0 -biased version of Protocol Π
• Coin sets the coin ci to be 1 with probability
1/2 + ε (rather than 1/2), for ε ∈ [−1, 1] being
the value such that δ 0 is the probability that the
sum of m independent (1/2+ε)-biased {−1, 1}
coins is positive.
• The definition of Defense is changed accordingly to reflect this change in the bias of the
coins.
Since E [N oise] = 0, the expected outcome of
0
0
Πt (Defense(1t )) is indeed δi . Note that since the corrupted parties can use their shares to reconstruct the
value of δi0 sampled in the all-corrupted calls to Defense
(those calls made by subsets in which all parties are corrupted), the values returned by Defense do leak some
information about δi , and thus about the coin ci . But
if N oise is “noisy enough” (i.e., high enough variance),
then δi0 does not leak too much information about δi .
b t roHence, by taking noisy enough N oise, we make Π
bust against a single abort (this is similar to the twoparty protocol). On its second abort, however, an
attacker is actually attacking the above sub-protocol
0
Πt , which provides the attacker a very effective attack
opportunity: the attacker who is first to reconstruct
δ 0 = δi0 , can choose to abort and by that make the remaining parties to continue with an execution whose expected outcome is δi . Hence, it can bias the protocol’s
outcome by δi −δi0 . If δi0 is with high probability far from
δi , this makes the resulting protocol unfair. A partial
solution for this problem is to defend the reconstruction
of δ 0 in a similar way to how we defend the reconstruction of the coin ci ; before reconstruction the value of δ 0 ,
call (a variant of) Defense to defend the parties in the
{share#i } are uniform strings conditioned on
#i
= δi0 . (We assume for simplicity that δi0 has
i=1 share
a short binary representation.)
7 I.e.,

Lt0

1.3 Proving Fairness via Linear Program The
security of (any instantiation) of Protocol 1.1 described
in the previous section, easily reduced to the value of
the appropriate online binomial game, first considered
by [30].
Online binomial games. An m-round onlinebinomial game is a game between the (honest, randomized) challenger and an all-powerful player. The game is
played for m rounds. At round i, the challenger tosses
an independent {−1, 1} coin ci . The final outcome of
the game is set to one if the overall sum of the coins
is positive. Following each round, the challenger sends
the player some information (i.e., hint) about the outcome of the coins tossed until this round. After getting
the hint, the player decides whether to abort, or to continue playing. If aborts, the game stops and the player
is rewarded with δi−1 — the probability that the output of the game is one given coins c1 , . . . , ci−1 . If never
aborted, the player is rewarded with the (final) outcome
of the game.8 The bias of an m-round game Gm , denoted Bias(Gm ), is the advantage the best all-powerful
player achieves over the passive (non-aborting) player,
namely its expected reward minus 12 .
The connection between such line Binomial games
b t described in the
and the coin-flipping protocols Π
previous section is rather straightforward. Recall that
an adversary controlling some of the parties in an
b t gains nothing by aborting
execution of Protocol Π
in Step 2, and thus we can assume without loss of
generality that it only aborts, if ever, at Step 1 of some

8 A different and somewhat more intuitive way to think about
the game is as follows. In each round, after getting the hint, the
player can instruct the challenger to re-toss the current round
coin, but it can only do that at most once during the duration of
the game. After the game ends, the player is rewarded with its
final outcome.

rounds.9 Recall that the gain achieved from aborting
in Step 1 of round i is the difference between δi−1 ,
here the expected outcome of the protocol given the
coins c1 , . . . , ci−1 flipped in the previous rounds, and
the expected outcome of the protocol given these coins,
and the defense values given to the corrupted parties in
Step 1. It follows that the maximal bias obtained by a
single abort, is exactly the bias of the online binomial
game, in which the hints are set to the defense values
of the corrupted parties. The biased achieved by t
aborts in the protocol, is at most t times the bias of
the corresponding game.
Bounding online binomial games via a linear
program. Upperbounding the bias of even a rather
simple binomial game is not easy. In general, our
problem fits in the well studied area of stopping-time
problems, and our goal is to upperbound the value of the
optimal stopping strategy. Specifically, in our problem
it is hard to take advantage of the fact that the player
does not know beforehand which round will yield him
the largest gain. A pessimistic approach, taken in [30],
is to consider non-adaptive players that can only abort
in a predetermined round, and then upperbound general
players using a union bound. This approach effectively
assumes the player is told the round it is best to abort,
and as we prove here misses the right bound by a polylog
factor. We take a different approach. The idea is to
map the set of all possible strategies of the game into
feasible solutions to a linear formulation. The bias each
strategy achieves is equal to the objective value of the
corresponding solution. We then use duality to bound
the maximal value of the LP. Interestingly, we also prove
the other direction: each feasible solution to the LP
corresponds to a possible strategy of the game. This
shows that bounding the value of the linear formulation
is actually equivalent to bounding the value of the best
strategy in the game.
The intuition of the linear formulation is simple.
For a given binomial game we consider all possible
states. Specifically, each state u is characterized by the
the current round, i, the sum of coins tossed so far (in
the first i − 1 rounds), b, and the hint h given to the
strategy. We use the notation u = hi, b, hi. For each
state u, let pu be the probability that the game visits
state u. For two nodes u, v let pv|u be the probability
that the game visits v given that it visits state u. We
also write u < v to indicate that the round of v is
strictly larger than the round of u. For a given state
v let cv be the expected outcome of the game given that

the strategy aborts at state v. Given a strategy S, let
aSv be the marginal probability that the strategy aborts
at state v. It is easy to see that the bias achieved by
strategy S can be written as:
X
1
Biasm (S) =
aSv · cv −
2
v∈U

Next, we build a linear formulation whose variables are the marginal probabilities av , capturing the
probability that a strategy aborts at state v. One
clear constraint on the variables is that the variables
av are non-negative. Another obvious constraint is that
av can never be larger than pv , the probability that
the game
P visits state v. A more refined constraint is
av + u|u<v au · pv|u ≤ pv . Intuitively, this constraint
stipulates that the marginal probability of aborting at
state v plus the probability that the game visits v and
the strategy aborted in a state u < v, cannot exceed the
probability that the game visits v. We prove that this
is indeed a valid constraint for any strategy and also
that any solution that satisfies this constraint can be
mapped to a valid strategy. As all our constraints and
the objective function are linear, this gives us a linear
program that characterizes all strategies.
Formulating the linear program is just the first
step. Although there are many methods for solving
(exactly) a specific linear program, we are interested
in (bounding) the asymptotic behavior of the optimal
solution of the program as a function of m. To
bound the solution we construct an asymptotic feasible
solution to the dual program. This gives (by weak
duality) an upper bound on the optimal bias obtained
by any strategy.

1.4 Additional Related Work Cleve and Impagliazzo [19] showed that in the fail-stop model any√twoparty m-round coin-flipping protocol has bias Ω(1/ m);
adversaries in this model are computationally unbounded, but they must follow the instructions of the
protocol, except for being allowed to abort prematurely.
Dachman-Soled et al. [20] showed that the same holds
for o(n/ log n)-round protocols in the random-oracle
model — the parties have oracle access to a uniformly
chosen function over n bit strings.
There is a vast literature concerning coin-flipping
protocols with weaker security guarantees. Most notable among these are protocols that are secure with
abort. According to this security definition, if a cheat
is detected or if one of the parties aborts, the remaining parties are not required to output anything. This
9 Actually, in an inner sub-protocols Πt0 the attacker can also
form of security is meaningful in many settings, and it
aborts in the steps where δ 0 is reconstructed. But bounding the
effect of such aborts is rather simple, comparing to those done is is typically much easier to achieve; assuming one-way
functions exist, secure-with-abort protocols of negligiStep 1, and we ignore such aborts from the current discussion.

ble bias are known to exist against any number of corrupted parties [15, 31, 42]. To a large extent, one-way
functions are also necessary for such coin-flipping protocols [14, 28, 35, 38].
Coin-flipping protocols were also studied in a variety of other models. Among these are collective coinflipping in the perfect information model : parties are
computationally unbounded and all communication is
public [4, 12, 22, 44, 45], and protocols based on physical assumptions, such as quantum computation [1, 5, 6]
and tamper-evident seals [39].
Perfectly fair coin-flipping protocols (i.e., zero bias)
are a special case of protocols for fair secure function
evaluation (SFE). Intuitively, the security of such protocols guarantees that when the protocol terminates,
either everyone receives the (correct) output of the functionality, or no one does. While Cleve [18]’s result yields
that some functions do not have fair SFE, it was recently
shown that many interesting function families do have
(perfectly) fair SFE [26, 7, 8].
1.5 Open Problems Finding the the optimal bias
t-party coin-flipping protocol for t > 2, remained the
main open question in this area. While the gap between
the upper and lower bound
√ for the three-party case is
now quite small (i.e., O( log m) factor), the gap for
t > 3 is still rather large, and
√ for t > loglog m/2 the
best protocol remained the t/ m-bias protocol of [9].
Acknowledgment We thank Eran Omri for very useful discussions.
Paper Organization Notations and the definitions
used throughout the paper are given in Section 2. Our
coin-flipping protocol along with its security proof are
given in Section 3. The proofs given in Section 3 rely
of claims and lemmas omitted in this version. For more
details refer to Buchbinder et al. [16].
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Preliminaries

2.1 Notation We use calligraphic letters to denote
sets, uppercase for random variables and functions,
lowercase for values, boldface for vectors and capital
boldface for matrices. All logarithms considered here
are in base two. For a vector v, we denote its i-th entry
by vi or v[i]. For a ∈ R and b ≥ 0, let a ± b stand for the
interval [a − b, a + b]. Given sets S1 , . . . , Sk and k-input
function f , let f (S1 , . . . , Sk ) := {f (x1 , . . . , xj ) : xi ∈
Si }, e.g., f (1 ± 0.1) = {f (x) : x ∈ [.9, 1.1]}. For n ∈ N,
let [n] := {1, . . . , n} and (n) := {0,
P . . . , n}. Given a
vector v ∈ {−1, 1}∗ , let w(v) :=
i∈[|v|] vi . Given a
∗
vector v ∈ {−1, 1} and a set of indexes I ⊆ [|v|], let
vI = (vi1 , . . . , vi|I| ) where i1 , . . . , i|I| are the ordered

elements of I. We let the XOR of two integers, stands
for the bitwise XOR of their bit representations, and we
let sign : R 7→ {0, 1} be the function that outputs one
on non-negative input and zero otherwise.
Distributions. Given a distribution D, we write
x ← D to indicate that x is selected according to
D. Similarly, given a random variable X, we write
x ← X to indicate that x is selected according to X.
Given a finite set S, we let s ← S denote that s is
selected according to the uniform distribution on S.
The support of a distribution D over a finite set U,
denoted Supp(D), is defined as {u ∈ U : D(u) > 0}.
The statistical distance of two distributions P and Q
over a finite set U, denoted P
as SD(P, Q), is defined as
maxS⊆U |P (S) − Q(S)| = 12 u∈U |P (u) − Q(u)|.
For δ ∈ [0, 1], let Ber(δ) be the Bernoulli probability distribution over {0, 1}, taking the value 1 with
probability δ and 0 otherwise. For ε ∈ [−1, 1], let Cε
be the Bernoulli probability distribution over {−1, 1},
taking the value 1 with probability 21 (1 + ε) and −1
otherwise. For n ∈ N and ε ∈ [−1, 1], let Cn,ε be the
binomial distribution induced by the sum of n independent random variables, each distributed according to
Cε . For n ∈ N, ε ∈P[−1, 1] and k ∈ Z, let Cbn,ε (k) :=
n
Prx←Cn,ε [x ≥ k] =
t=k Cn,ε (t). For n ∈ N and δ ∈
−1
b
[0, 1], let Cn (δ) be the value ε ∈ [−1, 1] with Cbn,ε (0) =
δ. For n ∈ N, ` ∈ [n] and p ∈ {−n, . . . , n}, define
the hyper-geometric probability distribution HG n,p,` by
HG n,p,` (k) := PrI [w(vI ) = k], where I is an `-size
set uniformly chosen from [n] and v ∈ {−1, 1}n with
d n,p,` (k) := Prx←HG
w(v) = p. Let HG
[x ≥ k] =
n,p,`
P`
HG
(t).
Let
Φ
:
R
→
7
(0,
1)
be
the
cumulan,p,`
t=k
tive distribution function of the standard
normal
disR ∞ t2
tribution, defined by Φ(x) := √12π x e− 2 dt. Finally,
2
for n ∈ N and
Pni ∈ [n], let `n (i) := (n + 1 − i) and
sumn (i) :=
j=i `n (j). We summarize the different
notations used throughout the paper in the following
tables.
2.2

Facts About the Binomial Distribution

Fact 2.1. (Hoeffding’s inequality for {−1, 1})
Let n, t ∈ N and ε ∈ [−1, 1]. Then
t2

Prx←Cn,ε [|x − εn| ≥ t] ≤ 2e− 2n .
Proof. Immediately follows by [34].
The following proposition is proven in [29].
Proposition 2.1. Let n ∈ N, t ∈ Z and ε ∈ [−1, 1] be
3
2
such that t ∈ Supp(Cn,ε ), |t| ≤ n 5 and |ε| ≤ n− 5 . Then
r
(t−εn)2
2 1
Cn,ε (t) ∈ (1 ± error) ·
· √ · e− 2n ,
π
n

|t|3
n2

 
Proposition 2.6. Let n ∈√N, ` ∈ [ n2 ], p, k ∈ √
[n] and
λ > 0 be such that |p| ≤ λ· n log n and |k| ≤ λ· ` log `
d n,p,` (k). Then for every m ≥ ` it holds
and let δ = HG
For the proof of the following propositions refer to
that
Buchbinder et al. [16].
p·`
−k
−1
Proposition 2.2. Let n ∈ N, ε ∈ [−1, 1] and let
Cbm
± error,
(δ) ∈ q n
µ := Ex←Cn,ε [x] = ε · n. Then for every k > 0 it holds
m · `(1 − n` )
that




log1.5 `
1. Ex←Cn,ε ||x−µ|≤k (x − µ)2 ≤ Ex←Cn,ε (x − µ)2 ≤ where error = ϕ(λ) · √m·` for some universal function
ϕ.
n.
√
2. Ex←Cn,ε ||x−µ|≤k [|x − µ|] ≤ Ex←Cn,ε [|x − µ|] ≤ n. 2.4 Multi-Party Computation
for error = ξ · (ε2 |t| +
constant ξ.

1
n

+

+ ε4 n) and a universal

Proposition 2.3. Let n, n0 ∈ N, k ∈ Z, ε √
∈ [−1, 1]
and λ >q0 be such that n ≤ n0 , |k| ≤ λ · n log n, 2.4.1 Protocols The following discussion is restricted to no private input protocols (such restricted
|ε| ≤ λ · logn n , and let δ = Cbn,ε (k). Then
protocols suffice for our needs). A t-party protocol is
defined using t Turing Machines (TMs) P1 , . . . , Pt , havεn − k
ing the security parameter 1κ as their common input. In
Cbn−1
± error,
0 (δ) ∈ √
n · n0
each round, the parties broadcast and receive messages
1.5
log
n
on a broadcast channel. At the end of protocol, each
√
for error = ϕ(λ) · n·n0 and a universal function ϕ.
party outputs some binary string. The parties communicate in a synchronous network, using only a broad2.3 Facts About the Hypergeometric Distribucast channel: when a party broadcasts a message, all
tion
other parties see the same message. This ensures some
Fact 2.2. (Hoeffding’s inequality) Let ` ≤ n ∈ consistency between the information the parties have.
N, and p ∈ Z with |p| ≤ n. Then
There are no private channels and all the parties see
all the messages, and can identify their sender. We do
t2
Prx←HG n,p,` [|x − µ| ≥ t] ≤ e− 2` ,
not assume simultaneous broadcast. It follows that in
each round, some parties might hear the messages sent
for µ = Ex←HG n,p,` [x] = `·p
n .
by the other parties before broadcasting their messages.
Proof. Immediately follows by [46, Equations (10),(14)]. We assume that if a party aborts, it first broadcasts the
message Abort to the other parties, and without loss of
For the proof of the following propositions refer to generality only does so at the end of a round in which it
Buchbinder et al. [16].
is supposed to send a message. A protocol is efficient,
n
if its parties are pptm, and the protocol’s number of
Proposition 2.4. Let n ∈ N,
√ ` ∈ [ 2 ], p, t ∈√Z and rounds is a computable function of the security paramλ > 0 be such that |p| ≤ λ · n log n, |t| ≤ λ · ` log `
eter.
and t ∈ Supp(HG n,p,` ). Then
This work focuses on efficient protocols, and on mar
p` 2
(t−
)
n
licious,
non-adaptive ppt adversaries for such protocols.
−
2
1
`
·q
· e 2`(1− n ) , An adversary is allowed to corrupt some subset of the
HG n,p,` (t) = (1 ± error) ·
π
`(1 − n` )
parties; before the beginning of the protocol, the adversary corrupts a subset of the parties that from now
1.5
for error = ϕ(λ) · log√` ` and a universal function ϕ.
on may arbitrarily deviate from the protocol. Theren
after, the adversary sees the messages sent to the corProposition 2.5. Let n ∈
√ N, ` ∈ [ 2 ], p, k ∈√[n] and rupted parties and controls their messages. We also
λ > 0 be such that |p| ≤ λ· n log n and |k| ≤ λ· ` log `. consider the so called fail-stop adversaries. Such adverThen
saries follow the prescribed protocol, but might abort


prematurely. Finally, the honest parties follow the inp·`
d n,p,` (k) ∈ Φ  qk − n  ± error,
HG
structions of the protocol to its completion.
`(1 − n` )
2.4.2 The Real vs. Ideal Paradigm The security
1.5
where error = ϕ(λ) · log√` ` for some universal function of multi-party computation protocols is defined using
ϕ.
the real vs. ideal paradigm [17, 24]. In this paradigm,

the real-world model, in which protocols is executed
is compared to an ideal model for executing the task
at hand. The latter model involves a trusted party
whose functionality captures the security requirements
of the task. The security of the real-world protocol
is argued by showing that it “emulates” the idealworld protocol, in the following sense: for any real-life
adversary A, there exists an ideal-model adversary (also
known as simulator) A such that the global output of
an execution of the protocol with A in the real-world
model is distributed similarly to the global output of
running A in the ideal model. The following discussion
is restricted to random, no-input functionalities. In
addition, to keep the presentation simple, we limit our
attention to uniform adversaries.10
The Real Model. Let π be an t-party protocol
and let A be an adversary controlling a subset C ⊆ [t]
of the parties. Let REALπ,A,C (κ) denote the output of
A (i.e., without loss of generality its view: its random
input and the messages it received) and the outputs
of the honest parties, in a random execution of π on
common input 1κ . Recall that an adversary is fail stop,
if until they abort, the parties in its control follow the
prescribed protocol (in particular, they property toss
their private random coins). We call an execution of π
with such a fail-stop adversary, a fail-stop execution.
The Ideal Model. Let f be a t-output functionality. If f gets a security parameter (given in unary),
as its first input, let fκ (·) = f (1κ , ·). Otherwise, let
fκ = f . An ideal execution of f with respect to an adversary A controlling a subset C ⊆ [t] of the “parties”
and a security parameter 1κ , denoted IDEALf,A,C (κ), is
the output of the adversary A and that of the trusted
party, in the following experiment.

α-secure computation. The following definitions
adopts the notion of α-secure computation [11, 25, 37]
for our restricted settings.
Definition 2.2. (α-secure computation) An efficient t-party protocol π computes a t-output functionality f in a α-secure manner [resp., against fail-stop
adversaries], if for every C ( [t] and every [resp., failstop] ppt adversary A controlling the parties indexed by
C,11 there exists a ppt A controlling the same parties,
such that
SD (REALπ,A,C (κ), IDEALf,A,C (κ)) ≤ α(κ),
for large enough κ. A protocol securely compute a
functionality f , if it computes f in a neg(κ)-secure
manner. The protocol π computes f in a simultaneous αsecure manner, if the above is achieved by a non-aborting
A.
Note that being simultaneous α-secure is a very strong
requirement, as it dictates that the cheating real adversary has no way to prevent the honest parties from getting their part of the output, and this should be achieved
with no simultaneous broadcast mechanism.
2.4.3

Fair Coin-Flipping Protocols

Definition 2.3. (α-fair coin-flipping) For t ∈ N
let CoinFlipt be the t-output functionality from {0, 1} to
{0, 1}t , defined by CoinFlipt (b) = b . . . b (t times). A
t-party protocol π is α-fair coin-flipping protocol, if it
computes CoinFlipt in a simultaneous α-secure manner.

Proving fairness. Haitner and Tsfadia [29] gave
an alternative characterization of fair coin-flipping
protocols against fail-stop adversaries. Specifically,
Lemma 2.1 below reduces the task of proving fairness
Experiment 2.1.
of a coin-flipping protocol, against fail-stop adversaries,
1. The trusted party sets (y1 , . . . , yt ) = fκ (X), where to proving the protocol is correct: the honest parties
X is a uniform element in the domain of fκ , and always output the same bit, and this bit is uniform in
sends {yi }i∈C to A(1κ ).
an all honest execution, and to proving the protocol is
unbiased: a fail-stop adversary cannot bias the output
2. A(1κ ) sends the message Continue/ Abort to the of the honest parties by too much.
trusted party, and locally outputs some value.
Definition 2.4. (correct coin-flipping protocols)
3. The trusted party outputs {o }
, for o being y A protocol is a correct coin flipping, if
i i∈[t]\C

i

i

if A instructs Continue, and ⊥ otherwise.
.....................................................
An adversary A is non-aborting, if it never sends the
Abort message.

10 All results stated in this paper, straightforwardly extend to
the non-uniform settings.

• When interacting with an fails-stop adversary controlling a subset of the parties, the honest parties
always output the same bit, and
• The common output in a random honest execution
of π, is uniform over {0, 1}.
11 The requirement that C is a strict subset of [t], is merely for
notational convinced.

Given a partial view of a fail-stop adversary, we
are interesting in the expected outcome of the parties,
conditioned on this and the adversary making no further
aborts.

manner: it sends a random output of f to the parties
in an arbitrary order. When a party gets its part of the
output, it instructs the trusted party to either continue
sending the output to the other parties, or to send them
the abort symbol (i.e., the trusted party “implements”
Definition 2.5. (view value) Let π be a protocol in f in a perfect non-simultaneous manner). All notions
which the honest parties always output the same bit given in Sections 2.4.2 and 2.4.3 naturally extend to the
value. For a partial view v of the parties in a fail-stop f -hybrid model, for any functionality f . In addition,
execution of π, let Cπ (v) denote the parties’ full view the proof of Lemma 2.1 straightforwardly extends to
in an honest execution of π conditioned on v (i.e., all this model. We also make use of the following known
parties that do not abort in v act honestly in Cπ (v)). fact.
Let valπ (v) = Ev0 ←Cπ (v) [out(v 0 )], where out(v 0 ) is the
Fact 2.3. Let f be a polynomial-time computable funccommon output of the non-aborting parties in v 0 .
tionality, and assume there exists a t-party, m-round,
Finally, a protocol is unbiased, if no fail-stop adver- α-fair coin-flipping protocol in the f -hybrid model, maksary can bias the common output of the honest parties ing at most k calls to f , were t, m, α and k, are funcby too much.
tion of the security parameter κ. Assuming there exist
computing OT, then there exists
Definition 2.6. (α-unbiased CF protocols) A t- a protocol for securely
2
a
t-party,
(O(k
·
t
)
+
m)-round,
(α + neg(κ))-fair coinparty, m-round protocol π is α-unbiased, if the following
flipping
protocol
(in
the
real
world).
holds for every fail-stop adversary A controlling the
parties indexed by a subset C ⊂ [t] (the corrupted
parties). Let V be the corrupted parties’ view in a
random execution of π in which A controls those parties,
and let Ij be the index of the j’th round in which A sent
an abort message (set to m + 1, if no such round). Let
Vi be the prefix of V at the end of the i’th round, letting
V0 being the empty view, and let Vi− be the prefix of
Vi with the i’th round abort messages (if any) removed.
Then


X
val(VIj ) − val(VI−j ) ≤ α,
E
V

j∈|C|

where val = valπ is according to Definition 2.5.
Lemma 2.1. ([29], Lemma 2.18) Let π be a correct,
1
,
α-unbiased coin-flipping protocol with α(κ) ≤ 21 − p(κ)
for some p ∈ poly, then π is a (α(κ) + neg(κ))-secure
coin-flipping protocol against fail-stop adversaries.
2.4.4

Oblivious Transfer

Definition 2.7. The 12 oblivious transfer (OT for
short) functionality, is the two-output functionality f
over {0, 1}3 , defined by f (σ0 , σ1 , i) = ((σ0 , σ1 ), (σi , i)).
Protocols the securely compute OT, are known under
several hardness assumptions (cf., [2, 21, 23, 27, 36, 43]).
2.4.5 f -Hybrid Model Let f be a t-output functionality. The f -hybrid model is identical to the real
model of computation discussed above, but in addition,
each t-size subset of the parties involved, has access to a
trusted party realizing f . It is important to emphasize
that the trusted party realizes f in a non-simultaneous

Proof. See in Buchbinder et al. [16].
3

The Many-Party Coin-Flipping Protocol

In Section 3.1, the many-party coin-flipping protocol
is defined in an hybrid model. The security of the
latter protocol is analyzed in Section 3.2. The (real
model) many-party coin-flipping protocol is defined and
analyzed in Section 3.3.
3.1 The Hybrid-Model Protocol The protocols
below are defined in an hybrid model in which the parties get joint oracle access to several ideal functionalities. We assume the following conventions about the
model: all functionalities are guaranteed to function
correctly, but do not guarantee fairness: an adversary
can abort, and thus preventing the honest parties from
getting their output, after seeing the outputs of the
corrupted parties in its control. We assume identified
abort: when a party aborts, its identity is revealed to
all other parties. We also assume that when the parties
make parallel oracle calls, a party that aborts in one of
these calls is forced to abort in all of them.
The protocols defined below will not be efficient,
even in the hybrid model, since the parties are required
to hold presentation of real numbers (which apparently
have infinite presentation), we handle this inefficiency
when defining the (efficient) real world protocol in
Section 3.3.
b defined next is our final (hybrid model)
Protocol Π
coin-flipping protocol. This protocol is merely a wrapper for protocol Π: the parties first correlate their private inputs using an oracle to the Defense functionality,
and then interact in Π with these inputs (protocol Π

and the functionality Defense are defined below). For
b tm is
m, t ∈ N, the t-party, O(m · t)-round protocol Π
defined as follows.
b1, . . . , P
b t ))
b tm = (P
Protocol 3.1. (Π
Oracle: Defense.
Common input: defense-quality parameter 1` .
Protocol’s description:
1. Let δ #1 , . . . , δ #t be t-out-of-t shares of 21 .
2. For every ∅ =
6 Z ⊆ [t], the parties jointly call
Defense(1m , 1t , 1` , Z, δ #1 , . . . , δ #t ), where 1m , 1t ,
1` , and Z are common inputs, and input δ #k is
provided by party Pk . Let δ #z,Z be the output of
b z returned by this call.
party P
3. The parties interact in Πtm = (P1 , P2 , . . . , Pt ) with
b z plays the role of Pz
common input 1` . Party P
#z,Z
with private input {δ
}∅6=Z⊆[t] .
Abort (during step 2): If there is a single remaining
party, it outputs an unbiased bit. Otherwise, the
b t0 (1` ) for t0 < t
remaining parties interact in Π
m
being the number of the remaining parties.
3.1.1 Protocol Πrm When defining Πrm , we make a
distinction whether the number of parties is two or
larger. We let Π2m be the two-party protocol ΠHT
m , which
is a variant of the of two-party protocol of [30] defined
in Section 3.1.5. For the many-party case (more than
two), we use the newly defined protocol given below.
This distinction between the two-party and many-party
cases is made for improving the bias of the final protocol,
and all is well-defined if we would have used the protocol
below also for the two-party case. On the first read,
we encourage the reader to ignore this distinction and
assume that the protocol below is also used for the twoparty case.
For m, r ≤ t ∈ N, the r-party, O(m · r)-round
protocol Πrm is defined as follows (the functionalities
Defense and Coin the protocol uses are defined in
Sections 3.1.2 and 3.1.3, respectively).
Protocol 3.2. (Πrm = (P1 , P2 , . . . , Pr ) (for r > 2))
Oracles: Defense, and Coin.
Common input: defense-quality parameter 1` .
Pz ’s inputs: {δ #z,Z }∅6=Z⊆[r] .12
Protocol’s description:
12 The

type of δ #z,Z vary according to |Z|. For |Z| = 1, δ #z,Z
is simply a {0, 1} bit, for |Z| ≥ 2 it has a more complicated
structure, see Section 3.1.3 for details.

1. For every ∅ 6= Z ( [r], the parties jointly
call Defense(1m , 1r , 1` , Z, δ #1,[r] , . . . , δ #r,[r] ), where
1m , 1r , 1` , Z are common inputs, and input δ #k,[r]
is provided by party Pk .
• For all z ∈ Z, party Pz updates δ #z,Z to the
value it got back from this call.
2. Each party Pz sends δ #z,[r] to the other parties.
Lr
• All parties set δ = z=1 δ #z,[r] .
3. For i = 1 to m:
(a) The
parties
jointly
Coin(1m , 1r , δ, c1 , . . . , ci−1 ).

call

#z
• For z ∈ Z, let (c#z
i , δi ) be the output of
party Pz return by Coin.

(b) For every ∅ 6= Z ( [r], the parties jointly
call Defense(1m , 1r , 1` , Z, δi#1 , . . . , δi#r ), where
1m , 1r , 1` , Z are common inputs, and the input
δi#k is provided by party Pk .
• For z ∈ Z, party Pz updates δ #z,Z to the
value it got back from this call.
(c) Each party Pz sends c#z
to the other parties.
i
• All parties set ci =

Lr

#z
z=1 ci .

Pm
Output: All parties output sign( i=1 ci ).
Abort: Let ∅ 6= Z ( [r] be the indices of the remaining
parties. If Z = {zk }, then the party Pk outputs δ #k,{k} .
Otherwise (|Z| ≥ 2), assume for ease of notation that
Z = [h] for some h ∈ [r − 1]. To decide on a common
output, the parties interact in Πhm = (P01 , . . . , P0h ) with
common input 1` , where party Pz plays the role of P0z
0
with private input {δ #z,Z }∅6=Z 0 ⊆Z .
That is, at Step 1 the parties use Defense to
be instructed what to do if some parties aborts in
the reconstruction of the value of δ that happens at
Step 2. If Step 1 ends successfully (no aborts), then the
expected outcome of the protocol is guaranteed to be
δ (even if some parties abort in he reconstruction of δ
done in Step 2). If an abort occurs in this Step 1, then
the remaining parties use their inputs to interact in a
protocol whose expected outcome is δ 0 , for δ 0 being the
input in the call to Defense that generated the parties’
input. The key point is that even though δ might be
rather far from δ 0 , the corrupted parities who only holds
parties information about δ (i.e., the output of Defense),
cannot exploit this gap too effectively.
A similar thing happens when flipping each of the
coins ci . The parties first use Coin and Defense to get

shares of the new coin ci and to get instructed what to
do if some parties abort in the reconstruction of ci . If
Step 3b ends successfully, then
expected outcome
Pthe
m
of the protocol is δi = Pr [sign( i=1 ci ) = 1 | c1 , . . . , ci ],
even if some parties abort in the reconstruction of ci . If
an abort occurs in Step 3b, then the remaining parties
use their inputs to interact in a protocol whose expected
outcome is δi−1 . Also in this case, the corrupted
parities cannot exploit the gap between δi and δi−1 too
effectively.
We note that in the recursive invocations done
in the protocol when abort happens, the number of
interacting parties in the new protocol is smaller. We
also note that all calls to the Defense functionality taken
is Step 1 / Step 3b are done in parallel. Hence, the
resulting protocol has indeed O(r · m) rounds.
Finally, the role of the input parameter ` is to
optimize the information the calls to Defense leak
through the execution of the protocol (including its subprotocols executions that take place when aborts happen). Recall (see discussion in the introduction) that
on one hand, we would like Defense to leak as little information as possible, to prevent an effective attack of
the current execution of the protocol. For instance, the
value return by Defense in Step 1, should not give too
much information about the value of δ. On the other
hand, a too hiding Defense will make an interaction done
in a sub-protocol, happens if an abort happens, less secure. Parameter ` is set to t in the parent call to the
b t and is kept
protocol done from the t-party protocol Π
to this value throughout the different sub-protocol executions, enables us to find the optimal balance between
these contradicting requirements. See Section 3.1.3 for
details.
3.1.2 The Coin Functionality Functionality Coin
performs the (non fair) coin-flipping operation done
inside the main loop of Π. It outputs shares of the i-th
round’s coin ci , and also shares for the value of expected
outcome of the protocol given ci .13
Recall that Ber(δ) is the Bernoulli probability distribution over {0, 1} the assigns 1 probability δ, that
Cε is the Bernoulli probability distribution over {−1, 1}
thatPassigns 1 probability 12 (1 + ε), that Cn,ε (k) =
n
Pr [ i=1 xi = k] for xi ’s that are i.i.d according to
Cε , and Cbn,ε (k) = Prx←Cn,ε [x ≥ k]. Also recall that
Cbn−1 (δ) is the value ε ∈ [−1, 1] with Cbn,ε (0) = δ, that
`m (i) = (m + 1 − i)2 (i.e., the number
Pn of coins tossed
at round i), and that summ (i) = j=i `m (j) (i.e., the
13 This

redundancy in the functionality description, i.e., the
shares of coins can be used to compute the the second part of
the output, simplifies the presentation of the protocol.

number of coins tossed after round i).
Algorithm 3.1. (Coin)
Input: Parameters 1m and 1r , δ ∈ [0, 1], and coins
c1 , . . . , ci−1 .
Operation:
−1
1. Let ε = Cbsum
(δ).
m (1)

2. Sample ci ← C`m (i),ε .
3. Let δi = Cbsumm (i+1),ε (−

Pi

j=1 cj )

4. Sample r uniform stringsLshare#1 , . . . , share#r conr
#i
ditioned on (ci , δi ) =
i=1 share , and return
#i
party Pi the share share .
3.1.3 The Defense Functionality The Defense functionality is used by protocol Π to “defend” the remaining parties when some corrupted parties abort. When
invoked with a subset Z ( [r] and δ ∈ [0, 1], it produces
the inputs the parties in Z need in order to collaborate
and produce a δ-biased bit — expected value is δ.
As with protocols Πrm , we made a distinction
whether r = 2 (r is the number of parties that call
Defense) or r > 2. In the former we use a simple variant
of the [30] defense functionality defined in Section 3.1.5,
and for all other values we use a newly defined functionality. Also in this case, we encourage the first-time
reader to ignore this subtlety, and assume we use the
new definition for all cases.
Algorithm 3.2. (Defense functionality for r > 2)
Input: Parameters 1m , 1r , 1` , set Z ⊆ [r] and shares
{δ #z }z∈[r] .
L
#z
^ m , 1r , 1` , Z,
Operation: Return Defense(1
)
z∈[r] δ
Namely, Defense just reconstructs δ and calls
^
Defense defined below.
^
Algorithm 3.3. (Defense)
Input: Parameter 1m , 1r , 1` , set Z = {z1 , . . . , zk } ( [r],
and δ ∈ [0, 1].
Operation:
1. If |Z| = 1, let o1 ← Cδ .
2. If |Z| = 2, let (o1 , o2 ) = DefenseHT (1m , δ).
3. If |Z| > 2,
(a) Let δ 0 = Noise(1m , 1` , |Z| , δ).

Protocol ΠHT . The two-party m-round protocol ΠHT
is defined as follows (the functionality
m
RoundDefenseHT used by the protocol is defined below).
4. Return oi to party Pzi , and ⊥ to the other parties. Recall that for ` ∈ N, h(`) = dlog `e + 1 is the number
It is clear that for the case |Z| = 1, the expected value of bits it takes to encode an integer in [−`, `].
of the output bit of the party in Z is indeed δ. Since the
HT
expected value of δ 0 output by Noise(·, δ), see below, it Protocol 3.4. (Πm = (P1 , P2 ))
δ, it is not hard to see that the same holds also for the Common input: round parameter 1m .
case |Z| > 2. Finally, thought somewhat more difficult Oracles: RoundDefenseHT .
to verify, the above also holds for the case |Z| = 2 (see
Pz ’s input: c#z ∈ {0, 1}m×h(m) , dz ∈ {0, 1}, and
Section 3.1.5).
b#z,1 , b#z,2 ∈ {0, 1}2·summ (1) .
(b) Sample |Z| uniform shares o1 , . . . , ok such that
Lk
δ 0 = i=1 ok .

3.1.4 The Noise Functionality The Noise function- Protocol’s description:
^ takes as input δ ∈ [0, 1] and
ality, invoked by Defense,
1. For i = 1 to m:
returns a “noisy version” of it δ 0 (i.e., expected value
is δ). The amount of noise used is determined by the
(a) The
parties
jointly
call
defense-quality parameter ` that reflects the number of
RoundDefenseHT (1m , c1 , . . . , ci−1 , c#1 [i], c#2 [i],
b t , the numplayers that interact in the parent protocol Π
b#1,1 , b#1,2 , b#2,1 , b#2,2 ),
where
ber of parties that will use the returned value in their
(1m , c1 , . . . , ci−1 ) is the common input,
sub-protocol |Z|, and the round complexity of the proand (c#z [i], b#z,1 , b#z,2 ) is provided by the
tocol m.
party Pz .
Definition 3.3. (α-factors) For m ≥ 1, ` ≥ 2 and
2 ≤ k ≤ `, let α(m, `, k) = m

k−2 −1
2`−3
· 2 k−3
2t−2 −1
2

.

Algorithm 3.4. (Noise)
Input: Parameter 1m , 1` and 1k , and δ ∈ [0, 1].
Operation:
1. Let α = α(m, `, k).
−1
2. Let ε = Cbsum
(δ).
m (1)

3. Let b̄ ← (Cε )α·summ (1) .
4. Let δ 0 be
P
 14
PrX ⊆[α·summ (1)],|X |=summ (1)
x∈X b̄[x] > 0 .
5. Output δ 0 .

• For all z ∈ {1, 2}, party Pz updates dz to the
value it got back from this call.
(b) P1 sends c#1 [i] to P2 , and P2 sends c#2 [i] to
P1 .
• Both parties set ci = c#1 [i] ⊕ c#2 [i].
Pm
2. Both parties output sign( i=1 ci ).
Abort: The remaining party Pz outputs dz .
That is, the parties get correlated shares for the
rounds’ coins, and they reveal them in the main loop
at Step 1b. Prior to revealing them, the parties
call the RoundDefenseHT functionality to get a defense
value in case the other party aborts during the coin
reconstruction.

Namely, Noise sample a vector b̄ of α · summ (1)
ε-biased coins. The value of δ 0 is then determined as Algorithm 3.5. (RoundDefenseHT )
the probability to get a positive sum, when sampling Input: Parameter
1m ,
coins
c1 , . . . , ci−1 ,
summ (1)-size subset of coins from b̄.
and shares c#1 [i], c#2 [i]
∈
{0, 1}h(m) and
b#1,1 , b#2,1 , b#1,2 , b#2,2 ∈ {−1, 1}2·summ (1) .
3.1.5 The Protocol of Haitner and Tsfadia In
this section we define the two-party protocol (the ΠHT ) Operation:
and the functionality DefenseHT we used in the above.
1. Let b1 = b#1,1 ⊕ b#2,1 , b2 = b#1,2 ⊕ b#2,2 and
The following protocol and functionality are very close
ci = c#1 [i] ⊕ c#2 [i].
variant for those used in Haitner and Tsfadia [30] for
2. For both z ∈ {1, 2}:
sample a random
construction their three-party coin-flipping protocol.
z
(sum
(i
+
1))-size
subset
W
⊂
[2 · summ (1)], and
For an elaborated discussion of the ratio underlying the
m
Pi
P
z
following definitions, see [29].
set d to one if j=1 cj + w∈W z bz [w] ≥ 0, and
to zero otherwise.
14 δ 0 is the probability that when sampling sum (1) coins from
m
b̄, their sum is positive.

3. Return dz to party Pz .

Namely, to generate a defense value dz for Pz,
RoundDefenseHT samples (summ (i + 1))-coins from the
vector bz , adds them to the coin c1 , · · · , ci and set dz
to the sign of this sum.
The DefenseHT functionality. This functionality
prepares the inputs for the parties that interact in ΠHT .
^ when the number of parties to
In is invoked by Defense
be “defended” is two.
Recall that for n ∈ N and ε ∈ [−1, 1], Cn,ε is
the binomial distribution induced by the sum of n
independent random ±1 coins, taking the value 1 with
probability 12 (1 + ε) and −1 otherwise.

We prove Theorem 3.1 in Section 3.2.4, but before
that we introduce the main tools and concept used for
this proof. Leakage from two-step boolean process used
to bound attack in Step 1 is presented in Section 3.2.1.
Binomial games used to bound an attack inside the loop
of Protocol 3.2 are introduced in Section 3.2.2. Finally,
in Section 3.2.3 we state several simple claims about the
protocol.

3.2.1 Leakage from Two-Step Boolean Processes Our main tool for analyzing the effect of an
abort in Step 1 of protocol Πrm , when r > 2, is bounding the leakage from the relevant “two-step boolean process”. A two-step boolean process is a pair of jointlyAlgorithm 3.6. (DefenseHT )
distributed random variables (A, B), where B is over
m
Input: Parameter 1 and δ ∈ [0, 1].
{0, 1} and A is over an arbitrary domain A. It is inOperation:
structive to think that the process’ first step is choosing
A, and its second step is to choose B as a random func−1
1. Let ε = Cbsum
(δ).
m (1)
tion of A. A leakage function f for a two-step process
2. For z ∈ {1, 2}: sample a (2 · summ (1))-size vectors (A, B) is simply a randomized function over the support
bz over {−1, 1}, where each element is indepen- of A. We will be interested in bounding by how much
the expected outcome of B changes when f (A) leaks.
dently drawn from Cε .
This change is captured via the notion of prediction ad3. For z ∈ {1, 2}: sample a random (summ (1))-size vantage.
subset I z ⊂ [2 · summ (1)], and set dz to one if
Definition 3.5. (prediction advantage) For
a
w(bz I z ) ≥ 0, and to zero otherwise.
two-step process P = (A, B) and a leakage function
4. Let c = (c1 , . . . , cm ) where for i ∈ [m], ci ← f for P, define the prediction advantage ΓP,f by
ΓP,f (h) = |Pr [B = 1] − Pr [B = 1 | f (A) = h]|.
C`m (i),ε .
We now define the notions of an hypergeometric
5. Sample two uniform shares c#1 , c#2 such that
c#1 ⊕ c#2 = c, and for z ∈ {1, 2} two uniform process, and of vector leakage function. As we shall see
shares b#1,z , b#2,z such that b#1,z ⊕ b#2,z = bz . later on, the boolean process that induced in Item 1 of
protocol Πrm , can be viewed as such a hypergeometric
6. Return
process, coupled to a vector leakage function.
((c#1 , b#1,1 , b#1,2 , d1 ), (c#2 , b#2,1 , b#2,2 , d2 )).
Definition 3.6. (vector leakage function)
Namely, on input δ as input, DefenseHT calculates a Let s, α be integers. A randomized function f is a
corresponding ε at Step 1. Then, DefenseHT uses this ε (s, α)-vector leakage function for the two-step Boolean
to sample the rounds’ coins ci , and the banks that are process (A, B), if on input a ∈ Supp(A), it outused by RoundDefenseHT to give a defense value in every puts a vector in {−1, 1}α·s according to (Cε )α·s , for
round of the loop of ΠHT
m .
ε = Cbs−1 (E [B | A = a]).
3.2 Security Analysis of the Hybrid-Model
Protocol In this section we prove that the protocol
cannot be biased too much by a fail-stop adversary.
Here is our main theorem in the case of a fail-stop adversary:
Theorem 3.1. For m ≡ 1 mod 12, t = t(m) ∈ N,
b tm (1t ) is a (t · m)such that t = o(log

 m), protocol Π

Definition 3.7. (Hypergeometric process) Let
s, β ∈ N and δ ∈ [0, 1]. An s, β, δ -hypergeometric
process is the two-step Boolean process (A, B) defined
by
d β·s,w(v),s (0), for v ← (Cε )β·s , for ε =
1. A = HG
Cbs−1 (δ).

√
2. B ← Ber(A),
t·2t · log m
round, t-party, O
-fair, coin-flipping
1/2+1/(2t−1 −2)
m
protocol, against unbounded fail-stop adversaries, in the
In Section 3.2.4 we use the following lemma to
(Defense, Coin)-hybrid model.
bound the gain an adversary can achieve by aborting

at Step 1. The proof can be found in Buchbinder et al. The bias of G is defined by Biasm,ε,f = Bias(G) =
maxB {BiasB (G)}, where the maximum is over all pos[16].
sible algorithms B.
Lemma 3.1. Assume s, α, β ∈ N and δ ∈ [0, 1], satisfy
Namely, in the i’th round the algorithm B is getting
the sum of the coins flipped up to previous round - Si−1 ,
· log2 s ≤ 10−5 · α
2.
and a “hint” Hi = f (i, Si−1 , Ci ). If the strategy decides
β , and
to
abort, it get rewarded by |δi (Si−1 , Hi ) − δi (Si−1 )|.
q
α
1
Hence,
a strategy “goal” is to find the round in which
3.
·
log
s
≤
.
β
100
the
above
gain is maximized.15

Let P = (A, B) be a  s, β, δ -hypergeometric process,
In the proof of Theorem 3.1, we use the following
and let f be an s, α -vector leakage function for P. lemma (proven in Buchbinder et al. [16]).
Then, there exists some universal constant λ > 0 such
Definition 3.10. (Vector hint) For m, ` ∈ N and
that
vec


√
ε
∈ [−1, 1], define the random function fm,ε,`
: [m]×Z×
p
α
1
`
≤ 2.
Prh←f (A) ΓP,f (h) > λ · log s ·
Z 7→ {−1, 1} as follows: on input (i, b, c), it calculates
β
s
−1
δ = Cbsumm (i+1),ε (−b − c), and ε := Cbsum
(δ), and
m (1)
3.2.2 Online-Binomial Games Our main tool for returns a random sample from (Cε )` .
analyzing the effect an abort in the main loop of the protocol has, is bounding the bias of the relevant “online- Lemma 3.2. For m ∈ N, k ∈ [m], ε ∈ [−1, 1], and
vec
for some, and let G be the binomial
binomial games”. Following the informal discussion f = fm,ε,k·sum
m (1)
G
according
to Definition 3.8. Then BiasG ∈
given in Section 1, we give here a formal definition of game
m,ε,f
√
√
online binomial game. While in the introduction we re- O( k · log m).
m
ferred to a very narrow notion of binomial game, here
we cover a wider class of games, by letting the challenger 3.2.3 Basic Observations about Protocol 3.1
to toss more than one coin each round (so in some sense The following simple facts are used within the proof
this is a weighted binomial game), and the coins it toss of Theorem 3.1. We start with a simple fact regarding
not necessary need to be unbiased.
the outcome of the Defense functionality.
1. 2 ≤ α < β ≤ s,
√
α+ s
s

q

Definition 3.8. (online-binomial game) Let m ∈
N, ε ∈ [−1, 1], and let {C1 , . . . , Cm }, be independent
random variables with Ci ← C(m−i+1)2 ,ε . Let f be a
randomized function over [m] × Z × Z. The m-round
online binomial game Gm,ε,f is defined to be Gm,ε,f =
{C1 , . . . , Cm , f }. We refer to each Ci as the i’th round
coins, and to f as the hint function.

Fact 3.1. Let m ≥ 1, r > 2, ` ∈ N, δ̄ ∈ [0, 1] and
Z = (z1 , . . . , z|Z| ) ⊆ [r], and let S = (S1 , . . . , Sr ) =
^ m , 1r , 1` , Z, δ̄). Let outcome(S) be the outcome
Defense(1
|Z|

of a non-aborting execution of protocol Πm on common
input 1` , and the j’th party private input is set to
Szj . Then for every B ⊂ [r] with Z 6⊂ B and
for every s ∈ Supp(S B = {Sz }z∈B ), it holds that
We will be interested in bounding by how much can E outcome(S) | S B = s = δ̄.
boas the outcome of such a game.

Definition 3.9. (The bias of Gm,ε,f ) Let
G = Gm,ε,f = {C1 , . . . , Cm , f } be an m-round online binomial game, and P
let H be the range of f . For
i
i ∈ {0, . . . , m}, let Si = j=1 Ci , letting S0 = 0, and
let Hi = f (i, Si−1 , Ci ). For b ∈ Z, and i ∈ [m + 1],
let δi (b) = Pr [Sm ≥ 0 | Si−1 = b], and for h ∈ H let
δi (b, h) = Pr [Sm ≥ 0 | Si−1 = b, Hi = h].
For an algorithm B, let I be the first round in which
B outputs 1 in the following m-round process: in round
i, algorithm B is getting input (Si−1 , Hi ) and outputs a
{0, 1}-value. Let I = m + 1 if B never outputs a one.
The bias B gains in G is defined by
BiasB (G) = E [δI (SI−1 ) − δI (SI−1 , HI )]

Namely, in an honest interaction that follows an abort,
the expected outcome of the interaction is δ̄, for δ̄ being
^ that happened before
the input in the last call to Defense
the abort. The latter holds, even conditioned on the
partial information held by the corrupted parties.
Proof. Assume without loss of generality that B =
{2, . . . , r}, and that Z = {1, . . . , |Z|}. Consider an
|Z|
honest execution of protocol Πm , when parties in Z
15 The choice of the gain function in the above definition is
somewhat artificial, and the “right” choice is to set the gain
function to maxB { Biasm,ε,f (B) }. Yet, for for out application
the above simpler variant suffices.

start with private inputs Sj for 1 ≤ j ≤ |Z|16 , and fix
some s = hs2 , . . . , sr i ∈ Supp(S B ). By construction
of Defense functionality, and especially the fact that
it hbreaks the outputi into random shares, it holds that
L|Z|
B
E
i=1 Si | S = s = δ̄. Writing it a bit differently:


E S1 ⊕ s2 ⊕ . . . ⊕ s|Z| = δ̄

(3.1)

S1

By construction of Protocol 3.2 it holds that


(3.2) E outcome(S) | S1 , . . . , S|Z| = S1 ⊕ . . . ⊕ S|Z|
Putting it together we get:


E outcome(S) | S B = s
(3.3) = E [outcome(S) | S2 = s2 , . . . , Sr = sr ]
h
i
= E E [outcome(S) | S1 , S2 = s2 , . . . , Sr = sr ]
S1


= E S1 ⊕ s2 ⊕ . . . ⊕ s|Z|

generality that if a an adversary instructs a corrupted
party to abort at a given round, it does so after seeing
the honest parties’ messages of that round.
Let V be the (joint) view of the parties controlled by
A, let Vi is the prefix of V at the end of round i, and Vi−
be the prefix of Vi with the i’th round abort messages
(if any) removed. Let val(v) be the expected outcome of
an honest (non-aborting) execution of the protocol by
the parties that do not abort in v, conditioned on v (see
Definition 2.5).
For k ∈ [t − 1], let Ik be the k-th aborting round
(that is, the k’th round in which at least one party
aborts). Let Ik =⊥ if less than k aborting rounds
happen, and let V⊥ = V⊥− . By Lemma 2.1, to prove
the theorem it sufficient to show that:
(3.4)
" t−1
#
√


X
t · 2t · log m
−
.
val(VIk ) − val(VIk ) ≤ O
E
V
m1/2+1/(2t−1 −2)
k=1
Since

S1

= δ̄

E
V

as required.
We remind `−3
the reader
that the α-factors are:
k−2

=

α(m, `, k) = m 2`−2 −1 2k−3 (see Definition 3.3). The
following fact states some basic properties of the αfactors.

≤

2

−1

·2

Fact 3.2. Let m ≥ 1 and ` ≥ 2 be two integers, and
denote for simplicity αk = α(m, `, k). It holds that
1−

1. α`−1 = m

1
2`−2 −1

.

3.

1
1+

m2

= ... =
.
1

α`−3
α`−2

=

2`−1 −2

Proof. Immediate by definition.
3.2.4

val(VIk ) −

k=1
t−1
X
k=1
t−1
X
k=1



E val(VIk ) − val(VI−k )
V



E val(VIk ) − val(VI−k ) ,
V

to prove the theorem we show that
(3.5)

√
α`−2
α`−1

√

=

α`−1
m

2t ·



V

√

α2
α3

#
val(VI−k )



E val(VIk ) − val(VI−k ) ≤ O

2. α2 = 1.
√

" t−1
X

√

log m



m1/2+1/(2t−1 −2)

for every 1 ≤ k ≤ t − 1.
So fix some k, 1 ≤ k ≤ t − 1. The k’th abort can
=
occur in one of the following places:
b t (can only
• In Step 2 of the parent protocol Π
m
happen if k = 1).

Proving Theorem 3.1

• During the execution of protocol Πrm , for some
r ≤ t.

Proof. [Proof of Theorem 3.1]
By construction, in an all-honest execution the
parties output a uniform bit, so it left to prove that
the protocol cannot be biased by too much. Let A be
b z }z∈C for
a fail-stop adversary controlling the parties {P
some C ( [t]. Throughout, we assume without loss of

Since by construction aborting in Step 2 gives nothing
to the adversary, it is left to prove that Equation (3.5)
holds for aborting done during an execution of Πrm .
Let R = R(k) be the number of active parties when
the k’th abort occur (that means that it occurs during
the execution of ΠR
m ). We show that for any value of r,
it holds that

16 The parties that participate in this execution have more
inputs for the case that some of them will abort later on. Since
we are interested in an honest execution we can ignore those
additional inputs.

(3.6)
E

V |R=r



val(VIk ) − val(VI−k ) ≤ O



2t ·

√

log m

m1/2+1/(2t−1 −2)



and Equation (3.5) will follow.
Let I = Ik . In the following we assume that r > 2,
the proof for r = 2 is very similar to the proof given in
Haitner and Tsfadia [29] using an improved bound on
the bias of online-binomial games, and can be found in
the full version of this paper [16].
We assume without loss of generality that I 6=⊥
(i.e., an abort occurs) and thus I is a round of the
interaction in protocol Πrm . Let Z ⊂ [r] be the indices of
the remaining non-aborting parties, let ∆ be the value
¯ be the δ ∈ [0, 1]
of δ calculated in Step 2, and let ∆
^ before I
parameter passed to the last call to Defense
¯
(note that I, ∆ and ∆ are random variables). By
Fact 3.1, it holds that
(3.7)

¯
val(VI ) = ∆

of δ̄.
In the following we condition on Vτ −1 = v 0 . We
prove Equation (3.6) for the case I is in Step 1, by
showing that:


val(VI ) − val(VI− ) · Pr [I = τ ]
Vτ |I=τ
√


2r · log m
.
≤O
m1/2+1/(2`−1 −2)
E

The proof follow by the next claim (proven below).
Claim 3.11. It holds that


√ r
2 αr−1 p
Prn←N δ̄ − Pr [∆ = 1 | N = n] > λ
log m
αr
1
≤ 2
m

We first prove that if the aborting round I is in
Namely, with high probability, after the adversary
Step 2, Step 3a, or Step 3c, then the adversary gains no
bias at all. That is, conditioned that the I is in one of sees the messages of round τ , the value of ∆ is not far
from δ̄. It follows that
these steps, then


−
val(VI ) = val(VI )
E
val(VI ) − val(VI− )
Vτ |I=τ


Start with I being in Step 2. By definition, val(VI− ) = (3.8)
= E [val(VI )] − E
val(VI− )
¯
Vτ |I=τ
Vτ |I=τ
∆, which by Equation (3.7) is exactly val(VI ). The case


that I is in Step 3c, follows by a analogous argument. (3.9)
= δ̄ − E
val(VI− )
Vτ |I=τ
For the case that I is in Step 3a, note that since ci and
h
i
δi are shared using an r-out-of-r secret sharing schemes, (3.10)
= δ̄ − E
E [∆ | Vτ ]
Vτ |I=τ
VI contains no information about ci and δi , and thus
i
h
−
val(VI ) = val(VI−1 ). If I is the very first round to
δ̄
−
E
[∆
|
V
]
=
E
τ
¯
reach Step 3a, then by construction val(VI−1 ) = ∆.
Vτ |I=τ
h
i
If I is not the first round to reach
Step
3a,
then
Pm
(3.11)
= E
δ̄ − E [∆ | N ]
by definition val(VI−1 ) = Pr [sign( i=1 ci ) = 1 | VI−1 ],
N |I=τ


¯ Equation (3.7)
which by construction is also equal to ∆.
= E δ̄ − Pr [∆ = 1 | N ] .
¯
N |I=τ
yields that val(VI ) = ∆, and we conclude that val(VI ) =
val(VI− ) also in this case.
Equation (3.9) holds since Fact 3.1 yields that
In the rest of the proof we separately handle the
EVτ |I=τ [val(VI )] = δ̄, Equation (3.10) holds since
cases that I is in Step 1 or Step 3b of the protocol.
−
The case I is in Step 1. Let τ denote the round val(VI ) = E [∆ | Vτ ] by the definition of val(·), and
b tm reaches Step 1 Equation (3.11) holds because Vτ is Vτ −1 concatenate
index when the execution of protocol Π
0
r
of the embedded protocol Πm . Let v 0 ∈ Supp(Vτ −1 ), with N , and we condition on Vτ −1 = v .
By
triangle
inequality,
it
holds
that
and let N be the messages that the corrupted parties
receive during round τ . We assume without loss of


E
val(VI ) − val(VI− ) · Pr [I = τ ]
generality that N contains also the vectors of coins
Vτ |I=τ


sampled in Step 3 of functionality Noise, and was used
≤ E
δ̄ − Pr [∆ = 1 | N ] · Pr [I = τ ]
to generate the defense value for the corrupted parties;
N |I=τ
obviously, an adversary that can bias the protocol
Since
without this additional information, can be emulated


by an adversary that get this additional information.
E
δ̄ − Pr [∆ = 1 | N ] · Pr [I = τ ]
N |I=τ
Let δ̄ be the value of the δ parameter that was given


^
≤ E δ̄ − Pr [∆ = 1 | N ]
as parameter to the last call of Defense in the execution
N
X
(as described in v 0 ).17 Note that v 0 contains the value
=
δ̄ − Pr [∆ = 1 | N = n] · Pr [N = n] ,
17 By

construction, such a call always exists.

n∈Supp(N )

Claim 3.11 yields that
vectors. Hence, for every a ∈ Supp(A), f (a) is actually
f 0 (a) and some random function of f (a). Thus, for


δ̄ − Pr [∆ = 1 | N ] · Pr [I = τ ]
E
proving Equation (3.13) it suffices to show that 18
N |I=τ
√ r
1
2 · αr−1 p
(3.14)
≤1· 2 +λ·
(3.12)
· log m


√ r
m
αr
2 · αr−1 p
1
Prh←f 0 (A0 ) ΓP 0 ,f 0 (h) > λ ·
· log m ≤ 2
√r
α
m
r
2 ·αr−1
≤
for some universal constant λ. Finally, since
α
r
√r
√
We prove the above equation by applying
2 ·α`−1
2r
=
(Fact
3.2),
we
conclude
that
1
1
Lemma
3.1 for the hypergeometric process (A0 , B 0 ) with
+
m
m 2 2`−1 −2
the vector leakage function f 0 , and parameters s =


summ (1), β = αr and α = 2r · αr−1 . Note that the first
E
val(VI ) − val(VI− ) · Pr [I = τ ]
and third conditions of Lemma 3.1 trivially holds for
Vτ |I=τ
√


this choice of parameters,
q whereas the second condition
q
2r · log m
2
2
log
s
α
α
α
√
≤O
,
=
o(
)
and
since
·
log
s
=
o(
holds since
`−1 −2)
1/2+1/(2
β
s
β)
s
m
for r ≤ t = o(log m). Therefore, Lemma 3.1 yields that
as required.

√ 
p
α
1
The case I is in Step 3b. The crux of the proof
0
Prh←f 0 (A0 ) |ΓP 0 ,f 0 (h)| > λ log s ·
≤ 2,
lies in the following claim, proved below, that relates
β
s
the maximal bias achieved by an adversary that only
0
aborts at round Step 3b and the (maximal) bias of a for some universal constant λ > 0. We conclude that


√ r
certain type of binomial game (see Section 3.2.2).
p
2 · αr−1
0
0
0
0
0
Pr
|Γ
(h)|
>
2λ
log
m
·
P ,f
h←f (A )
vec
αr
Claim 3.12. Let f = fm,ε,2
be according
r ·α
r−1 ·summ (1)
1
1
to Definition 3.10, let G = Gm,ε,f be a binomial game
≤ 2 ≤ 2,
with vector hint, according to Def inition 3.8 and Bias
s
m
be according to Definition
3.9. Assuming
A only aborts


and the proof of the claim follows.
at Step 3b, then E val(VI ) − val(VI− ) ≤ Bias(G).
The proof of the theorem now follows by the above claim
and Lemma 3.2.

Proving Claim 3.12.

Proof. [Proof of Claim 3.12] Assuming A achieves bias
α, we construct a strategy B for G that achieves the

Proving Claim 3.11
same bias α. It will follow that E val(VI ) − val(VI− ) ,
Proof. [Proof of Claim 3.11] Define the two-step process conditioned on I being at Step 3b, is at most Bias(G).
We define algorithm B for G as follows.
(see Section 3.2.1 for an introduction about leakage from
two-step boolean processes) P = (A, B), for A = ∆,
and B = Ber(A), and define a leakage function f for Algorithm 3.7. (algorithm B)
P by f (a) = N |A=a (i.e., the messages received by Operation:
the corrupted parties at round τ ). By definition, δ̄ −
1. Start emulating a random execution of protocol
Pr [∆ = 1 | N = n] = ΓP,f (m) for every n ∈ Supp(N ).
b tm (1` ), with A controlling parties P1 , . . . , Pt−1 ,
Π
Hence, it is left to prove that
until the main loop of Πrm is reached. If not
reached,
algorithm B never aborts. Set δ =
(3.13)
Lr


√ r
#z,[r]
share
, where those shares are taken from
2 · αr−1 p
1
z=1
Prn←N ΓP,f (n) > λ ·
· log m ≤ 2 .
the
private
inputs
of the parties participating in
αr
m
Πrm .
Let P 0 = (A0 , B 0 ) be a hsumm (1), αr , δ̄i2. For i = 1 to m:
hypergeometric process (see Definition 3.7), and let f 0
r
be a (summ (1), 2 · αr−1 )-vector leakage function (see
(a) Let (si−1 , hi ) be the i’th message sent by the
Definition 3.6) for P 0 . By construction, it holds that
challenger.
P ≡ P 0 . We remind the reader that we assume that
N contains also the vectors of coins sampled at Step 3
18 We rely here on a claim given in Buchbinder et al. [16] that
in the Noise algorithm, and that the messages that the says that additional information which is a random function of
corrupted parties get are a random function of those the given hint, does not improve the prediction advantage.

3

t

√

t ·2 · log m
(b) If i > 1, emulate Step 3c: let ci−1 = si − si−1 t-party, m-round, O( 1/2+1/
(2t−1 −2) )-fair, coin-flipping
L
m
#z
#r
and set ci−1 such that ci−1 =
z∈[r] ci−1 . protocol.
Emulate the reconstruction of ci−1 , letting
Proof. [Proof of Theorem 3.2] We compile our hybrid
c#r
i−1 be the message of the honest party.
protocol defined in Section 3.1 into the desired real(c) Emulate Step 3a:
send the corrupted world protocol. The main part of the proof is showing
parties 2 · (r − 1) random strings how to modify for any m0 , t0 ∈ N, the O(m0 t0 )-round,
#r−1 #r−1
#1
) as the answers of t0 -party hybrid protocol Π
, δi
(c#1
b t0 0 (see Protocol 3.1), into a
i , δi , . . . , ci
m
Coin.
form that allows this compilation This change involves
In the
(d) Emulate Step 3b: emulate the parallel calls to several steps all using standard techniques.
b =Π
b t0 0 .
following we fix m0 and t0 and let Π
Defense using the hint hi .
m
b (through protocol Π) uses
The first change is that Π
Recall that the Defense functionality is merely
^ func- real numbers. Specifically, the parties keep the value of
a deterministic wrapper for the Defense
the expected outcome δ, which is a real number in [0, 1],
tionality, and the latter, in turn, is a wrapand also keep shares for such values of δ. We note that
per to the Noise functionality. Hence, it sufthe value of δ is always set to the probability that when
fices to shows how to use hi for emulating
sampling some k ε-biased {−1, 1}-coins, the bias is at
these calls to Noise. The Noise functionalleast b ∈ Z. Where in turn, ε is the value such that the
ity uses αr−1 · summ (1) independent Cε -biased
sum of n ε-biased coins, is positive with probability δ 0 ,
r
coins per call, and there are at most 2 such
for some δ 0 whose value is already held by the parties.
calls. Also note that hint hi is a vector of
It follows that δ has short description given the value of
2r · αr−1 · summ (1) entries of independent from 0
δ (i.e., the values of k and b), and thus all δ have short
Cε .
descriptions.
To emulate this step, the samples in hi for
The second change is to modify the functionalities
these samples needed by Noise.
used by the protocol as oracles into ones that are
• If A aborts at this step, output 1 (i.e., abort at polynomial-time computable in m0 and t0 , without
round i). Otherwise, output 0 (i.e., continue hurting the security of the protocol. By inspection,
the only calculation that need to be treated is the
to next round).
calculations done in Step 1 of Coin, Step 2 in Noise, and
HT
By construction, A’s view in the above emulation has Step 1 in Defense . To be concrete, we focus on the
−1
the same distribution as in his view in the execution calculation of ε = Cbsumm (1) (δ) for some δ ∈ [0, 1] done in
of Protocol 3.1. Recall that the bias of B for a bi- Coin. Via sampling, for any p ∈ poly one can efficiently
1
with
nomial game G = Gm,ε,f is defined by BiasB (G) = estimate ε by a value εe such that |ε − εe| ≤ p(m)
E [|δI (SI−1 ) − δI (SI−1 , HI )|], where I is the aborting save but negligible probability in m. Since ε is merely
round of B, Sj is the sum of coins tossed up to round used for sampling q(m) ∈ poly ε-bias {−1, 1} coins,
j, δi (si−1 ) is the expected outcome of the binomial it follows that statistical distance between the parties’
b tm and the efficient
game given SI−1 = si−1 , and δi (si−1 , hi ) is the ex- views in random execution of Π
b tm that uses the above estimation, is at most
pected outcome of the binomial game given SI−1 = variant of Π
si−1 and the hint in round i is hi . By construc- q(m) + neg(m) which is in O(1/m) for large enough p.
p(m)
−
tion, val(VI ) = δI (SI−1 ) and val(V
 I ) = δI (SI−1 , −HI ). It follows that Theorem 3.1 also holds with respect to
It follows that Biasm,ε,f (B) = E val(VI ) − val(VI ) . the above efficient implementation of Coin.
Since
Bias(G) = maxB {BiasB (G)}, we conclude that

Our next change is to make all the oracles call made
E val(VI ) − val(VI− ) ≤ Bias(G).
by the parties to be sequential (i.e., one after the other).
To do that we replace the parallel calls to Defense done
3.3 Proving Main Theorem In this section we in Step 1 and Step 3b of Protocol 3.2, with a single call
prove our main result, an O(m)-round, t-party coin- per step. This done by modifying Defense to get as input
flipping protocol,
in the real (non-hybrid) model, that the inputs provided by the parties for all parallel calls,
√
t3 ·2t · log m
is O( 1/2+1/(2t−1 −2) )-fair.
compute the answer of each of this calls, and return
m
the answers in an aggregated manner to the parties.
Theorem 3.2. (Main theorem) Assuming protocols Since our hybrid model dictates that a single abort in
for securely computing OT exist, then for any polynomi- one of the parallel calls to Defense aborts all calls, it
ally bounded, polynomial-time computable, integer func- is clear that this change does not effect the correctness
b
tions m = m(κ) and t = t(κ) ∈ o(log m), there exists a and security of protocol Π.

Our last change it to make the protocol secure
against arbitrary adversaries (not only fail-stop ones).
Using information-theoretic one-time message authentication codes (cf., [40]), the functionalities Coin, Defense
b can be compiled into functionalities
and protocol Π
and protocol that maintain the same correctness, essentially the same efficiency, and the resulting protocol
is (γ + neg(m0 , t0 ))-fair against arbitrary adversaries, assuming the protocol γ-fair against fail-stop adversaries.
We are finally ready to define the
 real-model coinflipping protocol. Let m
e = m(κ)
e
= m(κ)/c · t(κ)3 −a,
for c > 0 to be determined by the analysts, and a ∈
{0, . . . , 11} is the value such that m(κ)−a
e
≡ 1 mod 12.19
We consider the O(t·m)-round,
e
t-party, polynomial-time
e that on input κ, the parties
hybrid-model protocol Π,
t
t
b
act as in Πm
e (1 ).
By the above observations and since, by assumption, t = t(κ) ∈ o(log m), assuming protocols for securely computing OT exist, Fact 2.3 yields that there
exists an O(t3 m
e + t · m)-round,
e
t-party, polynomial-time
protocol Π̆ correct coin-flipping protocol, that is (γ(κ)+
neg(κ))-fair in the standard model, assuming that proe is γ(κ)-fair in the (Defense, Coin)-hybrid model.
tocol Π
By choosing c in the definition of m
e large enough, we
have that yields that protocol has (at most) m rounds.
e
Theorem
yields the
Π
 observations
 3.1 and√the above
 2 t√

e
t·2t · log m
t ·2 · log m
=O
-fair
is a O
1/2+1/(2t−1 −2)
1/2+1/(2t−1 −2)
m
e
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