Understanding the sources of connection degradation
 

ABSTRACT:

 

We study the cause of connection degradation in the Internet, where degradation is defined as a significant deviation of the round trip time (RTT) between a client and a server. Our main goal is to be able to attribute to each degradation event its causes (one or more): overload in the client, overload in the server, overload in the path and global overload of the Internet.

 

Our basic methodology is to use simultaneous RTT measurements collected from several locations to several destinations to score the four above causes. We show that we can pinpoint the contribution of each cause. We evaluate a few different scoring systems, and we show that the common used approach of using the average RTT as the score is often misleading. We suggest scoring systems that use a more global approach to capture interaction between the different components, and show that they are more accurate.

 

There are several important applications to our methodology: The first is the ability to measure the exact contribution of a "state" site, in an end user experience evolution system. The second is the ability to quantify the quality of a gateway to an ISP, where a network needs to choose one or more ISPs to connect  (for example in a multihome environment). The third is the ability to give “status report” on the overall degradation in an area or to the whole Internet, and by this to capture global overload conditions (due to major disasters in the internet such as physical problem in the major internet connections).
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