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Abstract

Shape analysis concerns the problem of determining “shape invariants” for programs that perform
destructive updating on dynamically allocated storage. In recent work, it has been shown how
shape analysis can be performed, using an abstract interpretation based on 3-valued first-order
logic. In that work, concrete stores are finite 2-valued logical structures, and the sets of stores that
can possibly arise during execution are represented (conservatively) using a certain family of finite
3-valued logical structures.

This thesis presents results—both negative and positive—about the expressive power of 3-
valued logical structures. It also defines a non-standard (“supervaluational”) semantics for 3-valued
first-order logic that is more precise than a conventional 3-valued semantics. The material presented
here is an extended version of [YRSWO03].

In addition, this thesis address a more practical aspect of program analysis, namely, dealing
with real applications coded in C. It presents C-Simplifier, a tool that translates a C program into an
equivalent C program with a simple syntax, called CoreC. This tool enables faster development of
source-code analyzers; it was used by CSSV [DRS03] to check real C programs for string errors;
it can also be used to perform shape analysis on real programs.
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Chapter 1

Introduction

1.1 Background

Abstraction and abstract interpretation [CC77] are key tools for verifying properties of systems, both
for hardware systems [CGL94, Dam96] and software systems [NNH99]. In abstract interpretation,
possibly infinite sets of concrete stores are represented in a conservative manner by a finite sets of
abstract values. Each transition of the system is given an interpretation over abstract values that is
conservative with respect to its interpretation over corresponding sets of concrete stores; that is, the
result of “executing” a transition must be an abstract value that describes a superset of the concrete
stores that actually arise.

The result of applying an abstract interpretation technique to a program is a set of abstract values
ateach program point. This involves finding the least fixed point of a certain set of equations. When
the fixed point is reached, the abstract values that have been collected at program point P describe
a superset of all the concrete stores that can occur at P. This methodology guarantees that the
results of abstract interpretation overapproximate the sets of concrete stores that actually arise at
each point in the system. To determine whether a property always holds at P, one checks whether
it holds in all of the abstract values that were collected there.

One of the most challenging problems in abstract interpretation is shape analysis. Shape
analysis concerns the problem of finding “shape descriptors” that characterize the shapes of the
heap-allocated data structures that the program manipulates. Shape analysis generally deals with
programs written in languages like C, C++, and Java, which allow (i) dynamic allocation and
deallocation of cells from the heap, (ii) destructive updating of structure fields, and, in the case
of Java, (iii) dynamic creation and destruction of threads. This combination of features creates
considerable difficulties for any abstract-interpretation method; in particular,

* Dynamic storage allocation and dynamic thread creation mean that there is no a priori upper
bound on either the size of a program’s data structures or the number of threads that arise in
the system at execution time.

* Destructive updating of structure fields permits a program to create memory configurations
that exhibit complicated aliasing relationships.



Although the results of shape analysis are important for many purposes—rverification, program un-
derstanding, anomaly detection, debugging, compile-time garbage collection, instruction schedul-
ing, code optimization, and parallelization—obtaining useful information about linked data struc-
tures that can be destructively updated is generally very difficult [JM81, CWZ90, SRW02].

These difficulties are addressed in [SRW02] by creating a shape abstraction method, called
canonical abstraction. In this method, concrete stores are represented by finite 2-valued logical
structures—i.e., a collection of relations. The sets of stores that can possibly arise during execution
are represented (conservatively) using a certain family of finite 3-valued logical structures. In
fact, this approach can be used not only for shape analysis, but also for any abstract-interpretation
problem in which concrete states can be represented by a logical structure.

The principle behind canonical abstraction is that concrete individuals (e.g., heap cells) that
have the same vector of values for a distinguished collection of unary relations are summarized
to the same abstract individual; other relations are collapsed accordingly. Canonical abstraction
ensures that abstract structures have an a priori bounded size, which guarantees that a fixed-point
is always reached.!

However, the constraint of working with limited-size descriptors implies a loss of information
about the store. Intuitively, some concrete individuals “lose their identity” when they are grouped
together with other individuals in one summary individual. Moreover, a property can be true for
some concrete individuals of the group but false for other individuals. It is for this reason that
3-valued logic is used; uncertainty about a property’s value is captured by means of the third truth
value, 1/2.

1.2 Motivation

One issue that arises when abstraction is employed concerns the expressive power of the abstraction
method: “What collections of concrete states are expressible using the given abstraction method?”
A second issue that arises when abstraction is employed is how to extract information from an
abstract value. For instance, this is a fundamental problem for clients of abstract interpretation,
such as verification tools, program optimizers, program-understanding tools, etc., which need to
be able to interpret what an abstract value means. An abstract value a represents a set of concrete
stores X ; ideally, a query ¢ should return an answer that summarizes the result of posing ¢ against
each concrete store S € X:

* If o is true for each S, the summary answer should be “true”.
* If © is false for each .S, the summary answer should be “false”.

e If o is true for some S € X but false for some S’ € X, the summary answer should be
“unknown”.

For instance, if a program optimizer poses the query “Does program condition x == NULL evaluate
to t rue in all stores that arise at program point p?” and the answer is “true”, then it has sufficient
information to make the simplification

p: if (x == NULL) then Sj else Sy fi = p: 5;.

' An alternative would be to define widening operators that guarantee termination [CC79].



This thesis presents results on both of these questions, for a class of abstractions defined in
[SRW02].

Because the notion of abstraction used in [SRW02] is based on logical structures, our results are
actually much more broadly applicable than shape-analysis problems: they apply to any abstraction
in which concrete states of a system are represented by finite 2-value logical structure and abstraction
is performed via either of the mechanisms described in Chapter 2 and Chapter 7.2

1.3 Main Results

The thesis investigates the expressive power of finite 3-valued structures by giving a logical char-
acterization of their expressive power; that is, we examine the question

For a given 3-valued structure S, under what circumstances is it possible to create a
formula 7(.S), such that S* satisfies 7(S), exactly when S is a 2-valued structure that
S represents? Le.,

S% =73(S) iff S represents S°.

The thesis presents three results concerning this question:

» It is not possible to give a 7(S) in general, if 7(,S) is to be written in first-order logic with
transitive closure.

* However, itis always possible to give ay(S) written in first-order logic with transitive closure
for a well-defined class of 3-valued structures. (It is exactly the class of 3-valued structures
that has been shown to be useful for shape analysis [SRW02].)

» Moreover, it is always possible to give a 7(S) in general, using a more powerful formalism,
namely, monadic second-order formulas, which is a subset of NP formulas [Fag75].

The thesis then uses the results on 7(.5) to address the problem of reading out information from
a 3-valued structure in the most-precise way possible. That is, we give a nonstandard way to check
if a formula ¢ holds in a 3-valued structure S

* If7(S5) = pis valid, i.e., holds in all 2-valued structures, we know that ¢ evaluates to 1 in
all of the 2-valued structures represented by S.

» If 5(S) = - is valid, we know that ¢ evaluates to 0 in all of the 2-valued structures
represented by S.

* Otherwise, we know that ¢ evaluates to 1 in some 2-valued structures represented by S, and
evaluates to 0 in other 2-valued structures represented by S.

>Throughout the thesis, however, we do use shape-analysis examples to illustrate the concepts discussed. The
experiments reported on in Chapter 6 used logical structures that arose in actual program-analysis runs of the TVLLA
system (Three-Valued-Logic Analyzer) [LAS00], which is an implementation of the program-analysis method described
in [SRW02].



In particular, whenever the above-mentioned method returns 1/2, any sound method for ex-
tracting information from S must also return 1/2. This is in contrast to the techniques used in
[SRWO02] and in TVLA, which can return 1/2 even when all the concrete structures represented by
S have the value 1 (or all have the value 0).

Although the validity question is undecidable both for first-order logic with transitive closure,
and for NP formulas, several theorem provers for first-order logic have been created. We report
on two experiments in which we used these tools to implement symbolic procedures for extracting
information from a 3-valued structure in the most-precise way possible.

1.4 Outline of the Thesis

The thesis is organized as follows: Chapter 2 defines our terminology, and explains the use of
3-valued structures as abstractions of 2-valued structures. Chapter 3 and Chapter 4 present the
results on the expressive power of 3-valued structures. Chapter 5 discusses the problem of reading
out information from a 3-valued structure in the most-precise way possible. Chapter 6 describes
two experiments in which we used the 7 operation and an existing theorem prover for first-order
logic to read out information from 3-valued structures. Chapter 7 defines an alternative abstract
domain for shape analysis, based on canonical abstraction, and the 7 operation for that domain.
Chapter 8 discusses related work. Chapter 9 makes some final remarks. Omitted proofs appear in
Appendix B. Finally, Appendix C presents the design of CoreC.



Chapter 2

Preliminaries

Section 2.1 defines the syntax and standard Tarskian semantics of first-order logic with transitive
closure and equality. Section 2.2 introduces integrity formulas, which exclude structures that do
not represent a potential store and specify which structures are actually of interest. Section 2.3
introduces 3-valued logical structures, which extend ordinary logical structures with an extra value,
1/2, representing “unknown” values that arise when several concrete elements are represented by
a single abstract element. Section 2.4 defines an ordering on 3-valued structures.

Fig. 2.1(a) shows the declaration of a linked-list data type in C, and Fig. 2.1(b) shows a C
program that searches a list and splices a new element into the list. This program will be used as a
running example throughout this thesis.

2.1 Syntax and Semantics of First-Order Formulas with Transitive
Closure

We represent concrete stores by ordinary 2-valued logical structures over a fixed finite set of
predicate symbols P = {eq,p1,...,pn}, where eq is a designated binary predicate, denoting
equality of individuals. maxz R denotes the maximal arity of the predicates in P. Without loss of
generality we exclude constant and function symbols from the logic.!

Example 2.1.1 Table 2.1 lists the set of predicates used in the running example. The unary pred-
icates x, y, t, and e correspond to the program variables x, y, t, and e, respectively. The binary
predicate n corresponds to the n fields of List elements. The unary predicate is (“is shared”)
captures “heap sharing”, i.e., List elements pointed to by more than one field. (It was introduced
in [CWZ90] and also used in [SRW98] to capture list and tree data structures.) The unary predi-
cates 1, Ty, I't, and 7. hold for heap nodes reachable from the program variables x, y, t, and e,
respectively. A heap node w is said to be reachable from a program variable if the variable points to
a heap node v/, and it is possible to go from v’ to u by following zero or more n-links. In practice,
we define reachability using reflexive transitive closure of the predicate n.

The notion of reachability plays a crucial role in defining abstractions that are useful for proving
program properties in practice. For instance, it may have the effect of preventing disjoint lists from

LConstant symbols can be encoded via unary predicates, and n-ary functions via n 4 1-ary predicates.



/* insert.c */

#include ‘‘list.h’’

void insert (List x, int d) {
List y, t, e€;
assert (acyclic_list (x) &&

= NULL) ;
/* list.h */ * Vi
y = x%;
typedef struct node
yP b { while (y->n != NULL && ...) {
struct node *n;
y = y—>n;

int data;
} *List;

e = y->n;
t->n = e;
y->n = t;
}
(a) (b)

Figure 2.1: (a) Declaration of a linked-list data type in C. (b) A C function that searches a list
pointed to by parameter x, and splices in a new element.

being collapsed in the abstract representation. This may significantly improve the precision of the
answers obtained by a program analysis.

We define first-order formulas inductively over the vocabulary P using logical connectives V,
-, quantifier 3, and ‘7'C” operator in the standard way:

e u=0[1]pvi,...,v) | (=p1) | (01 V 2)
|(3U1: @1) |(7(7U1,U2: @1)(@3,@4) (21)
where p € P;v; are variables; ¢, o; are formulas

The operator ‘T'C” denotes transitive closure. If ¢y is a formula with free variables V, then
(TC v1,va : p1)(vs,v4) is a formula with free variables (V' — {v1,va}) U {vs,v4}. The set of free
variables of other formulas is defined as usual. A formula is closed when it has no free variables.

We use several shorthand notations: @1 = @9 = (=1 V 02); @1 A 02 = —(—p1 V —@9);
01 022 (o1 = ) A(p2 = @1);and Yo : o £ —Jv : —p. The transitive closure of a
binary predicate p is p* (v, v4) = (TC v1, vy : p(v1,v2))(vs, v4). The reflexive transitive closure
of a binary predicate p is p*(vs, v4) = ((TC v1,vs : p(v1,v2))(v3,v4)) V eq(vs, vs). The order of
precedence among the connectives, from highest to lowest, is as follows: =, A, V, ‘TC’,V, and 4.
We drop parentheses wherever possible, except for emphasis.

Definition 2.1.2 (2-valued Logical Structures) ler P; denote the set of predicate symbols with
arity i. A logical structure over P is a pair S = (U, ) in which

10



Predicate | Intended Meaning

eq(v1,v2) | Do vy and ve denote the same heap node?
q(v) Does pointer variable g point to node v?
n(vy,vy) | Does the n field of v; point to vy?

is(v) Is v pointed to by more than one field ?
rq(v) Is the node v reachable from g ?

Table 2.1: The set of predicates for representing the stores manipulated by programs that use the
List data-type from Fig. 2.1(a). g denotes an arbitrary predicate in the set PV ar, which contains
a predicate for each program variable of type List. In the case of insert, PVar = {x,y,t,e}.

* U is a set of individuals.

o vistheinterpretation of predicate symbols, i.e., for every predicate symbolp € P;, 1(p): U' —
{0, 1} determines the tuples for which p holds. Also, v(eq) is the interpretation of equality,
ie., t(eq)(ur,ue) = 1iff uy = uo.

Below we define standard Tarskian semantics for first-order logic.

Definition 2.1.3 (Semantics of First-Order Logical Formulas) Consider a logical structure S =
(U, ). An assignment Z is a function that maps free variables to individuals (i.e., an assignment
has the functionality Z: {vi,vs,...} — U). An assignment that is defined on all free variables
of a formula @ is called complete for . In the sequel, we assume that every assignment Z that
arises in connection with the discussion of some formula ¢ is complete for . We say that S and
Z satisty a formula o (denoted by S, Z |= p) when one of the following holds:

cp=1

¢ =p(v1,va,...,v) and 1(p)(Z(v1), Z(v2), ..., Z(v;)) = L.
* ¢ =-poand S, Z = @o does not hold.

* ¢ =1 Vo, and either S, Z = @1 or S, Z = pa.

* ¢ = Juy : 1 and there exists an individual v € U, such that S, Z[v1 — u] = ¢1.

@ = (TC v1,v2 : @1)(vs,v4) and there exists ui,ua, ..., Uy, € U such that Z(v3) = uy,
Z(vg) = up and forall 1 <i <m, S, Z[vi — u;,v2 — uit1] = 1.

For a closed formula o, we will omit the assignment in the satisfaction relation, and merely
write S = .

11



2.2 Integrity Constraints

Because not all logical structures represent stores, we use a designated closed formula F’, called
the integrity formula,® to exclude impossible stores. This allows us to restrict the set of structures
to the ones satisfying F'.

Definition 2.2.1 A structure S is admissible if S = F'

In the rest of the thesis, we assume that we work with a fixed integrity formula F'. All our
notations are parameterized by P and F.

Example 2.2.2 For the List data type, there are four conditions that define the admissible stores:
(a) Each program variable can point to at most one heap node.

(b) The n field of a heap node can point to at most one heap node.

(c) Predicate is (“is shared”) holds for exactly those nodes that have two or more predecessors.

(d) The reachability predicate for each variable g holds for exactly those nodes that are reachable
from program variable g.

Thus, the integrity formula F'r;¢ for the List data-type is:

ApepVarVv1,va : p(v1) A p(v2) = eq(vi,v2) (a)

A Vo, v, vz : n(v,v1) An(v,v2) = eq(vi,va2) ()
A Yo :is(v) <= Jui,ve : —eq(vy, v2)

An(v1,v) An(ve,v) (c)

A NgePvarVv : 1q(v) <= v : q(v1) An*(v1,v) (d)

2.3 3-Valued Logical Structures

In this section, we define 3-valued logical structures, which provide a way to represent a set of
2-valued logical structures in a compact and conservative way.

We say that the values 0 and 1 are definite values and that 1/2 is an indefinite value, and define
a partial order C on truth values to reflect information content. [; T [5 denotes that [; possibly has
more definite information than Is:

Definition 2.3.1 [Information Order]. Forly,ly € {0,1/2,1}, we define the information order
on truth values as follows: 1y Tl if Iy = Iz or ly = 1/2. The symbol Ul denotes the least-upper-
bound operation with respect to C.

Definition 2.3.2 A 3-valued logical structure over P is the generalization of 2-valued structures
given in Definition 2.1.2, in that predicates may have the value 1/2. This means that S = (U, )
where for p € P;,

u(p): (US) — {0,1,1/2}.

In [SRW02] these are called “hygiene conditions”.

12



Figure 2.2: A 3-valued structure that represents possible inputs of the insert program. It
represents all lists that are pointed to by program variable x and that have at least two elements.

In addition, (i) for allu € U, 1%(eq)(u,v) 3 1, and (ii) for all u1,us € U such that uy and
ug are distinct individuals, 1°(eq)(u1,ug) = 0.

An individual w € U having 1(eq)(u,u) = 1/2 is called a summary individual. As we shall
see, such an individual may represent more than one individual from a given 2-valued structure.

We denote the set of 2-valued logical structures by 2-STRUCT|P]. The set of 3-valued logical
structures is denoted by 3-STRUCT/[P].

Example 2.3.3 Fig. 2.2 shows a 3-valued structure that represents possible inputs of the insert
program. As we will see, this structure represents all lists that are pointed to by program variable
x and that have at least two elements.

A 3-valued structure can be depicted as a directed graph, with individuals as graph nodes. A
unary predicate p is represented in the graph by having an arrow from the predicate name p to
node u for each individual u for which p holds. An arrow between two nodes indicates whether a
binary predicate holds for the corresponding pair of individuals. An indefinite value of a predicate
is shown by a dotted arrow; the value 1 is shown by a solid arrow; and the value O is shown by the
absence of an arrow.

In this example, the structure has 2 individuals, u; and wg, where wu; is the head of the list
pointed to by x, and ug is a summary node (drawn as a dotted circle), which represents the tail of
the list. Predicate r, holds for u; and wue, indicating that all nodes are reachable from x. Other
unary predicates are not shown, indicating that their values are 0 for all nodes, i.e., the program
variables y, e, and t are NULL, and there is no sharing in the list. The dotted edge from u; to us
indicates that there may be n-links from the head of the list to some elements in the tail. In fact,
the (u, ug)-edge represents exactly one n-link that points to exactly one list element, because of
the integrity rules in Example 2.2.2. In contrast, the dotted self-loop on us represents all n-links
that may occur in the tail.

2.4 Embedding Order

We define the embedding ordering on structures as follows:

Definition 2.4.1 Ler S = (U®,15) and S' = (US",15") be two logical structures, and let f : US —
U be a surjective function. We say that f embeds S in S’ (denoted by S TI S') if for every
predicate symbol p € P; and all uy, . .., u; € US,

Gp)(uts ) £ ) (fw), - flug) 2.2)

13



We say that S can be embedded in S’ (denoted by S T S’) if there exists a function f such
thar S T S’

Concretization of 3-Valued Structures. Embedding allows us to define the (potentially infinite)
set of concrete structures that a set of 3-valued structures represents:

Definition 2.4.2 (Concretization of 3-Valued Structures) For a set of structures X C 3-STRUCT[P],
we denote by (X)) the set of 2-valued structures that X represents, i.e.,

(X)) = {S% € 2-STRUCT[P)] | exists S € Xsuch that S* C S and S* = F} (2.3)

Also, for a singleton set X = {S} we write ~(S) instead of v(X).

14



Chapter 3

Characterizing 3-Valued Structures by
First-Order Formulas

This chapter and the next one present our results on the expressive power of 3-valued structures.
Given a 3-valued structure S, the question that we wish to answer is whether it is possible to give
a formula 7(S) that characterizes the set of 2-valued structures that S represents:

S5 E=A(9)iff 7 C S.

This question has different answers depending on what assumptions are made. The task of gen-
erating a characterizing formula is challenging because we have to find a formula that identifies
when embedding is possible.

3.1 A Negative Result

In this section, we present a negative result about the possibility of characterizing a 3-valued
structure by means of first-order formulas. The following theorem shows that it is not always
possible to characterize an arbitrary 3-valued structure by a first-order formula.

Theorem 3.1.1 There exists a 3-valued structure that represents a set of concrete structures not
expressible by any first-order formula.

Sketch of Proof: It is well known that there exists no first-order formula that characterizes 3-
colorability of undirected graphs (e.g., see [Cou96]).! The 3-valued structure S shown in Fig. 3.1
describes undirected graphs. We draw undirected edges as two-way directed edges. This structure
uses a set of predicates P = {eq, f,b}, where f(v1,v2) and b(va,v1) denote the forward and
backward directions of an edge between the nodes v and v2. The absence of a self loop on any of
the three summary nodes implies that a concrete structure can be embedded into this structure if
and only if it can be colored using 3 colors. Therefore, v(.S) cannot be characterized by a first-order
formula.

'This result remains true even if the logic is extended with transitive closure and even if P = NP,

15



Figure 3.1: A 3-valued structure that represents 3-colorable undirected graphs.

3.2 FO-Identifiable Structures

Intuitively, the difficulty in characterizing the meaning of 3-valued structures is how to identify
uniquely the correspondence between concrete and abstract nodes using a first-order formula. To
avoid structures like the one shown in Fig. 3.1, we now define a subclass of 3-valued structures, in
which it is possible to identify uniquely each individual using a formula.

Definition 3.2.1 We say that a node u in a 3-valued structure S is FO-identifiable if there exists a
Sformula nodeﬁ (w) with designated free variable w such that for every concrete 2-valued structure
S" that embeds into S using a function f, and for every concrete node u' € U® h:

fuh) =u <= S [w— u’] = node (w) 3.1
S is called FO-identifiable if all the nodes in S are FO-identifiable.

The idea behind Definition 3.2.1 is to have a formula that uniquely identifies each individual
u of the 3-valued structure S. This will be used to identify the set of individuals of a 2-valued
structure that are mapped to u by the embedding.
Remark. One of the interesting features of FO-identifiable structures is that the structures generated
by the focus operation defined in [LAOO] are all FO-identifiable. Also, structures like the ones shown
in Fig. 3.1 are not FO-identifiable even if P = N P.

We now introduce a standard concept for turning valuations into formulas.

Definition 3.2.2 For a predicate p of arity k and Kleene value B € {0,1,1/2}, we define the

formula pP (vi,va, ..., ;) to be the characterizing formula of the value B for p, by:
PO(v1, v, o0) = —p(vr, v, ., vk)
1 def
p (’Ul,UQ,...,Uk;) :‘ p(vlvv27""vk)
P2 (v, v, 0) =

The main idea in the above definition is that, for B € {0, 1}, p® holds when the value of p is
B, and for B = 1/2 the value of p is unrestricted. This is formalized by the following lemma:

Lemma 3.2.3 For every 2-valued structure S® and assignment 7

S5 Z = pP(vr,. o) iff 5 () (Z(w1), - ., Z(vg)) E B

Definition 3.2.1 is not a constructive definition, because the premise ranges over arbitrary 2-
valued structures and arbitrary embedding functions. For this reason, the next section introduces a
testable condition that implies FO-identifiability.
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3.3 Bounded Structures

We now define a subclass of 3-valued structures for which we can give a constructive way to identify
nodes:

Definition 3.3.1 A bounded structure over vocabulary P is a structure S = (U®,15) such
that for every uy,us € US, where w1 # us, there exists a predicate symbol p € P such that

(i) 1% (p)(u1) # % (p)(ug) and (ii) both v (p)(u1) and 1°(p)(uz) are not 1/2.

Remark. This definition of bounded structures was given in [SRW99]? to guarantee that shape
analysis terminates; it is slightly more restrictive than the one given in [SRW02, LAOO], which did
not impose requirement 3.3.1(ii). However, it does not limit the set of problems handled by our
method. Let S be a 3-valued structure that only satisfies the first requirement. It is possible to
construct from .S a finite set of bounded structures X such that v(X) = ~(.5). This is based on
the idea that a structure with an indefinite unary predicate value on a particular individual u, can
be represented by two structures with 0 and 1 values on u, respectively. When u is a summary
node we need to create an additional structure with two occurrences of u, for 0 and 1 values for the
predicate.

The algorithm for computing such set X from S'is shown in Fig. 3.2. It can be shown that the
algorithm always terminates. The main idea is that the algorithm reduces the number of indefinite
values for unary predicates by enumerating the 0- and the 1-cases.

The consequence of Definition 3.3.1 is that there is an upper bound on the size of any bounded
structure S, i.e., \US| < 2lP1l,

Example 3.3.2 Consider the class of bounded structures associated with the List data type de-
clared from Fig. 2.1(a). Here the predicate symbols are P = {n,eq} U PVar U {r, | q €
PVar} U {is}, yielding unary predicates P; = {x,y,t, e, 1y, 7y, 7¢,7c, is} for program insert.
Therefore, the maximal number of individuals in a structure is 2° = 512. (However, this is a
worst-case bound; an application of the analysis does not necessarily create structures that have
this many individuals. For instance, at most 6 individuals arise in any structure in the complete
analysis of insert.)

The following lemma shows that bounded structures are FO-identifiable:
Lemma 3.3.3 Every bounded 3-valued structure S is FO-identifiable , where
node;i_ (w) £ /\ pbs(p)(“")(w) (3.2)
pEP1
Example 3.3.4 The first-order node formulas for the structure S shown in Fig. 2.2, are:
node;j1 (w) = z(w) Arz(w) A —y(w) A =t(w) A —e(w)
A=y (w) A —rg(w) A —re(w) A —is(w) (3.3)
node;i(w) = —x(w) Arz(w) A —y(w) A —t(w) A —e(w)
A=y (w) A —ry(w) A —re(w) A —is(w)

2To be precise, the definition of bounded structures that was given in [SRW99] concerns only a subset of unary
predicated, called abstraction predicates. Throughout this thesis, to simplify the presentation, we assume that all unary
predicates are abstraction predicates.
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procedure TR(S: Structure): Set of bounded structures
X ={S}
while there exists a structure S’ € X
such that there exists u € U5 and p € Py
such that ¢%' (p)(u) = 1/2 do

Select and remove S’ from X

let Sp = S’
50 (p) () = 0
X=XU {S()}
let S = 5’
S () () = 1
X=XU {Sl}

if u is a summary node then
let Sg1 = S’
add new node u’ to Sp;
set all predicate values for u’ to be the same as for u

1201 (p)(u) := 0
50 (p) () =1

X:XU{Sol}

od
return X

Figure 3.2: An algorithm that takes a structure S that is bounded according to the definition in
[SRWO02], and returns a set of structures X that are bounded according to the more restrictive
definition in [SRW99], such that S and X represent the same set of concrete structures.
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Remark. Definition 3.2.1 can be generalized to characterize 2-valued structures, by also allowing
extra designated free variables for every concrete element and using equality in the node formula
to check if the concrete element is equal to the designated variable. In particular, for a 2-valued

structure S with US = {u1,...,u,}, use node” (w, vy, ..., v,) instead of node? (w). Then, for

each u; € U° we define nodef (w,v1,...,0,) Y= v;. However, the equality formula cannot

be used to identify nodes in a bounded structure because equality evaluates to 1/2 on summary
nodes.

3.4 Characterizing FO-identifiable structures

To characterize an FO-identifiable 3-valued structure, we have the following issues to cope with:

1. We must ensure the existence of a surjective embedding function.
2. We must ensure that every concrete individual is represented by some abstract individual.

3. We must ensure that corresponding conc