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Back to Lecture 3 (by Popular Demand)

Will go again over the following, making connections to
cryptographic applications that we saw

• Groups

• Rings

• Finite fields

• with special emphasis on Z∗pq and Z∗p .
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Elgamal Public Key Cryptosystem

• We are now going to describe a second PKC, designed by Taher
Elgamal in 1985 (when he was with Netscape).

• Elgammal PKC is based on the difficulty of finding discrete logs
in finite fields, and more specifically on the Diffie and Hellman
key exchange assumption.

• We will start by reviewing Diffie-Hallman, then move to Elgamal.
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Diffie and Hellman Key Exchange (reminder)

• Public parameters: A large prime p (1024 bits, say) and a
primitive element g in Z∗p .

• Alice chooses at random an integer a from the interval [0..p− 2].
She sends x = ga (mod p) to Bob (over the insecure channel).

• Bob chooses at random an integer b from the interval [0..p− 2].
He sends y = gb (mod p) to Alice (over the insecure channel).

• Alice, holding a, computes ya = (gb)a = gba.

• Bob, holding b, computes xb = (ga)b = gba.

• Now both have the shared secret, gba.
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Elgamal PKC (note resemblance to DH)

• Public information: A large prime p with p− 1 having a known
factorization and a large prime factor. Recommended to take
p = 2q + 1, where q is also a prime, and p is 756 or 1024 bits
long.

I A multiplicative generator g of Z∗p
I Bob publishes p, g.
I Bob picks a ∈ [0..p− 2] at random.
I Bob computes and publishes β = ga (mod p).

• Bob’s private information: a.

• Encryption of the message m:
I Alice picks k ∈ [0..p− 2] at random.
I Alice computes gk (mod p), mβk (mod p).
I Alice sends E(m) = (gk,m·βk) to Bob.

(βk “masks” m; k obviously is not made public).
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Elgamal PKC (note resemblance to DH)

• Bob’s public key p, g, β = ga (mod p).

• Bob’s private key: a.

• Encryption of the message m:
I Alice picks k ∈ [0..p− 2] at random.
I Alice computes gk (mod p), mβk (mod p).
I Alice sends E(m) = (gk,m·βk) to Bob.

(βk “masks” m; k obviously is not made public).

• Decryption of (gk,m·βk) = (c1, c2):
I Bob computes ca1 = (gk)a = (ga)k = βk (mod p).
I This enables Bob to compute the multiplicative inverse

of βk mod p, β−k (even though he does not know k).
I Bob now computes β−k ·c2 = m. ♠
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Properties of Elgamal Public Key Cryptosystem

• Encryption is randomized: m→ (gk,mβk).

• Alice should use a new, independent k for every encryption.

• Even if same m is sent twice, different k must be used.

• Encryption takes two modular exponentiations.

• Decryption takes one modular exponentiation.

• Ciphertext, (gk,mβk), is twice as long as plaintext m.
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Properties of Elgamal Public Key Cryptosystem (2)

• Cryptosystem is vulnerable to chosen ciphertext attacks.

• Given E(m) = (c1, c2) = (gk,mβk),

• Attacker chooses a random s, computes (c1, s·c2) = (gk, s·mβk)
• Attacker asks for decryption of (c1, s·c2), which equals s·m,

from which m is easily recovered.

• Cryptosystem is multiplicative. Given
E(m) = (c1, c2) = (gk,mβk), E(m′) = (c′1, c

′
2) = (gk′

,m′βk′
),

can easily obtain E(m·m′) = (c1c′1, c2c
′
2) = (gk+k′

,m·m′βk+k′
)

(without knowing any secret information).
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Does DH Key Exchange Hide All Partial Information?
(reminder)

• From ga and gb, Eve could easily deduce if a and b are even or
odd.

• The exponent arithmetic is done modulo p− 1, which is even.

• If both a and b are odd, then ab mod (p−1) is odd too, and
gba is not a QR. If a, b, or both are even, then ab mod (p−1) is
even, so gba is a QR.

• Thus in (this original version) of DH key exchange, some partial
information does leak – specifically the QR bit of the key gba.

• Same type of partial information is leaked in Elgammal
encryption.
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Does Elgamal Encryption Hides All Partial Information?

• From β = ga, Eve could easily deduce if a is even or odd.

• From gk, Eve could easily deduce if k is even or odd.

• If both a and k are odd, then ak mod (p−1) is odd too, and
βk = gak is not a QR.

• If a, k, or both are even, then ak mod (p−1) is even, so gak is a
QR.

• Thus from mβk = mgak, Eve can deduce if m is a QR or not a
QR.

• So this type of partial information is leaked in Elgammal
encryption as well. ♠
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Restricting the Message Space

• Standard fix for DH key exchange to this partial information
leakage problem: p is chosen to be of the form p = 2q + 1,
where q is a prime.

• Instead of working in Z∗p , work with QR, the quadratic residues
of Z∗p .

• QR is a cyclic group with exactly q elements.

• Instead of using a multiplicative generator g of Z∗p , use a
multiplicative generator h of QR, the quadratic residues of Z∗p .

• An identical fix is applicable to Elgamal PKC.

• Alice should now encode messages as quadratic residues.

• Encoding messages as QR elements is easiest if −1 is not a QR
in Z∗p . We omit the details.
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Signatures

http://lacourphoto.net/uploaded images/signatures1-770492.jpg
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Hand Written Signatures

• Relate an individual, through a handwritten signature, to a
document.

• Signature can be verified against a prior authenticated one,
which was signed in person in a bank, in the presence of a public
notary, etc.

• Should be hard to forge.

• Are legally binding (convince a third party, e.g. a judge).
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Digital Signature Schemes

• Relate an individual, through a digital string, to a document.

• Would like to achieve all features of hand written signatures,
plus more.

• For example, should be able to base difficulty of forgery on some
hard computational problem, not just on ineptitude of forger.

• Diffie and Hellman were first to propose such framework.

• An implementation was first given by RSA.
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Diffie and Hellman “New Directions in Cryptography” (76)

Diffie and Hellman proposed a “textbook framework”, based on any
deterministic public key cryptosystem.

We will describe this framework and implementation(s), and then
discuss some specific shortcomings of it.

• Let EA be Alice’s public encryption key, and let DA be Alice’s
private decryption key.

• To sign the message M , Alice computes the string y = DA(M)
and sends (M,y) to Bob.

• To verify this is indeed Alice’s signature, Bob computes the
string x = EA(y) and checks that indeed x = M .
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Diffie and Hellman “New Directions in Cryptography” (76)

Diffie and Hellman proposed a “textbook framework”, based on any
deterministic public key cryptosystem.

We will describe this framework and some implementation(s), and
then discuss some specific shortcomings of it.

Intuition: Only Alice can efficiently compute y = DA(M), thus
forgery should be computationally infeasible.

Question: Do you buy this argument?
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Problems with “Pure” Diffie-Hellman Paradigm

• Easy to forge signatures of random messages, even without
holding DA:

• Bob picks R arbitrarily, and computes s = EA(R) using Alice
public key.

• Then the pair (s,R) is a valid signature of Alice on the
“message” s.

• Therefore the scheme is subject to existential forgery.

• “So what” ?
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Problems with RSA Implementation

• Consider specifically RSA. Being multiplicative, we have
(products are modulo pq): DA(M1M2) = DA(M1)DA(M2).

• If M1=“I OWE BOB $20” and M2 = “100” then under certain
encodings of letters, we could get M1M2 =“I OWE BOB $2000”
. . .
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Generic Solution: Hash First

• Let EA be Alice’s public encryption key, and let DA be Alice’s
private decryption key.

• Let H be a strongly collision resistant hash function.

• The hash function H is completely public, and in particular no
secret key is employed.

• To sign the message M , Alice first hashes the message, namely
computes the string y = H(M).

• Then, Alice computes the string z = DA(M). She sends (M, z)
to Bob.

• To verify this is indeed Alices signature, Bob computes the string
y = EA(z) and checks that indeed y = H(M).

• Argue (intuitively) why this foils previous attacks.
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Signature Schemes: General Structure

• Generation of private and public keys (this phase must use truly
random bits).

• Signing algorithm: Either deterministic or randomized.

• Verification algorithm: Returns an accept/reject output. Usually
deterministic.

• It is important to realize that signature schemes that deviate
from the Diffie-Helman plus hashing paradigm do exist (e.g.
Goldwasser-Micali-Rivest, 1988).
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Signature Schemes Used in Practice

• RSA

• Elgamal Signature Scheme (1985), based on the intractability of
discrete log in Z∗p . Will be described shortly.

• The DSS/DSA (digital signature standard/algorithm), adopted
by NIST in 1994. It is based on a modification of El-Gamal
signature.

• Elgamal like scheme in the different groups of elliptic curves.
This will not be described.
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Elgamal Signature Scheme

• Key Generation:
A large prime p with p− 1 having a known factorization and a
large prime. Recommended to take p = 2q + 1, where q is also a
prime, and p is 1024 bits long.
A standard, strongly collision resistant hash function, H.

I Bob picks a multiplicative generator g of Z∗p .
I Bob picks x ∈ [0..p− 2] at random.
I Bob computes and publishes y = gx (mod p).

• Bob’s private key is x.

• Bob’s public signature key is p, g, y.

So far it is similar to Elgamal encryption. This will soon change.
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Elgamal Signature Scheme (2)

Signing the message M , employing randomization:

• Hash: Let m = H(M):

• Bob picks at random k ∈ [0..p− 2] which is relatively prime to
p− 1 (there are ϕ(p− 1) ≥ q − 1 such elements).

• Bob computes r = gk (mod p).

• Bob computes s = (m− rx)·k−1 mod (p− 1) (***)

• Bob outputs r, s.

• Together with M , this is the signature of M .
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Elgamal Signature Scheme (3)

• Bob outputs r, s.

• Together with M , this is the signature of M .

• Verification of M ’s signature:

• Alice computes m = H(M).

• If 0 < r < p and yrrs = gm (mod p), Alice accepts.
Otherwise she rejects.

• What the &%$# is going on?

• By (***), s = (m− rx)·k−1 mod (p− 1).
So sk + rx = m mod (p− 1).

• By construction r = gk, so rs = gks.

• Since y = gx, we have yr = grx,
implying yrrs = grxgks = gsk+rx = gm. ♠
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Elgamal Signature Scheme: Some Properties

• Since signing is randomized, same message could have multiple,
different signatures. OK to sign same message many times.

• If k ∈ [0..p− 2] is repeated in different mssgs (rather being
chosen at random), then Eve can extract the private key (try
this!).

• Same applies to highly dependent choices of k1, k2, . . ..

• Can be applied in other commutative groups where discrete log
seems hard. For example in Elliptic curves (more efficient
operations).

• Forging amounts to finding r, s such that yrrs = gm (mod p),
and seems to require discrete logs (but not proved equivalent!)

• Overhead:
I Signature: One exponentiation, can be done offline

(preprocessing). A constant number of modular
multiplications/gcd (cheap).

I Verification: Three exponentiations, plus a constant number of
modular multiplication.
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Signatures vs. MACs: Important Distinction

• The obvious difference is that MACs require shared secret keys,
while signature keys do not.

• But there is a more important distinction:

• Suppose parties A and B share the secret key K.

• Then (M,MACK(M)) convinces A that indeed M originated
with B.

• But in case of dispute, A cannot convince a judge that
(M,MACK(M)) was sent by B , since A could have generated
it herself.
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