


on a larger Hilbert space, a process which is called “purifi-
cation”. A pure state |¢)4,p is a purification of the density
matrix pa if the reduced density matrix of |¢)(4|a 5 to the
Hilbert space A is p. The most straight forward way to
purify a density matrix p = 3, wi|$:)(¢:] is by the state

1) = 22 Vwili) ® |¢:).

Fidelity.
The fidelity is a way to measure distances between density
matrices, which is an alternative to the trace metric. Given

two density matrices po, p1 on the same Hilbert space A the
fidelity is defined [4] to be:

f(po, p1) = sup [{do|d:1)| 1)

where the supremum is taken over all purifications |¢o) of po
and |¢1) of p1 to the same dimensional Hilbert space. We
note here a few important properties which can easily be
proven:

1. 0< f(po, 1) < 1
2. f(po,p1) =1<= po = p1

3. For po which is a pure state, i.e. po = |¢o){do|, we
have '

flpo, p1) = (dolp1]do).

Note that the fidelity increases as the distance between two
density matrices decreases. It is also not too difficult to see
that the supremum is always achieved, i.e. we can replace
the supremum by a maxithum; See [4] for more details.

Entanglement. Suppose Alice holds a register A, Bob
holds B, and the system is in a pure state $ap. If we look
at Bob’s system alone then we might see a mixed state, and
as we said before, Alice can not change the reduced density
matrix of Bob by local operations on her side. On the other
hand Alice might gain different aspects of knowledge on the
actual result that Bob gets.

EXAMPLE 1. ¢4p = %(IOO)-H]])). If Alice measures in
the {|0),]1)} basis, then Bob’s system is with probability half
in the state |0), and with probability half in the state {1), and
the register A reflects the result Bob gets, i.e., Alice knows
whether Bob gets a zero or a one. Now, Y45 can also be rep-
resented as %(I-f-,—}-) +|~,—)) where |4+) = 715(|0) + 1))
and |-) = %GO) —|1)). Alice can measure the register A
in the {|4),|—)} basis. Now Bob’s system is with probabil-
ity % in the state [+), and with probability half in the state
|~), and the register A reflects the result Bob gets, i.e., Al-
ice knows whether Bob gets |+) or |~). Notice that Bob’s
reduced density matriz is the same in both cases.

An important Theorem by Mayers [6] and independently Lo
and Chau [5] states:

THEOREM 4. Suppose the reduced density matriz of B is
the same in ¢ap and Yap. Then Alice can move from ¢ap
to Yap by applying a local transformation on her side.

Le., even though Alice can not change Bob’s reduced density
matrix, she can determine how to “open” the mixture, and
do so in a way that gives her full knowledge of Bob’s result.
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3. THE BINDING PROPERTY

In Protocol 1 Alice sends a qubit to Bob (we call it a “de-
posit” step) and later on she tells Bob how to “open” the
qubit (the “reveal” step) which also determines the value
that is supposed to be in the qubit. Such a protocol is
worthless unless the deposit step is “binding” Alice to a
pre-determined value. We first define the binding property
in a general way. We then analyze how binding Protocol 1
is. Suppose we have a two step protocol:

Deposit : Alice prepares a super-position ¥ 45 with two
quantum registers A and B. Alice sends the second
register B to Bob.

Reveal : Alice and Bob communicate. Bob follows the
protocol and Alice is arbitrary. If Alice wants to create-
a bias towards 0 she uses one strategy, and if she wants
a bias towards 1 she uses a different strategy. Bob
decides on a result rg € {0,1, err}.

Let us denote by po the probability that Alice claims the re-
sult is 0 in the zero strategy, by p1 the probability that Alice
claims the result is 1 in the zero strategy, and by perr the
probability that Bob decides the answer is rz = err when
Alice uses the zero strategy. We similarly define go, 1, gerr
for the one strategy.

DerFNiTION 5. ((€,7) binding) A protocol is (e,v) bind-
ing, if whenever Bob is honest, for any strategy Alice uses,
ifperr, Gerr < € then |p0 et qOI, |P1 - 91| <7

3.1 Protocol 1 is quadratically binding
THEOREM 5. Protocol 1 is (¢,v = #"1(2&9)) binding.

Proor. (of Theorem 5). At deposit time Alice sends Bob
one qubit B, which might be entangled with the qubits A
that Alice holds. Let us denote the reduced density matrix
of B by p. At revealing time, Alice may choose whether
she wants to bias the result towards 0, in which case she
applies the generalized measnrement My, or towards 1 in
which case she applies M;. The measurements Mo and M;
do not change the reduced density matrix p of Bob, but
rather give different ways to realize p as a mixture of pure-
states, and give Alice information about the value that Bob
actually gets to see in this mixture.

Now, we even go further and give Alice complete freedom to
choose the way she realizes the reduced density matrix p of
Bob as a mixture, and we give her the knowledge of Bob’s
value for free. Let us say that when Alice applies Mo, the
reduced density matrix p is realized as the mixture {pi, ¢:},
and when Alice applies M; the reduced density matrix p is
realized as the mixture {p}, #;}.

Now, let us focus on the zero strategy. Say Alice realizes p
as {pi;,¢:}. When the i’th event happens, Alice’s strategy
tells her to send some two qubits gs,¢- to Bob, that are
supposed to hold classical 0,1 values for b and z. Bob then
measures gy and ¢, in the {|0),]|1)} basis. Now, if one of
b, = is not a classical bit, then Alice can measure it herself
in the {]0),]1)} basis, and get a mixture over classical bits.
Furthermore, we can push all the probabilistic decisions into
the mixture {p;, ¢;}. Thus, wlo.g, we can assume Alice’s
answers gp and ¢, are classical bits that are determined by
the event 7. Let us denote by u; the vector b, 2, Where b;, z;



are Alice’s answers when event ¢ occurs. W.l.o.g we may
assume #; € {¢svz}, otherwise we know Bob immediately
rejects.

The probability Bob discovers that Alice is cheating is then
1 — |{¢:]u:)|® and the overall probability Bob detects Alice
is cheating is

Perr = Eipi(l - |(¢l|ul>|2)

Let us define the density matrix po

Tipilui){(uil.
CLAaM 6. {|p — pollt € 24/Perr.

PROOF. [[|¢:){:| — lui){uillls 2/1 = [{ilui)|>.

Therefore

[|Zipil@i) (@il = Zipilui)(uil [|e
ipilllga) (il — fui)(ui] |[e
25ipi/1 = [{¢ilus)]?

Now, by Cauchy-Schwartz inequality,

lle — poll:

IA

Tipiv/1 — [($ilu:)l? Tiy/Piv/pi(1 = (8:]ui)l?)

< VEipi/Eipi(1 = [(¢ilui)|?)
= Vorr
and the claim follows. [

Similarly, if Alice tries to bias the result towards 1, B
ends up in the mixture {p}, 4i}, and when ¢ occurs Al-
ice sends b’,z’ to Bob that correspond to a vector u; €
{¢b,x}. We define p1 to be the reduced density matrix
p1 = ipilui)(ul|l. As before, ||p— p1|lt < 2,/gerr. Hence,
HpO - Pl”t _<_ 2(\/?&7‘1‘ + A/ Qerr)-

To conclude the proof, we establish the following claim:

CLam 7. Let po and p1 be density matrices correspond-
ing to miztures over {@sz}. Let po be the probability of
doo0 or ¢o1 in the first misture, and p1 1 — po be
the probability of ¢1,0 or ¢1,1. Similarly let go and ¢ be
the corresponding quantities for the second mizture. Then
llpe = p1lle > 2 - |po — go| cos 26.

ProoF. We show that we can distinguish the mixtures
with probability at least |po — go|cos 26 when we measure
them according to the basis {|0), {1)}. If we do the measure-
ment on a qubit whose state is the reduced density matrix po
we get the |0) answer with probability po cos®(8)+p1 sin®(6),
while if we do the measurement on a qubit whose state is the
reduced den51ty matrix m we get the |0) answer with prob-
ablhty go cos?(0) + o sin”(8). The difference is {po cosz(G) +
p1 sin?(8) — (go cos®(8) + g1 sin?(8))| = |po — go|(cos®(#) —
sin®(8)), where we used p1 —g1 = (1—po)—(1— qo) = o po.
Altogether we get ||po — p1||s > 2:|po—go|(cos®(8)—sin’(6))
as desired. [

Putting it together:
2'cos(29)-|po—qo| S ”Pl - Pl”t S 2(\/Perr+\/Qerr) S 4\/E

2
e, |po —qo| £ #s(%*)-
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3.2 A Quadratic Strategy for Alice

We now show that Alice has a quadratic strategy for Pro-
tocol 1, and thus Theorem 5 is essentially tight. In fact,
we show the quadratic bound for a more general family of
protocols. Let po, p1 be two density matrices of the same
dimension, po can be realized as the mixture {p?,|a? Z} and
p1 as {p},lal)}. To encode b, honest Alice picks |af) with
probability p; and sends it to Bob. At revealing time Al-
ice sends b and i to Bob, and Bob tests whether Alice is
cheating by projecting his state on |af-’).

THEOREM 8. Let f be the fidelity f(po,p1). For any
0 < o < w/4 there exists a strategy for Alice with ad-
vantage \/_sm(Za)/Z and probability of detection at most
a- f}stnzga!

5 .

On first reading of the next proof the reader might want to
check the proofin the simpler case where po and ~ represent

pure states, i.e., p» = |Ps){¥s].

Proor. We first represent the strategy of a honest Al-
ice in quantum language. Consider two maximally paral-
lel purifications |1o) and |¢1) of po and p1, where po and
p1 are density matrices of the register B, and the purifica-
tions are states on a larger Hilbert space A ® B. By [4],
[(#o]®1)|> = F(po, p1). At preparation time, Alice prepares
the state

18) )+ 11, 91))

1
ﬁ(loy ¢0
on A®B and one extra qubit C. Alice then sends the register
B to Bob. At revealing time, Alice measures the qubit C in
the |0}, 1) basis, to get a bit b. The state of registers A, B
is now [¢5). Alice then applies a unitary transformation U,
on register A, which rotates her state |#s) to the state

Z \/El]‘)AM)B

This is possible by Theorem 4. After applying Us, Alice
measures register A in the computational basis and sends
Bob the bit b and the outcome of the second measurement,
j. This strategy is similar to the honest strategy, except for
that Alice does not know what bit and state is sent until
revealing time.

We can also assume w.l.o.g. that the maximally parallel
purifications satisfy that (1o|¢¥1) is real and positive. This
can be assumed since otherwise we could multiply |#0) by an
overall phase without changing the reduced density matrix
and the absolute value of the inner product.

To cheat, Alice creates the encoding |3)cap and sends regis-
ter B to Bob. Alice’s one strategy is also as described above.
The zero strategy, on the other hand, is a slight modification
of the honest strategy. At revealing time, Alice measures the
control qubit C in the {|¢a),|¢5)} basis, where

|¢a) c|0) + s{1),
l62) —s(0) + c|1),

and s = sin(@), ¢ = cos(a). If the outcome is a projection on
|$o) Alice sends b = 0 and proceeds according to the b =10
honest protocol, i.e. applies Uy to register A, measures in
the computational basis and sends the result to Bob. If the
outcome is a projection on |¢;';), Alice proceeds according

|%)

I

(2)



to the b = 1 honest protocol. Let us now compute Alice’s
advantage and Alice’s probability of getting caught cheating.
We can express |3) as:

1 i
|ﬁ> E(Cl¢a)¢0>—sl¢a)¢0>)+

%(swa, ¥1) + clpL, ¥1)).

Hence, the probability Ahce sends b = 0 in the zero strategy
is —|c¢o+s¢1|2 = 2(c® + 5% + 2es(ho|¥1)) = (1 + 2es/7).

We conclude:
CLAamM 9. Alice’s advantage is @‘:—@ﬂ

We now prove that the detection probability is at most
(1- f) . The state of A® B conditioned that the first mea-

surement yields |¢4) can be written as \/?l(b:_o) \/2—(c|1/10) +
s|¢1)) where Pr(b = 0) is the probability Alice sends b = 0

in the zero strategy. The above state can be written as

g Jpet VIl + VI el

The rest of the protocol involves Alice’s rotation of the state
by Uy, then Alice’s measurement of the register A and Bob’s
measurement of the register B. The entire process can be

treated as a generalized measurement on this state, where

this measurement is a projection onto one of two subspaces,
the “cheating Alice” and the “Honest Alice” subspaces. We
know that [4o) lies entirely in the honest Alice subspace,
and thus the probability that Alice is caught, conditioned
that C was projected on ¢, is at most T(i.—.‘o‘j%(l — f)s%
In the same way, when we condition on a projection on ¢2,

Alice’s state can be written as ﬁ _&.(( —f8)|1) —

VI = Fs|wi )) Wthh gives a probability of detection which
is at most WT) 5 - f)s*. Adding the conditional prob-

abilities together we get that the detection probability is at
most (I——f&. O

4. THE SEALING PROPERTY

DEFINITION 6. ((¢,p) sealing) A bit escrow protocol is
(e, p) sealing, if whenever Alice is honest and deposits a bit b
s.t. Prob(b=0) = %, for any strategy Bob uses and a value
¢ Bob learns, it holds that either

* PrbER{Oyl},protocol (C = b) < %—i— €, Or
® Pryep(0,1} protocot (T4 = err) > p

The probability is taken over b taken uniformly from {0,1}
and the protocol.

We show here that protocol 1 is quadratically sealing. This
means that whatever Bob does, he will always be detected
cheating with probability which is at least the square of his
advantage. Later, we show that this is tight.

4.1 Protocol 1 is Quadratically Sealing

THEOREM 10. Protocol 1 is (¢ = O(s—iﬁ%),p) sealing.
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PRrROOF. We first describe a general scenario. Alice is hon-
est and sends |¢b,z) 4 to Bob. Bob has an ancilla |0)¢. Bob
applies some unitary transformation U acting on the regis-
ters A and C. Let us denote

U(|66,2,0)ac)

Bob then sends register A to Alice, and keeps register C to
himself. We want to show that if C' contains much informa-
tion about b then Alice detects Bob cheating with a good
probability.

We can express o ; as a superposition,

I¢b,a:, wb,z) + I¢-\b,z, w{:,z) (3)

where we have used the basis |¢bz), |¢-b,z), for A. In this
representation, the probability p Bob is caught cheating is:

les,o)

les,z)

73 el ()
b,z

which in particular implies that |Jwy .|| < 2,/p.

We now want to express Bob’s advantage. Let po (p1) be

the reduced density matrix of the register B conditioned on

the event that b =0 (b = 1). Then,

=) Pr(z)(wse)(woc| + |w ) wh o) (5)

Bob’s advantage is at most the trace dis-
tance between po and p;, and we want to’
bound it from above. Triangle inequality gives:
lleo—palle < 30 llwoo)(wool — [win)(winflls +

2
lllwo 1) (wo,1| = [wi0)(ws,ollle + 3, , [[wh o)) ll]e ).
As the trace norm of two pure states ¢ and b is

1—1{(a{b}}?, and using Equation 4, we get:

V1= {wool|wii}? +
V1= [{wo,i|wio)l? + 2p

[lpo — p1llt

We now claim;

> 1

LEMMA 11. |(woolwi,1)|
O(ctg?(26) + 4)p.

[{wo,1]w1,0)]

Thus, altogether, ||po — p1]|: <

< O(ctg(20),/p) which com-
pletes the proof. [

We now turn to the proof of Lemma 11.

ProoF. (of Lemma).
We will prove that all the unprimed w vectors lie in one
bunch of small width, using the unitarity of U. The unitar-
ity of U implies that (¢ps|dp ') = (ab,clap ). We can
express o as in Equation 3. We get:

(do,2|bbr 0 ) (¢b,zl¢b',x/)(wb,zlwb',zl) +
(Bb,2]B-6r o YW 2| Wy ) +
<¢“'b,a:|¢b’,a:’)(wé,xlwb’,z'> +
(B=b,21Bb 20 ) (Wi, | Wt 11 )

Substituting the values b, z,b’,z' for actual values, and

noticing that |(wj, ,|wy /)| < 4p, we in particular get the
following equations:



(Wo,z|we,e) =4p 1 (8)
(woolwio) +{wopolwie) = 0 (M
(woalwy, ) +{woslwiy) = 0 (8)

(wiolwl ) = (wiolws) =sepss <(1— (wrolwin))  (9)
(wo [ o) + (wd|wr 0) =sepre (1 = (woslwro)) (10)
—(wo,0lwy,1) — (wo,0lw1,1) =4sp/c %(1 — {woolwa)) (11)
(wh olwo) = (wooluwh,s) Zaepss <(1 = (woolwo,)) (12)

where ¢ = cos(26), s = sin(20) and we write z =, y if
|z — y| < ¢. A partial result can already be derived from
what we have so far. By equation 4, we note that the length
of the primed w vectors is at most 2,/p. Inserting this to
equations 10 and 11, we get that [(woo|w1,1)| and similarly
[{wo,1]w1,0}} are close to 1 up to terms of order ./p. This
is a weaker than the result which we want to achieve in
lemma 11, which is closeness to 1 up to order p terms. If
we stop here, the closeness of the unprimed w vectors up to
order ,/p implies that Bob’s information is at most of the
order of 4\/17. Note, however, that so far all we have used is
unitarity, and we have not used the particular properties of
the set of vectors we use in the protocol. In the rest of the
proof, we will use the symmetry in protocol 1 to improve on
this partial result, and to show that Bob’s information is at
most of the order of \/p. Basically, the symmetry which we
will use is the fact that the vectors in the protocol can be
paired into orthogonal vectors.

We proceed as follows. The idea is to express equations 9-
12 as inequalities involving only the distances between two
w vectors, ||ws,z — Wy ,/|| and then to solve the set of the
four inequalities to give an upper bound on the pairwise
distances. This will imply a bound on the inner products,
{ws,z|wpr ), by the following connection:

_ 2
CLAIM 12. 1— Re(('wb,zlwblyf)) > Nwp = ;Ubl 2 .
where Re(z) denotes the real part of the complex number z.

ProOF. ”'UJb,I — Wy gt ||2 = (wb,x — Wy g lwb’z — wb’,m’) <
2 — 2Re((wb,$|wb:’z/)).

We denote:
e = |jwoo —woall
b = |woo —wial|
¢ = |lwoa —wioll
d = ||lwio—wiall

Let LHS (RHS) be the sum of the left (right) hand side of

the last four equations.
CLAM 13. Re(RHS) > £(a® +d%) + (b + 7).
Proor.
Re(RHS) = =(2= Re((woolwo,)) = Re((wrofwr,)))
+ 2(2= Re({woolwi)) ~ Re((wo,w10)))

and now we can apply claim 12. [J

Expressing the left hand side of the equations in terms of
a,b, c and d might look a bit more complicated, and this is
where we invoke the symmetric properties of the protocol,
namely equations 7 and 8.

CLAM 14. Re(LHS) <4,/p(a+b+c+d)

Proor. We first look at the LHS of Equation 11 + Equa-
tion 12. By adding (wolwi ) + (wo1|lwii) = 0 (due
to Equation 8) and by using the fact that Re({e|8)) =
Re({fB|a)) we get that the LHS of these two equations con-
tributes Re({wgolwo1 — w1,1) + Re({wo1|wiy — woo) +
Re((w{,l Jwo,1 — wo ) £ 2:/pP(c+ d) + 2,/pb + 2./pa.
Similarly, the LHS of Equation 9 +Equation 10
is Re((w{‘0|wo,1 — wl,l) -+ Re((w{,yllwl,o - 'w1’1) =+
Re({wi 1|wio — woi) < 24/Bla+b+d+c).

Altogether, Re(LHS) < 4/pla+b+c+d). O

Combining Claims 14 and 13 with our knowledge that
Re(RHS) < Re(LHS) + 22 + 22 we get:

€/ 2 2 S 12 2

= = <

2$(a +d )+20(b te) <
ssp

8
4\/5(a+b+c+d)+%+ -

We want to show that @,b,c,d are all of the order of /p.
Define A =a+b+c+d. For 0 <8< Z, ctg(20) > 1g(20).

~ Since all terms in the left hand side are positive, we have for

each of a,b, c,d an upper bound in terms of A:
8A
22 < 2VP e+ (S)?)
s/c s

Thus, A =a+b+c+d < 4/ 282 4 1%
Solving the quadratic equation

A2 _ 27\/ﬁcA _ 28p
S

= =0
for A we get
A < 132-./p- ctg(20)
Finally,
woolwii)| > [Re({woolwi,1))l
_ Hwooll® + [lwia|® — b
N 2
— 2 p—
> 2—b 8p

2
> 1—(2"ctg”(20) +4)p

where the third inequality is true due to equation 6. Simi-
larly, we have the same lower bound for |(wo,1|w1,0}|, which
implies lemma 11.

Thus, our bit escrow protocol gives quadratic sealing.

REMARK 1. Protocol 1 is sealing even if we modify it a
little bit, as follows: at revealing time Alice first reveals b
and then Bob returns the qubit q. In other words, if Bob has
learned € information about b after the deposit stage, then
even if later on he gets to know b, he cannot avoid being
detected with probability Q(e?). To see this, we use linearity.
If Bob has a strategy which gives him detection probability p
in the modified protocol, then w.l.o.g. his strategy is to apply
the identity if b = 0 and some unitary operation U if b= 1.



However, since the b =1,z = 0 and b =1,z = 1 cases are
linear combinations of the b = 0,z =0 andb =0,z =1
cases, one can show that if Bob’s probability for detection is
p in the b = 0 case, then it is also O(p) in the b = 1 case,
and therefore Bob does not have to apply U in the first place.
This means that if he has a cheating strategy for the modified
protocol, then he also has a cheating strategy with about the
same parameters for protocol 1, and so by Theorem 10 the
modified protocol is also quadratically secure.

REMARK 2. One might suspect that this quadratic gap
will always be the case for any reasonable set of vectors for
Alice. This is not correct. If Alice only uses ¢o1 and ¢; 0,
then Bob has a strategy which gives him 4\/;5 advantage. We
will not elaborate on this in this paper.

4.2 A Quadratic Strategy for Bob

THEOREM 15. Let po, p1 be two density matrices of the
same dimension, such that ||po — p1]|: = t. Consider the
following protocol. Alice tosses a random bit b. She chooses
a pure state from the mizture pp, and sends it to Bob. Then
Bob returns to Alice the state, and Alice projects it on the
original state to test whether Bob has manipulated it. We
claim that for any 1 > p > 0, there is a strategy for Bob such
that he learns b with advantage t\/p, and his probability of
detection is at most %(1 — /1 —p), which is ©(p) for small
p.

proof: Alice prepares an encoding ¥, of b € {0, 1} in register
B, and sends register B to Bob. Let ps be the reduced den-
sity matrix of ¥, to register B. We denote t = [[po — p1]]:.
By Theorem 3 we know that if Bob is interested in learn-
ing information about b, and is not concerned with being
detected cheating, the best he can do is a measurement
according to the eigenvalue basis of pg — p;. Given, any
0 < p £1 we modify this strategy to a strategy where the
detection probability is at most p, and yet, Bob gets much
information.

Let us consider more precisely Bob’s best strategy for
learning & if he is not concerned with being caught. Let
{e1,... ,ex} be the eigenvector basis of pp — p1. Let V't
(V™) be the set of eigenvectors e with non-negative (neg-
ative) eigenvalues. The measurement M is defined by the
Hermitian matrix for which V* is an eigenspace of eigen-
value 0 and V™ is an eigenspace of eigenvalue 1. By Theo-
rem 3

[Trace(poM) — Trace(p1 M)| (13)

To apply a weak form of the measurement M, Bob takes a
one qubit ancilla C. He applies a unitary transformation U
on the received message and the ancilla, as follows:

[ le0)  Heev+
Ule,0) = {|e)®lv) feeV™

where |v) = /T —p|0) + ,/p|1) and U is completed to a uni-
tary transformation. After applying U Bob returns register
B to Alice, and keeps the ancilla C for himself. Notice that
the special case p = 1 is equivalent to the measurement M.

LEMMA 16. HUpo[c — Up1|c||t = t\/ﬁ.

Proor. We will show
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CLAamM 17.

= Trace(poM)|0){0] + (1 — Trace(po M))|v){v])
= Trace(p1 M)|0){0] + (1 — Trace(p1 M))|v){v|)

Thus, Upolc Upile (Trace(po M) —
Trace(p1 M))(|0){0] — |v)(v]) £ 5(10)0] — [v){vl),
where the last equality is due to Equation 13. Since,
1110){0] — |v){v]]le 2\/1 = (0|v)|? 2p we get
IUpolc — Upilc|ls = t,/P as desired. [

Upolc
Upile

We now prove Claim 17.

PROOF. (of Claim 17). We express po = 3= wj|e;){e;l,
where «; is a pure state.We further express each «; in the
eigenbasis {e;}:

laj) = Y abilel)+ > agler)
it i—
Applying U, this state is taken to:

Ulay,0) = 3 afile)Io)+ D ajler)lo)

it

The reduced density matrix to the register C, in case of
event |a;) is:

ey 1af 10001 + 32, Hag; P o) (ol
and altogether, Upolc = 3=, w; (3, |a;';- 3Hj0) 0|+
2w, |a,-_j|2)|1))(v]. To complete the proof we just no-

tice that 3°; w;(3°,, lat|®) = Trace(poM). The proof for
Upolc is similar. O

We now analyze the error detection probability.
LEMMA 18. Prob(err) < %(l —-+/1=7p)

ProOOF. Say Alice sent Bob the state |w). We can express
it as |w) = a|lw?) + blw™) where |w?) € Span(V ') and
|[w™) € Span(V ). Bob applies U/ on w and gets

Ulw) alw™,0) + blw ™, v)

alwt, 0) + /1 = pblw™, 0) + /pblw ™, 1)
Therefore, if we measure the last qubit, then with proba-
bility pb*> we end up in |lw™) and with probability 1 — pb?
we end up in a|wt) + /T — pb|lw™) normalized. Thus the
density matrix of U|w) after tracing out the last qubit is:

_ (  laf®  bayi—p
= ba/T—p |B)?
To find out the probability for Alice not to detect Bob cheat-
ing, we calculate (w|p|w). We get:

Pr(—Err) la|* + 2[ab*/1 = p + |b]*
1—2|ab>(1 = /1—p)

The probability of Alice detecting an error is thus 2|ab|?(1 —

T-p<3(1-vIi=p). O

REMARK 3. The average of |ab] can tend to 0.5, even
when t tends to 0. This can be seen by taking po to be com-
posed of two states which are the basis states |0) and |1)
rotated by 8 towards each other, whereas p1 is the mizture
of the basis states rotated by 6 outwards. As § tends to 0, t
tends to 0, but |ab| tend to 0.5.



5. PROOF OF THEOREM 2

We show that no cheater can control the game.

When Bob cheats :

Suppose Alice is honest and Bob is arbitrary. Let us
look at the mixture that Alice generates at the first
step of Protocol 2. Let py=o be the density matrix in
the case b = 0, and pp=1 in the case b = 1. Then
l|ob=0 — pr=1||t = 2cos(26). It follows from Theorem
3 that whatever Bob does, the probability that & = b
and Bob wins is at most Pr(b’ = b) < L4 <29 =

cos®(8) which for § = Z is at most 0.86.

When Alice cheats :

Now, suppose Bob is honest and Alice is arbitrary.
Prob(Alice wins ) = =z, which is at most potar
whereas the probability that Alice loses is at least

tidde  The difference |z — (1 — z)| is at most
Eu-ﬂngﬂl—'ﬂl < Ipu——qolglm—ml = |po — qof, ie,, z <
1+ipo—90

9 —dol,

Also, &f—;—gﬂ < 1 — z, as whenever Alice is caught
cheating she loses. This implies that \/perr + /Gerr <
24/1 — z as the maximum is obtained when perr =
Jerr =1 — . . ’
Finally, from the proof of Theorem 5 we have |po —

g| < %. Putting it all together we get:

1+ |po — go|

2
A/ Perr + A/ Qerr
2co0s(26)
Vi—=z
cos(269)

T

IA

+

-+

1
2
1
2
For 6 = % we get the quadratic equation 4?44z -7 <
0. Solving it we get ¢ < @ < 0.9143.
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