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TCP congestion control: additive increase,
multiplicative decrease

« approach:_increase transmission rate (window size),
probing for usable bandwidth, until loss occurs

= additive increase: increase cwnd by 1 MSS every

Approaches towards congestion control

Two broad approaches towards congestion control:

end-end congestion network-assisted

RTT until loss detected control: congestion control:
= multiplicative decrease: cut cwnd in half after « no explicit feedback from  + routers provide feedback

loss ° network to end systems
v « congestion inferred from = single bit indicating
g o end-system observed loss, congestion (SNA,

saw tooth = delay DECbit, TCP/IP ECN,
behavior: probing  § + approach taken by TCP ATM)
for bandwidth g = explicit rate sender

g oo should send at
:g time
5
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TCP Slow Start TCP Congestion Control: details

% when connection + sender limits transmission: How does sender

wHost A Host B@

begins, increase rate
exponentially until
first loss event:
initially cwnd = 1 MSS
double cwnd every RTT
done by incrementing
cwnd for every ACK
received
% summary: initial rate is
slow but ramps up
exponentially fast

«—RTT—

time
!
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LastByteSent-LastByteAcked
< cwnd

« roughly,

;:’q.d Bytes/sec

rate =

+ cwnd is dynamic, function of

perceived network congestion

perceive congestion?
% loss event = timeout or

3 duplicate acks

« TCP sender reduces

rate (cwnd) after loss
event

three mechanisms:

= AIMD
= slow start

conservative after
timeout events
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Refinement

Q: when should the 1
exponential
increase switch to
linear?

A: when cwnd gets to
1/2 of its value
before timeout. 2

TCP Reno

ssthresh

Congestion
(in seg
@

ATCP Tahoe

T T T T T T T T
01 2 3456 78 910111213 1415

Implementation: Transmission round
+ variable ssthresh

% on loss event, ssthresh is
set 1o 1/2 of cwnd just
before loss event

Transport Layer 3-8

Transport taver
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TCP Reno DNMIIAZR YINW NIZ? |IM) »
.34KB - 62KB — n cwnd X NI'UY YN'K N ¢ T2 *
Fa'alltahia I

MSS = 1KB =

SS—2Ix CA —2 X¥m1 TCP WWKD .3 dup acks I7apnn ¢

V211 Fast Recovery — 7 0121 X 3 dup acks 0'7apnni
cwnd

sshresh =
cwnd = ssthres + 3MSS
?YIINNN NN ssthresh 1y nn -«
n72un7 NnxN 1947 ,31KB ©
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Exam question (2011/12)

» We learnt that the congestion control of TCP is based on
the AIMD (Additive Increase, Multiplicative Decrease)
principle. In which phase of TCP’s congestion control is
this principle implemented precisely?

« In the CA phase when there are only dup acks and not
timeouts.

« Every RTT cwnd grows in 1MSS (approximately) >
additive increase

» When there is a dup ack, cwnd drops to half its former
value (+3 because of the fast retransmit phase) >
multiplicative decrease.

Refinement: inferring loss

« after 3 dup ACKs:
* cwnd is cut in half

= window then grows
linearly

< but after timeout event:

* cwnd instead set to 1

Philosophy:

+ 3 dup ACKs indicates
network capable of
delivering some segments
« timeout indicates a

MSS;

= window then grows
exponentially

“more alarming”
congestion scenario

= to0 a threshold, then
grows linearly

Transport Layer

Summary: TCP Congestion Control

ACKI

Ack) new Ack K

:un:;te%r o) cwnd = cwnd + MSS » (MSS/cwnd)
UPACKcountr+ I

upACKcount
cwnd = candsMSS transmit new segment(s), as alloved
dupACKeount =

o
transmit new segment(s), as alloved

cwnd 2 ssthresh
Iy

I U
BT imeout
A % )¥ssihresh = cwndiz
&= cund = 1 MSS duplicate ACK
dupAl

\CKeount = 0 GUpACKcount+
retransmit missing segment

o
s

SSthiesn = owndiZ

dupACKcount = 0 TS
dupAcKoount==3 | | retransmit missing segment a2 sthvest
ssivesh= ondi2

dupACKcount == 3
ssthresh= cwnd/2

cund = ssthresh + 3
retransmit missing segment

cwnd = ssthresh + 3
retransmit missing segment

duplicate ACK
Cand = cwna + MSS
transmit new segment(s), as alloved
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TCP Reno DNMIAYX YNINW NIRY 1IN
.1KB —"7 34KB — n cwnd NX NI'WW YIN'R N7 E, AT »
2VIIRNN NN -

MSS = 1KB =

timeout W'l SS—2 IX CA —2 X¥n1 TCP WWKD .timeout V'R ©

Wl SS="7 71N Kin
cwnd

sshresh =
cwnd = 1MSS
?VIINAN WNKY ssthresh 1y nn -«
n2un7 2nKN 107 ,17KB =
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Exam question (2011/12) Exam question (2011/12)

* We saw that the AIMD
principle allocates network
resources optimally.

« Right-to-left diagonal: R
 Explain what does the =

efficient allocation. The
bandwidth is fully utilized.
« Each axis: the throughput of

one of the clients. figure represents, and how

does it supports AIMD

Connection 2 throughput =

* Their intersection: optimal fairness
allocation (fair and « Each axis: the throughput of
efficient). one of the clients.

* (a,b): arbitrary starting « Left-to-right diagonal: fair
point for the two allocation. Each client gets
connections the same share

Exam question (2011/12) Exam question (2011/12)

+ What will happen if on any loss event
we decrease cwnd by 2 MSS?

« (i.e., additive decrease instead of
multiplicative decrease)

« In every step a constant factor is added
to the current point (actually one of two
constant factors - either because of an
increase or a decrease).

« Thus, all intermediate points are of the
form (a+¢,b +¢) withc =¢; + ¢,

« Solid lines: additive increase | &
phases %
« Dashed lines: multiplicative £
decrease events 5
« We can see the connections g

Connection 2 throughput =

converge to the optimal

+ e tep.

« Oscillation along an additive line: point
y=x+b—a )

« (45°angle, i.e., slope = 1 and intersects « This happens no matter
the y-axi: ding to the starti . .
poimg - oocoraing to fhe starting where the starting point

(a,b) was.

Exam question (2011/12) Exam question (2011/12)

What will happen if in every RTT we R

increase cwnd by 10%?

(i.e., multiplicative increase instead §

of additive increase)

In every step the current point is g
B

» What will happen if we do
multiplicative increase
additive decrease?!

« Divergence from
optimality by exactly the
same plot as the original

multiplied by a constant factor
(actually one of two constant factors
- either because of an increase ora
decrease).
Thus, all intermediate points are of
. . the form (ca, cb) with
» Simply traverse the lines €=y Cp.

backwards. |C.)sv:l.llatliorlalong a multiplicative
ine:y =-x
(points to the origin, slope
determined by the starting point).
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Toansport Layer

(2011/12) y2mn 98w

219'07 Random Early Detection (RED) n0'wA |IT2 IT N7RWA
.NYN2 (routers) D'anin "y ona

1217 DA NINIPY?N 79W N1 .N101d 1901 DY R 2N |IMm
— N R¥I'N VTN D'N7IY NINEE7D 7D . TCP Reno — 2 D'wnnwn
.NI7Y7 wTN yTN Nt 75 W 07071 link A

121 Q noaw (Buffer) Am wr 71 ,1amd 72am P17 YW axpn
.N7UN7 NIMY% NMNNA NIV NNONIKN

N 1AW QX2 AXIND NIVPON NIX NI7YYT P'o0n X7 7270 DX
NN TY 7721 17 AN ,QIn2 nnavxn

Buffer &

Link A
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RED X77 amin n'nyo

AVIXIN 19X NIVFED PATN7 NIT'NNNAY YN AT NNd |IN
NIX 1IN0 :TNY) ?1*7R Y'ann oniya n7pn N7'nn wann
.(RTT 'n1n2 naIwnn

N7wUN7 N'WNN NZITIY NOPON NXK T ,N7RUN NININ 197
1770 NILPON 1AW YN AVIKIN T NNAWY NIVED TIY
acks — 0 ,(dup acks nxIM) TV Nwan [AY TV R NT RN
VI 7Y 2¥PN IR TN APAN IPRN 7R TV DTN
.TNR RTT 7752 12y NI )Nl 2xpa NIV van? ni'nnn
MNX V2 NP D2 KIN timeout NI N7IWN 7¥X DX ,|'917'N7
¥R wam '1'wn P71 (nN7w1 nuponw yan) TR RTT
.N72NN DX 73T WK 1AW TN RTT 112w 20IK0N
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RED (Random Early Detection) nn"ia'7x

?nwna oniyn 7y n'? yron RED Ty ¢

N712'p 7w 2¥n7 0'YANY 197 TIV M1 NIEON [TAX *
oniy 'y hosts — 7 NNNIXA NWIN DTN 91K .AXRN
12'X ONIYNY 197 2¥7N NX TIINT7 DN7 NYONNI
LTPON7 NWAT7 NP AWONN

Exam question (2011/12)

« Does AIMD ensures fairness “in the wild”?

¢ No. For example:

s Applications that use UDP do not reduce their sending
rate on loss, so they will eventually choke TCP
connections.

= An application that initiates multiple parallel TCP
sessions will receive an unfair allocation.

s TCP does additive increase on every RTT (and not on
every global time unit), and so the allocation is biased
in favor of short-distance sessions.
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(2011/12) jn2mn 28w

RED X7 amin n'nyo

NNIX 71T 2NN ,NNAN NOPON NY'ANYD XM ANNY N1
NI 0Nl n7pn? 7arv 1"7nnn N NXN .(tail-drop policy)
host -n 7¥x TCP 7w NI71¥97 DONAIWNA ION'NN .20 NRXIND
NNIX N7YY host -0 7¥XI1,NPITIY NOPON NTVIM I'7X
duplicate MXI* TY'7 W2 APATIY IT IR NIKAN NIOPONWD
‘N71IUN 7¥X congestion control — N 11210 N7w9NY7 INA'W acks
loss event — 0 nya cwnd — n 'xn%7 threshold — 0 mvpn
.CA7x 2"nNI FR—"7 "ayni

'o0n NXI* X71 N7IUN 27U NIVES N2 NN DX ,|'017'N7
-7 cwnd NX TI" KINI timeout N7IWUN 7¥X Mj7* dup-acks
.SS =7 212w 0TI IXINND thresh nxi1
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RED (Random Early Detection) Dn"ia'7x
INIX YIIN71 IX11 XINW 197 TIY oniy 1NX7 nomn RED
Y212 NII'MNANAN NI0j79N 19010 NX Q.Count — 1 [N01 .WXKN
D' 1Y MIN_THRESH —1 MAX_THRESH I'n* .Q1ma
.INN 7TIA DX D'RoINY
:NIn RED DN"MIA7X
N7 01207 NXNY NWTN NUPO NYANWD

IN7 NVPoN NX 717 ,Q.Count < MIN_THRESH DX *

.NVPON NX 7INT ,Q.Count > MAX_THRESH DX ,nINX *

QN7 NNIX 72771 p NNANONA NVPON NX PNT ,NNX *

.1 —pnnanona

N7 NTNIN'YNA) viap XN p € (0,1) - w ' ,nIvwd n(u;'?
(>
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RED (Random Early Detection) Dn"ia'7x
YTN NINWNY WNNWNY? YXIN N'van oy TTINN? nn 'y -
XIN WUTNN DNMIAZRD WA
WA Q0 -
INY7 010207 NXNY nWTN nopPS NVaANwd -
.2IM7 nupon X 72 WA < MIN_THRESH DX *
.NLPON NN PINT ,WA > MAX_THRESH DX ,NINX *
QM7 NNIX 721 p NN2ANONA NOPON NX PNT ,NINK *
.1 —pnnanonm
WA — (1 —a)WA+ a-(Q.Count) -
p € (0,1) o md1, 1INy viap Xin a € (0,1) "wNd -
viap

Transport taver

(2011/12) ym2mn 7o8w

RED (Random Early Detection) nn"iax
M (iv) MU nx 97NN7 9TV N DX ¢
A PWA — 7—1((11 —1) - WA + Q. Count)
N7 e
1
WA = —¥iL, X; :N'N DWTNN DNONN NIYAWNYW 17 D'
DOYIT X; 7¢ DIYN DDIYN NNIERN NNoNA -
1NN DNIYNYN DX D'TANN DNY D N'7RI¥ID07R
720 212wN y¥Inn XN WA — ¢ X' YXInn '11'wn Nivnun
INNY YXINN ,INI7 .x; DY 'K ITTNIY 0DIWN 7D 7w

210 NIND QYN 271 D'WTNY7I DY DD DY 77wn
.N2IIN Y202 YXINNN NN 7TIA DR

)

Answers

First note: since we see here a loss event followed by CA
state (times 16-17) we conclude this is not the Tahoe
variant.

On the other hand, the behavior given in the chart
conforms to Reno’s behavior (which is the only variant
we studied other than Tahoe).

Identify Slow Start rounds.

s 1-6 and 23-26: where we see exponential increase of cwnd
Identify Congestion Avoidance rounds

s 6-16, 17-22: where we see linear increase of cwnd
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RED (Random Early Detection) Dn"ia'7x

— bursty X'nw N1I2YN 0NV NINRYAN 77Nw N -
N71Ta NINd 0'N7IY DN DAY DAY AT 719 W' nid

N'YaN NN .IN 2XPA DNTYUN 0N AT IRYALLYTN Y
?n7ynnn

n7ww vy 9w (burst) Y19 72w nirn 7100 0t napna .
NIoponn 770 N 271 MIN_THRESH = 7 7ayn nnix
12''N T [AT21 DTION [AT7 NOPY N'NN NWIN [ON INKY
YT™MN DX NPATY 12N0N — DPYA NN DX |77 071D
1I'R NN 7712 7 WA [TAIRY DXYA X' N'YaN .01'NY
.bursts NIN>112 NWN2 0NIY7 210 TTN NNKRA 790N
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RED (Random Early Detection) Dn"ia'1x

NI0ED 1 NN .DNMIRYRA DX 170NN YadW N -«
NNON 1IN .Xq, ..., X, [NYAN DY NN 772 DX N0
nnon WA 7w 147 (Rroni K77 , i) nino
.N'WIN DX INID '1'WUN TXD

WA=a(l-—a)" x +a(l—a)"2x, + -+ ax,
'9) exponentially weighted moving average Xxin WA
y¥nn XIn .TCP RTT estimation 112y NXX1NA 'KWY
AWOKRN NI Q.Count 7w N DX TN NIX? 2'7nni
.N0INY NNXA NYIN N 210 NP wn? 7

Answer the following

Identify Slow Start times.

Identify Congestion Avoidance times.

At time 16 is it timeout or triple duplicate ACK?
At time 22, is it timeout or triple duplicate?
What is the Slow Start Threshold at time 1?
What is the Slow Start Threshold at time 24?

If a packet loss is detected after time 26 by the receipt of a triple
duplicate ACK, what will be the value of the congestion-window size?

16 17 2223 26
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Answers

« What is the Slow Start Threshold at time 1?
= 32, since this is the threshold at which SS becomes CA
* What is the Slow Start Threshold at time 24?

o Every loss event causes ssthresh to become half the size of cwnd
onkt)he time the loss event was detected (by timeout or 37 dup
ack).

s Thus, ssthresh at time 23 is 26 /2 = 13.

= There is no loss in time 23 so this is also the thresh of round 24.

« If a packet loss is detected after time 26 by the receipt of a
triple duplicate ACK, what will be the value of the congestion-
window size?

o Again, we set ssthresh to half the size of cwnd on the time the
loss event was detected, namely 8 /2 = 4.



