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Started IT security research at the University of
Karlsruhe in 1987

= Founding member of CARO and Eicar
= First CERT in Germany
= First European FIRST Member

= Founded an IT security company in 1989/90
= Preventive measures
= Emergency Response / Forensics
= Open Source Monitoring
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Why Anti-Phishing?

= |[n May we started a joint development with Cogenta
Systems Ltd (London, UK)

= Presentation to a bank IT outsourcing company
= First incident the very next day
= No free weekend since then...
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= Data based on anti-phishing.org

Phishing Trends
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History

= The distribution changed over time
= Early incidents targeted login credentials
= Today banking is the prime target

= Distribution (anti-phishing.org)
= 83% financial services

= 13% e-commerce
u 4°/o |SP
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Damage and Impact

= Financial loss

= Germany sofar no known losses
= Australia: 200 million AUS$ in 2003
= US figures vary some quote over one billion

= Reputation
= Damage of acceptance of e-banking
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Stages of an Attack

Preparations
Target selection
Infrastructure
Creation of covert e-mail accounts

Attack
Fake web site deployment
SPAM mailing
Harvest
|dentity misuse
multiple international funds transfers
withdrawl
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Sample SPAM
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Sample Page
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First five cases in Germany

Financial Domain Mail account SPAM Detection Phishing comment
Institution reservation date | creation date mailout Date stopped date
Group (1) 2004/05/20 DE
17:23Z
DE
Group (2) 2004/05/30 IL
FL, USA/CAN
Bank 1 2004/06/20 IL ? 2004/06/24 2004/06/24
FL, USA / CAN Ca 07:00Z 17:40Z
Bank 2 2004/06/30 ? 2004/07/03 2004/07/05
00:00Z 19:10Z 15:59Z
CA, USA GA, USA
Bankgroup 2004/06/30 IL Domain was
06:447 reserved, no
GA, USA content
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Involved Groups

= Group 1
+ Very good German skills
+ Fixed Hosting
« SPAM via hosting server
+ transport of ' hArvest' via e-malil

= Group 2

*

Very bad German and English

*

Cyrillic tags in mail

*

Injected Hosting on privat PCs
SPAM via BOT
transport of ' hArvest' via e-mail

*

L 4
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Involved Groups

= Group 3

L 2

L 4

L 2

Not real phishing
Fixed hosting on IIS
419 / Nigeria Scam

= Group 4

L 2

L 2

L 2

Very bad German and English
Trojan horse

Distribution via SPAM

very universal concept
chinese language skill
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May 2004

= Input forms accept any data

= Domain registration and harvesting via same e-mail
address

= DE domain and hosting in Germany
April 2004

= Account numbers were tested for consitency
June 2004

= Multiple e-mail addresses were used
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June 2004

= Pop-Up in Kiosk-Mode and redirect of the main page
to the legitemate page of the bank

July 2004

= Hosting in difficult to reach countries (timezone,
language)

September 2004
= Multiple hosting sites in one attack
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Technical traces

Artefacts in the internet

= Domain names, information clutter

= SPAM

= Honeypots
= Web

= Referer logs
= Mall

» Bounces
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Organizational Measures

= News flash on web
= Press release
= Awareness
= Prevention for cutomers
= Staff training
= Ad hoc measures
= Script injection
= Logo swap
= Change of variable naming
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= www.anti-phishing.org
= www.usdoj.gov/ag.speeches/2004/82604ag.htm
= www.bankenverlag.de
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Contact

BFK edv-consulting GmbH
Durlacher Allee 47
/76131 Karlsruhe

+49 721 962 01-1  tel
+49 721 9 62 01-99 fax

iInfo@bfk.de
www.bfk.de
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