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ABSTRACT

The construction of complex, evolving software systems re-
quires a high-level design model. However, this model tends
not to be enforced on the system, leaving room for the imple-
mentors to diverge from it, thus differentiating the designed
system from the actual implemented one. The essence of the
problem of enforcing such models lies in their globality. The
principles and guidelines conveyed by these models cannot
be localized in a single module, they must be observed ev-
erywhere in the system. A mechanism for enforcement needs
to have a global view of the system and to report breaches
in the model at the time they occur.

Aspect-Oriented Programming has been proposed as a new
software engineering approach. Unlike contemporary soft-
ware engineering methods, which are module centered, As-
pect Oriented Programming provides mechanisms for the
definition of cross-module interactions. We explore the pos-
sibility of using Aspect-Oriented Programming in general
and the AspectJ programming language in particular for
the enforcement of design models.

1. INTRODUCTION

In programming, much like in a democratic regime, one
can do whatever she wants, unless specifically forbidden.
The construction of complex, evolving software systems re-
quires a high-level design model. This model should be
made explicit[5], particularly the part of it that specifies the
principles and guidelines that are to govern the structure of
the system. Recent years have seen a lot of work done in
the field of modelling: unification of modelling principles to
form UML[2], and extensive work on design patterns[4], to
mention just a few. In reality, however, implementors tend
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to overlook the documented design models and guidelines,
causing the implemented system to diverge from its model.
Reasoning about a system whose models and implementa-
tion diverge is error prone - the knowledge we gain from
these models is not of the system itself, but of some ficti-
tious system, the system we intended to build. The system’s
comprehensibility is impeded, and so using software engi-
neering techniques goes against our intended goals - quality,
maintainability and cost minimization.

Two major approaches have been suggested to bridge the
gap between high-level design models and the system itself:
user invoked and environment invoked. The first was de-
scribed by Sefika, Sane and Campbell[13]:

”the use of codified design principles must be
supplemented by checks to ensure that the actual
implementation adheres to its design constraints
and guidelines.”

The second approach was described by N.H. Minsky[11]:

”the gap between the architectural model and
the implemented system can be bridged effec-
tively if the model is not just stated, but is en-
forced.”

As noted in[9] the essence of the problem of implementing
higher-level principles and guidelines lies in their globality.
These principles cannot be localized in a single module, they
must be observed everywhere in the system, which means
that they crosscut the system’s architecture.

From the discussion above it is clear that a tool which
is capable of enforcing design decision should have at least
the following two characteristics: a) An overall view of the
system. b) Any violation of a rule should be detected as
early as possible and prevented.

Aspect Oriented Programming[6] (AOP) is a program-
ming technique for modularizing concerns that crosscut the
basic functionality of systems. Aspects provide a means to
clearly capture design decisions[1].

In [6] G. Kiczales provides a definition to differentiate as-
pects from components:
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7aspects tend not to be units of the system’s
functional decomposition, but rather to be prop-
erties that affect the performance or semantics of
the components in a systematic way”



We claim that by viewing design decisions as aspects of the
system, and using an AOP language as our verification®
mechanism, we are actually enforcing design rules by means
of a compiler. Once a regularity has been formed as an as-
pect it becomes part of the system, and will be weaved into
it. No other human interaction is needed apart from spec-
ifying a regularity as an aspect. Therefore, if AOP proves
to be able to bridge the gap, what we get is a tool that falls
within the realms of enforcing architectural principles, and
not just of verifying their existence.

On first glance, it seems that AOP is perfect as a design
enforcement mechanism, but is it really that obvious? The
literature in the field of "regulating architectural decisions”
([16, 14, 15]) discusses various design regularities that have
been shown to be of importance, and this work examines
AOQOP’s applicability for some of them. The regularities that
we have chosen to address are universal in the sense that
they represent the kinds of architectural constraints that are
most frequently occurring in systems. We rely strongly on
N.H. Minsky’s work on the enforcement of regularities[10, 9,
17, 12]: Apart from being the only other work on enforce-
ment known to the authors, it is the most extensive work in
this field, ranging from constraints on the development pro-
cess itself, to those that can only be checked at run-time.
This is in contrast to most other works which focus on the
verification of statically checkable constraints.

The rest of the paper goes as follows: Section 2 describes
our attempts to implement various types of design regulari-
ties, section 3 discusses our findings. The remaining sections
present future work and conclusions. We assume the reader
has knowledge of AOP and the AspectJ programming lan-
guage.

2. ENFORCING ARCHITECTURAL REG-
ULARITIES

The AOP literature is abundant with extensively docu-
mented examples of what aspects can be used for.

e Design by Contract: AOP can be used as a mean
for the implementation of the Design by Contract[8]
design methodology, as shown in the AspectJ tutorial.
For example, pre / post conditions are checked using
before and after (respectively) on a method execution
join point.

e Exception Handling: The design regularity of ”all
exceptions of a certain type should be handled the
same way” is discussed in [7].

e Observer Design Pattern: The enforcement of the
Observer design pattern [4], is illustrated in the exam-
ples supplied by the Aspect] team. The example of
this behavioral pattern uses the introduction mecha-
nism as well as method call receptions.

What all of these examples have in common is the fact that
the regularities they define are of a dynamic nature and are
enforced upon a monolithic system.

It is clear how these examples can be used for enforcing
architectural principles, but when attempting to implement
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design restrictions with AspectJ, one quickly reaches realms
which are not covered by the literature. Following are ex-
amples which illustrate these realms.

2.1 Distributed Architecture

Modern systems tend to be constructed of heterogenous
subsystems (agents) interacting with one another. Their
architecture is a distributed one rather than centralized ar-
chitecture of legacy systems. In order to accomplish its goal,
an agent interacts with other agents under a coordination
policy. These policies must be maintained by all agents in-
teracting under it, hence they represent a crosscut in the
distributed system’s architecture.

Since the current version of the AspectJ? programming
language requires all source code to be available to the lan-
guage’s compiler, we had to constrain the general model.
The general model is comprised of ”black box” agents, which
are designed and implemented by various people, in dif-
ferent programming languages and operating on different
platforms. The constraints we put on the model require all
source code to be written in a single programming language,
AspectJ, and to be available at compilation time.

As an example of such distributed policy, we present a
congestion control policy enforced in a server/client environ-
ment, in which the server is a central data base, responding
to queries by clients. The policy is designed to control possi-
ble congestion of the server due to large volume of requests.
The system is described in [12] as follows:

Let S be a server ...

1. Every client of S has a quantum of time dt
assigned to it, which is to be the minimal
delay between any two requests sent by this
agent to the server.

2. The server can set the delay of an agent to
any desired value.

3. If an agent attempts to send a message to
S sooner than permitted by his delay, this
message is to be blocked.

We bind an enforcement mechanism to each of the agents
in the distributed system. Aspects are used to implement
this enforcement mechanism. The mechanism is implemented
in layers, making use of the aspects’ ability to inherit from
other aspects. The topmost level is a general infrastructure
for the enforcement mechanism specifying the architecture
of a distributed system and the events (sending and receiv-
ing of messages by agents) in the system which are to be
monitored. This aspect, represented in Figure 1, does not
detail a specific policy to be enforced, rather the distributed
architecture on which a policy will act. By using an aspect,
not only the policy to be enforced is clarified, the domain of
the problem is formalized and made explicit.

The second layer is a specific policy. Figure 2 is an ex-
ample of a congestion control policy. While in the abstract
model we were referring to general agents, here we have two
types of agents - 'Client’ and ’Server’ (lines 4-8). Each agent
has a set of attributes associated with it, these are described
using an inner class. The ruling of the policy is based on
these attributes. The monitoring of events is done using
around advice on an abstract pointcut that specifies the

2The examples are implemented in AspectJ1.0



. public abstract aspect DistributedEnforcementMechanism

abstract pointcut arrived(Agent receiver);

boolean evaluateSendRuling(Agent sndr);
boolean evaluateArrivedRuling(Agent rcvr);

1

2. perthis(this(Agent)) {
3.

4. public interface Agent {}
5.

6. abstract pointcut send(Agent sender);
7.

8.

9. interface Ruling {

10.

11.

12.

13.}

Figure 1: Distributed Architecture

event. The ruling is done using a ruling object, thus the rul-
ing scheme is easily chosen and can be easily altered. Figure
3 describes a ruling in which if the time interval between two
consecutive send event (by the same client) is smaller than
a previously set delay, the client is blocked for the amount
of time needed to make the ruling hold. A different scheme
can be simply dropping that message.

Figure 2 shows the aspect’s code for implementing the
policy described above. The aspect represents a congestion
control policy that is independent of a specific system,
thus representing a high-level design decision. A third level,
that is not presented in this paper, is needed to "hook” this
abstract representation onto a specific system. This is done
by making the send and arrive events concrete with respect
to that system.

1. abstract aspect CongestionControlPolicy

2 extends DistributedEnforcementMechanism {
3

4. public interface Server {}

5. public interface Client {}

6

7 declare parents: Server implements Agent;
8. declare parents: Client implements Agent;
9.

10.  abstract pointcut send(Agent a);

11.  abstract pointcut arrived(Agent a);

12.

13.  class CCAttributes {

14. long clock() {...}

15. long getDelay() {...}

16. long getlastCall() {...}

17.

18. } // end of inner class CCAttributes
19.
20. Object around(Agent sender)

22. proceed(sender) ;
23. }

24. }

25.

26.}

send(sender) {
21. if ( ruling.evaluateSendRuling(sender) ) {

Figure 2: Congestion Control Policy

Policies of distributed systems, which are actually policies

on the functionality of such systems, seem to be a logical
extension to the already known architectures that can be
described using AOP (under the constraints we stated).

2.2 Example: Intensive Care Unit: A Kernel-
ized Structure

This section follows the intensive care unit example de-
picted in [10]. The system is composed of two parts: the
kernel which is responsible for life support missions and the
rest of the system. Three principles that must be followed
by such systems are stated in [10]:

Principle 1 (Exclusive Access) The kernel should have
exclusive access to the machines connected to the pa-
tient.

Principle 2 (Independence) The kernel should be inde-
pendent of the rest of the system.

Principle 3 (Limited Interface) The kernel must provide
an interface for use by the rest of the system.

We focus on the second principle - the kernel’s indepen-
dence. This high level design decision must be made for-
mal through the use of specific programming rules. Static
as well as dynamic interactions between the kernel’s compo-
nents must be taken into consideration. In order to maintain
the kernel’s independence the following principles must be
observed:

e use: kernel classes cannot use (be clients of) non-
kernel classes.

e inheritance: kernel classes cannot inherit from non-
kernel classes.

To monitor kernel to non-kernel interactions the kernel’s
components must be explicitly marked so they can be refer-
enced as kernel classes making the unmarked part the non-
kernel components. The marking procedure is done by hav-
ing each of the kernel’s classes implement the Kernel inter-
face, this is done by using the introduction mechanism of
AspectJ. Kernel is an empty interface used only for tagging
purposes. Figure 4 is the aspect representing a partition
of the system. Each class within the kernel is made to im-
plement the Kernel interface. An evident drawback of this
method is that a complete list of kernel classes must be ex-
plicitly specified and it is the implementor’s responsibility
to update it as the kernel changes.



if (wait >0 ) {

try {
Thread.sleep(wait) ;

}

public boolean evaluateSendRuling(Agent sender) {
CongestionControlPolicy.CCAttributes attr = context.getAttributes();

if ( sender instanceof Client ) {
long wait = attr.getLastCall() + attr.getDelay() - attr.clock();

} catch (Exception e) {...}

Figure 3:

"Wait" ruling for the congestion control policy.

}

abstract aspect KernelArchitecture {
public interface Kernel {}

declare parents: <kernel classes> implements Kernel;

Figure 4: Kernelized system:

2.2.1 Regulating Use Interaction

A class is said to be a client of another if it declares
either an attribute, a local variable, or a formal parameter
of that class[10]. This is a definition on the interaction be-
tween two classes, therefore a static one. This interaction,
as is, cannot be regulated with current version of AspectJ.
Thus, in order to regulate the use of a class by another we
must express the declare interaction using dynamic events
that will be enforced at compile time by Aspect]’s declare
error mechanism: A class declares an element of another
class in order to generate an instance of that class, call a
feature, or access a variable. These are dynamic events and
therefore can be monitored using AspectJ. Figure 5 shows
how such events are being regulated at compile time. The
aspect restricts the use of non-kernel classes from within ker-
nel classes. The first part (lines 3-10) of the aspect monitors
generation of non-kernel instances, feature calls to features
defined in non-kernel classes, and field access to non-kernel
fields. The second part(lines 12-19) declares these events to
be an error.

Using a combination of generation, feature calls, and field
access events instead of the definition in [10] covers all actual
uses that a class does with another. However, it does not
cover the static compilation dependency. Thus, we cannot
monitor and regulate such events. This event occurs when
a class only defines a variable of another class, but does
not make any use of it, leaving it as a pure compilation
dependency.

2.2.2 Regulating Inheritance Interaction

Inheritance poses a rather different problem. The prob-
lem originates from the fact that AspectJ does not supply
an explicit construct for regulating inheritance interaction.
This means that in order to be able to deal with inheritance
we need to interpret it via available means.

marking of the kermel part

When a class ¢! inherits from class ¢2 it assumes both
types. Thus, types provide us with the means to handle in-
heritance. Unfortunately, the tagging mechanism, described
in the previous section, is not sufficient in the case of a ker-
nelized system: by tagging the kernel only, and then at-
tempting to refer to a kernel class that inherits from a class
outside of the kernel, we run into logical failure since this
class is represented as both kernel and non-kernel (!Kernel).
In a formal manner, refereing to a class as being a member
of a set defined as the intersection between the set of kernel
classes and the set of !kernel classes leaves us with an empty
set. In order to overcome the stated difficulty we need to
explicitly tag the non-kernel classes as well by introducing
a second type (line 4, figure6).

As discussed in the previous section, the static event ”be-
ing of type” needs to be stated in dynamic manners. We rely
on the fact that every class has a constructor and therefore
the initialization of a constructor of a desired type may be
considered as being of that type. The aspect is depicted in
figure 6.

We soon discover, however, that this solution doesn’t get
us closer to our desired goal. In the terms we stated, a
kernel class that inherits from a non-kernel class may be
considered as an initialization of a class that is of Kernel
and NotKernel types. However, even though this solution
discovers the desired breaches of the inheritance regularity,
it has a side effect of discovering a set of classes where non-
kernel classes inherit from kernel classes. Another fault of
this method is that only user classes can be tagged, thus
making the enforcement mechanism applicable only for such
classes.

We might attempt various manipulations to limit the set
of produced answers to include only the actual breaches of
the regularity. This, however, goes directly against the ”say
what you mean” principle that we have labored to main-
tain throughout our work. The inheritance regularity repre-



1. aspect CannotUse {

2.

3. pointcut generation():

4. call(('Kernel+) .new(..)) && within(Kernel+);

5.

6. pointcut method_call():

7. call(* (!Kernel+).*(..)) && within(Kernel+);

8.

9. pointcut field access():

10. (set(* (!Kernel+).*) || get(x (!Kernel+).*)) && within(Kernel+);
11.

12. declare error: method_call():

13. "method call from kernel class to non-kernel class";
14.

15. declare error: field.access():

16. "accessing non-kernel field from a kernel class";

17.

18.  declare error: generation():

19. "creation of a non-kernel class within a kernel class";
20.}

Figure 5: Regulating use interaction

sented by this aspect becomes incoherent, which defies our
overall goal of specifying regularities as aspects. As a side
note, we could of course issue warnings on the whole set
which results from the aspect in figure 6, and leave the de-
cision up to the implementor, but this ,obviously, defies the
whole purpose of regularity enforcement.

2.3 Stylistic Constraints

Following [16] there exists another class of constraints,
stylistic constraints. All class names must begin with an up-
per case letter, is an example of such a constraint. We believe
that such limitations can be regarded as a crosscut in the
application (i.e. over all class names), and therefore should
be considered as an aspect of the system. However, As-
pectJ does not provide tools to declare aspects of such sort.
The underlying model of AspectJ, as noted in preceding sec-
tions, refers to program events that occur at run-time (join
points) and only partially supports static events. Stylistic
constraints are an extreme example of static events - they
are events on text.

3. DISCUSSION

In this paper we address the possibility of using AOP in
general, and AspectJ in particular, in order to solve the
problem of design enforcement. We surveyed a spectrum of
problems one encounters when trying to apply AspectJ in
various cases where design enforcement is necessary. The
most important question that needs to be asked is whether
the difficulties we encountered are due to a specific imple-
mentation of the AOP idea, or are they to show that AOP
in general is inadequate for design enforcement?

This is an interesting question because there seems to
be an underlying tension between programming languages
that are used for creation, and law enforcing that is meant
to prevent or limit creation. This tension can be observed
in the AspectJ examples above: Aspect]J provide tools for
making a class inherit from another, but the opposite - pre-
venting inheritance - is not supported. In general, we saw

that AspectJ supports the monitoring of dynamic events (i.e.
events that "happen”), yet it lacks the concept of monitor-
ing static events. When thinking of of system architecture,
it is the static events that play a major role.

In [9] N.H. Minsky mentions several reasons why regular-
ities cannot be enforced by means of a programming lan-
guage.

1. Only very few types of regularities can be
thus built into any given language;...

2. Regularities that do not have universal ap-
plicability should not be built into a general
purpose language.

3. Programming languages usually adopt a mod-
ulecentered view of software. ...

4. Language imposed regularities are obviously
not effective for multi lingual systems, ...

AOP languages make us take another look at these rea-
sons: The number of regularities which can be built into a
language still remains small, but unlike non AOP languages,
the whole purpose of some of these regularities, is to define
new ones. These are low level regularities, that provide us
with a mechanism for the definition and enforcement (by
means of a compiler) of high-level design principles. As for
Minsky’s third comment, AOP makes it obsolete. The ba-
sis of AOP is to complement the module-centered approach
with a mechanism for the definition of cross-module regu-
larities.

Is AspectJ a sufficient solution? In this paper we showed
that its current form is only partially adequate for design en-
forcement. Simultaneously, the examples we use shed light
on the necessary additions to the language: for example, the
same way we can monitor method calls using the call point-
cut designator, we would want to have an inherit pointcut
designator for monitoring inheritance and declare to moni-
tor variable declaration. In general, the pointcut language



<kernel classses> implements Kernel;
<non-kernel classes> implements NotKernel;

"inheritance law breached";

1. public aspect KernelArchitecture {
2.

3. public interface Kernel {}

4. public interface NotKernel {}

5.

6. declare parents:

7. declare parents:

8.

9. pointcut cannot_inherit():

10. initialization((Kernel+) .new(..))
11. declare error: cannot_inherit():
12.}

&% initialization((NotKernel+).new(..));

Figure 6:

construct that currently provides us with a way to declare
sets of join-points, should be extended to include the inter-
action between the static components (e.g classes, files) of
the system.

There are problems with the demand for extending the
language since the general tendency is to keep programming
languages concise and to prevent cluttering. Where do we
draw the line? How do we deal with enforcing style, or
constraining native code? This is unclear, but intuitively
some problems, like inheritance, are more pressing in terms
of design enforcement.

When talking about where to draw the line it is impor-
tant to consider not only the fact that we are dealing with
a programming language, but also the purpose of this lan-
guage. In a language that is meant for rule enforcement the
cost of extension is relatively less important than the added
benefit of incorporating the programming language and the
enforcement tool under a single mechanism. This is because
enforcing design regularities, however important, is not a
wide spread practice. In order to do so a programmer needs
to use a special tool, and usually learn a specification lan-
guage on top of the programming language. Furthermore,
the task of building software systems becomes more compli-
cated, by using these extra tools which are not an integral
part of the system at development. By using an AspectJ
like language as the enforcement mechanism no new tool
is introduced to the development environment, no special
purpose language is needed for specifying regularities - they
are specified using the language of the system, a language
the programmer already knows and the enforcement is done
by means of a compiler. This ’single tool’” approach makes
the process of enforcement an integral part of the system
development.

The bottom line claim that we would like to make is that
the problems we encountered were not a result of an incom-
petence in the general AOP idea but a consequence of it’s
particular implementation. AspectJ is currently the only of
it’s kind and is still undergoing major changes. The lan-
guage was not designed for the purpose of regulating ar-
chitectural decisions and thus lacks sufficient tools to ac-
commodate this task. The range of difficulties we encoun-
tered in our attempts to implement regularities did not re-
sult from problems with the AOP concept. In fact, this
concept proved to be exceptionally robust: We were able to
express the regularities in AOP terminology, it is their re-
alization that caused the difficulties. ”The spirit indeed is
willing, but the flesh is weak” (Matthew 26:40-42).

regulating inheritance

4. CONCLUSION

We have examined system design from the point of design
enforcement and argued that the AOP idea can be used as
a suitable means for design enforcement - The crosscutting
nature of a design principle is what links these two ideas
together. Yet, we have shown that some designs, especially
those related to the static nature of the architecture, are not
well addressed by contemporary tools.

5. FUTURE WORK

It is obvious that creating a tool which will be able to
enforce both static and dynamic regularities by means of
aspects is the direct continuation to this work. Yet, before
embarking on such a task, more research as to the bound-
aries of such a tool (i.e. the interactions it will monitor)
needs to be carried out.
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